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<#root>
key chain
M _Key

macsec

key 01

cryptographic-algorithm
aes-128-cmac

key-string
12345678901234567890123456789001

Tifetime 12:59:59 Oct 1 2023 duration 5000
key 02
cryptographic-algorithm aes-128-cmac
key-string 12345678901234567890123456789002
Tifetime 14:00:00 Oct 1 2023 16:15:00 Oct 1 2023
key 03
cryptographic-algorithm aes-128-cmac
key-string 12345678901234567890123456789003
Tifetime 16:15:00 Oct 1 2023 17:15:00 Oct 1 2023
key 04
cryptographic-algorithm aes-128-cmac
key-string 12345678901234567890123456789012
Tifetime 17:00:00 Oct 1 2023 infinite

HepfEE&kF 2
M_Key : 240858 o

ZEH01  EEKRBERFHAEH ( ECKNMER ) »
aes-128-cmac:MKA B 1916 iiF 2248,
12345678901234567890123456789012 : ﬁﬁ*ﬂ*‘z‘%ﬂ(CAK)o

TE SR

<tfroot>



mka policy example
macsec-cipher-suite

gcm aes- 256

Hrh gom-aes-256 2 iE A T 22 KRB ZHA(SAK) TTENFRBEH,

N XEEARMEER  RESEER  HES TAKA(Mconfidentiality-offset, sak-
rekey. include-icv-indicator) ¥ 2k,

O

interface TenGigabitEthernet0/1/2

mtu 2000

ip address 198.51.100.1 255.255.255.0

ip mtu 1468

eapol destination-address broadcast-address
mka policy example

mka pre-shared-key key-chain M_Key

macsec

end

N e EARBER S Amka® e | NS ARRIAEE | M AExdshow mka default-policy
detail &,

802.1x/EAP

MREHEAPHZE , WAFERBENELEBRHAMSK) ER. EBIEEE 802.1XAY & &KL H
W(EAP)HESR | MKATEIR & 2 [8] TIREAPoOL-MKAM | EAPoL iRy LA A M 25 8y 0x888E |, T
EAPOL MY Bk 3E & 7t (PDU) R B BIE B E 4 F5 W MACsecZ4A MM PDU(MKPDU), X YEEAPoLE
EBREFHICKN, ZHRS M ERFMACsecBE.

N BRUERT | SBHALEEAPOL-MKAR | {8 7R % X L.

HETFiFHBBMACsecnZ e & R4l :
AEMHER (FEEPMANE ) -

crypto pki trustpoint EXAMPLE-CA

enrollment terminal

subject-name CN=ASR1000@user.example, C=IN, ST=KA, OU=ENG,O=Example
revocation-check none

rsakeypair mkaioscarsa



storage nvram:

crypto pki authenticate EXAMPLE-CA

FEEL02.1xBHRIEFAAAEE :

aaa new-model
dotlx system-auth-control

radius server ISE

address ipv4 auth-port 1645 acct-port 1646
automate-tester username dummy

key dummyl123

radius-server deadtime 2

|
aaa group server radius ISEGRP

server name ISE

|
aaa authentication dotlx default group ISEGRP
aaa authorization network default group ISEGRP

EAP-TLSHE & X 4+ M802.1XFEiE :

eap profile EAPTLS-PROF-IOSCA
method tls

pki-trustpoint EXAMPLE-CA
|

dotlx credentials EAPTLSCRED-IOSCA
username asrl1000@user.example

pki-trustpoint EXAMPLE-CA
!

O

interface TenGigabitEthernet0/1/2

macsec network-Tink

authentication periodic

authentication timer reauthenticate
access-session host-mode multi-host
access-session closed

access-session port-control auto

dotlx pae both

dotlx credentials EAPTLSCRED-IOSCA

dotlx supplicant eap profile EAPTLS-PROF-IOSCA
service-policy type control subscriber DOT1X_POLICY_RADIUS
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%MKA-3-INVALID_MACSEC_CAPABILITY : Terminating MKA Session because no peers had the required MACsec Cap

BEXNEAEHIIMACsecThRES BT F i O AIMACsect B R FE{EMACsecIhBEE R,

%MKA-3-INVALID_PARAM_SET : %s, Local-TxSCI %s, Peer-RxSCI %s, Audit-SessionID %s
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EFEXLESH,
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REEZEBES LERETICE |, SHAERTE,

%MKA-3-MKPDU_VALIDATE_FAILURE : MKPDU validation failed for Local-TxSCI %s, Peer-RxSCI %s, Audit-Sessio
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=
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Fatn S Rshow mka sessions [interface interface_name]:

<{froot>
Routerl#

show nka sessi ons

Total MKA Sessions....... 1

Secured Sessions... 1

Pending Sessions... 0
Interface Local-TxSCI Policy-Name Inherited Key-Server
Port-ID Peer-RxSCI MACsec-Peers Status CKN
Te0/1/2 40b5.c133.0e8a/0012
Exanpl e

NO

NO
18 40b5.c133.020a/0012 1
Secur ed
01

RERERHEHFELE ; "R2"RFERZERHTX SAK , IREE , MERAKREL"

s MBRBRFENLE , FREYEBEORDS , BdpingRENSHAMNEZEEMNEECTE, It
B, R BB MG TFENRSHMKPDUN &, REF S4B TER , M3 —EFEUF2
 BERRZNRFTHIRLIHE , HARRAKHIMTULHITEWERE,

s MRRBRFAPending , EFRERSEZRFFARFEOSKR/EFFERTAOREND
MKPDU,

« MEBIRERIFNNot Secured ( KRF ) , MIMKAZEO Rup ( 3T ) RE , MKPDURZ |, B
SAKAZE , EXHBERT , FeERT—1MEE :

%MKA-5-SESSION_UNSECURED : MKA Session was not secured for Local-TxSCI %s, Peer-RxSCI %s, Audit-Session

XEENEMACsecH BRI L2 BEIE(SC)MELHELEXIK(SA) 2 , AibFHXS FimZBMACseck
. TMHIMACsecHl B HtMMKARFE, & 7] LA6E A detailds & 3R EXE <show mka session
[interface interface_name] detail B9 ¥ 415 2.



<ffroot>
Routerl#

show nka sessi ons det ai

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCI............. 40b5.c133.0e8a/0012

Interface MAC Address.... 40b5.c133.0e8a

MKA Port Identifier...... 18

Interface Name........... TenGigabitEthernet0/1/2

Audit Session ID.........

CAK Name (CKN)........... 01

Member Identifier (MI)... DC5F7E3E38F4210925AAC8CA

Message Number (MN)...... 14462

EAP Role.........cvvvun. NA

Key Server............... NO

MKA Ci pher Suite......... AES- 128- CVAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... 272DA12A009CD0A3D313FADF00000001 (1)
01d SAK Status........... FIRST-SAK

Old SAK AN............... 0

O01d SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... 0s (No O1d SAK to retire)

SAK Rekey Time........... 0s (SAK Rekey interval not applicable)
MKA Policy Name.......... Example

Key Server Priority...... 2

Delay Protection......... NO

Delay Protection Timer.......... 0s (Not enabled)

Confidentiality Offset... 0

Algorithm Agility........ 80C201

SAK Rekey On Live Peer Loss........ NO

Send Secure Announcement.. DISABLED

SCI Based SSCI Computation.... NO

SAK Cipher Suite......... 0080C20001000002 (GCM-AES-256)

MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 0

Li ve Peers List:
M WN Rx- SCI ( Peer) KS RxSA SSC
Priority Installed

272DA12A009CDOA3D313FADF 14712 40b5. ¢133. 020a/ 0012 1 YES 0



Potential Peers List:
MI MN Rx-SCI (Peer) KS RxSA SSCI
Priority Installed

ERARNEHNSAKEEURREE RIVAARESE , LEEFHTHER. IRFETEHN
SAK , FREMGEANZAUR CEENSAKBAEBMERYN  MREAMAZEZS , WA LER
show mka keychain:

<#root>
Routerl#

show nka keychai ns

MKA PSK Keychain(s) Summary...

Keychain Latest CKN Interface(s)
Name Latest CAK AppTlied
Mast er _Key
01
Te0/1/2
<HIDDEN>

CAKMNARE R , BRI LUE L #4A 5 E FFCKN,

MRLSFEREY , ELEHFRAEBMERE , NATREMKPDUREEX F4 2B EFRS) , W
RiEr , ERFIT—FEE

%MKA-4-KEEPALIVE_TIMEOUT : Keepalive Timeout for Local-TxSCI %s, Peer-RxSCI %s, Audit-SessionID %s, CKN

MEE—AMWNEME , IMKASIFLIE  MRBEZANINESL , HEAMKANER - EEKZERT
MKPDURBE6# 4 |, NiLive Peer& MLive Peers ListF il B& , &8 LA Mshow mka statistics
[interface interface_name]FF 1 :

<tfroot>
Routerl#

show nka statistics interface TenG gabitEt hernet0/1/2



MKA Statistics for Session

Reauthentication Attempts.. 0

CA Statistics

Pairwise CAKs Derived... O
Pairwise CAK Rekeys..... 0
Group CAKs Generated.... O
Group CAKs Received..... 0

SA Statistics

SAKs Generated.......... 0
SAKs Rekeyed............ 0
SAKs Received........... 1

SAK Responses Received.. 0

MKPDU Statistics

MKPDUs Val idated & Rx... 11647

"Distributed SAK".. 1
"Distributed CAK".. O

MKPDUs Transmitted...... 11648

"Distributed SAK".. O
"Distributed CAK".. O

RIEMFEWHMKPDUXLRE — NN EENELES |, BREMNERXMTXHAImEN , LBEHSS
BEBWAEE , MREFEER , B 7 LUS Adebug mka linksec-interface frames:

*Sep 20 21:14:10.803: MKA-LLI-MKPDU: Received CKN length (2 bytes) from Peer with CKN 01

*Sep 20 21:14:10.803: MKA-LLI-MKPDU: MKPDU Received: Interface: [Te0/1/2 : 18] Peer MAC: 40:B5:C1:33:02
*Sep 20 21:14:12.101: MKA-LLI-MKPDU: MKPDU transmitted: Interface [Te0/1/2: 18] with CKN 01

*Sep 20 21:14:12.803: MKA-LLI-MKPDU: Received CKN length (2 bytes) from Peer with CKN 01

*Sep 20 21:14:12.803: MKA-LLI-MKPDU: MKPDU Received: Interface: [Te0/1/2 : 18] Peer MAC: 40:B5:C1:33:02

ZZD%SQHIBIEIJMKPDU FEREABROHRIEF,. NEXREONMkaBERNRE ; MRFNIKE
BRIETE RIS B AREW EUMKPDUEﬁEt%% FEREPERZREEBELR

MRBARKIEMKPDU , BREYEBEORS (LBNERER ) AERE  RECREELEHITE
RBEBXEHES , F|AﬂEiﬁﬂﬁ)\‘t§&ﬁ@ﬁ3ﬁ(EPC) f"IJttEE’JE’J‘JEEIAO BZHEER
Cisco 10S XEXIEB R BIE SR ERIhEEHt =3

& A LAfE Fldebug mka events F B X R R IES FEL R,

N oaE E 1218 A debug mkaFldebug mka diagnostics , B A ENE RO e S BB RS2 4
FEFBARSTIAMEEFANES.
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MRLFEZ2HRE , BREARRY , FREXEFINEENNERE

<{froot>
Routerl#

show nacsec statistics interface TenG gabitEthernet 0/1/2

MACsec Statistics for TenGigabitEthernet0/1/2

SecY Counters

Ingress Untag Pkts: 0
Ingress No Tag Pkts: 0
Ingress Bad Tag Pkts: 0
Ingress Unknown SCI Pkts: O
Ingress No SCI Pkts: 0
Ingress Overrun Pkts: 0
Ingress Validated Octets: 0O

I ngress Decrypted Cctets: 98020

Egress Untag Pkts: 0
Egress Too Long Pkts: 0
Egress Protected Octets: O

Egress Encrypted Cctets: 98012

Controlled Port Counters

IF In Octets: 595380
IF In Packets: 5245
IF In Discard: 0

IF In Errors: 0

IF Out Octets: 596080
IF Out Packets: 5254
IF Out Errors: 0

Transmit SC Counters (SCI: 40B5C1330E8B0013)

Out Pkts Protected: 0
Qut Pkts Encrypted: 970
Transmit SA Counters (AN 0)

Out Pkts Protected: 0
Qut Pkts Encrypted: 970

Receive SA Counters (SCI: 40B5C133020B0013 AN 0)

In Pkts Unchecked: 0

In Pkts Delayed: 0
In Pkts OK: 967
In Pkts Invalid: 0

In Pkts Not Valid: 0



In Pkts Not using SA: 0
In Pkts Unused SA:
In Pkts Late: 0

o

SecYIt ¥R YEEO LNLEFHES , MEMITHREXZ2EEMAX , KBRS HRNENEZ
W, MRxZ2XEKKRED LBRBNERBES.
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