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5% B FAETERENIKB (PBR)
FEC: FRETRIER
NBAR PR #l

B &[5 7

HXEE

1Lk

ANHEBERTEMEAQSEEIBREIERN—FA%E | BEXN Cisco BHEF Lk Cisco IOS® ¥k
HARANETRENNAREFIRG (NBAR) MifHEIZE£I5IR (ACL). ARG RN SHER Microsoft
IS RS EMNEF—RFEMR,

X : kA EECisco 1600R 5B A EFE/ER,
AXE  HTELEP2PREMNP2PIHMUMMER , At T ETLHEIEXEFRE, XLEPPHILELTIAE

RHZEE , UESAEAAET2ELEERENDPISIZE, Rt , BWRHEHRT , MARTEE LT
. FRHLRENTIR, REEDLHHEN ; ER , ILEEEL.

KRR
ER

Cisco BWEBTHLUTEE :

- fEREHRIY QoS SHITHRE (CLI) S THIBRSAE (QoS) MRS L,
- NBAR

- ACL

- BT REEAYEE
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{56 AR B9 48 4

AXEARRETEHENRGMEAHRER, AXEPHEE S EZETT Cisco I0S MR 12.2(24a) Y
Cisco 3640 £33,

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZRNERAR
(BN ) BE, MRAEEANREXINEG  FRRARLKELTHRAEG THBERN,

A
BRXERAVBFHRESR , FSH Cisco BRARERAM,

MEEE I ERE"ES

EIRMEUIEKRBE", BENFER Microsoft AT AE4MER (1BSATXEZEA . FH ACL 58
HiZ), XUURPESIRETNREHNERBRRNRETHRER, B2 , ERSHE LN ABIMNE
FREEFIEERBRRS S , MAERLE HTTP GET B REERS 8. RSB NEAEES AHE
REW T,

HEWHFMAEANERLTREES Microsoft B4 MEFME T , ENEZAOKMBEEDCEAE
"HTTP GET #3R,

MR F RiIAE R ITHEE | B EMEBRATAREEFSRE. PR NAT/PAT B ER
MSBHEBE , XERERNDH HTTP GET ERNBNH—FEZRIRE TCP EENEITRE, UT
SHREESTEMERE., ECTURPHESREZIABRENER , RDITENSL AN ERERS
HRZEREHE., BT ESAETEESERAUFLESBRENEZEFIFOIERE EREED
£ K Internet,

XENFE

AR FTR R IR RERAE A Cisco 10S HHNEE T RMWFRIZThEE, B4AKE |, HEEBX
HTTP URL WEMER D TR ECE , FE4EH NBAR NIPHY HTTP Fin O 0K ThaE, XN F
B MBI Cisco 10S I ERCEMT -

Platform B K Cisco 10S BRHFER
7200 12.1(5)T
7100 12.1(5)T
3745 12.2(8)T
3725 12.2(8)T
3660 12.1(5)T
3640 12.1(5)T
3620 12.1(5)T
2600 12.1(5)T
1700 12.2(2)T

AR BFERRATRIRER KR (CEF)Z 8EERANBAR.
BUT¥EHBREETRNRIZEM S A NBAR (DNBAR) :
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Platform BRIE Cisco I0S ZHHER
7500 12.1(6)E
FlexWAN 12.1(6)E

B 1IS Web B FEHM BRH 7

MiaBRRE 2B B AR IS RS |AEKE HTTP GET BR, F NI BRB NWRTRTM T
R

2001-08-04 16:32:23 10.101.17.216 - 10.1.1.75 80 GET /default.ida

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNN%u9090%u6858%ucbd3%u7801%u9090%u6858%ucbd3%u7801%u9090%u6858%ucbd3%u
7801%u9090%u9090%u8190%u00c3%u0003%u8b00%u531bsus53££3u0078%u0000%u00=a 403

AR HREREMTAR

2001-08-04 15:57:35 10.7.35.92 - 10.1.1.75 80 GET /default.ida XXXXXXXXXXX

%u9090
%u6858%ucbd3%u7801%u9090%u6858%ucbd3%u7801%u9090%u6858%ucbd3%u7801%u9090%
u9090%u8190%u00c3%u0003%u8b00%u531b%u53££%u0078%u0000%u00=a 403 -

BEE , GETERERERY REN ida XK. IRFTERARGNERFHS , RLATAE
10S FEFRIFIENERRZRM. GET BRNRRBITFT—ELFTEL , RAERRA T5IBEHEH
o ttﬁtﬁﬁ¢%ﬁﬂﬂﬂ§&ﬁ_1§\o

RBEARE , EEXFNLETFTEANER—RH T IR ERNFHTH | 518 CodeRed.v3
CodeRed.C, £ GET iR+ , FB—R“I AR THITFENNNNNNNN'ZRFE | MAEHIE
KXXXXXXX s BXREFEHAEE , 55 H Symantec i,

REESEIE 2001 £8 A6 BTF 6:24 , BINEFK T — M REREL, HWERNFTERE , X
reEye WEHHE T B Ar&IwAY G RE,

2001-08-06 22:24:02 10.30.203.202 - 10.1.1.9 80 GET /x.ida

WTF—82AR , BEMERRFEL , FEWFAREREN CeRE HER ZETEERH RS

o

£/ 10S EFRMFric e A V5“0 A" REH THRID

ERETEeRBEER , BEATR=MAEz—. ZRMAGEHEA Cisco I0S MQC ZhEEXEEHRK
BRAT DR, RE , RBRTRGEFRRBEREF.

BEEA: £ ACL
WHEERAmEED LN ACL HFRIEAIeRB NBEREIER. EAUATNERTIHBL ST EN
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{output interface)

E0i1 S0/0
{input interface)

BB S AT RAOT -

1.

£ A Cisco 10S BHE TRMIFCTHEN AR L ERB BEHITHE , TR
Router (config) #class-map match-any http-hacks

Router (config-cmap) #match protocol http url "*default.ida*"

Router (config-cmap) #match protocol http url "*cmd.exe*"

Router (config-cmap) #match protocol http url "*root.exe*"

EFREMFFHRE HTTP URL , ANFIEREEFHFRHTRELE, 38 , RT4E
KB default.ida 24\ , BADEBIETHMEXHE. EALAETUBERUNERZRE , fl
WML P AR A Sadmind fEE.
http://www.microsoft.com/technet/treeview/default.asp?url=/technet/security/bulletin/MS00-
078.asphttp://www.sophos.com/virusinfo/analyses/unixsadmind.html

BRI set LA A KMRFIRICAN I ERD RE, AXREHAHN DSCP EXR

1(TH#§ )  XRENEMEANEBIEBRBAAATEZEFTLLHE XEB , BRIIAB R ‘mark-
inbound-http-hacks”H) R EE R F KT I A U T BRIB"BE,

Router (config) #policy-map mark-inbound-http-hacks
Router (config-pmap) #class http-hacks
Router (config-pmap-c) #set ip dscp 1

HZERBAERNAERENAZRAZO L, SHREEENIEABBES,

Router (config) #interface serial 0/0
Router (config-if) #service-policy input mark-inbound-http-hacks

RS EBEAIRERN , BB — ACL , fEE 5 DSCP fH 1 HEE,

Router (config) #access-1list 105 deny ip any any dscp 1
Router (config) #access-1list 105 permit ip any any

SER : Cisco IOSEEARAR12.2(11)R112.2(11) THEE X B 4 LA FNBAR(CSCdv48172)8 B
ATXACLLElogRBFHZEF. MREARHRA , H2FE ACL REMA log xBF. XM
LBFEFFERESHEHTHERER , AR CEFX# , N\MSHBNBAR AT, EREE
CEF,

. EE B Web RSSERMENT HED ENA HYE ACL.

Router (config) #interface ethernet 0/1
Router (config-if) #ip access-group 105 out

. RUFfRR F REER TAHZE/E. $11T show access-list a9 , R 5415 24 T A E T U
whn.

Router#show access-list 105

Extended IP access list 105

deny ip any any dscp 1 log (2406 matches)
permit ip any any (731764 matches)

A AR ELS BRP £ no ip unreachable ORI HSHIERETZREBHR IP HNER
, VB REHAEBEETZHEIR. MEEB NS E BEBD TR |, fF DSCP=1 BWEIER KKK H
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2 NULL O, MIREWAEA LT %,
XEB: RS TRMMNEEE (PBR)

A EEAETRENBEEXNREN IR NRREaSRTHEE. WREEETHEARC, U
TENALFEPHRT,

KRELF EZNSRAOT

E0/1 50/0
{output interface) {input interface)

1. BB R#T O RMIRE. BERAFZE A FFIRH class-map M policy-map @H s

2. {4 service-policy S MU REEEN ALKEMARBAZEOL , BHFICREN IR
"BIET, ESEBEE A,

3. 81E—/1V B IPACL , FEHSHRIEH IR HNEEIHITHE.

Router (config) #taccess-1list 106 permit ip any any dscp 1

4. £ route-map BB HEK,

Router (config) #route-map null_policy route 10
Router (config-route-map) #match ip address 106
Router (config-route-map) #set interface NullO

5. [ HBRES N AR M AEO,

Router (config) #interface serial 0/0
Router (config-if) #ip policy route-map null_policy route

6. £ show access-list s P RIEER A REF MM ZEHE, MEFEHAEE ACL HBEHT ACL
FigS , Mt aJ LA show log i6% , MR :

Router#show access-1list 106
Extended IP access list 106
permit ip any any dscp 1 (1506 matches)

Router#show log
Aug 4 13:25:20: %SEC-6-IPACCESSLOGP:

list 105 denied tcp A.B.C.D.(0) -> 10.1.1.75(0), 6 packets
Aug 4 13:26:32: %SEC-6-IPACCESSLOGP:

list 105 denied tcp A.B.C.D.(0) -> 10.1.1.75(0), 6 packets

AUERHSBNMAZEO LBEEFRE  MEEES MNABEEZEORE—NEE ACL, BXE
WIEAEFA no ip unreachables B HEIEREXTZERIEB#R IP HES.

55 C: ERETRAER

BEBRT , kA EHEY RBYE , RNEFFMKSE PBR FHH ACL,

1. A F%E A BRI class-map X BB R T2,
2. £ policy-map =R KR , HEM police BRI EBEREEEFRE.

Router (config) #policy-map drop-inbound-http-hacks

Router (config-pmap) #class http-hacks

Router (config-pmap-c) #police 1000000 31250 31250
conform-action drop exceed-action drop violate-action drop



3. £ A service-policy e S F UL ERERNALKBNAIBRAREOL , UEFCIARABBES

o
Router (config) #interface serial 0/0
Router (config-if) #service-policy input drop-inbound-http-hacks

4. £ show policy-map interface tn SR IEfR R REBV MG, FRIEH K2 TH K4
T o0,

Router#show policy-map interface serial 0/0
Serial0/0
Service-policy input: drop-inbound-http-hacks

Class-map: http-hacks (match-any)

5 packets, 300 bytes

5 minute offered rate 0 bps, drop rate 0 bps

Match: protocol http url "*default.ida*"
5 packets, 300 bytes
5 minute rate 0 bps

Match: protocol http url "*cmd.exe*"
0 packets, 0 bytes
5 minute rate 0 bps

Match: protocol http url "*root.exe*"
0 packets, 0 bytes
5 minute rate 0 bps

police:
1000000 bps, 31250 limit, 31250 extended limit
conformed 5 packets, 300 bytes; action: drop
exceeded 0 packets, 0 bytes; action: drop
violated 0 packets, 0 bytes; action: drop
conformed 0 bps, exceed 0 bps, violate 0 bps

Class-map: class-default (match-any)
5 packets, 300 bytes

5 minute offered rate 0 bps, drop rate 0 bps
Match: any

NBAR PRl

BREBAXPMN A EER NBAR B |, 533 NBAR X FLL T IhEE

- SHEE 24 MH AL URL, HOST s MIME K& # T2 TE
. X URL 87 400 REZNF TR EITH
- 3EIP BUER
- ZIEMHEHAbIE CEF RIER
- DTERINBIES
- BEEEARMPEE HTTP 83K
. &4 HTTP #9 URL/HOST/MIME/ %3
. fE R AT EFT TR
. 1217 NBAR S HES R IA S ZWHNBES
BARULUFENTZEEZED LRE NBAR :

. Fast EtherChannel
- FRARESINFEEO



. VLAN

- BEsEN

. S PPP
3®E : M Cisco 10S kA 12.1(13)E # 7 7£ VLAN LB E NBAR , BREZRHF LB ERD .
BT EEFEA NBAR XA TRESRMEZEH WAN 858 EMNmHEERRTSE  AENFENA
TR EMEMED (Hli0 LAN O ) | IHEITERRERIIRE WAN 53 1TH H 2T

A5 3K,

BXNBARWFMES , BSHMAXER P EEE
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