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- ASACLIRLE
- BBEHER CLIEE

VPN B2i& ASDM fic B

TR T5ISEREGIE VPN REiE

1. 37T BB H 5 A https://<R T51R ASDM MEciEM ASA B0/ IP k> | LAT5E ASA £
ASDM, TRZAENKE[IBMMNER SSLIEPEXSHNEMES, RANAFREMOSHER
ZE, ASA EREBEALAGTFTE ASDM BARERF., RGN NARFMSEBAMiTEY , B
A1 Java MEFHIETT.

&% Cisco ASDM 6.1 alals

Cizco ASDM 6.1(3) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cizco Security Appliances.

Cisco ASDM runs as either a local application or Java Web Start.

When you run Cisco ASDM as a local application, it connects to your Security Appliance from
yvour desktop via SSL. Running Cisco ASDM as an application has these advantages:

& You can invoke ASDM from desktop shortcuts. No browser is required.

e« One deskiop shoricut allows you to connect to multiple Secunty Appliances.

[\% I Install ASDM Launcher and Run ASDM I

ou can run Cisco ASDM as Java Web Start that is dynamically downloaded from the device
o which you connect.

& Click Run ASDM to run Cisco ASDM.

® Click Run Startup Wizard to run Startup Wizard.Startup Wizard walks you through,
step by step, the intial configuration of your secunty appliance.

[ Run ASDM ] [ Run Startup Wizard ]

2. B & Download ASDM Launcher and Start ASDM LA T#; ASDM N AREFHN L EREF.

3. T# ASDM BaiEF2E , TR RFAIIETRNISR | MELZREIZE 4 H121T Cisco ASDM B
HER.

4 WAER http - SEBEON IP it URAFPENOS (NREBEE) . WRAIGEH
cisco123 EN AP B HEH cisco123 EN O T,




B% Cisco ASDM Launcher ¥1.5{30)

Cisco ASDM Launcher bl

Device IP Address [ Mame: (10.77.241.111 -
Username: ciscol2s
Password: ********|

[ ] Run in Dema Mode

| Q. || Close |

~ 15X

Weonds | Wi T Lmh:l - lllllllll
| Startup Wicard.., | (O Back (O Forward| D el cISCO
| =]
| IPgac PN Wizard. .. [ |
|
S5L VPN Wizard. .. 1
High &wailabiity and Scalabiicy Wizard, ..
a9
Packet Captura Wizard. . ineeriocestates L
Gereral | License [rivetface 1P address Mk Line Li
dmz 10.77. 24011 1)26 9w [+]
Host Nare:  ciscoasa. def ault , domaininvalid P 10.10.10.1/24 Qw o
A58 Versian: a.l]:z} DE"U‘CE'UFIH"I'IE: 14d 3h 1m 51 U'-t‘ﬂ‘d: 172.16.1 ”24 n wp n

ASON Wersion: 6. 1(3) Dievice Type:  ASA 5510
Firesdll Mode: Rouwted  Context Mode: Single
Total Flash: &4 MB Totd Memory: 256 B

Select aninterface to wew input and output Kbps

Trathic Stabus

KE: O IPSect O Clentless S5L%PM: O S50 YPN Clent: 0 Debais Connections Per Second Usage

System Resources Status

CPU CEL Ligage (pescent) o
oo
% 50 2041 20:42 20:43 20:44
W wor:0 BT 0 B Towd: 0 [
dscol2d 1S = (B /6109 84542 PHUTC

6. 1%£3% Site-to-Site IPsec VPN Fi&ERE | AR5 % & Next ( WBFIR ) o



= YPH Wizard
¥ VPN Wizard

WPH Tunnel Type (Step 1 of ...}

Lise Hhis wizard bo configure new ste-bo-site VPR bunnels or niew remoke access VPN tunnels. A
tunnel between two devices |5 called 2 site-to-site tunnel and s Bidirectional, & tunnel
established by calls From remobe users such as telecommters is called remote access tunnal.

This wizard creates basic tunnel corfigurations that you can edit Ister using the ASDM,

VRN Tunnel Type:
e Siba-ta-Sita VPN
— 'ﬁ R freate
...........:._._._. = .
(%) Bite-to-gite %ﬂw j B
WPN Remadle Access
Local ‘f Femote
() Remote Acoess h" Inferneg
— P
- e
Ve Tunnel Interface: oikside W

Enable inbound IPsac sessions to bypass nkerface acoess lisks. Group policy and par-user
authorization sccess lisks il apply to Ehe braffic,

] 20 B3

7. EEZERNEENIE IP ik, MAZEEANFARIEEE  EEARIPERMAZTESR, K
IR ERANTEZR4A R cisco123, MREEE L2L VPN , BINER T Tunnel Group
Name F 25 58 IP sk, % Nexto




= YPH Wizard
¥ VPN Wizard

Remole Site Peer (Step 2 of 6)

Configure the IP address of the peer device, authentication method and the bunmel group For this

site-to-sibe bunned,
Peer IP Address: | 172.17.1.1
Authertication Method

(%) Pre-shared key
Pre-Shared Key: | sl 23

() Certificabs
Certificate Sigring Algorithm:

r&a-5lg

Certificate Name; |

() challenge/response authentication (CRACK)

~Tunnel Group

For gbe-to-site connections with pre-shared key authentication, e bunrel group names must
be the same as either e peer IP address or the peer hostniame, whichever is used as the

pesr's identity,
Tunnel Group Mame: | 172.17,1.1

(<ot )]

8. EEEMT IKEWEM , RN “E 1 TR, XLEIMEE ASA M 10S Bk L LTHEE, #

7 Next,
= YPH Wirard
¥ VPN Wizard

IKE Policy {Step 3 of 6)

Select: the encryplion algorithen, authentication slgarithen, and Diffie-Helman group For the
devices ko use to negotiate an Intermet Key Exchange (IKE) seourity association betwesn
them. Configurations on bath sides of the connection musk match sxacthy,

Encryplion;

Authentication:

O iEroup:

LDES "v‘|

SHA L |

[L<peck J{Nests | i




0. EEEMT IPsec WEM , BN “EE 2 BHER", XLEEME ASA F 10S & HEs L AMITE,
& & Next,

= YPH Wizard

Ed

r - _
VPN Wizarnd IPsec Encryption and Authentication (Step 4 of &)

Select the encrivption and authentication algorithims for this TPsec WP tunnel. Configurations
on both sides of the connection muskt match exacty,

Encryption; pss 4

#uthentication: SHA, L |

10. EEN AFEHFERBET VPN BB =N, FPERS , LHERHE VPN BEN A MizE
Mk, %7 Local Networks S YR ( SNEATR ) , MTHRIFIRAEFR A 4 M E bt



B YPN Wizord ]

r =
VPN Wirzard Hosts and Retworks (Step 5 of 6)

&n IPsec tunnel protecks data exchanged by selected hosts and networks at the locsl and
remote sites, Please idientify hosts and networks o be used in the [Psec bunnel,

Ackicn; (=) Protect () Do nok Probect
Local Mebwarks: |an5,.-
|
Remaote Metworks: |un-.r
Exempt ASA side host/retwork From address translation: inside "

[:Elal:h ][ Next = ] Finish

11. i%£$% Local Network i1t |, SR/5 % OK ( MAFIR ) -



0% Browse Local Networks

% add ~ B Edt [ Delete Q

Fiker: |-|---.r =
Hame “1 1p address Metmask Descripkion
=-Network Objects
- 0.0.0.0 0.0.0.0
i Wb dmz-network.  10.77.241.64 255,255.255.192

O inside-network {10.10.10.0 2o5.255.295.0

" flh outside-network 172,16.1.0 255,255,255.0

Selected Local Networks

[ Local Metwarks - ]|arrg.-'

| ':ID“_H Cance| ]

12. B Remote Networks =i V3R ( AR ) , NTHRIIIRAIEFZEEME b,




= YPH Wizard %]

¥ VPN Wizard Hosts and Retworks  (Step 5 of 6)

An IPsec kunnel protecks data exchanged by selected hosts and networks at the locsl and
remote sites, Please idientify hosts and netwarks to be used in the [Psec bunnel,

Ackion; () Protect () Do not Probect

Local Metwarks: |r5|-:le-natwnr|-c,l'24 E]

Remobe Nebworks: |un-.r % \

Exempt ASA side host/retwork From address translstion: inside w |

[:Elal:h ][ Next = ] Finish

13. 1%£3% Remote Network bt , AAFE T OK ( BT ) . XX : MRIRPEETEME
", M ATUEN B T Add FHiZRERIMBFIRAF,



% Browse Remote Metworks

Fier| clec

nf

10.20,10.0 10.20.10.0

i add |- Cf Edt [ Delete Q
Fiker;
| Name “1 1p address Metmask Descripkion
=-Network Objects
- gy any 0.0.0.0 0.0.0.0
i Wb dmz-network.  10.77.241.64 255,255.255.192
- mh inside-network 10.10,10.0 255,295.295.0
- oukside-network 172.16.1.0 25K ,255.255.0

Selected Remote Nebworks

[ Remote Metworks - ] | any

QK | [ Cancel

]

14. 1%+ Exempt ASA side host/network from address translation Zi£4E , SABs 1L FRE B =R
TR E bk, ARS8 S Nexto




I YPN Wizord %]

4 VPN Wizard Hosts and Networks  (Step 5 of 6)

An IPsec kunnel protecks data exchanged by selected hosts and networks at the locsl and
remote sites, Please idientify hosts and networks o be used in the [Psec bunnel,

Ackion; () Protect () Do not Probect

Local Metwarks: |r5|-:le-natwnr|-c,l'24

L&

Remote Networks: |1n.zu.1n.mzq

[+] Exempt ASA side biostretwcek From address translation: inside w

(<o g oo

15 WBIEFERTEE VPN QIS ENHNE Y, FHRERE , IREHRRELER , FEE
Finish,
& VPN Wizord ]
¥ VPN Wizard summary (Step 6 of 6)

‘Yo have cresbed & Ske-to-Site WPN tunnel with the Falowing attributes;

WP Tunnel Interface: outside
Pesr IP Address: 172.17.1.1
IP5sec authentication uses pre-shared keyioscol 23
Turned Group Mame: 172.17.1.1
IKE Policy Encryphion | Auwthentication | DHGroup: DES | SHa [ Group 1
IPsec ESP Encryption [ ESF Authentication: DES | SHA
Traffic Flow to be protected by this tunnel:
flocal) 10.10.10,0/24
{remate) 10,20.10,0/24

< Back | Mest = Firik Canced Help
|LFing | | Cancel | [ Hep |
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1. 3TFEM BB H 4 A https://<Ri5R] SDM MEBAMEHEFEON IP k> | UG RIEHIF LW
SDM, HRZEXKLIFEHEMW AR SSLITPEXSHNEMES. RIANAFRENOSERZE
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Authentication Required

Enter login details to access level 15 or view_access on
10,77, 241.109;

User name: |ciscol?3

Password: | ssssssss

[ ] 3ave this password in your password list

| o | | Cancel
Wy

authentication scheme: Basic

cisco123 E R OF,
4. 1%£$% Configuration -> VPN -> Site-to-Site VPN , AA/57 SDM £ 1 L & i Create a Site-to-

Site VPN 3y R i%iRM. AJ5 , £ Launch The selected Task ( Z1EFTR

& Claco Rowuter and Securfty Device Manager (SOM): 10.77.241.109
File Edfil Wiew Toals Help

. & = a ] e
@ = Reiresh Sanwe Saanchi Help .:Isco

' Creale SHe toSie VPN | E0 Site to Sita VPR

S0M can guice you throwgh Sae o Sile V2N corfiguration 1asks. Selact a task, then chrk
Launch the salacted a6k buson.

Irgeifeaces ard G E=sy VPN Server
- 1 5E Dwnemile Mulipoint vRH
i & 5L VPN
LH | i
=@ WFH Components

Firetaall =nd ACL

Use Case Scanario
'F:'i Sine-To-Sis PN
B Local g g e
Secusty Audi &E%
= ¥
. = Couai e A Sitee o Site WO,

Fiouting
- Lize 1hiz cefion to canfigure a WPR hannel framtis rower 10 erothes WP devics Usng eiher

& pra-shanad ke O wEEing cigilal camitcales. To comglele thiz condigurslion, you mugl oy
lhe remobs device's P address. H & pre-shared bey & vead for subertcabion, € musl malch
Ihe pre-shared key confioured on the remole device.

™ Creale a secure GRE unned (GRE mer IPSec)

Irkiusnn Plavertion Liza This Getion b configere & pFolecked SRE Tunned froth his rouber Wo anathar VP Eeice
usig slber = precshared bey or using digisl cediicabes. To complels this configurstion, pou
v mist krices the remate dessics's 1P address. i & pre-shared key s uzed for sthericsbon, &
. . mist mtch e pre-sharend ke confiquesd on the remotes devies,
Cluzhly of Serace
L,aunnhmﬁaleded task |

Howda |- |How Do) Configure a Beckun for an Sasy VPN Rerncte conneclion? | Go

Configure ha rowter sefings 065647 LITC Wied Agr OB 1009 ﬂ




5. #%£$% Step by step wizard 4 £E 3 1T El B

Site-to-Site YPH Wizard

Site-to-Site VPN

This wizard will guide yvou through the necessary steps o configure one end of a
site-to-site VPN unnel on this router, The peer device must be configured with identical
WIPM configuration for the tunnel to work. Please select one of the following setup and
click an the next button to beagin.

" Quick setup
Quick setup asks for minimal informafion and uses S0OM defaulis. This is
recommended if you are creating a YEM tunnel between two Cisco routers using S0OM

« Siep by step wizard
Step by step wizard allows you fo specify either the S0M default configuration or your

own cUStorm configuration.

3 |Np‘:‘rt=-| nisk I Cancall Help I
'l

6. EF—1MNEOH , EZBEZRPRM VPN EEFE. MTHRIIRPERE VPN BREMNEZEOD, It
411%4%F FastEthernet0. 7£ Peer Identity 7 , IR EFEFES IP it X FHEH R BT E &K
IP ik, #ASS , 7 Authentication 3% 121t Pre-shared key ( EARHIH
cisco123 ) , MEFIR. AEH T Next.



Site-to-Site YPH Wizard

VPN Connection Information
Select the inarface for this VPR connection:

Peer ldetitity

Eelect the fype of peers) used for this YPH
connection:

Enter the IP address of the remote peer;

Authentication

FastethernetD =) Detalls.. |

|F'EEr1.-'-'ith static IP address ;J

(1721611

Autnentication ensures that each end of the VPN connection wses the same secret key.

* Pra-shared Keys

pre-shared key |=-A-m-t-rr

Re-enter Key: |H~H—'-H+

O Digital Camicates

iBauk| Nﬁr| nist I Cancell Help I

7. B Add RINEEMZEE L, BIEEEMBARRAG EN IKE B




Site-to-Site VPN Wizard X

IKE Proposals
IKE proposals specify the encryption algonthm, authentication algorithm and key exchange
rnethod thal 1= used by this router when negoliating a YFH connection with the remote
device. For the YPN connection to be esiablished with the remote device, the remote
cevice should be configured with st least one of the policies listed below.

Click the Add_._ budion to add more policies and the Edit.. bution to edit an existing palicy.

| F'rlnrrt',ll Encryption | Hash D-H Group | Authentication| Type

-rl':'lauk| et = | I Cancell Help I

8. RIUMBHZE. RIIFENZARRLE (WEAT) , RiEHE OK. MBHZE. RIEEE
MBARMGEENEG ASA PRHANBIRITE,

—— CZonfigure [KE Policy

Friority: Authentication:
1 \PRE_SHARE -
Encryption: D-H Group:
|DE5 j |grnup2 j
Hash: Lifetime:

24 |0 |0 HHMMSS

% ‘ zancel ‘ Help ‘
)

9. B2 Next ( ZIEFTR ) o



Site-to-Site YPN Wizard X

IKE Proposals
IKE proposals specify the encryption algontam, authentication algorithm and key exchange

method thatl i= used by his router whien negotiating a Y& connaction with the remole
device. Forthe WYPN cannection ta be established with the remote device, the remote
cevice should be configured with st least one of the policies listed below.

Click the Add_._ budion to add more policies and the Edit.. bution to edit an existing palicy.

Priority| Encryption | Hash D-H Group | Authentication| Type

group PRE SHARE User Defined
2 CES SHA 1 group 1 PRE_SH&RE User Defined

iBauk| Ngrtr| fist I Cancell Help I
lar

10. FEMHTE O FRRHBRREIEAES “HREEER TR VPN BEHHNBIRENMBE X
MBS E, AfF , B Add RHXEFMAES. BIEEH Add ARHBEHAEE , ETUR
BEEMNEAHRENERRE,




Site-to-Site YPH Wizard

Transform Set
Afransform set specifies the encryption and authentication algorithms used to protect the

data in the VPN wnnel. Since the o devices must use the same algorithms 1o
communicate, the remote device must be configured with the same transform set as the

ohe selected below.

Clickthe Add.. button to add a new fransform sel and the Edit. bution to edit the specified
fransform set.

Select Transform Set

|EDr-.l Default Transform Set ;l

Details of the specified transformn set
ESP Encryplion | ESP Integrity AH Integrify

E- ESP-IDES-SHA ESF_3DES ESP_SHA_HMAC

I Cancell Help I

«Back | Mexdt>

1. BEEREFAHES

EZEMBUEEE ) , HEFBEE (WEFFFTR) .

Add Transform Set

MNarne: |A5A-|P5Eu:

v Data integrity with encryption (ESF)

Integrity Algorithm: |ESF'_5HA_HMAC -

Encryption Algarithm: EE:F'_I::IEE:

0124

g Cancel | Help |
—-‘-.

Show Advanced ==

12. NTHISIERPEREFEHNFTEHRE (WNEFIR) .



Site-lo-Site YPH Wizard

Transform Sat

Atransform set specifies the encryption and authentication algorithms used to protect the
data in the VPN wnnel, Since the o devices must use the same algorithms 1o
communicate, the remote device must be configured with the same transform set as the

ohe selected below.

Click the Add.. button 16 add a new transform sel and the Edit.. bulton to edit the specified

fransform sef.

Select Transform Set

SOM Defautt Transform Set =)
Default Transform Set

IFSEC h

ESF Encryplion| ESP Integrity
ESF_3DES ESP_SH4 HMAC

AH Integrity

«Back | Mext>

I I Cancell Help I

13. 21 Next.



Site-to-Site YPH Wizard

Transform Set
Afransform set specifies the encryption and authentication algorithms used to protect the

data in the VPN wnnel. Since the o devices must use the same algorithms 1o
communicate, the remote device must be configured with the same transform set as the

ohe selected below.

Click the Add. . button to add a new fransform sel and the Edit.. bution to edit the specified
fransform sef.

Select Transform Set

- A IPSEC
Details of the specified transfomn set
Mame ESP Encryplion | ESP Integrity AH Integrity

ASo-IPSEC ESP_DES ESF_SHA HWMAC

Add.. | Edit... |

I I Cancell Help I

«Back | Mext>
Lar:

14. EUTEOHREEXERPHOEER (#EX VPN BBE ) WiFAEE. BHEKRFPHBER
HIRREMBENE  ERPIEENRENSEH B IrME 2 BHNHRER. ERRGH | REHN
(&2 10.20.10.0 , BARM%& R 10.10.10.0, R/F#EE Next.



Site-to-Site YPH Wizard

Traffic to protect

IPSac rulas define the traffic, such as file transfars (FTP) and e-mail (SMTP) that will ba
protected by this VPN connection, Other data trafic will be sent unprolected to the remote
device. You can protect all traffic between a particular source and destination subnet, or
gpecily an IPSec rule that defines the irafiic types o be protected.

= Protect all traffic between the following subnets
Local Metwaork Remote Metwiork

Enter the IP address and subnet mask of Enter the IP Address and Subnet Mask of
the network where [PSec traffic originates. the destinagtion Metwark

IP Address: IF Address
[10.20.10.0 [10.10.10.0

Subnet Mask Subnat Mask
|255 265 2550 or[24 @ |255 255 2560 or[24

CreatesSelect an access-listfor IPSec raffic | - '-'|

«Back | Megt>
M=

I I Cancell Help I

15 LB N EREXTMU KBRS VPN BEASCE . WREEN S VPN EZMYE |, HikS Test
VPN Connectivity after configuring S1%£4E. A EFHERRNFTEREEEYE, RAGET

Finisho



Site-to-Site YPH Wizard

Summary of the Configuratiomn

Click Finish to delrer the configuration o the router.

Interface FasiEthernell

Fear Davice17216.1.1
Authentication Type ; Pre-shared key
pre-shared key

IKE Falicies:

Hash DHGroup Authertication  Encryplion

SHA_1 oroupt FRE_SHARE  DES
SHA_1 group? PRE_SHARE  3DES

Transform Sets:

MameASA-IPSEC

ESF EnciyplioinESF_DES
ESP Integrity ESP_SHA_HMAC
fode: TUMNMEL

-tBan:k| |Fir§i§('u Cancell Help I
|4

16. # 1 Start ( MEFRR ) SR E VPN E#EH,



¥YPN Troubleshooting

Tunnal Details

Interface: FastEthernetl

Peer. 172.16.1.1

=i =L

Pe, Detais

Activity

Status

Failure Reason(s)

Fecommended Actian(s)

Start

Zlose |

Help |

17. F—MNEAHRAMT VPN EEENRNER. SN ELLEIREL TEAERERRS
o HURHIRES , BELTEARS , ERAEE,



YPN Troubleshooting

Tunnel Details
Interface: FastEthernetd Peer. 172.16.11
@ Summary (&) Detais
Activity Stafus
Checking the tunnel status.. & Up
Failure Reason(s) Fecommended Actian(s)
Start | Save Report Close Help

Z B TEAX Cisco I0S BHBMNEE.

ASACLI EE

ASA

enabl e password 8Ry2Yj |yt 7RRXU24 encrypted nanes !

255.255.255.0 !--- Configure the inside interface.
interface Ethernet0/2 naneif inside security-Ievel
i p address 10.10.10.1 255.255.255.0 !-- Cutput

passi ve dns server-group Defaul t DNS domai n- nanme

permt ip 10.10.10.0 255.255.255.0 10.20.10.0
255.255.255.0 !--- This access |ist

ASA#show run : Saved ASA Version 8.0(2) ! hostname ASA

Configure the outside interface. ! interface Ethernet0/1
nanei f outside security-level 0 ip address 172.16.1.1

suppressed ! passwd 2KFQhbNI dl . 2KYQU encrypted ftp node
default.domain.invalid access-list 100 extended permt

i p any any access-list inside_natO_outbound extended

(inside_natO0_outbound) is used !--- with the nat zero
conmand. This prevents traffic which I--- matches the

!
100




access list fromundergoi ng network address translation

(NAT). !--- The traffic specified by this ACL is traffic
that is to be encrypted and !--- sent across the VPN
tunnel. This ACL is intentionally !--- the sane as
(outside_1 cryptonap). !--- Two separate access lists

shoul d always be used in this configuration. access-list
outside_1 cryptonap extended pernmit ip 10.10.10.0

255. 255. 255. 0 10.20. 10. 0 255. 255.255.0 !--- This access
list (outside_cryptonmap) is used !--- with the crypto
map outside_map !--- to determ ne which traffic should
be encrypted and sent !--- across the tunnel. !--- This
ACL is intentionally the same as (inside_natO_outbound).
l--- Two separate access lists should always be used in
this configuration. pager lines 24 ntu inside 1500 ntu
out si de 1500 no failover asdmimage di skO:/asdm 613. bin
asdm hi story enable arp tinmeout 14400 gl obal (outside) 1
interface nat (inside) 1 10.10.10.0 255.255.255.0 nat
(inside) 0 access-list inside_natO_outbound !--- NAT O
prevents NAT for networks specified in !--- the ACL

i nsi de_nat 0_out bound. access-group 100 in interface
outside route outside 0.0.0.0 0.0.0.0 172.16.1.2 1
timeout xlate 3:00:00 tineout conn 1:00: 00 hal f-cl osed
0: 10: 00 udp 0:02:00 icnp 0:00:02 timeout sunrpc 0:10:00
h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05:00 tineout ngcp- pat
0: 05: 00 sip 0:30:00 sip_nedia 0:02:00 tinmeout uauth

0: 05: 00 absolute http server enable http 0.0.0.0 0.0.0.0
dnz no snnp-server |ocation no snnp-server contact !---
PHASE 2 CONFI GURATION ---! !--- The encryption types for
Phase 2 are defined here. crypto ipsec transformset
ESP- DES- SHA esp-des esp-sha-hnac !--- Define the
transformset for Phase 2. crypto map outside_map 1

mat ch address outside_1_cryptomap !--- Define which
traffic should be sent to the I Psec peer. crypto map
outside_map 1 set peer 172.17.1.1 !--- Sets the |Psec
peer crypto map outside_nmap 1 set transform set ESP-DES-
SHA !--- Sets the IPsec transform set "ESP-AES-256- SHA"
l--- to be used with the crypto nap entry "outside_map".
crypto map outside_nmap interface outside !--- Specifies
the interface to be used with !--- the settings defined
in this configuration. !--- PHASE 1 CONFlI GURATI ON - --
I--- This configuration uses isaknmp policy 10. !--- The
configurati on conmands here define the Phase !--- 1
policy paraneters that are used. crypto isaknp enabl e
outside crypto isaknp policy 10 authentication pre-share
encryption des hash sha group 1 lifetime 86400 tel net
timeout 5 ssh tineout 5 console tinmeout O threat-
detection basic-threat threat-detection statistics
access-list ! tunnel-group 172.17.1.1 type ipsec-12] !I--
- In order to create and nmanage the database of

connection-specific !--- records for ipsec-|2l—+Psec
(LAN-to-LAN) tunnels, use the command !--- tunnel -group
in global configuration node. !--- For L2L connections
the nanme of the tunnel group MJUST be the IP !--- address
of the | Psec peer. tunnel-group 172.17.1.1 ipsec-
attributes pre-shared-key * !--- Enter the pre-shared-
key in order to configure the !--- authentication

nmethod. telnet timeout 5 ssh timeout 5 console tinmeout 0
threat-detection basic-threat threat-detection
statistics access-list ! class-map inspection_default
mat ch defaul t-inspection-traffic ! ! !-- Cutput
suppressed! usernanme ci scol23 password ffl RPGDSOIh9YLq
encrypted privil ege 15

Crypt ochecksum be38df aef 777a339b9e1c89202572a7d : end




RS CLI il

B ER AR

Bui | di ng configuration..

Current configuration : 2403 bytes

!

version 12.3

service tinmestanps debug dateti ne nsec
service tinmestanps |og datetinme nsec
servi ce password-encryption

!
host nane R3
!
boot - start - mar ker
boot - end- mar ker

|

no | oggi ng buffered

|

usernane ciscol23 privilege 15 password 7
1511021F07257A767B

no aaa new nodel

i p subnet-zero

|
!

ip cef
!
!

ipips po nax-events 100
no ftp-server write-enable
|

l--- Configuration for IKE policies. !--- Enables the
| KE policy configuration (config-isaknp) !--- conmand
node, where you can specify the paraneters that !--- are

used during an | KE negotiation. Encryption and Policy
details are hidden as the default values are chosen
crypto isaknp policy 2 authentication pre-share !---
Specifies the pre-shared key "ciscol23" which should !--
- be identical at both peers. This is a global !---
configuration node conmand. crypto isaknp key ciscol23
address 172.16.1.1 ! ! 1--- Configuration for |Psec
policies. !--- Enables the crypto transform
configuration node, !--- where you can specify the
transformsets that are used !--- during an |Psec
negotiation. crypto ipsec transformset ASA-|PSEC esp-
des esp-sha-hmac ! !--- !--- Indicates that IKE is used
to establish !--- the I Psec Security Association for
protecting the !--- traffic specified by this crypto map
entry. crypto nap SDM CMAP_1 1 i psec-i saknp description
Tunnel tol172.16.1.1 !--- !--- Sets the |IP address of the
renote end. set peer 172.16.1.1 !--- !--- Configures

| Psec to use the transformset !--- "ASA-| PSEC' defined
earlier in this configuration. set transformset ASA-
IPSEC !--- !--- Specifies the interesting traffic to be
encrypted. match address 100 ! ! I 1--- Configures the
interface to use the !--- crypto map "SDM CVAP_1" for

| Psec. interface FastEthernetO ip address 172.17.1.1
255. 255. 255. 0 dupl ex auto speed auto crypto map

SDM CMAP_1 ! interface FastEthernetl ip address

10. 20. 10. 2 255. 255. 255. 0 dupl ex auto speed auto !
interface FastEthernet2 no ip address ! interface Vlanl




i p address 10.77.241. 109 255.255.255.192 | ip classless
ip route 10.10.10.0 255.255.255.0 172.17.1.2 ip route
10. 77.233.0 255.255.255.0 10.77.241.65 ip route
172.16.1.0 255.255.255.0 172.17.1.2 ! | ip nat inside
source route-map nonat interface FastEthernetO overl oad
I ip http server ip http authentication local ip http
secure-server ! !--- Configure the access-lists and nap
themto the Crypto nap configured. access-list 100
remark SDM ACL Cat egory=4 access-list 100 remark | PSec
Rul e access-list 100 pernmit ip 10.20.10.0 0.0.0.255
10.10.10.0 0.0.0.255 ' I 1 I--- This ACL 110 identifies
the traffic flows using route map access-list 110 deny
ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0.255 access-1li st

110 permit ip 10.20.10.0 0.0.0.255 any route-map nonat
pernmit 10 natch ip address 110 ! control-plane ! ! line
con O login local line aux O line vty O 4 privilege

Il evel 15 login local transport input telnet ssh ! end

Wi

ERAER D ATEIAE BRER ERIZTT.
mTRHBERERF (REMRAS

aef: 0o g

. PIX Z4£1i%% - show i 5

. mE 10S B HES - show I H

ASA/PIX 218 % - show 8D

) (OIT) ZEFHL show 5 H. A OIT JEFX show tr B

- show crypto isakmp sa - & R"X ZFK LW FTHE 281 IKE SA. Asa#show crypto isakmp sa Active
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey) Total |KE SA
11 IKE Peer: 172.17.1.1 Type : L2L Role : initiator Rekey : no State : MV ACTIVE

- show crypto ipsec sa— SR EME EHIFTE BT IPsec SA, AsAtshow crypto i psec sa

SA: 1

addr: 172.16.1.1 | ocal

interface: outside Crypto map tag: outside_map, seq num 1, |ocal
i dent (addr/mask/prot/port): (210.10.10.0/255.255.255.0/0/0) renote ident
(addr/ mask/ prot/port): (10.20.10.0/255.255.255.0/0/0) current_peer: 172.17.1.1 #pkts encaps

9, #pkts encrypt: 9, #pkts digest: 9 #pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9
#pkts conpressed: 0, #pkts deconpressed: 0 #pkts not conpressed: 9, #pkts conp failed: O,

#pkt s

#PMIUs sent:

#recv
1500,

PFS G
lifeti

={L2L,

deconp failed: O #pre-frag successes: 0, #pre-frag failures:

0, #fragnments created: O

0, #PMIUs rcvd: 0O, #decapsul ated frgs needi ng reassenbly: 0 #send errors: O,

errors: O local crypto endpt.: 172.16.1.1, renpote crypto endpt.: 172.17.1.1 path ntu
i psec overhead 58, nedia ntu 1500 current outbound spi: 434C4A7F i nbound esp sas: spi
0xB7C1948E (3082917006) transform esp-des esp-sha-hmac none in use settings ={L2L, Tunnel,
oup 2, } slot: 0, conn_id: 12288, crypto-nmap: outside_map sa timing: remaining key

me (kB/sec): (4274999/3588) 1V size: 8 bytes replay detection support: Y outbound esp
sas: spi: O0x434C4AA7F (1129073279) transform esp-des esp-sha-hnac

Tunnel, PFS Group 2, } slot: 0, conn_id: 12288, crypto-nap:

none in use settings
out side_map sa tim ng:

remai ning key lifetine (kB/sec): (4274999/3588) |V size: 8 bytes replay detection support:

R 10S B HES - show P

. show crypto isakmp sa - & R"XT &K EHFTE ZH 8] IKE SA, Router#show crypto i saknp sa dst
src state conn-id slot status 172.17.1.1 172.16.1.1 QM IDLE 3 0 ACTI VE

- show crypto ipsec sa — & RXT &R LT ZH 8 IPsec SA. Rout er#show crypto i psec sa
interface: FastEthernetO Crypto map tag: SDM CMAP_1, |ocal addr 172.17.1.1 protected vrf:

Y


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

(none) local ident (addr/mask/prot/port): (10.20.10.0/255.255.255.0/0/0) rempte ident

(addr/ mask/ prot/port): (10.10.10.0/255.255.255.0/0/0) current_peer 172.16.1.1 port 500

PERM T, flags={origin_is_acl,} #pkts encaps: 68, #pkts encrypt: 68, #pkts digest: 68 #pkts
decaps: 68, #pkts decrypt: 68, #pkts verify: 68 #pkts compressed: 0, #pkts deconpressed: 0
#pkts not conpressed: 0, #pkts conpr. failed: 0 #pkts not deconpressed: 0, #pkts deconpress
failed: O #send errors 0, #recv errors O local crypto endpt.: 172.17.1.1, renpote crypto
endpt.: 172.16.1.1 path nmtu 1500, ip ntu 1500 current outbound spi: 0xB7C1948E(3082917006)

i nbound esp sas: spi: O0x434C4A7F(1129073279) transform esp-des esp-sha-hmac , in use
settings ={Tunnel, } conn id: 2001, flow_id: Cl18XX MBRD:1l, crypto map: SDM CVAP_1 sa timng:
remai ning key lifetine (k/sec): (4578719/3004) 1V size: 8 bytes replay detection support: Y
Stat us: ACTI VE i nbound ah sas: inbound pcp sas: outbound esp sas: spi:
0xB7C1948E(3082917006) transform esp-des esp-sha-hmac , in use settings ={Tunnel, } conn
id: 2002, flow.id: CL8XX_MBRD:2, crypto map: SDM CMAP_1 sa timing: remaining key lifetinme
(k/sec): (4578719/3002) 1V size: 8 bytes replay detection support: Y Status: ACTIVE out bound
ah sas: outbound pcp sas:

- show crypto engine connections active — & R EXNZEFMBEZHIED ({XREHF ) WYEHE

EI%*[H%E\Q Rout er #show crypt o engi ne connections active ID Interface | P-Address State
Al gorithm Encrypt Decrypt 3 FastEthernet0 172.17.1.1 set HVAC SHA+DES 56_CB 0 0 2001
Fast Et hernet0 172.17.1.1 set DES+SHA 0 59 2002 FastEthernetO0 172.17.1.1 set DES+SHA 59 0

R P HE R
AR5 RG0SR T T XIRE R T HEHR,

B EEMEBRRER (XEREMAF, ) (OIT) ZHFEFEL show 5. F£/A OIT AIEEX show ipHH
H #9547 o

XX . /A debug B 2H , BSHEX debug M THEEFEEM IP R HEHRR - THEMER
debug ﬁ‘%o

. debug crypto ipsec 7 - £ R5E 2 MRV IPsec #7. debug crypto isakmp 7 - & 7R5E 1 B EREY
ISAKMP 1575,
. debug crypto ipsec - & 7R5E 2 B EREY IPsec /. debug crypto isakmp - £7R~% 1 BT ERHY
ISAKMP 1175,
BXMRFR VPN HEHBRNFMAEER , BEREELN L2L FiziEEEA IPsec VPN HFEHEER
BRB R,

HXER

. Cisco PIX Bf K34

. Cisco HEN T2 R ZEEE

. Cisco ASA 5500 RIIBEN RS8R

-EEEWAR : EASA/PIXFIIOSES 871 B 7R fl 2 (B Y 34 R B ¥ ] IPSec VPN
. Cisco Secure PIX B X ifiin $5 %=

. Cisco BRHBNZ LSRR

. #RF#E (RFC)

- BAREZFHHY - Cisco Systems
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