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The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.
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4. BB FH AR IFtime/NTP,
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6. Enable (event)iXLEIhEE : ntp , cryptoike , dhcp , B&E , crypto ipseckE #ARZE

7 BIEEHEE R EICE B X H(X R EEINERISHMY(SCEP) R M T M EZURLE EHIRSA
Certificate Authority (CA) MRER —/NEM=FHANE , URLERTREM) :

Rout er (config)#crypto ca profile enrollment LDevlD_Profile
Rout er (config-enroll-profile)#enrollnent url
htt p:// networkdevi ceenrol | ment server. your. donmai n. com Cert Srv/ mscep/ nscep. dl |

8. QRN EERF ERHFRICEHEXHNE,

Rout er (confi g) #crypto ca trustpoint LDevlD

Rout er (confi g-trust point)#enrol |l nent profile LDeviD Profile
Rout er (confi g-trust poi nt) #rsakeypair LDevl D Keypair 2048
Rout er (confi g-trust poi nt) #revocati on- check none

Rout er (confi g-trust poi nt) #seri al - nunber

Rout er (confi g-trust poi nt) #fi ngerprint

XX5 XKD XXE XXD XXD XXD XKD XXD XXE XXD XXE XXD XXD XXD XXD XXD XXD XXD XX XX

9. RIS E S SCEPBRS 8-

Rout er (confi g) #crypto ca authenticate LDevl D

Trustpoint CA authentication in progress. Please wait for a response...

2017 Mar 8 19:02:00 % VDC-1 % UCERT_ENROLL- 2- CERT_EN SCEP_CA AUTHENTI CATE_OK: Trust poi nt
LDevli D: CA certificates(s) authenticated.

10. RN EERELHRBHRERRHEPKI).

Rout er (confi g) #crypto ca enroll LDevlD



Create the certificate request

Create a chal |l enge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.

Pl ease nake a note of it.

Chal | enge password:

Re-enter chall enge password:

The serial number in the certificate will be: PID CGRL120/ K9 SN: JAF####HHH#HH#H#H
Certificate enrollment in progress. Please wait for a response...

2017 Mar 8 19:02:24 % VDC-1 % UCERT_ENROLL- 2- CERT_EN SCEP_ENROLL_OK: Trustpoint LDevl D
Device identity certificate successfully enrolled to CA

11. BF BB ceritifcate— & 51,

Rout er #show crypto ca certificates

12. Bt EXt FCallhome 2 4 EHSNMPSEIE #ith T 4E,

Rout er (confi g) #snnp- server contact NAME
Rout er (confi g) #snnp- server user adm n network-admi n
Rout er (confi g) #snnp- server conmunity PUBLI C group networ k- oper at or

13. BB X LE RN TLIE XM E(WPAN)ERIZE,

Rout er (confi g) #i nterface wpan 4/1

Rout er (confi g-if)#no shutdown

Rout er (config-if)#panid 5

Rout er (config-if)#ssid neshssid

Rout er (confi g-if)#i pv6 add 2001: db8::1/32

14. FNDTE i 08443k EEHTTPSHINetconfEEFARs , enable (event)Fi&E L it Fl EHTTPS RS
2345 T FIIE S PKIYE S,

Rout er (config)#i p http secure-server
Rout er (config)#i p http secure-server trustpoint LDevlD
Rout er(config)#i p http secure-port 8443

15. Bit & & # callhomelit & 324,

Rout er (confi g) #cal | hone

Rout er (confi g- cal | hone) #enmi | - cont act enai | @onai n. com

Rout er (confi g- cal | hone) #phone- cont act +1-555-555- 5555

Rout er (confi g- cal | hone) #st r eedaddr ess TEXT

Rout er (confi g- cal | hone) #desti nati on-profile nms

Rout er (confi g- cal | honme) #desti nati on-profile nms format netconf

Rout er (confi g- cal | hore) #desti nation-profile nms transport-method http

Rout er (confi g- cal | hone) #destination-profile nms http https://tpsproxy.your. domai n. com 9120
Rout er (confi g- cal | hone) #enabl e

16. IR1FELE,
17. X0t , BATHRITHMERENBAKESE , B2 , MREFIFHEM , THEFNMEEE
FtEcgdm

Rout er (confi g) #cgdm
Rout er (confi g-cgdn) #regi stration start trustpoint LDevlD
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version 5.2(1)C&4(3)
l ogging level feature-ngr O
host nane YOUR- HOSTNAME
vdc YOUR- HOSTNAME id 1
limt-resource vlan mninmm 16 maxi num 4094
limt-resource vrf mninmm2 maxi mum 4096
limt-resource u4route-nmem mni mum 9 maxi mum 9
limt-resource u6route-mem mni nrum 24 maxi num 24
limt-resource ndroute-nmem m ni mum 58 maxi mum 58
limt-resource nbroute-mem m ni mum 8 nmaxi nrum 8
feature ntp
feature crypto ike
feature dhcp
feature tunne
feature crypto ipsec virtual -tunnel
usernane admi n password YOURPASSWORD rol e networ k-adm n
user nane Admi ni strator password YOURPASSWORD rol e network-adnin
i p donai n-1 ookup
i p donmi n-nanme your. donai n. com
i p nane-server X.X.X.X
crypto key paramrsa | abel LDevl D keypair nodul us 2048
crypto key paramrsa | abel YOUR- HOSTNAME. your. donmai n. com nodul us 2048
crypto ca trustpoint LDevlD
enrol l ment profile LDevlD Profile
rsakeypair LDevl D keypair 2048
revocation-check none
seri al - nunber
fingerprint Xx:XX:XX:XX:XXIXXDXXD XX XX XX XX XX XX XX XX XX XX XX XXD XX
crypto ca profile enrollnent LDeviD Profile
enrol | ment url http://x.x.x.x/CertSrv/nscep/ nscep. dl
snnp-server contact NAVE
snnp-server user Adm ni strator network-adm n
snnp-server comunity public group network-operator
cal | honme
enmi | -contact ci scotac@i sco.tac.com
phone-cont act +1-555-555-5555
street address Here
destination-profile nns
destination-profile nns fornmat netconf
destination-profile nns transport-nethod http
destination-profile nns http https://tpsproxy.your. domain.com 9120 trustpoint LDevlD
destination-profile nns alert-group al
enabl e
ntp server X.X.X.X
ntp server X.X.X.X
crypto i ke domain ipsec
vrf context managenent
vlian 1
servi ce dhcp
ip dhcp relay
line tty 1
line tty 2

interface Dialerl
interface Ethernet2/1
interface Ethernet2/2
i p address x.Xx.x.x/30
no shut down
interface Ethernet2/3



nterface Ethernet2/4
nterface Ethernet2/5
nterface Ethernet2/6
nterface Ethernet2/7
nterface Ethernet2/8
nt erface | oopbackO
ip address 1.1.1.1/32
i pv6 address 2001: x: x:: 80/ 128
nterface Serial 1/1
nterface Serial 1/2
nterface Wan4/1
no shut down
panid 20
ssid austi ni ot
i pv6 address 2001:db8::1/32
interface Wfi2/1
clock timezone CST -6 O
clock sumer-time CST 2 Sun Mar 02:00 1 Sun Nov 02: 00 60
line consol e
line vty
boot ki ckstart bootflash:/cgr1000-uk9-kickstart.5.2.1. CH. 3. SPA. bin
boot system boot fl ash:/cgr1000-uk9.5.2.1. C&. 3. SPA. bin
ip route 0.0.0.0/0 x.X.X.X
feature scada- gw
scada- gw protocol t101
scada- gw protocol t104
ip http secure-port 8443
ip http secure-server trustpoint LDevlD
ip http secure-server
cgdm
registration start trustpoint LDevlD

Verify
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Troubleshoot
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