HEBREE 2R ECPUEARRENHIE

%SNMP-4-HIGHCPU : # #2833 [chars]#¥[dec]ms threshold([dec]ms 10S quantum) — 4
chars

~1g SEMa

show processes cpu &g
show interfaces® &

show interfaces switching@s 4
show interfaces statfi &
show ip nat translations&i &
show align@s &

show versionfi &

show logfi ¢

SNMP OIDHYEEM R

CPUREBEHEEMNEEM ]
3/{Z 1L CPURLE VEEM R
AT EHEIEWE I UNIX ShelliiiZ4s
=8
fai g
AN FEENEAR LCPUERERENELERNER , A RHEERRBENES REUMB RS
=,

TR
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Cisco BB THUTER :

 Cisco ¥ H25
. Cisco I0S@HH IR Z

A% Cisco 10S MU XRBERNER , FSHMAERREM MR,
15 A Y4B 4

AN BR T 45 TE By B A M BE AR A

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZHENERAR
(RN ) BRE. MRENMELTEIRS , FHRRETBAERSHBERNE,

CPU FAZ RS IVER

LEFIRNEBT CPU EAERRSNMELER, MRLFEFNXEERPNEAT T , EEALX
R P R LAY D TR (R B 1T i R HERR

° Eﬁﬁttﬂ"] show processes cpu ﬁi’%?ﬁ H:'.

MREEBRNRZH show processes cpu v H i , TAEARR CLI 22 IBREERE
HHITIEE,

~ FE EFARRCLIZWES , BXMBFMERAF, |, H0UEFH G FHJavaScripts

- MEERIE
- BRESR ER RS AM R AL |, Bl
- Telnet FHYNERREENE , NEFLEBET Telnet EEFIBR AR
- REHA R e RORE &8
- X ping SR RN AEEZE |, RETLE
- BREEBRTRRAER D H MR MR
- BRRXBEHRS

HERRCPUE M I 5 &

— BRI CPU £ A £ 5 VIR P 5 AV EfREIR . BHATATIRE

- RERAFEIUENZEEE, BF , CPUKAXRERARERE ( HIOMNEFZSTHE
REJHEE ) 5IEN, MRFRDKBANMNERTEMER , WREFEBLETERSBEHENER



https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-software-releases-121-mainline/12809-tuning.html

R, BF , YEEAHRSZIKFNESTH , BEEXTURBRLERENZE, BEN-REe
BUMBHYERRAENKRTRNERNERBERRGENES

BEXxHMEER  #H3HE
- XF Internet BB 100 R AR E

- BRFEmESENAEA

H 7 &y
P75 L

o TREEAthorii & debug , <P B& H 25 A BY undebug all FIT B B no debug all o

- BEESERBAS s EAHGR?MRER  FEAUTHSLEAFBRREES swow 58,

- BHARMEEARAHE? EEAUBMAB?NRR , FENEIKAHSE  AGEENRT 2
BIELE T scheduler interval 500 o X YFE X RBREWHAZRAENE 500 ERET—K , NTHA
RNIERHEETHEEGSRAE |, BIE CPU EHAZEN 100% , L2k, #£Cisco 7200FCisco
7500% 5| H2s L | 5 scheduler allocate 3000 1000 43 o

- BHSJ[HEI CPU FAXRESNERNNBERBEEREBTETN ? MER |, FEHKESD

'%H"Ji-fﬁjtﬂ show processescpu 12?@&&%%CPUEFH$—%HHqﬂ&ﬁﬁ%m%ﬁ\ﬁﬁﬁlﬂﬂ’ﬂo EFHJHS
UNIXEIZA | HREEZ G ERENARBS UL |, IR E# — S FERBAAEHRE.

T 7 R X F iR 6] &

£ show processes cpu i TR E CPU FAEREEHATHMEARH THESEW.,

HTFHEMSE CPU FRERS

BXRFMAER , FSHSERATHMMSH ERENHE, R CPUERAENRE L

FARETEHIAT Pl (XEPHATEERHA T CEF JREEIMEIERN ) , Il CPU FEAERNRFIT
B0 B f 2R M BE

£ 2R 7600 RFIEEHET £ /5 A Netflow NDE Bt CPU FAES

MR FNRATEE T NetFlow , NFREBBALERERNT , X2SBCPUEAERTS.

EXNetFlowhk A7S BHICPUE A X3 S 1T EHERR , EELE mls nde sender A5 , BR
NetFlowS HHSP T , X RIRASHARAOB BRINRE

HTHEMSH CPU EAXRRE

KREMWHZMBCPU, SERBMERNAREEIFSHATPIER—FREIRELR . EIL sowlogging
oec , UABAREG AL , EREHEAXECPUAMKRZER KXW IE[HEIR,

A LA A debug @i XX L3 2 I CPUE A R B3t T IEHERR. MiTdebugin T AT AMIEHE
B, BRreastt—FRECPURIAR, N TEREMEMdebugiv ® , BTUREATHERMN
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- RMBEABREAXBERERKZANAMEBRCRKAR , AESTNEAEINTHRFEATIER
FEMRBIMNT ( Wi ) fEZE6 ( EP=N ) E‘ZEE&IOQQing destination [ severity-level ] configuration B, E&E
EERATHEREICRKERMMBEMES |, FRIEDSHY show logging exec FRETT o

- XAWMAZEREPRADTERREBHED. BXEAEE , BESHH S8 logging bufrer
global configuration B,

« ATERBEFHIEHANERELR  SXNEAEHNEANEVHER. AXFAEE  BSHAR

'%iﬁ, service timestamps global configuration o

HEERRME T IPEEZNRHSERE
ENBEHBEFHCPUEARISRITHIELER , 35 .
- ARPHIA — XHHFRRATHEM S BHCPUEARRENHERHARPRE AZT

- BGP®&HEE — HiEBGPHAEE 7 BGPR B HE S BN SCPUMBE XXM ‘BT
BGPHHEEHEMSHCPUFERAEXRI S E 2

- BGP H#itEfr -“BEERH T BGP A2 F 5 BGP FEHERHEM S M CPU FHXRRF I
(B #5HPEMT BGP H#EFmMSH CPU EAERR S HS.

« EXEC - EXECHIEH\EXECHEHHCPUER RS,

« HyBridge Input — XY #FATM$E O #Y3% B85 LAY HyBridge i AR S B CPUSE AR I 53T
HFEHERR

« [P Input — A FIPf AR EMS B CPUME A ERY 5 REHER,
o |PfE] 8 LR BB Y (SNMP)- IPE 8 & B2 i (SNMP) S BE CPURI A &,

« LC ADJ E##2/F - 1 Cisco 12000 %%l Internet 8828 L3 1T LC AP X R EHME FHER
SEHCPUFRERENERRMTAL?

« TCPitE188 — NHHIBMATHEMSBWCPUERARREMNHERNTCPITETEEEED .
« TTY Background — XR4“HEBRA T HEM S BHCPUEARE SN HME WTTY

Background#f 4,

« BH\EXEC — ESHEXECHEE, EExecHIELExecHZEMN S CPURIA .

« Vtemplate Backgr — XR4HEBRE T HEM S HHICPUME AR K 5 Y BE Y E LUERE =26

VAN
o

« SSH Process — MR EHIRH/Z A B i show tech , N BT BEH A S 1L,
- BEfHE — WHNWEMHERY | RATHEMSBWCPUERAXRREWHE,
PCl flRENFHME RIEESHFEAR
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R PCI MRERFHNZRAFEFEREEN. PCl AEATHELES PRP 4L GT64260 #2
H2RH PClI B4R ZIZFIRRNAFTR,, LRFATREES RN EBIF 2 BN REIBEE
, At EERAREREERRS,

NMRFEEZAF , R EETLERENF, RIBRAEFRE HRUEE 4O #HRRFR (1DB) #
BEMEANLENTF, LATERNEIIBFEHTERE  ATERASEA  RLEER
RERETANRE, HTHER , R MIREAFENEZRAFFTEREEN.

%SNMP-4-HIGHCPU : # 23 [chars]#[dec]ms threshold([dec]ms IOS quantum)
— & R[chars]

CPU hog HEM TR :

SNMP-4-HIGHCPU: Process exceeds 200ms threshold (200ms Cisco IOS quantum)
for GET of rmon.19.16.0--result rmon.19.16.0

12.4(13)F [EICisco IOSHRIN T # R4k B Z5H & (HIGHCPU), ME#E 5/ CPU KatEBIE 200 2
®, NEeRRE HIGHCPU B &, HIGHCPU EEXNKRH®EEE N, ERESIFEB—NHES
B CPU FHAEEE, HIGHCPU JEEZLIF CPUHOG JBE |, {85 CPUHOG jHEMLE

, HIGHCPU JHEMARRERSBSZ , REERRRAEREEN 1/10 , IAERDANELN, £
2600 E12.4(13) 2 BIMIARAH , HEETHEEK , BEREEEREE , B Cisco IOSHRAZE I
WIEIhEE,

SNMP PDU 432 ( MIB W R&E# ) MiZE£ 4 CPU FEERANIT , AR PDU FHENXRER
BEFEENKEN—#, X2 SNMP MR ARMHNER, BENKEREPHFSHIENRE ,
i, BIEEMNRENINR , 2B TFHEBTRMUN SR TSR AELE, MRXLENRKIZR
MIB Instrumentation UM ERKF CPU , N AJgeLERILEIRHEE, B, IRER —FRA
IRPRETANTRINSR , RAERFHRES , BLHERBEHFE LEMRHERER,

IEERTHEMA CPU B LTMZ (BHARZERTS CPUH ) WXHR, —£ NMS/KNTEE
R RATE, WRBICFKEZRIFEID CSCsl181397,

N oEE AEEMNENARFEGARNSTERRRAEL.

BEMZRERR CPU FARS

HRBFARZEBEHNZERS , IBESMBNRERLAERENE . XEMAIFEZH CPU
NTEAEFSEFHEERNNEZRE , BUTFTEERARGNE, ERRLEEE , — iRk
DNFERE (EXMBARENREMBAR ) . B2, BREEBHREFPERN I IRE RREHF
INERRIR | R 6E A 1T I

NoxE  mREREMEED EERNERE | NASBATERIR , FTESRCPUL

o
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SBIERK CPU £AXRE
MRCPULMEBELAAREHER , MEALKFECPUBITRIEES.

EHRBATORMSBWCPUERRREMNEMIE , FHEE D LR Hitcp mss-adjust 140088 % , &8
TREBIBRARNTCPRIL/B3(SYN)BIESHHR KD R K/NMSS)E,

ATREBFAEENET

XERTREFXZFBENFAESR

® show processes cpu
* show interfaces
* show interfaces switching
* show interfaces stat
® show ip nat tranglations
* show dign
* show version
* showlog
Bxshowin THiFMEER , S HCisco IOSEBEMBESE,

MREHBEETEHE , FEANEERMNELE, RE , EHRELBI PHSHHE EGEDERA
showlog) , XA K H B AMIEFKiEsysloghRsar £ WEREMNERAT NI S, LA ERAL
UNIX shellfii A< Fzh=k Bz EBE, &IE T SAEAHTTPRSNMPIREHIE.

PN PN
AP show processes cpu T3

SN %ﬁ%*ﬁ% 5] /T_\@J show processes cpu o

CPU utilization for five seconds: X%/Y%; one minute: Z%; five minutes: W%
PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process

TRUATHREPHFER

FE iR

X BERWNNFEGEERR (Pl + #HE )
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Y £ B P B U S B P19 R
Z o5 — 2 B AR T4 R R R 2

W EEE AT AR

PID #HEE ID

Runtime[#EE £ HAH CPU | ( E®)

Invoked |2 1 F # 72 BV )X 5

uSecs |BXEARFTG AR CPU A ( #H# )

5Sec |[HERMWHESH CPU FERHE

IMin  [FE—2ERNESH CPU EHR2

5Min  |[BEESH#HHNESH CPU AR

TTY Pz R LR
Process |# 2 1Y & #i

1 #HEBR CPUBEAR=X-Y

2 ZEEHFEARFHE  MRUEBLARBNTEE. @iy SENENITENEYHEESESEMN,

BXEFMEE , H5show commandsSZE .

S

A CPURRIARTEEATEHERHSERRESHIEBTNEES, 7 Cisco 7500 FHEE L
, Versatile Interface Processors (VIP) #3&H/R 4B 2§ (RSP) T&IREL MM CPU £ H
L, BESPRIBEEXHREEIN—Emt , CPU FAEREIEE 90% Z 95%.

P . A
AP show interfaces T3

A}

TRTHREEDED,


/content/en/us/td/docs/ios/fundamentals/command/reference/cf_book/cf_s1.html

ﬁfshow interfaces switchi ng'%

s ATREREQD LWES KRR,
UTREAT—MEORT T show interfaces switching A 31 H 7R 51 -
<#root>

RouterA#

show i nterfaces sw tching

Ethernet0
Throttle count 0
Drops RP 0 SP 0
SPD Flushes Fast 0 SSE 0
SPD Aggress Fast 0
SPD Priority Inputs 0 Drops 0
Protocol Path Pkts In Chars 1In Pkts Out Chars Out
Other Process 0 0 595 35700
Cache misses 0
Fast 0 0 0 0
Auton/SSE 0 0 0 0
IP Process 4 456 4 456
Cache misses 0
Fast 0 0 0 0
Auton/SSE 0 0 0 0
IPX Process 0 0 2 120
Cache misses 0
Fast 0 0 0 0
Auton/SSE 0 0 0 0
Trans. Bridge Process 0 0 0 0
Cache misses 0
Fast 11 660 0 0
Auton/SSE 0 0 0 0
DEC MOP Process 0 0 10 770
Cache misses 0
Fast 0 0 0 0
Auton/SSE 0 0 0 0
ARP Process 1 60 2 120
Cache misses 0
Fast 0 0 0 0
Auton/SSE 0 0 0 0
cbp Process 200 63700 100 31183
Cache misses 0
Fast 0 0 0 0
Auton/SSE 0 0 0 0

s

MHHIETEO FRENAMAEDAREIRE , Rt ETUBRNES RELRHRAVRERBE NI
o PRMABTHHFTR.

fim

FE EX

Process |REBHHEZ. XEHRESVREEATRAHANNBEEZ  IERRERREEHEE




HEBHBES,

RERXREFFRBEFENRES. LEF (TR — BURTEERRIER KR

ﬁg; ) B —ANRIEAEAE, BIEEAHED FRBESARESR  BNUFEESKE
BB ITREIR,
Fast REZROBRIESD, RIMDRT , REZRLTBARS,

BEXRBESZ, EXRYFERIHABRBES, REATHEREMAERRE
Auton/SSE |RX#ALERR ( HBI AT B ERMHEIRMR ) #Y Cisco 7000 RFIEMEE , REATHHE
VIP ( BT HmAXH ) #Y Cisco 7500 RFIE&H 27,

P . A
AP show interfaces stat T3

ﬁtﬁ%%lﬁﬁ%ﬂ@ﬁgﬁ show interfaces switching o -FEREEHSH —/I\ﬁ A E’ﬂ a'_\@lﬁﬁﬁ H:II .

<#root>
RouterA#

show i nterfaces stat

Ethernet0
Switching path Pkts In Chars In Pkts Out Chars Out
Processor 52077 12245489 24646 3170041
Route cache 0 0 0 0
Distributed cache 0 0 0 0
Total 52077 12245489 24646 3170041

BYMIE showinterfacesstat B 5 P A MR , EABURAT I AME EH RREE.
ﬁi show ip nat translations "léf

ﬁf'% show ip nat trandations , ﬂﬁ\%ﬁﬂ%ﬁtiﬁﬁﬂgM%i&iiigﬁ(NAT)Egﬁo BNERIRES™ 4 CPU
T, HEXBEHARE CPU AR AN, REIFFRANERR TSI HRIMERESE

0

AT 25 8% H R show ip nat tranglations ;

<tfroot>

router#

show i p nat translations

Pro Inside global Inside local Outside Tlocal Outside global
---172.16.131.1 10.10.10.1 -—- --=
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REEETRAESTEINE RISC) L BHENFELIRERALSDT. EXEFALE , CPUATHUE
ERFEMHIBEAR—BWERL. XRHHRE:

Alignment data for:
4500 Software (C4500-DS40-M), Version mis-aligned RELEASE SOFTWARE (fcl)
Compiled Tue 31-Mar-98 15:05 by jdoe

Total Corrections 33911, Recorded 2, Reads 33911, Writes O

Initial Initial

Address Count Access Type Traceback

40025F4D 15561 16bit read Ox606F4A7C 0x601C78F8 0x6012FE94 0x600102C0
40025F72 18350 32bit read O0x606FB260 0x6013113C 0x600102C0 0x60010988

Do . A
AP show version T3

ERIRCPUERARRSNFE , EMan S H H PRI EEF B BHECisco IOSRARAE, FA.
CPURE MR AN ERESITHE, S SEN I THT T HARHA,

P A\
AP show log T3

e TEREHRHSHENAR,

S CPUZH4T B BRI ENEEMAEIZAR

HERESCPUSEARBERN , I ERABRARNSHEERBINERE, EEMBEYGE#HEFNA
LFISNMP OIDE ¥ 2 CPU thresholdin T HN RS B HE ML, TTBNEEEMBIARITE
show@ ¥ , B RER HRE,

£ FASNMP OIDKYEEMBIZ 7R 45l

L B AR 7 3 2 A B R 18 Y 85% AT 1T o

BXREFMER , ES AN EHASNMPYWECisco 1I0SiR % FRICPUEAE,

event manager applet high-cpu

!

event snmp oid 1.3.6.1.4.1.9.9.109.1.1.1.1.3 get-type next entry-op gt entry-val 85 poll-interval 5 exi
!

c1li command "enable"

syslog msg "TAC - Capturing high cpu information to flash:"

cli command "term length 0"

c1i command "show process cpu sorted | redirect flash:eem-cpul.txt"

cli command "show interface | redirect flash:eem-interfacel.txt"

action
action
action
action
action
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action
action
action
action
action

end

OO hARBR
[V, NS NV

cli command "show interface stats | redirect flash:eem-statl.txt"

cli command "show 1ip traffic | redirect flash:eem-trafficl.txt"

syslog msg "TAC - Finished logging information to separate eem files in flash"
c1li command "end"

cli command "term default length"

A CPU R B8 XH S W EEMBI ZA< R 51

EEMAFICPU threshold notificationsi 5 FI4E & Al LA K EEMBI AR, FEARBIR | LRI HRESE

PR £ FHBIE85%AT , FEKCPURISHINGTHRESHOLDR G HEEE . EEMBIART LAfRA RS
=]

E3

eN Y/

BN

HAHPTREFINHRSE LB TSR,

process cpu threshold type total rising 85 interval 5

event manager applet high-cpu
event syslog pattern "CPURISINGTHRESHOLD"
.1 sysTlog msg "EEM: HIGH CPU detected. Writing info to flash:eem-Tog.txt"

actio
actio
actio
actio
actio
actio

n
n
n
n
n
n

action
action
action

end

0
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c1i command "enable"

c1i command "term exec prompt timestamp"

c1i command "term len Q0"

c1i command "show process cpu sorted | append flash:eem-log.txt"
c1i command "show proc mem sorted | append flash:eem-log.txt"
c1i command "show mem alloc total | append flash:eem-log.txt"
syslog msg "EEM: Self-removing applet from configuration..."

cli command "end"

B35 1L CPUEL B XX HRYEEMBIZS 7R 41

EEMAT B LCPUD T AR IRk B & fshowin THEIE. BEXEMEE , BSHAT M
gl EE"J_ECPU s |F= Ro

event manager applet High_CPU
event snmp
0.

action
action
action
action
action
action
action
action
action
action
action
action
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1

oid 1.3.6.1.4.1.9.9.109.1.1.1.1.4.1 get-type exact entry-op ge entry-val "75" exit-time 10 p
syslog msg "CPU Utilization is high"

c1i command "enable"

c1i command "show version | append flash:CPU_Profile.txt"

c1i command "show log | append flash:CPU_Profile.txt"

c1i command "show process cpu sorted | append flash:CPU_Profile.txt"
c1i command "show interfaces | append flash:CPU_Profile.txt"

c1i command "show region | append flash:CPU_Profile.txt"

c1i command "profile 4000FO00 42C9FFFF 4"

cli command "profile start"

syslog msg "Entering TCLSH"

c1li command "tclsh"

c1li command "after 240000"


/content/en/us/td/docs/ios-xml/ios/bsm/configuration/15-mt/bsm-15-mt-book/bsm-cpu-thresh-notif.html
https://www.cisco.com/c/zh_cn/support/docs/routers/7500-series-routers/41120-highcpu-interrupts.html
https://www.cisco.com/c/zh_cn/support/docs/routers/7500-series-routers/41120-highcpu-interrupts.html
https://www.cisco.com/c/zh_cn/support/docs/routers/7500-series-routers/41120-highcpu-interrupts.html
https://www.cisco.com/c/zh_cn/support/docs/routers/7500-series-routers/41120-highcpu-interrupts.html

action 2.6 cli command "exit"

action 2.9 syslog msg "Exiting TCLSH"

action 3.0 c1i command "profile stop"

action 3.1 c1i command "show profile terse | append flash:CPU_Profile.txt"
action 3.2 c1i command "clear profile"

action 3.3 cli command "unprofile all"

action 4.1 syslog msg "Finished Togging information to flash:CPU_Profile.txt..."
action 4.2 cli command "end"
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<#root>

(echo

show ver si on

") | telnet 192.168.1.1

EFHRPTESET shell FHIT , MHRRIEE Telnet 21F. AT 2 FHIR show version show processes
cpu T 0 1 a1 HH HY R BIRD A

#!/opt/Tocal/bin/bash
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# Router's IP address

#

IP_ADDRESS="'10.200.40.53"

# Directory where the Tog files can be stored

#

DIR=/var/log/router
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if [ ! -e $DIR ]

then
mkdir $DIR
fi

# Tag specification: mmddhhmm
DATE="date +'%m%d"'"
TIME="date +'%H%M'"
TAG=$DATESTIME

# Collect data from the router
(echo "foo";\

echo "bar";\

echo "term 1en 0";\

echo "show version";\



echo "show processes cpu";\

echo "term Ten 15";\

echo "show memory summary';\

echo "g";\

sleep 30)|telnet $IP_ADDRESS > $DIR/info.$TAG 2>$DIR/info.$TAG.msg
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WMREHRWETIE showverson , HHFEREABAREEREHMY , Sl , AIBRBHRAE —KRPHE
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MR CPU ERAERRENHBELE LN , EFENEFK , BEAS®HETZHEEA—R. &N , 7

g 155 30 7 HIEITE—R. ATETHER , B ZHAREEXH ( HI40 /usr/bin/router-
script) . ARE , EBESHET IR, BET—1TRME/etc/crontab3T 4 :

*/5 * * * * /usr/bin/router-script

EF B3I cron R85, MRETLNE N /etc/crontab X4 |, FHEE M HBHRZITZHA , WTFF
R

while [ 1 ]; do ./router-script ; sleep 300; done &
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