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- REBIREBABEUBEFELEERLRE, Hli0 , 55 HECisco Bug ID CSCdw42923({X fR3E it &
)o
. B R Cisco I0S® 4 A Y XX E id fk (8] &
. Cisco I0S H Y Bug
EEXRBERMAREON TR L. FHEEF , F£H RADIUS X a8/ E L5 R % 0 15 E X
LRH,

AV Pair from Radi us

Cisco-AVPair = "lcp:interface-config#l=rate-limt input 256000 7500 7500
conformacti on conti nue

exceed-action drop",

Cisco-AVPair = "lcp:interface-config#2=rate-limt output 512000 7500 7500
conformacti on conti nue

exceed-action drop",

85 show interface x rate-limit #3$ AJ 4532 Cisco |HS 2225 CAR e, EUT RAIH | ZH S
i EXN AT AFEEIESTEH bps IBME THE, HFIREER 7392 2T |, MEREE RHAE R
& (Bc) HiRENRN 7500 =T,

rout er #show interfaces virtual-access 26 rate-limit
Vi rtual - Access26 Cabl e Custoners
I nput
matches: all traffic
parans: 256000 bps, 7500 limit, 7500 extended limit
conforned 2248 packets, 257557 bytes; action: continue
exceeded 35 packets, 22392 bytes; action: drop
| ast packet: 156ns ago, current burst: O bytes
| ast cleared 00: 02: 49 ago, conformed 12000 bps, exceeded 1000 bps
Cut put
matches: all traffic
parans: 512000 bps, 7500 limt, 7500 extended limt
conforned 3338 packets, 4115194 bytes; action: continue
exceeded 565 packets, 797648 bytes; action: drop
| ast packet: 188ms ago, current burst: 7392 bytes
| ast cleared 00:02:49 ago, conformed 194000 bps, exceeded 37000 bps

WRBEE Cisco ETRMRMAEE CAR NEMAULRSE , WLNEERBSHNRRE , AR
FENFLE  URBRERRB[NN TEINEHRES ZFHES.

BRREER |, FFHERASI AN BRI, 7 BEfE 8 i R E BIE B E AR AR B A ME T
BERRBEMNINEREEZ IS —MES , FEZAIIET - —i#/— KB AR E
BE—NHEERS. WREBFEFFEARAM  WRREGFTEMNMIRS , U EERKRF A
RREFEAEZNESKF, REAPABEIZEHENERL SR TEIWVERERR AR,

REMEBALEEME LN —RIEEETH MTU K/DEIWT, B0 B SUKME 1500 FH A9, =
LERZBARMBIE W HEON , JRSERHSFXERABRNES TEBNEERE, EATET
BRGH , KERXMHAXIEHEFELIRENS, EXHEREENKBENREREK, HA
REME (WFTP HER ) i, EHRFEINBRNIERRLBEIRENRREASH CAR ZE

o

A, HENNEAFLECHENRFITENRERBETEAMABATE, MR TCP REXNAEM
HIEAL , MEMRER2MWA, T UDP MEFESMET ICMP WEIEEEI R IFMEARE.

TCP ETXEMEMNEERIA. TCP EABIENENETEBRINIFN —82, BHEAHIL
AUEFBAANESER , RARCIIATREEESFHRIACHEHS N RIES, flm, #80
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KD R 8HBHEAHNAH , AT REFEERIHWIAZAER 8 MRS, MREMEO KD, W
SRRBLOMEERETE BOFBNBIE QMU AENEHNEESRIFBIRSHARERS
HELE.

HTASKTHAEMEN EFRAERE | FEH—FHE TCP RIT N B ER £ E REELHER
RN MEHEMH RN, BRI , SEAMMTE

BR | #HR

RS

e |EREBIER (SN TCP BIEA ) BXN , ¥
e |BEEORN-—¥. REEORDE RERAT
e | EARREESERINL EIRNE O RIES
e |BENED.

BT MERAEREBNERE —BRETE 2 /FE N
RER , FRBEMERNADNEHRESO
Zig |, AESXWAIEMGHER O8N —MUER
B3 |. TCP 2FHEE OMMKILN 1, REDWEIE
e |B&’, RAEEF. HRAEEN , E2FHEEEOE
mE 2, RERIMER  RESEEF. AXESH
HER , S REC 2001,

HHFEZIERBRTIN, MEEGHIRE | &R E T KRBT REE N H I e | 8
FEURSERIFEHES. TCPHBREATIEA TR ANEHAAE | BFEISERIEHTIRAL
IR ERAE B R BEAE B 1) ) B PO B 1A

BRBFEITEN B AALERNTERBITERS, B4KE , FETUTHELXX U ERFSERE
SR R R

(conformed bits since last clear counter)/(tinme in seconds el apsed since |ast clear counter)
BT iZAN T EMN ERERRITHERE — RETEIRNRIER | Cisco BUUERRITHERAEITE S anE=
o WERAFBBRITERES , M EFIH LN IEREFRELRE show command output £ RETF A gER K —
BREHNFEE , FEZENTHEELSWERTRIEEN.

FHHELENEE BN —RIT AR EEE SRR (CIR) A, RRKNERS AL ERFE KR
B-ENRARREFENE, NRXAREINT CREKREEHF ATHERERIER , WRANRK
REDRHANETEERZRENT BRRAREBUTENREKX N,

LA H S E R

1. 18 T~ H Bl E,

2. FRAB LRABESEENFEZRITTN S ERBERTERS,

3. RS EBTEEE IS maxtokens B, EF SRS,

4. REBRIFEM,
igi%%gﬁ&mi%ﬂﬁ%ﬂﬁuo DUTFR—MERERS , ATNEAETERNRBENAAMZEORM
R H,

class-nmap match-all rtpl
match ip rtp 2000 10
!

pol i cy-nmap p3b


http://www.ietf.org/rfc/rfc2001.txt

class rtpl

pol i ce 200000 6250 6250 conformaction transnmit exceed-action drop viol ate-action dr op
policy-map p2

class rtpl

pol i ce 250000 7750 7750 conformaction transnmit exceed-action drop viol ate-action dr op

!
interface Ethernet3/0

servi ce-policy output p3b

servi ce-policy input p2

AT R l% 7= 4 F show policy-map interface @85 , WA N IRENERNESEURFTERE
FHEE bps EEMEBITENELFINE,

rout er #show policy-map interface ethernet 3/0
Et hernet 3/0

Service-policy input: p2

Cl ass-map: rtpl (match-all)

88325 packets, 11040625 bytes

30 second offered rate 400000 bps, drop rate 150000 bps

Match: ip rtp 2000 10

police:
250000 bps, 7750 limt, 7750 extended limt
confornmed 55204 packets, 6900500 bytes; action: transmt
exceeded 33122 packets, 4140250 bytes; action: drop
conformed 250000 bps, exceed 150000 bps violate 0 bps

Service-policy : p3b

Cl ass-map: rtpl (match-all)

88325 packets, 11040625 bytes

30 second offered rate 400000 bps, drop rate 50000 bps

Match: ip rtp 2000 10

police:
200000 bps, 6250 limt, 6250 extended limt
confornmed 44163 packets, 5520375 bytes; action: transmt
exceeded 11041 packets, 1380125 bytes; action: drop
conformed 200000 bps, exceed 50000 bps violate 0 bps

Cl ass-map: cl ass-default (nmatch-any)
0 packets, 0 bytes
30 second offered rate O bps, drop rate 0 bps
Mat ch: any

XF CAR fIET 5 B ErEITHERH E Hln &

T 354 T show policy-map % show interface rate-limit &5 5 & R ITHERN EBR AT, SER
HEME P T A EBug RT EFEEBuUgE R,

ER B RE Bug ID MERF =

. Cisco Bug ID CSCdv41231 (X R R A

P) SRMADRRSEREREMFRE

P Fi police v E , HTRFUSRBAME

E79§£ﬂ' EZFBEIZAHE Jttllﬁgiié%#

o2 PFRBHBROBES. UTERLESE
B — N Rl

policy-map child
cl ass dscpl
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police cir 100000 bc 3000 conform
action transnmt exceed-action drop
!
pol i cy-map parent
class rtpl
police cir 250000 bc 7750 conform
action transmt exceed-action drop
service-policy child
ER —MEIRTTE | 15012 B IRAY RS
, AR AVERE N A — MR, X IR
ENAZS—MEE  UBREES ERE

o

fE TR R
SR
HFHE

52
[=]

. Cisco Bug ID CSCds23924 ( {X R At A
F ) Cisco Express Forwarding (CEF) A
FECHBFESMNE AZ O R %
O#Y 10S 3l El. E@EI L Bug ID 38
HEHWER 2 , CEF MEER QoS &l
(W CAR SETERMEKR ) BT HE
DitHE. ERHMEFTBEHNNE K FE
AROFEBREINZREHFE,

. Cisco Bug ID CSCdr40598 ( {XFRJE#ft A
F) 1 Cisco 12000 %% £ , HE A%
CAR }EWMALBEFNEIZ 28, #iH
TS mE. EXEiCkB TLHERH
BN A XS

. Cisco Bug ID CSCdv84259 ( {X R E R F
) tR % Cisco 7500 RFIE M L2
B2 F ip cef distributed #8% , NFE R
JEEAEOLERSR (VIP) RO , AR
AR T 258 A ip route-cache
distributed 8%, JE VIP RXFH AR
CEF , 3EVIP LE RS SH DB REIE
ARREIEK,

RBEER
HEEE

— K, SR AETEMN QoS ThEERT , B
FEHERRIE — P RHAR QoS ZRHFIAESR
T, RAFEW , EHERIREH CEIE G
EENBESEOERNE,

rout er #show policy-map interface

ATMA/ 0. 1

Servi ce-policy input: drop-inbound-http-
hacks (1061)

Cl ass-nmap: http-hacks (match-any)
(1063/ 2)
149 packets, 18663 bytes
5 mnute offered rate 2000 bps, drop
rate 0 bps
Mat ch: protocol http url "*cnd. exe*"
(1067)
145 packets, 18313 bytes
5 mnute rate 2000 bps
Mat ch: protocol http url "*.ida*"
(1071)
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0 packets, 0 bytes
5 mnute rate 0 bps
Mat ch: protocol http url "*root.exe*"

(1075)

4 packets, 350 bytes
5 mnute rate 0 bps
Mat ch: protocol http url "*readne.em *"

(1079)

0 packets, 0 bytes
5 minute rate O bps
police:
1000000 bps, 31250 limt, 31250

extended |imt

conformed 0 packets, 0O bytes; action:

drop

exceeded 0 packets, 0 bytes; action
drop

viol ated 0 packets, 0 bytes; action
drop

conformed O bps, exceed O bps violate
0 bps

- Cisco Bug ID CSCds34478 (X Rt A

F ) /5 H CEF mk/S A DCEF ¥ B
AEXBOHINE ATM PVC B , 928k
WM, £ Cisco |I0OS B4R 12.1T # |, 3
B CEF M*&/3 A DCEF # B H X
2K NZE ATM PVC B |, % 2 RF R MK

o

. Cisco Bug ID CSCdw50583 (X BRF fift A

P ) EMFPE RN ETRERRIRERE
THESRREE, 7T Y R
, KIWETERN 745000 bps , MREEER
EERHWESTEN 1072000 bps.

rout er #show policy-map interface
Serial 3/0.1: DLCl 13 -

Servi ce-policy output: out

Class-map: c2 (match-all)
172483 packets, 91760956 bytes
30 second offered rate 1384000
bps, drop rate 745000 bps
Mat ch: ip precedence 0
police:
384000 bps, 1500 limt, 1500
extended limt
conforned 38903 packets,
20696396 bytes; action: transmt
exceeded 133580 packets,
71064560 bytes; action: drop
conforned 311000 bps, exceed
1072000 bps violate 0 bps

HXER
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