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interface V1an700
no shutdown

mtu 9000



vrf member ABC
no ip redirects
ip address 10.11.25.25/28

ip policy route-map In_to_Out

Nexus# show route-map In_to_Out
route-map In_to_Out, permit, sequence 3
Match clauses:
ip address (access-1lists): Toolbar
Set clauses:
ip next-hop 10.3.22.13
route-map In_to_Out, permit, sequence 5
Match clauses:
ip address (access-1lists): Internet
Set clauses:
ip next-hop 10.11.25.19
route-map In_to_Out, permit, sequence 7
Match clauses:
ip address (access-1lists): Web
Set clauses:
ip next-hop 10.11.25.19
route-map In_to_Out, permit, sequence 10
Match clauses:
ip address (access-1lists): In_to_Out_Internet
Set clauses:
ip next-hop 10.11.25.23
route-map In_to_Out, permit, sequence 30
Match clauses:
ip address (access-lists): In_to_Out_www
Set clauses:
ip next-hop 10.11.25.23

route-map In_to_Out, permit, sequence 35



Match clauses:
ip address (access-lists): In_to_Out_https
Set clauses:
ip next-hop 10.11.25.23
route-map In_to_Out, permit, sequence 40
Match clauses:
ip address (access-1lists): In_to_Out_8080
Set clauses:
ip next-hop 10.11.25.23
route-map In_to_Out, permit, sequence 50
Match clauses:
ip address (access-1lists): UDP_Traffic
Set clauses:
ip next-hop 10.11.25.23 >>>>>>>>>>>>>>>>>>>> Towards Optimizer
route-map In_to_Out, permit, sequence 70
Match clauses:
ip address (access-1lists): To_Firewall
Set clauses:

ip next-hop . 10.22.45.63 >>>>>>>>>>>>>>>> Towards Firewall

Nexus# show ip access-lists UDP_Traffic
IP access list UDP_Traffic

10 permit udp any any eqg 9201
20 permit udp any any eqg 9202

30 permit udp any any eqg 9203

Nexus# sh ip access-lists To_Firewall
IP access list To_Firewall

10 permit ip any any

ESVILEEETREMNEHEE , NexusEBHFRRECE—NKB, IE , BIIKTH—T
Nexust& k2 F PBRIIE B 4RIE -

Nexus# show system internal access-1list vlan 700 input entries detail module 2

Flags: F - Fragment entry E - Port Expansion



D - DSCP Expansion M - ACL Expansion

T - Cross Feature Merge Expansion

INSTANCE 0x0

Label_b = 0x201

Bank 0

IPv4 Class

Policies:

Netflow profile:

PBR (GGSN_Toolbar)

Netflow deny profile: 0

Entries:

[Index]
[0019:000£:000£f] prec
[002d:0024:0024] prec

[0]
[002e:0025:0025] prec
[002£:0026:0026] prec
8080 [0]
[0030:0027:0027] prec
[0031:0028:0028] prec
[0]
[0032:0029:0029] prec
[0033:002a:002a] prec
8080 [0]
[0034:002b:002b] prec
[0035:002c:002c] prec
[0036:002d:002d] prec
[0037:002e:002e] prec
[0038:002£:002f] prec
[003d:0033:0033] prec

Entry [Stats]

permit-routed ip 0.0.0.0/0 224.0.

redirect (0x5d) -routed tcp 1.1.22.

redirect (0x5d) -routed

redirect (0x5d) -routed

redirect (0x5d) -routed

redirect (0x5d) -routed

redirect (0x5d) -routed

redirect (0x5d) -routed

redirect (0x5d) -routed
permit-routed ip 1.1.
permit-routed ip 1.1.
permit-routed ip 1.1.
permit-routed ip 1.1.

permit-routed ip 1.1.

tcp 1.1.

tcp 1.1.

tcp 1.1.

tcp 1.1.

tcp 1.1.

tcp 1.1.

22.

22.

22.

22.

22.

22.

0.0/4

80/28

80/28

80/28

80/28

48/28

48/28

48/28

tcp 1.1.22.48/28

22.24/29

22.32/28
22.64/28
22.80/28

22.96/28

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

.0/0

.0/0

.0/0

.0/0

.0/0

.0/0

.0/0

.0.0.0/0

(0]

eq 80 flow-label 80

fragment [0]

eq 8080 flow-label

fragment [0]

eq 80 flow-label 80

fragment [0]

eq 8080 flow-label

fragment [0]



[003e:

[0059:

[005a:

[005Db:

[005c:

[005d:

(0]

[005e:

[005f:

(0]

[0060:0056:0056]

0034:

004f:

0050:

0051:

0052:

0053:

0054:

0055:

0034] prec
004f] prec
0050] prec
0051] prec
0052] prec
0053] prec
0054] prec
0055] prec

prec

1 permit-routed tcp 0.0.0.0/0 196.

1 permit-routed tcp 0.0.0.0/0 196.

1 redirect (0x5e)-routed

1 redirect (0x5e)-routed

1 redirect (0x5e)-routed

1 redirect (0x5e)-routed

1 redirect (0x5e)-routed

1 redirect (0x5e)-routed

1 redirect (0x5e)-routed

11.146.149/32 eqg 25 flow-label 25 [0]
11.146.149/32 fragment [0]
ip 1.1.22.16/29 0.0.0.0/0 [0]
tcp 0.0.0.0/0 0.0.0.0/0 eg 80 flow-label 80 [O0]
tcp 0.0.0.0/0 0.0.0.0/0 fragment [0]
tcp 0.0.0.0/0 0.0.0.0/0 eq 443 flow-label 443
tcp 0.0.0.0/0 0.0.0.0/0 fragment [0]
tcp 0.0.0.0/0 0.0.0.0/0 eqg 8080 flow-label 8080
tcp 0.0.0.0/0 0.0.0.0/0 fragment [0]

FrRF kA KKK AKX KAk * kA x*kGequence 50 is to match the traffic for UDP ports
9201/9202/9203*********************

[0061:0057:0057]

(0]

[0062:

[0063:

(0]

[0064:

[0065:

(0]

[0066:005c:005¢c]

0058:

0059:

005a:

005b:

prec
0058] prec
0059] prec
005a] prec
005b] prec

prec

1 redirect (0x5e)-routed

1 redirect (0x5e)-routed

1 redirect (0x5e)-routed

1 redirect (0x5e)-routed

1 redirect (0x5e)-routed

1 redirect (0x5e)-routed

********************Sequence 70 is tO Send all

[0067:005d:005d]

[0068:005e:005€e]

udp

udp

udp

udp

udp

udp

0.

.0.0/0 0.0.

.0.0/0 0.0.

.0.0/0 0.0.

.0.0/0 0.0.

.0.0/0 0.0.

.0.0/0 0.0.

0.0/0

0.0/0

0.0/0

0.0/0

0.0/0

0.0/0

eq 9201 flow-label 9201

fragment [0]

eq 9202 flow-label 9202

fragment [0]

eq 9203 flow-label 9203

fragment [0]

other traffic to Firewall*** k&% &xkkkkkkkkkkx

prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0

prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0

[23]

(0]

BR 7 IEtudp 0.0.0.0/0 0.0.0.0/0 eq 9201M 5 A FI&RKB 4 , EF S — % E Hudp 0.0.0.0/0
0.0.0.0/05 BRItEL , BiZ5 B BEMAUDPIROER . &R E FETSUDPHTEE LA EMEM
%8B , Rt HUDPs O AY 8RS th & 32 R 4 4 BORY IR 7 2 4T B

AR B11: MLANER B 88 & B 2B XY ik

- EliENexusI BB AR B , EILPBRAAYREICE T,

- CEEREEMIRAE , EHAE EETHREPAAER,

UDP packet

-port 500

*Mar 26 04:07:48.959:

IP: s=1.1.1.1

Traffic entering from Nexus interface

(GigabitEthernet0/0),

d=3.

3.3.3, len 28, rcvd 4 -a



*Mar 26 04:07:48.959: UDP src=500, dst=500

TCP packet - port 80

*Mar 26 04:07:48.671: IP: s=1.1.1.1 (GigabitEthernetO/1), d=3.3.3.3, len 40, rcvd 4
-a Traffic entering from Optimizer interface

*Mar 26 04:07:48.671: TCP src=1720, dst=80, seg=0, ack=0, win=0

UDP packet -port 9201

*Mar 27 09:30:19.879: IP: s=1.1.1.1 (GigabitEthernet0/1), d=3.3.3.3, len 28, input
feature a Traffic entering from Optimizer interface

*Mar 27 09:30:19.879: UDP src=6000, dst=9201, MCI Check(80), rtype 0, forus FALSE,
sendself FALSE, mtu 0, fwdchk FALSE

A5 3R 62: 58 N R AR S A MLANGE 88 R B R REE UDP
500P5 X 1k

HERRSFXHFERT AN TERORE

r = diznlzv Alver =t
|-.:-3-,c~s_'-c-, ter ... <Ctrl-/>

Ma. Time Source Destination Protocol  Length Info
1 18:48:45.815197 1.1.1.1 3.3.3.3 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=8, ID=86le)
2 15:48:45.815288 1.1.1.1 3.3.3.3 IPv4 1514 Fragmented IP protocel (proto=UDP 17, off=1488, ID=B6le)

1. BSEHMRSTEV I8 D ER

- wB=0NE— P BEHNNBDER , ETSBITETFHUDPIRL,
- BT REMATUDP 500 , At E&EFFI70E , LA fLiFip any any any.

prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [23]

- EJlt, F-NENEEEIENEIEEENBIEILWEREH.
2. ERRHARHFNIENGET RBES

. Offset + OB =P DBEMNIFEDNHE PR , TEEEMUDPIRL. EEAIPEIES , KRR
UDP(17),
- BT REFIEEE , HtERKINF70RE : permit-routed ip 0.0.0.0/0 0.0.0.0/0,
B2 , EF%I50% , T?EE}UDP O920xHyRE LML R SR, BHSBEIE—/&E
LX;u‘F’%?EEE’J%B)%EEIEEEE’JUDP 2B
lJtI: BNy FBESEH I EFH50H EEAUDPIHIYL , BEREMEMEIRE L.

prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eg 9201 flow-label 9201 [0]

prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [23]
SSSSSSSSSSSS5>>>>>>>

- X, BN BRBIERERE , 50 BRET B RIS,



BREANRE, ERB=0, HERBWMHBEFI704 TH,

- BEREFIARD R, XERTETA.

- BIBAT D BNEARENENRATEREFRIEEENER TERNIENSR D B
CEXMERT , REATUDP 9201 , ABREATPEBNEZB. AR, E-NMBREERS
70/ TEL , LA fo¥Fip any any any , lﬁtﬂ%ﬂa%ﬁi%o

Nexus# sh route-map In_to_Out pbr-statistics
route-map In_to_Out, permit, sequence 3
Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence 5
Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence 7
Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence 10
Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence 30
Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence 35
Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence 40
Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence 50 ========== > 2 Fragment for UDP 500 is matched here

Policy routing matches: 4397 packets

lst

route-map In_to_Out, permit, sequence 70---------=--- > Fragment for UDP 500 is matched here

Policy routing matches: 4397 packets

- BB S —F5145 , BAAWUDP 5000 RE | AMEMAN 2 BREFFI45F .
- BT UDP#RAAE ST 4589 50 B AT PRI EH A LB , #4870 B IR

Nexus# sh route-map In_to_Out pbr-statistics
route-map In_to_Out, permit, sequence 3
Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence 5



Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 7
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 10
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 30
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 35
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 40
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 45-========= > Both fragments matched here
Policy routing matches: 213 packets
route-map In_to_Out, permit, sequence 50
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 70

Policy routing matches: 0 packets

Default routing: 0 packets

P34 I5 R BIER

Nexus# sh ip access-1lists udptraffic

IP access list udptraffic

permit udp any any eq isakmp

3. M , WLEAE Bfragments B F WA SACLF B HIR S —iE=1T

- MARF SIS st ¥Fim D ACL LV E S FEALUDP% M 56,

Nexus# sh ip access-lists TEST_UDP

IP access list TEST_UDP
statistics per-entry

5 permit udp any any eq 56 [match=0]



10 permit udp any any eq isakmp [match=0]

20 permit ip any any [match=0]

- RS BRNFVRBIESEIRER , ANEICRINFSIEE. BIERESRTUDP 500, ©
WIRIFFSICEE , LA/ ¥FUDP 56,

Nexus# sh ip access-lists TEST_UDP

IP access list TEST UDP
statistics per-entry
5 permit udp any any eq 56 [match=56]
10 permit udp any any eq isakmp [match=0]

20 permit ip any any [match=0]

- W OACLLEIEL D ER , HEMEIACLF BB HFE SR , B HEDEFREudp anys
BPHEAEBEIE,

NEXUS# sh ip access-1lists TEST_UDP

IP access list TEST UDP
statistics per-entry
fragments deny-all
5 permit udp any any eq 56 [match=0]
10 permit udp any any eq isakmp [match=0]

20 permit ip any any [match=0]

[0014:000a:000a] prec 3 permit udp 0.0.0.0/0 0.0.0.0/0 eqg 56 flow-label 56 [0]-> Here we are
now not seeing any entry to allow UDP fragments

[0015:000b:000b] prec 3 permit udp 0.0.0.0/0 0.0.0.0/0 eg 500 flow-label 500 [0]
[0016:000c:000c] prec 3 permit ip 0.0.0.0/0 0.0.0.0/0 [0]

[0017:000d:000d] prec 3 deny ip 0.0.0.0/0 0.0.0.0/0 fragment [100]>> Getting matched in
fragments deny statement

[001e:0014:0014] prec 3 deny ip 0.0.0.0/0 0.0.0.0/0 (0]
- EPBRHAELFRIBHWACLFN T B , BILEERFEFEER , ABMATUERFZI50H
70 BIEILE. X2HET1HRFIRMNERRFNRETN

NEXUS# sh ip access-lists UDP_Traffic

IP access list UDP_Traffic



statistics per-entry

fragments deny-all

10 permit udp any any eq 9201
20 permit udp any any eqg 9202

30 permit udp any any eqg 9203

[0061:0057:0057] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eqg 9201 flow-label 9201
[0]

[0062:0058:0058] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [8027]

[0063:0059:0059] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eg 9202 flow-label 9202
[0]

[0064:005a:005a] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [0]

[0065:005b:005b] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eg 9203 flow-label 9203
[0]

[0066:005c:005¢c] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [0]
[0067:005d:0054] prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [8027]

[0068:005e:005e] prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [0]

. EiOACLMPBR ACLERN B4 EriE4eattm i -

[0061:0057:0057] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eqg 9201 flow-label 9201
(0]

[0062:0058:0058] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [8027] ---
> Once the fragments are denied in port CAL, we observed non-initial packets to be getting

dropped (See the mismatch in number of packets between UDP and IP counter)

[0063:0059:0059] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eg 9202 flow-label 9202
(0]

[0064:005a:005a] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [0]

[0065:005b:005b] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eg 9203 flow-label 9203
[0]

[0066:005¢c:005¢c] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [0]
[0067:005d:0054] prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [8214]

[0068:005e:005e] prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [0]

VDC-1 Ethernet2/1



INSTANCE 0x0

Label_a = 0x200
Bank 0
IPv4 Class
Policies: PACL(TEST_UDP)
Netflow profile: 0
Netflow deny profile: 0
Entries:
[Index] Entry [Stats]
[0014:000a:000a] prec 3 permit udp 0.0.0.0/0 0.0.0.0/0 eq 56 flow-label 56 [8027]
[0015:000b:000b] prec 3 permit udp 0.0.0.0/0 0.0.0.0/0 eqg 500 flow-label 500 [8214]
[0016:000c:000c] prec 3 permit ip 0.0.0.0/0 0.0.0.0/0 [0]
[0017:0004:000d4] prec 3 deny ip 0.0.0.0/0 0.0.0.0/0 fragment [100]
[001e:0014:0014] prec 3 deny ip 0.0.0.0/0 0.0.0.0/0 [0]

BV AR AT Rk R B S R B E A LAE B 0 BRBIE

- ATLAVEE R RS LA TS EUDPIR O M ELIE R,
EYFEES , MERIIFMERER , WERZESEEERAFEDNHRHEE. BER , NIHFS
SEMEMLIEETEE 2 &ERMFIIN |, XFTER,

Nexus# show ip access-lists UDP_Traffic
IP access list UDP_Traffic

10 permit udp host 1.1.1.1 host 3.3.3.3 eqg 9201
20 permit udp any any eq 9202

30 permit udp any any eqg 9203

- ATBAE MRS B RV BRE | BIREMTU , IFRBESIRT WD K.

- RRA S —NFIIER G EAFRIBFS ESHNUDPEER | BR |, &TH SN F5I456 5]
EAERENITAMEE



Nexus# sh route-map In_to_Out pbr-stat
route-map In_to_Out, permit, sequence
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence
Policy routing matches: 213 packets
route-map In_to_Out, permit, sequence
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence

Policy routing matches:

P34 I5 R BIER

0 packets

Nexus# sh ip access-1lists udptraffic

|Pi7 (7] 5l FRudptraffic:

permit udp any any eq isakmp

X H44E 1% | CSCve05428 N7TK #4485 i%

istics

3

10

30

35

40

50

70

|| PBRAEE 2 EL3FIL4E EHACL.

> Both fragments matched here


https://cdetsng.cisco.com/webui/#view=CSCve05428
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