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copp profile [dense|lenient|moderatelstrict]

AZRFPHRFACEBWBIRED XA N TENES , BLBEDEIDPUNEMELESTHBFIKRFELEEZA |, 7
Brgea @ mE 2SI T H,

% AR CoPPREEER =ENA AT UFME(TCAM) DL EEREMR , ATLAEREESR T A show system internal access-list input

statisticsmodule X | b CoPP & show har dwar e access-list input entries detail £,

N9K 1# show copp status Last Config Operation: None Last Config Operation Timestamp: None Last Config Operation Status: None Policy-map attached

LR ES
CoPPIRIEXS B FIPRMAC ACLEY EE T RE#M#THR , Bt , THEBLERESREWRTHEEER,
REURTFE , IUAMTE. Hit, THNARIEXRFEER,

flgn | £ Nexus 9000 TR = (TOR) L :

N9K 1# show policy-map interface control-plane
Control Plane

Service-policy input: copp-system-p-policy-strict

class-map copp-system-p-class-critical (match-any)
match access-group name copp-system-p-acl-bgp
match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group hame copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access-group name copp-system-p-acl-auto-rp
match access-group name copp-system-p-acl-mac-13-isis
set cos7

police cir 36000 kbps, bc 1280000 bytes

module 1 :

transmitted 177446058 bytes,

5-minute offered rate 3 bytes/sec

conformed 27 peak-rate bytes/sec

at Sat Apr 23 04:25:27 2022

dropped 0 bytes;
5-min violate rate 0 byte/sec
violated O pesk-rate byte/sec



ERRHIG | MBS 5 BMIERIIT copp-system-p-class-critical & , 1708 M < U(BGP), FFH&E R ZM% %K (OSPF).
155 2 2R 5% B R BS M(EIGRP) , B EEH MM , FlanvPc,

IPERMAC ACLHI B MU ERSIATH RHMX R IIEER B RN , A8 copp-system-p-acl-[protocol [feature] 4% o

EEBEREX  TUEshow TIBTHNEREEEZRRE, i :

N9K-4# show policy-map interface control-plane class copp-system-p-class-management
Control Plane

Service-policy input: copp-system-p-policy-strict

class-map copp-system-p-class-management (match-any)
match access-group name copp-system-p-acl-ftp
match access-group name copp-system-p-acl-ntp
match access-group hame copp-system-p-acl-ssh
match access-group name copp-system-p-acl-http
match access-group name copp-system-p-acl-ntp6
match access-group name copp-system-p-acl-sftp
match access-group name copp-system-p-acl-snmp
match access-group name copp-system-p-acl-ssh6
match access-group name copp-system-p-acl-tftp
match access-group name copp-system-p-acl-https
match access-group name copp-system-p-acl-snmp6
match access-group name copp-system-p-acl-tftpé
match access-group name copp-system-p-acl-radius
match access-group name copp-system-p-acl-tacacs
match access-group name copp-system-p-acl-tel net
match access-group name copp-system-p-acl-radiusé
match access-group name copp-system-p-acl-tacacsb
match access-group name copp-system-p-acl-telneté
set cos 2

police cir 36000 kbps, bc 512000 bytes

module 1 :

transmitted O bytes;

5-minute offered rate O bytes/sec

conformed O peak-rate bytes/sec

dropped 0 bytes;

5-min violate rate 0 byte/sec
violated 0 peak-rate byte/sec

BRCoPPERIAELE XM BEENBRIANGL BN —ZB2 2R , BEETUEREFUTAAEME show running-conf copp all & :

<#froot>

N9K 1# show running-config copp all



1Command: show running-config copp all
'Running configuration last done at: Tue Apr 26 16:34:10 2022
ITime: Sun May 1 16:41:55 2022

version 10.2(1) Bios:version 05.45

control-plane

scale-factor 1.00 module 1

class-map type control-plane match-any copp-system-p-class-critical
match access-group name

copp- syst em p-acl - bgp

match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group name copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access-group name copp-system-p-acl-auto-rp
match access-group name copp-system-p-acl-mac-13-isis
(snip)

2 BB FI#3E copp-system-p-class-critical BRET 5| A 7 A A RFEACLEI ZFEmatchiE A ( MIABR TXLEAEREN ) , 518 T EE
Wk, flw, X FBGP:

<#root>
N9K 1# show running-config aclmgr all | b

copp- syst em p- acl - bgp

ip access-Tist

copp- syst em p- acl - bgp

10 permit tcp any gt 1023 any eq bgp
20 permit tcp any eq bgp any gt 1023
(snip)

XEREFTEBGPHREH S ETHE , 3 B5RE— copp-system-p-class-criticdZk EMFIEH B —EBHE 2 XTI T,

Nexus 70001# Fi 5 Nexus 90003E & 35 {6l 1Y CoPPTh #E 45

N77-A-Admin# show policy-map interface control-plane
Control Plane



service-policy input copp-system-p-policy-strict

class-map copp-system-p-class-critical (match-any)
match access-group name copp-system-p-acl-bgp
match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group name copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-lisp
match access-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-rise
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-lisp6
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-rise6
match access-group hame copp-system-p-acl-eigrp6
match access-group name copp-system-p-acl-otv-as
match access-group name copp-system-p-acl-mac-12pt
match access-group name copp-system-p-acl-mpls-ldp
match access-group name copp-system-p-acl-mpls-rsvp
match access-group name copp-system-p-acl-mac-13-isis
match access-group name copp-system-p-acl-mac-otv-isis
match access-group name copp-system-p-acl-mac-fabricpath-isis
match protocol mpls router-alert

Set cos 7

police cir 36000 kbps bc 250 ms

conform action: transmit

violate action: drop

module 1:

conformed 300763871 bytes,

5-min offered rate 132 bytes/sec

peak rate 125 bytes/sec at Sun May 01 09:50:51 2022
violated O bytes,

5-min violate rate O bytes/sec

peak rate O bytes/sec

module 2:

conformed 4516900216 bytes,

5-min offered rate 1981 bytes/sec

peak rate 1421 bytes/sec at Fri Apr 29 15:40:40 2022
violated 0 bytes,

5-min violate rate 0 bytes/sec

peak rate 0 bytes/sec

module 6:

conformed O bytes,

5-min offered rate 0 bytes/sec

peak rate 0 bytes/sec

violated 0 bytes,

5-min violate rate 0 bytes/sec

peak rate 0 bytes/sec

FEIEMR , ENexus7000L , AT XLERERIRRA , BAINBIZRERISHE ; BR , CREATAHAERNRE . M
CoPPER TEANMIFE. CoPPIIEMfH REEMMINR ERELIRZHF(VDO)PEE,



R AR FE R , MFENexus 7000 L RIFCOPPAEEE , FNEENZHWCPURFITRENVDC LN TIRELS B CoPPEM
, X&FMEMVDCHRREM.

ENexus5600L , K£BMFTRE. Ht , ¥ TFBGP, E2 B KM :

N5K# show policy-map interface control-plane
Control Plane

(snip)

class-map copp-system-class-bgp (match-any)
match protocol bgp

police cir 9600 kbps , bc 4800000 bytes
conformed 1510660 bytes; action: transmit
violated O bytes;

(snip)

ENexus3100L , B3N EHEMINEE , Bitt , ERIIBGPE TW—3% |, B3X X 5| A5 /41 CoPPACL:
EIGRPTENexus 3100 L HE B S RIS,

<ffroot>

N3K-C3172# show policy-map interface control-plane
Control Plane

service-policy input: copp-system-policy

class-map copp-s-routingProto2 (match-any)

match access-group name copp-system-acl-routingproto2
police pps 1300

OutPackets 0

DropPackets 0

class-map copp-s-v6routingProto2 (match-any)

match access-group name copp-system-acl-v6routingProto2
police pps 1300

OutPackets 0

DropPackets 0

class-map copp-s-eigrp (match-any)

match access-group name copp-system-acl-eigrp

match access-group hame copp-system-acl-eigrp6

police pps 200

OutPackets 0

DropPackets 0

class-map copp-s-routingProtol (match-any)

match access-group name

copp-systentacl -routi ngprotol

match access-group name copp-system-acl-véroutingprotol
police pps 1000

OutPackets 0

DropPackets 0

N3K-C3172# show running-config aclmgr



!Command: show running-config acimgr
INo configuration change since last restart
!Time: Sun May 1 18:14:16 2022

version 9.3(9) Bios:version 5.3.1

ip access-1list copp-system-acl-eigrp

10 permit eigrp any 224.0.0.10/32

ipv6 access-1list copp-system-acl-eigrp6
10 permit eigrp any ff02::a/128

ip access-Tist

copp-systemacl -routi ngprotol

10 permit tcp any gt 1024 any eq bgp

20 pernit tcp any eq bgp any gt 1024

30 permit udp any 224.0.0.0/24 eq rip

40 permit tcp any gt 1024 any eq 639

50 permit tcp any eq 639 any gt 1024

70 permit ospf any any

80 permit ospf any 224.0.0.5/32

90 permit ospf any 224.0.0.6/32

ip access-1list copp-system-acl-routingproto2

10 permit udp any 224.0.0.0/24 eq 1985

20 permit 112 any 224.0.0.0/24

ipv6 access-1list copp-system-acl-v6routingProto2
10 permit udp any ff02::66/128 eq 2029

20 permit udp any ff02::fb/128 eq 5353

30 permit 112 any ff02::12/128

ipv6 access-1list copp-system-acl-v6routingprotol
10 permit 89 any ff02::5/128

20 permit 89 any ff02::6/128

30 permit udp any ff02::9/128 eq 521

EXMERT , BGPSACLIE copp-system-acl-routingprotol®it , Ktk CoPPEBGPE T copp-s-routingProtolis.

R E RS T RIEN T RS

CoPPX#QoSZtitE R , MR MERPHINRERBFEXNE BN ARRCRNAENREITTEER,

BN EMRGBREEN NN ENCPUBENREHRITHE , FAB T ZIENAMEHEEHMINCIR, 5 , SBGPREMXNERES
Zz

7£Nexus 9000ZR TR = (TOR) £ , A copp-system-p-class-critical A :

<tfroot>



class-map copp-system-p-class-critical (match-any)
match access-group name

copp- syst em p- acl - bgp

match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group name copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access-group name copp-system-p-acl-auto-rp
match access-group name copp-system-p-acl-mac-13-isis
set cos 7

police cir 36000 kbps , bc 1280000 bytes

module 1 :

transmitted 177446058 bytes;

S5-minute offered rate 3 bytes/sec

conformed 27 peak-rate bytes/sec

at Sat Apr 23 04:25:27 2022

dropped 0 bytes;
5-min violate rate 0 byte/sec
violated 0 peak-rate byte/sec

EclassmapZpFHmachiZ A2 G , BFEESZEXTNFMEREMRXNIRE, PREPOFTEREZE RS copp-system-p-class-
critical BI(CoS)7THITIRE , XRHEERERRE , 1ERFEL36000 kbpshI CIRFI1280000F T MY A R A EEHITE o

FELRBHOREFERBISUPHITLBHAERFAMAEM.

<ffroot>
set cos7

police cir 36000 kbps , bc 1280000 bytes

T-TE2ERFR M ERNENN(TOR)TRIBREXNEIHES , BR1ZERR,

module 1 :

transmitted 177446058 bytes;
5-minute offered rate 3 bytes/sec
conformed 27 peak-rate bytes/sec
at Sat Apr 23 04:25:27 2022

dropped 0 bytes;
5-min violate rate 0 byte/sec
violated 0 peak-rate byte/sec



ERHFEINSITESRAEN  BEXR® T 2Tt AIEITHERNRE.

LA ERANERD BER - Ao MERD -
FRNBERLBEMANERBEARNEES, LBIREE , RNCAMURATHEE | BLEHRERE,

5% §P Y offered ratefE Rl JR A T R H AR,
—HBNEERENBAE , RHEBEANFENESEVERERRRE L ErTENIRE,
MREZMFHIEE , NEBRLEN B,

SUEEREENHIRERANEER. SRANSITER &  EFNI2REATERRBERMEFNRERFT, ©EREH
BESSHNENER, ENEE , MRFEEE  WRMZEESANRE, B ORZIFHEE  WSBEREENBH,
EEMFE L MHETHEE , E2EFEEALL

Nexus 7000 FAEEIAY 445 |, 3+ ERRIEARE , RERLRESIANACLEBETRE :

<#root>
class-map
copp-system p-class-critical

(match-any)
match access-group name

copp- system p-acl - bgp

match access-group name copp-system-p-acl-rip

match access-group name copp-system-p-acl-vpc

match access-group name copp-system-p-acl-bgp6

match access-group name copp-system-p-acl-Tisp

match access-group name copp-system-p-acl-ospf

match access-group name copp-system-p-acl-rip6

match access-group name copp-system-p-acl-rise

match access-group name copp-system-p-acl-eigrp

match access-group name copp-system-p-acl-1isp6

match access-group name copp-system-p-acl-ospf6

match access-group name copp-system-p-acl-rise6

match access-group name copp-system-p-acl-eigrp6

match access-group name copp-system-p-acl-otv-as

match access-group name copp-system-p-acl-mac-12pt
match access-group name copp-system-p-acl-mpls-Tdp
match access-group name copp-system-p-acl-mpls-rsvp
match access-group name copp-system-p-acl-mac-13-isis
match access-group name copp-system-p-acl-mac-otv-isis
match access-group name copp-system-p-acl-mac-fabricpath-isis
match protocol mpls router-alert

set cos 7

police cir 36000 kbps bc 250 ns

conformaction: transmt

violate action: drop



module 1:

conformed 300763871 bytes,

5-min offered rate 132 bytes/sec
peak rate 125 bytes/sec at Sun May 01 09:50:51 2022
violated 0 bytes,

5-min violate rate 0 bytes/sec
peak rate 0 bytes/sec

module 2:

conformed 4516900216 bytes,

5-min offered rate 1981 bytes/sec
peak rate 1421 bytes/sec at Fri Apr 29 15:40:40 2022
violated 0 bytes,

5-min violate rate 0 bytes/sec
peak rate 0 bytes/sec

module 6:

conformed 0 bytes,

5-min offered rate 0 bytes/sec
peak rate 0 bytes/sec

violated 0 bytes,

5-min violate rate 0 bytes/sec
peak rate 0 bytes/sec

TENexus 5600.L :

<ffroot>

cl ass-nap copp-systemcl ass- bgp
(match-any)

mat ch protocol bgp

police cir 9600 kbps , bc 4800000 bytes
conformed 1510660 bytes; action: transmit
violated 0 bytes;

BRETRUEXERHIRENER , BEeNEH-BNERHREFT,

TENexus 3100k , #4%|F E % H & ROutPacketsHl DropPackets,

class-map copp-s-routingProtol (match-any)

match access-group name copp-system-acl-routingprotol
match access-group name copp-system-acl-v6routingprotol
police pps 1000

OutPackets 8732060

DropPackets 0

OutPackets2 1§ — BH BIE S , MDropPacketstEEHMCIR, EXFERT , BRLBRXBKEXLNER,



#ENexus 3500 L , i & REAHAMERA M CRHBES

class-map copp-s-routingProtol (match-any)

match access-group name copp-system-acl-routingprotol
police pps 900

HW Matched Packets 471425

SW Matched Packets 471425

HW Matched Packets ( B4 BB IEE ) RIEHACLEHWHEENBES. SSWEENHESFERE, BHSRETROKE
B ENEAERBEREER,

EXERT , SETERN , EREADU-1RBEE ( 85HEBGP) LFASHIAEE,

BEFDNEFEN

ETRHTEHRBSITEERALMN , BEENEARTEMIETEE. WITHESHRER ZREBRFANMNTBAHARBAES
Fo

BESTUFFHHIT , AENexusRIRIRHERTER | UHEPLELRAEH.

SRAULRENME , ERBETERMNBEZFNRITES L, ERFFERITLLRIRMAE, it , LS CoPPHI H BMXR E
MO

WHET : show policy-map interface control-plane | egrep classmodul elviol ated|dropped | diff -y

% F BIETRAGT , ERTREFLSITAEE E-AHHTHR,



N9K-3# show policy-map interface control-plane | egrep class|modulelviolated|dropped | diff

class-map copp-system-p- class-13uc-data (match-any)

module 1
droqped 0 byt
violated 0 peak rate byte/sec
class-map copp-system-p-class-critical (match-any)
module 1 :
draqped 0 byt
violated O peak rate byte/sec
c]as; Tap Copp-system-p- class-important (match-any)
mo
droqped 0 byt
violated 0 peak rate byte/sec

class- map copp-system-p- class-openflow (match-any)
module
drqued 0 byt
violated 0 peak rate byte/sec

class-map copp-system-p-class-multicast-router (match-any

module 1 :
dro?ped 0 byt
violated 0 peak rate byte/sec

class- map copp system-p-class-multicast-host (match-any)

mcgul e
ropped 0 bytes;
v1OQated 0 peak-rate byte/sec
class-map copp-system-p- class-13mc-data (match-any)
module 1 :
dropped 0 bytes;
violated 0 peak-rate byte/sec
class-map copp-system-p-class-normal (match-any)
module 1 :
dro?ped 0 bytes;
violated 0 peak-rate byte/sec
class- map capp system-p-class-ndp (match-any)
module
draqped 0 byt
violated 0 peak rate byte/sec
c1as§ Tap Copp-System-p- class-normal-dhcp (match-any)
modu
droj ped 0 bytes
violated 0 peak rate byte/sec

class- Tap copp system-p-class-normal-dhcp-relay-response

modu
dro?ped 0 bytes;
violated 0 peak rate byte/sec
class-map copp system-p-class-normal-igmp (match-any)
module 1
drapped 0 bytes;

LR STRATEER MR ZHANEEAERENEM.

class-map copp-system-p- c%ﬁss T3uc-data (match-any)
module 1 :
droqped 0 byt
violated 0 peak rate byte/sec
class-map copp-system-p- -class-critical (match-any)
module 1 :
droqped 0 byt
woamepﬂkrﬂebﬁamﬁ
c]asz Tap copp-system-p- -class-important (match-any)
mo
drn?ped 0 byt
violated 0 peak -rate byte/sec
class-map copp system-p-class-openflow (match-any)
module 1
dro ped 0 bytes
violated 0 peak rate byte/sec
class- map copp-system-p-class-multicast-router (match-any
module 1 :
droqped 0 byt
violated 0 peak rate byte/sec
c1asa map copp system-p-class-multicast-host (match-any)
madul
dru ped 0 bytes;
vm[fated 0 peak-rate byte/sec
class-map copp-system-p- -class-13mc-data (match-any)
module 1 :
dropped 0 bytes;
violated 0 peak-rate byte/sec
class-map copp-system-p-class-normal (match-any)
module 1 :
droqped 0 bytes;
violated 0 peak-rate byte/sec
class- map copp system-p-class-ndp (match-any)
module
draqped 0 byt
violated O peak rate byte/sec
c]asg Tap copp-system-p— -class-normal-dhcp (match-any)
modu
droj ped 0 bytes
violated 0 peak rate byte/sec
c]asg Tap copp system-p-class-normal-dhcp-relay-response
madu
dro?ped 0 bytes;
moamepukrnebﬁaBﬂ
class-map copp system-p-class-normal-igmp (match-any)
module 1
drapped 0 bytes;

% AE  HTCoPPRIHERRAEMN , At S —MNEURAESTHRREBEREIUES , URIERBFEENEM. BEK

CoPPZIHER |, BizfTin T clear copp statistics:,

CoPPEF YR

CoPPR—ThE B M KILEN , RAFEMERCIRNCPUREN REMEWESR. Al , REZFNXE  HXBEFIRK.

REZBHEZMERN , BEFKE copp-system-p-class-critical.

class-map copp-system-p-class-critical (match-any)
match access-group hame copp-system-p-acl-bgp
match access-group hame copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group hame copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access-group name copp-system-p-acl-auto-rp
match access-group hame copp-system-p-acl-mac-13-isis
set cos 7

police cir 36000 kbps, bc 1280000 bytes



SEEZH X EFEMEHREM copp-system-p-class-monitoringtt.

class-map copp-system-p-class-monitoring (match-any)
match access-group name copp-system-p-acl-icmp
match access-group name copp-system-p-acl-icmp6
match access-group name copp-system-p-acl-traceroute
set cos 1

police cir 360 kbps, bc 128000 bytes

F-MIUEESREEDIL , FE-NMHPIOSRA LR MCIRRIEA InternetZ HI5H B (ICMP), CIRMEER10015. Hit , TH
K3, B, BARE/RINBUFEEE,

CoPP3

KU — copp-system-p-class-monitoring

LR BIER TFIPVARIPVERYICMP |, LUK iE 61 B 7 18] 75 49 3 3 LAY 37t B A9 traceroute,

class-map copp-system-p-class-monitoring (match-any)
match access-group name copp-system-p-acl-icmp
match access-group name copp-system-p-acl-icmp6
match access-group name copp-system-p-acl-traceroute
setcos 1

police cir 360 kbps, bc 128000 bytes

0

UHIEGHRIERHER , EENREEESESERNIED ( ZCoPPERRBEH ) RN ITpingiR¥E. BT CoPPF&iEE ICMP , B
FHIVERESRE  NRTREOBKCR, tUEEEBESpingkRNESE.

flan , BENEEER O ENEEZORNTpingiRIE ( BIEEBREN500) , TUAEBREIZSHER.

<ffroot>

N9K-3# ping 192.168.1.1 count 1000 packet-size 500

--- 192.168.1.1 ping statistics ---
1000 packets transmitted, 995 packets received,

0. 50% packet | oss

round-trip min/avg/max = 0.597/0.693/2.056 ms



EICMPEIES X EMNexusLt |, LB CoPPER MR EM BACPUZ IR RIERT 1 :

<{froot>

N9K-4# show policy-map interface control-plane class copp-system-p-class-monitoring
Control Plane

Service-policy input: copp-system-p-policy-strict

class-map copp-system-p-class-monitoring (match-any)
match access-group hame copp-system-p-acl-icmp
match access-group name copp-system-p-acl-icmp6
match access-group name copp-system-p-acl-traceroute
set cos 1

police cir 360 kbps, bc 128000 bytes

module 1 :

transmitted 750902 bytes;

5-minute offered rate 13606 bytes/sec

conformed 13606 peak-rate bytes/sec

at Sun May 01 22:49:24 2022

dr opped 2950 byt es;

5-mn violate rate 53 byte/sec

viol ated 53 peak-rate byte/sec at Sun May 01 22:49:24 2022

EFRERRETAR , BEWERABEFEEIRANALRNEN , MFARRARXRIAGNEGHFERE, BEFEREEREMH
FA%ER/EE , TEEESIETM , AT ZCoPPEE , BETQBIEIRR.

B

o BIEBEERMARXMIAKIEpng, REBFESERNIRKBE R,

o REEFHEAICMPRRIHMEFEZRENM)HTE | NERET XA ERAERRH#TRE, HiSE , COPPERT
BT ZR3INAmELRRE.

R B — copp-system-p-class-management

MEAR , KEEETEANEERY , TATEES(SSH, Telnet), EH#(SCP, FTP, HTTP, SFTP. TFTP), EH4h(NTP),
AAA(Radius/TACACS)F 412 (SNMP) , F FIPv4RIPveETS.

class-map copp-system-p-class-management (match-any)
match access-group name copp-system-p-acl-ftp
match access-group name copp-system-p-acl-ntp
match access-group hame copp-system-p-acl-ssh



match access-group name copp-system-p-acl-http
match access-group name copp-system-p-acl-ntp6
match access-group name copp-system-p-acl-sftp
match access-group name copp-system-p-acl-snmp
match access-group name copp-system-p-acl-ssh6
match access-group name copp-system-p-acl-tftp
match access-group name copp-system-p-acl-https
match access-group name copp-system-p-acl-snmp6
match access-group hame copp-system-p-acl-tftp6
match access-group name copp-system-p-acl-radius
match access-group hame copp-system-p-acl-tacacs
match access-group name copp-system-p-acl-telnet
match access-group name copp-system-p-acl-radiust
match access-group name copp-system-p-acl-tacacst
match access-group hame copp-system-p-acl-telneté
set cos 2

police cir 36000 kbps , bc 512000 bytes

L2

BZRRBENRERLTARERTHE -

o BUYSSH/TenetiE AR FICLIZE. MRXEFEFINEF , WEFKXETRREHEZRESR,

o EXKRHLFEAFTP, SCP, SFTP, TFTPHUERI N M. ZREANTHEZREIHFRER R D ERRE/E3 5B
§o XTEES BR S M E AT R FR AL LM AR ERZENRETITRE.

« NTPEIZHE , WRBREE , RN CTUEHIFENTPRER KT,

*  AAA RadiusfITACACSIRS thE Fitb3E, MREIMULIEZ RN , N2 MR 3 AP ik = 10 RAA & 4101 iR

%, Xt gE S BCLIG R R,

« SNMPHEWRXTZES. HTNMPEMSEEANKRERLTHNREENMSRS R L, XERSFNTENE. HEKESE
FMEEME, HAPETREREN , BESNMSKETRIMEREK,

B

o WRRICLIZVURMKPNESF , FEARSE AR FERH 5 H (mgmt0)o

o WRZIFREBE EEBIGRA , FERFIER IR O (mgmt0) 3L £ A USBIR A KT RAE Hlo

o WENTPEIEZEK , Bk Fshow ntp peer-statusH K il reachability%!] , no drops& K377,

o WMRRIAAAARSEHERE , BEEANAEBAFHITHELR , ERTHEIER.

+ SNMPHEHNEZBRBFERIHTERBNTH. BERREINZABEFHR/IML. BB MscannersEICPUR BIFT R EEHHY

EHAEtE .



L33 & IBIIE — copp-system-p-class-13uc-data

BRFMABRERED, XPRENBEIBHEFERRHZBR(HWRLAE,
WMRELER R PR A PRIE R TOEMAT T — B it BATI(ARP)ER |, MR+ 2R HIE % R FSupervisori& ik,

Supervisor 47 T — BEEIMACHE 31t F 33 FE 4 1T 4R TR

class-map copp-system-p-class-13uc-data (match-any)
match exception glean
setcos 1

HEABSKEET —BRATARAKENN , BEQREXMIER.
RIEARPERE , RUEBARRM/B2EFBERR , U ILHHEEOHRIIE —T —BIPtut LR BEES|E, BITARPE
, BHKENEAEBRAMACH I HTEN . WREBENEEZARBITARPERE |, WiZ5& B RFMEL PR,

% F R CoPPHIHWRLINE THEABRCPUR BRI . BRTNBITIITERMUNIIE , BHWRLE KR RE. KEETRHENEE
ASICER R BIZE ENREMNE, tERTHEATNMACPUBENRIEEHITORNBANZERE

HWRLTERE 3R E1RS56l/5 % 512 H 1T , AR ER G S#HITESshow hardwarerate-limitero HWRLFIE AR AR RSB E Ao

<#root>

show hardware rate-limiter

Unitsfor Config: kilo bits per second
Allowed, Dropped & Total: aggregated bytes since last clear counters

Module: 1
R-L Class Config Allowed Dropped Total

+ + + + + +

L3 glean 100 0 0 O

L3 mcast Toc-grp 3000 0 0 O
access-1list-log 100 0 O
bfd 10000 0 0 O

fex 12000 0 0 O

span 50 0 0 O

sflow 40000 0 0 O
vxTlan-oam 1000 0 0 O
100M-ethports 10000 0 0 O
span-egress disabled 0 0 0
dotlx 3000 0 0 O

mpls-oam 300 0 0 O

netflow 120000 0 0 O

0
0



ucs-mgmt 12000 0 0 O

A0
s BRETVTERELENESAREAEEETESZE , ANCTEERAPLE , BN CPUERE .

B
- WRBENBABRARERENTRERIBREEF  UBRT-—HTHE , HEIEESTEAKERS : hardwareip
glean throttle.

TENexus 7000 8.4(2) k , BiE AMIFIFMERM R EE4R 52 5| A 7 bloom filterx# . &S FCisco Nexus 7000% FINX-OSE 1% 5% (1 Fil B 15 5

EEFEATTERT Bt ERISKARE , REAISEBBIUMRIBRZIZSHIBRI SRS,
XK 3| — class-map copp-system-p-class-critical

WEBI AT EIRBRBNIBEHEMN , BFEIPvATIIPVeRY B PMY(RIP, OSPF, EIGRP, BGP). B3RP, E#lisOEE(VPC)LK
12ptFIIS-ISo

class-map copp-system-p-class-critical (match-any)
match access-group name copp-system-p-acl-bgp
match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group name copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access-group hame copp-system-p-acl-auto-rp
match access-group hame copp-system-p-acl-mac-12pt
match access-group name copp-system-p-acl-mac-13-isis
set cos7

police cir 36000 kbps , bc 1280000 bytes

e

B& B MY copp-system-p-class-critical FFRIFARRENEFR , XUESEEFWLFXRBUSA LM , HEFH/NLRIEE,
WEFREMNFEREZTREENE LZTRE (BTHREEHRIBE ) KT BEENKIFEEER.

B


/content/en/us/td/docs/switches/datacenter/sw/nx-os/unicast/configuration/guide/b-7k-Cisco-Nexus-7000-Series-NX-OS-Unicast-Routing-Configuration-Guide-Release/n7k_unicast_config_ipv4.html#concept_4B4BF5FE17DE443EAAD710690FE670EB
/content/en/us/td/docs/switches/datacenter/sw/nx-os/unicast/configuration/guide/b-7k-Cisco-Nexus-7000-Series-NX-OS-Unicast-Routing-Configuration-Guide-Release/n7k_unicast_config_ipv4.html#concept_4B4BF5FE17DE443EAAD710690FE670EB
/content/en/us/td/docs/switches/datacenter/sw/nx-os/unicast/configuration/guide/b-7k-Cisco-Nexus-7000-Series-NX-OS-Unicast-Routing-Configuration-Guide-Release/n7k_unicast_config_ipv4.html#concept_4B4BF5FE17DE443EAAD710690FE670EB
/content/en/us/td/docs/switches/datacenter/sw/nx-os/unicast/configuration/guide/b-7k-Cisco-Nexus-7000-Series-NX-OS-Unicast-Routing-Configuration-Guide-Release/n7k_unicast_config_ipv4.html#concept_4B4BF5FE17DE443EAAD710690FE670EB

o WRRARNIRE (HINSBLEHICELZERTRSNRERZFIL2ARE ) , WAEFEERACPPRERNENE
EXRERENT Bo

« BXRUOANHRFENRANREXHEEEE L CoPPEEXH , B R CoPPRBIER.
£ HlCoPPER{E KR R M

MK EE — copp-system-p-class-important

WEREE—-BRARDIFHRP)MEX , @FEHSRP, VRRPHILLDP

class-map copp-system-p-class-important (match-any)
match access-group hame copp-system-p-acl-hsrp
match access-group name copp-system-p-acl-vrrp
match access-group name copp-system-p-acl-hsrp6
match access-group name copp-system-p-acl-vrrp6
match access-group hame copp-system-p-acl-mac-lldp
set cos 6

police cir 2500 kbps, bc 1280000 bytes

L2

BARANKELSBEANTARE2ETRERE , ZAESBORZRREFIRS (KRDE ) 7R, E3hitedss, BEEHR

R B,

B

- BRHIFHRPEWEEL  HEACHTR/ZARTAMYAEC  FEABEBNE , HERSL&EES.

o REL2MURER IR B L 218 A A 1BAE B R L,

Class L2 Unpoliced - copp-system-p-class-12-unpoliced

L2REFRIRREENMELEDUNERNAAEXBE2ENN , REBEA N EEHSCIRNEERWILFRE I,

BESE A AL A B T (STP), SERESCRIZBIMMU(LACP), BRI M 32 # 58 B4 BR 5 (CFSOE)

class-map copp-system-p-class-12-unpoliced (match-any)
match access-group name copp-system-p-acl-mac-stp
match access-group name copp-system-p-acl-mac-lacp
match access-group hame copp-system-p-acl-mac-cfsoe


/content/en/us/td/docs/dcn/nx-os/nexus9000/102x/configuration/Security/cisco-nexus-9000-nx-os-security-configuration-guide-102x/m-configuring-copp.html#task_E3D04369F59F471885BC5E8CD24337CA
/content/en/us/td/docs/dcn/nx-os/nexus9000/102x/configuration/Security/cisco-nexus-9000-nx-os-security-configuration-guide-102x/m-configuring-copp.html#task_E3D04369F59F471885BC5E8CD24337CA
/content/en/us/td/docs/dcn/nx-os/nexus9000/102x/configuration/Security/cisco-nexus-9000-nx-os-security-configuration-guide-102x/m-configuring-copp.html#task_E3D04369F59F471885BC5E8CD24337CA

match access-group name copp-system-p-acl-mac-sdp-srp
match access-group name copp-system-p-acl-mac-12-tunnel
match access-group name copp-system-p-acl-mac-cdp-udid-vtp
Set cos 7

police cir 50 mbps, bc 8192000 bytes

LERMERACIRA50 Mbps , EFTARBIPRE , REERRR M

|
at

®
HEERTLSHLHTRE , BH%IE, BUNEETYE LA LRMURBESENTEREERER,

STPEM FIB A RE S HTCNMSTPRSARIZA , BIESTPEW, MACRHIF, BIHIMEIZRTH , ISR TEMERA , A UESER
EfREH , N\MBAMENRE,

WERES|IFHLACP , HREILAE 50x8800 %X FT G Ether Type B S , EHFE8EA T4 iR O BEREIRSHATELACPDU, E
N ETRESHMRELACPDUBER |, ik OB &R,

Cisco Fabric Service over Ethernet(CSFoE)E T bR RS , A FENexus 2 BMEEXEBH N ARFRS , AENREEEXEE,
XERER TR PR H e, 2FECDP, UDLDRIVTP,
B
« BREILNTASL2ZUAARFTREEX. BESTPERABEMEANIKIT , A REHXINAEEREINEE , UEAEEHEREN
FEFAMESHIIIFZEZNEM, BRARSELZFBENMELREINEZERE T EBWASTPROXE  FFEEBE LS5

Grdkin O , LI&/METCN,

o HEEYER TEASTPEEIIAL , IBPDUguard, Loopguard, BPDUfilterMRootGuard , SAPR &I fESEE , EMEHEE
BRREEIREHRE

+  ES R Cisco Nexus 9000 NX-OSHE2E R F BISRE . MRA10.2(x)

. REFRSBEMACEINMRBIFZANMACEI TR, BHSH : Nexus 9000 Mack zh #i[E HEBRFNFAEA 75 5%

FKAFEM A BT — class-map copp-system-p-class-multicast-router

R RERHFEPUTRABPMBES , ATEIREFEAREPAEEAPIMBRZBEYNEFBHABAER K SEE—
BEEE AR (FHR). &E—BEEEHER(LHR)., FEBEEHB[IHR)AMCR(RP). FRENEFNBTEIIIEROPIMIEM. 1Pv4RIPv6iE
WKEEWPIMMA |, BESFEEMREPIM22400.13)MRE , UREABRRAMU(MSDP), EEE , TH/LNMFHNE , eiLER
TEELENFEEEERNHABERRPUEERS .

class-map copp-system-p-class-multicast-router (match-any)
match access-group hame copp-system-p-acl-pim

match access-group name copp-system-p-acl-msdp

match access-group hame copp-system-p-acl-pimé

match access-group name copp-system-p-acl-pim-reg

match access-group name copp-system-p-acl-pim6-reg


/content/en/us/td/docs/dcn/nx-os/nexus9000/102x/configuration/layer-2-switching/cisco-nexus-9000-nx-os-layer-2-switching-configuration-guide-102x/m-configuring-stp-extensions.html
/content/en/us/td/docs/dcn/nx-os/nexus9000/102x/configuration/layer-2-switching/cisco-nexus-9000-nx-os-layer-2-switching-configuration-guide-102x/m-configuring-stp-extensions.html
/content/en/us/td/docs/dcn/nx-os/nexus9000/102x/configuration/layer-2-switching/cisco-nexus-9000-nx-os-layer-2-switching-configuration-guide-102x/m-configuring-stp-extensions.html
https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/nx-os-software/213906-nexus-9000-mac-move-troubleshooting-and.html
https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/nx-os-software/213906-nexus-9000-mac-move-troubleshooting-and.html

match access-group name copp-system-p-acl-pim-mdt-join
match exception mvpn

set cos 6

police cir 2600 kbps, bc 128000 bytes

0

EREEXHESHETEZBEBRIPIMEMRBRPHPIMIAKREBLERNSEBREFHRIAMEX  X2EEFABERRKRPHH
ERREREMKEREN, THUTRSEHTROEEMAEBERNEHEASROIL) , HES, G)FH(*, GEBMNMMEHRKR—
HER, KBIMSDPREIT B EXHY LA FERR FR i 2 ] t AT BE HER R

B
o PIMEBHEXABRELNTHREN RABESIKETH,. KREANITHNZ-EHTUPPLHSEE  XtLoSBREFR

RE@E, X UB R NI IR ZEERMAR, BXNMERNSEIRTEEMEACHNAEBEHIRIESHEA
E8 |55 : ENexus7K/NK FFIBABEE — B

Class Multicast Host - copp-system-p-class-multicast-host

LR RIBABMNTRFXIAMLD) , RERMLDER, RE. ERMMLDVEESEE, MLDRENATERBEANABEIEN
PV, FIABEEMLDREIMES , HELEMEON4PABAREER R ERIIR, BRMLDHKIE SN EZNFIERNARE
ENEEBERELEICHNBEWESNMNEZ 5. MLDVLIRHIGMPv2MLDV2IREIGMPV3, IGMPEAIPHY2EEER  MMLDAEA

IPHMYS8EBRE | XZICMPVEE RN F5&,

class-map copp-system-p-class-multicast-host (match-any)
match access-group name copp-system-p-acl-mid

setcos 1

police cir 1000 kbps, bc 128000 bytes

e

X W EFLRRA AR ER IPCABBERE , XLSBREERANNTEFREINENTHONWREKESF , ATIFELEEHN
EREWABRANKRI, XARESEPERHNS  AEALTEETERRENTHEAEBRLRE,

B
« HTMLDREEIPVERAMEERRHFFFEE , MIRUREHIAERY , &FEANTAREEY R, L2ARERKIFRE
BXo

FEIFABEIE — copp-system-p-class-13me-data F5E 3 LA 3 IPv6eEIHE — copp-system-p-class-|3mev6-data

LEREESEOSUPHEABREEEQLENRE, EAMT , XRNIRLEBRIFME. E-IPRROBERR(RPH®RE , £
RENER, BERADHREEEEATEREIZEABRARAN , A HREEREEIICPUNAEBRES. XERFEIFNA

X
N


https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-9000-series-switches/216557-multicast-filtering-on-nexus-7k-n9k.html
https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-9000-series-switches/216557-multicast-filtering-on-nexus-7k-n9k.html
https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-9000-series-switches/216557-multicast-filtering-on-nexus-7k-n9k.html

THREHFETFEREMR/ ZEABRGFEMNMIBE4AREART. SRRPFOZEFHABRESHLERAINTE , F 2R NER

o

class-map copp-system-p-class-|3mc-data (match-any)
match exception multicast rpf-failure

match exception multicast dest-miss

set cos 1

police cir 2400 kbps, bc 32000 bytes

class-map copp-system-p-class-13mcev6-data (match-any)
match exception multicast ipv6-rpf-failure
match exception multicast ipv6-dest-miss

setcos 1
police cir 2400 kbps, bc 32000 bytes

A0

RPFEMB Wit R FERESREBNAREZABRAFAXNRITIRERNE. BHRRRERSUBRNEEL , EFTRSBSE
BHNRE 6).(S, G)HE.

B

o« HERPFEEMER , WEMBBRIBIZITHITER , RMESmoutell 5| S REENFERED,

IGMP2E — copp-system-p-class-igmp

EZEFBIGMPER , ATERBEENABEBENFIEIRA , IGMPYITIThEEE A 38 SR EF A MMEX A HEATIR

(OIL) , FREFHXFF2EFHHEXERS, IGMPEEEAMEFEEEYN , RRENFTLIHEIRLR , RACNWNEFE
(TTL)R 1, IIRFC2236(InternetA B IHIY . ARAS2) PR, LhEAEMNIGMPRESTEFMERASHER ( EASR/ABHEN
) AREBRFHRA S BHNEFRSE.

class-map copp-system-p-class-normal-igmp (match-any)
match access-group name copp-system-p-acl-igmp

set cos 3

police cir 3000 kbps, bc 64000 bytes

®

X ENEFFERNFEERE[CBABBENAERFINRE , EABRRTHTEAMEFHNIGMPHEERRE, MREKREEK
FRRASFBM/ERR , MKHRTAERBPRNBHRE AL ET2FEONLANGSEERXNEHEOS RSP, MREIR
EtREWRNIEERHR , FERBHABE2REN EW‘%ﬁWﬂEﬁRPH’J*ﬁ?&HMJm)\iﬁ% Rt ETF2EBNEBR FEL
HEBBRFIRPHBIETLE, NRBFRERR , BRAETUASRZRIRTENRE, XttTRZMERRMENAMEHEXIGMPER


https://www.cisco.com/c/zh_cn/support/docs/ip/ip-multicast/16450-mcastguide0.html#anc5
https://www.cisco.com/c/zh_cn/support/docs/ip/ip-multicast/16450-mcastguide0.html#anc5
https://www.cisco.com/c/zh_cn/support/docs/ip/ip-multicast/16450-mcastguide0.html#anc5
https://datatracker.ietf.org/doc/html/rfc2236
https://datatracker.ietf.org/doc/html/rfc2236

BAR 33 48 $E 3% 2R 2 B RV B AR

B
+ SIGMPEFMIANRELTNELARE. ItRSRAERT BAX.

Class Normal - copp-system-p-class-normal copp-system-p-class-normal

HXRRIESHEARPRELENARE , EBFEE802.IXKEKNRE , ATETHRONMEHREG, XRBISANKERRZ—

, BAARPER, TEARPHMFECARPHEIES LS BHAERNF2ERHPAE. BEFLICE  ARPRESTRIPHRES , XEHES
TaELeRL , RRETEERTL2RAHEE. MRKEBEE T 52 FMXENIPED (SIRIELEASYI] ) | S
RONARPHIEGEERISUPHTAE , RN XEHESTH BN REN Bibut, FAT EXR, E2EHK ( ATSTPRIES ) R
M &R RIFIRB TS RARPRE , NT5IEEMITHEZE M,

class-map copp-system-p-class-normal (match-any)
match access-group name copp-system-p-acl-mac-dot1x
match protocol arp

set cos 1

police cir 1400 kbps, bc 32000 bytes

e

BRBAHEWERAERE EBRTEANFEN BRI FENEE, ERXEFERBEARPEESLIRESF , Rt FoH
SUPS|E4E | XS BARPERT T TESBHRMEETA,

MERENNAERE , METWREZTEBE TRENTRL TR FENT, ORIERZETLNEHBRIANK | AIEESBIRE T ER
WEMX , NTTEEHL2UAFME(VLAN)Z SR B, WIRIRE AT BATE A W B £ B R im EHLMARPEST , AL AT BER
1 M ER EEFE

MBI AERE , MIRXKFNEAARTEFE , L TRSEARNEETREERNARPERERE, XEFREFEHN T —B
REEFROPFRER. BARARPRERR LR EEN , RAENRAEITRIFAAENMACH L , BRHTEMNNARARPE
e ARENHRAAR—X, XISERANTEERE , BAMKRT —kARER , JRNTEEBLERE ; MRSEEERIAE
HB%E , WA RS BE2RRAEB R,

EIZEEUR Tt ZARPE MW EREBAGEE, Hl0 , £ BREF , ENAENBEARPLUZIRETFIERR , XTRSBEMNE
FHEMIBRE , AERTARPRIEERFE2E , AR EE3REEMEN(TTL)RPHFL2IRE , Rt SIS ERE |, HEMES
SRR , ERRBREER,

B
o BRRTBEEINEHEEARPXER (2ISTP, HFIHARIFRE ) NEMEML2AREN. REFEEAEEMELEZPHX
LEERER | BUSTTT 8RB BR AR,

o RREZEHOTHATERARPRR., MRAREARKES  FRIEZEOENITHRSITES  URIEEO EE TR ER
EMXNTESZEONSREN TS .



o WRRARR , BHRRPNRBIFEEF , FRIFSUPREBMIRBIEMIEERE , XEREQFEEME L LIEARPE
BEY, NMEBEERE,

o WLEIEMERTRETNENHEBNIRNERRFNAE , ARPRITNER, BTNRFHZE  RitTMKRg
2EBIARPRE. MRABIFEEF  NeNTRBETRERABRMR NG , BEFLEREETALW, B2 , LHBENT
@M% FTREBAZNF XD MBNZERERL.

Class NDP - copp-system-p-acl-ndp

HRRIESIPVeRER I/ BEUARBHBERNEGHIBEESXRNRE , XEREERAICVPHERBESEN A BERZ b , A
THERZHEBEMBRER,

class-map copp-system-p-class-ndp (match-any)
match access-group hame copp-system-p-acl-ndp
set cos 6

police cir 1400 kbps, bc 32000 bytes

20

BB RELEREERE ZENIPVGERE , RAXERFECR TIREARBER N ENNRAER AN SRIANERE/ At
FE. WEETHBARLSBUERMEHAXAR &R RBETAX AL ER LI FRE, MRIPVCRFEZHFEERRE , BHRRL
KERBEFR.

B

« REXREVEREFNEMAREFICMPITH , ARRESERIAN/HEHRRZIBXBITA,

. BREMMRPEHHENMAETSITNRMNERE-BHEFSER, flm, FTHRHEF[BEEHES (RAEE ).

Class Norma DHCP - copp-system-p-class-normal-dhcp

IR RIS IPvARI Pvely [E] — 7 it DA AR R R B £ 38 B #5821 S E N E S MY (DHCP) 3R B A BootstrapiMX ( BOOTPE i/ IR S5 85
) R E, XMNEESEANRI, BE, FHRAMEIA(DORA)BRIEE XM E[AbootpR ik & FEMBOOTPIRSE B REBES
1%, BAaFEETUDPE O546/547HDHCPV6E P i/ fRS 88E 5,

class-map copp-system-p-class-normal-dhcp (match-any)
match access-group name copp-system-p-acl-dhcp
match access-group name copp-system-p-acl-dhcp6

set cos 1

police cir 1300 kbps, bc 32000 bytes

L2



WERBH TS S BARENTTEEFBMDHCPIRSEFIREUP , NTIELIE R H B3I FAE Pl (APIPA)SEE 169.254.0.0/16, LE3EHEM
BR TR £ REZE=HEN BN MEESE RN CIRNIMER,

B

o FRBRWIE , EXHNDHCPRE BHTLUEIENDORAES, MERHZIBEBEN -2 , NESABIF DAL E
X BICPUNEIEE , HARIER#AL : MEEM : show ip dhep global statistics #9551t show system inter nal access-list sup-
redirect-statsmodule 1 | grep -i dhcpfE B

IE & ZDHCPH4KNE 8 — copp-system-p-class-normal -dhcp-rel ay-response

WERIESIPvARIPV6RIDHCPHR I AEX B RE , ER B EF S TE ENDHCPIRSE . XNSETE/NDORASKIE T ME
BOOTPIRE 258 & FEMBOOTPE iR MR EEEH X , £ B8 ELUDPIK A546/547HIDHCPVEE P i/ IRE B2 £ %,

class-map copp-system-p-class-normal-dhcp-relay-response (match-any)
match access-group name copp-system-p-acl-dhcp-rel ay-response
match access-group name copp-system-p-acl-dhcp6-relay-response

set cos 1

police cir 1500 kbps, bc 64000 bytes

L2

b3 55 M 1Y 8218 5.3 copp-system-p-class-normal -dhepfy B M M AERE , BACBRE—S5W—H0. NERFENFEREPH
RERSBNEAERS, NexusTRELDHCPIRS S , ©RAEHHKNKE,

B

o HANAESXREBEDHCPHERMEN. BT NexustV RN RFELHHNAE , RELESUPL , BLBFENMIT L P ok
M| BAHNBNES | FERBRINARSHFLRITEE.

o BRSARIFREZ , RS LN ERSHNEADHCPES S | & REFEEFEADHCPRAKIE T2 AR KR
F, TEBEEHS : FMITHEM show ip dnep relay show ip dhep relay statisticsZ

FENATFH — copp-system-p-class-nat-flow

HRREREIRINATRAE. HBRFNDSHRN , BRESKRRZR , EFERAPNZERETRHRE , K5 HCoPPE HliZ
W, MEBRGFREFENREAAXIEESI ZHNRE.

class-map copp-system-p-class-nat-flow (match-any)
match exception nat-flow

set cos 7

police cir 800 kbps, bc 64000 bytes



20

HREZCBEREAEHPRKRT BRRNFHSHRARN . XHENEREFERECHILRENNREIRBIFEBIEX , Tik
SHELANEL, FEEEHATRERR  T2BAHTRELEE Supervisor,

B

o KIBMXTAELHENATHANES, EFLALRRRT —ESHES , #3548 , FEIZRAS |, B TTREZSE/LDH
o HSH : BANATHIRH

R E — copp-system-p-class-exception

WERESIPETAMIPICMPRALKEESXENRERRED. WRELAEEEFB)HPTFEEN MU HSEHIE , SUPEFICMPR
EBEIREERRES. BATIPATNHEESHETHE. EXIPETNIEMAEES , BSEIANAXAE : IPERIS

class-map copp-system-p-class-exception (match-any)
match exception ip option

match exception ip icmp unreachable

match exception ipv6 option

match exception ipv6 icmp unreachable

set cos 1

police cir 150 kbps, bc 32000 bytes

®
WS HFRES , WX FOERTRRUE  MERT RPN, AT RICMPR TIPSR 245 E.

B

o RIERBRAFMARERIREBREEZICPUNT RFEFBLE BT,

K EE [ — copp-system-p-class-redirect

WERZIESATHARSHWEBMBEMINPTP)XENRE, XSIERETE224.0.1.129/320 AR E. UDPIHM319/320F
Ethetype OX88F7 LK B IB & .

class-map copp-system-p-class-redirect (match-any)
match access-group name copp-system-p-acl-ptp
match access-group name copp-system-p-acl-ptp-12
match access-group name copp-system-p-acl-ptp-uc
set cos 1

police cir 280 kbps, bc 32000 bytes


/content/en/us/td/docs/switches/datacenter/nexus3548/sw/93x/interfaces/configuration/guide/b-cisco-nexus-3500-nx-os-interfaces-configuration-guide-93x/b-cisco-nexus-3500-nx-os-interfaces-configuration-guide-93x_chapter_0110.html#id_35947
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/93x/interfaces/configuration/guide/b-cisco-nexus-3500-nx-os-interfaces-configuration-guide-93x/b-cisco-nexus-3500-nx-os-interfaces-configuration-guide-93x_chapter_0110.html#id_35947
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/93x/interfaces/configuration/guide/b-cisco-nexus-3500-nx-os-interfaces-configuration-guide-93x/b-cisco-nexus-3500-nx-os-interfaces-configuration-guide-93x_chapter_0110.html#id_35947
https://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml#ip-parameters-1
https://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml#ip-parameters-1
https://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml#ip-parameters-1

20

R W EF RS HREBRD R KRBT EBRREHNRE HIAFRE,

B
- BRETHREYN  ABRRNTEEER. BRPTPRFEENABREEPTPENX K MARRNEEXHPER, Xt
IERAEANMRBRE P | T REHEBIAERARE,

« BEFENRPIRNHNAAPTPRENRITNERE. BRENFEEEMAENNRS , BN EeN&THEE,

2EOpenFlow - copp-system-p-class-openflow

13 245 5 OpenFlow R ERE A R 2 B2 Az H K R TCPE X BRIV A E.

class-map copp-system-p-class-openflow (match-any)
match access-group name copp-system-p-acl-openflow
set cos 5

police cir 1000 kbps, bc 32000 bytes

L2

BREFATESBRELAAE , BREBBEBALERBERFFENETUEEMENERTHE

il
o BERREPRIMESEFSSREZHEENEZ LSELAUESNHRE,
« REL2NEZEBFFTIRE ( STPEHHEE ) o

HERCoPPEH I [E

X CoPPE M TRV E — H RIARE

o RENEBATE,

o THBERFHNREARIRNEZZWBEFNER,

c BEMXKLEBFEJENEN , ARREFTERTER,

g, ERMEFIHEITRH



o RELESHMEASHEHMEZEES , ETAEREES.
o FMEREIVLANATHEABE , EXBRINTEHBRIANK,
o REXHNRBAMINILZpngEMK, BWEBHARPRE , Mx% B MR E A Incomplete,

o EBEERXMANAFEEMEIESEEGSRE., RRERRI EAEMKHICOPP, NXRBEESEHMIT copp-system-p-
class-norma .

<ffroot>

class-map copp-system-p-class-normal (match-any)
match access-group name copp-system-p-acl-mac-dot1x
match protocol arp

set cos 1

police cir 1400 kbps, bc 32000 bytes

module 1 :

transmitted 3292445628 bytes;

dr opped 522023852 byt es;

o A BB EREETEFEEEM,

o BEBHAARLSHEEARPRERER NS BELRSITH.

FESGRAMNE |, CoOPPARENSESR ( FEAHI+ H ARPH copp-system-p-class-normal ) X REN N, SHEHME ( HlIOSPF,
BGP ) XM REFTLMWCOPPEH , ENEMNELETAEMNE, METEFZEIRE , ARPHETRESREKBEMEE , NTs
MHEDEB TR Fl0 , WRARPEEFEEN , HERTAESSEAEHMSERIF , TCP&iE ( WIBGP) WAL,

o BUMTEEITERE , flfEthanayzer, CPU-maci ALtitEEMCPUE | it —SRE R,

Ethanalyzer

BT CoPPE HIfREX SCPUBERREMKXE , REEMN T B2 —REEthanalyzer, It T ERETShark#INexus3kHE , /o VT #3R M A4
EES|EREMBUNRE, EETUEAETFRKGNTIESRS  fIHHUIFELER , AR ABECPURIEMBZRNRENE

i=-H
DIIEO

B E SR EEthandyzer TRELIRSIE FEREITRRET XA UAE DT EERBEINARPRE. ATESGLIEBRMEBE , R
REFIBERALIT AP it , BEFRMRENERIIER,

—NENWIRAE R Ethanadyzer TR B[RV FTERE, =V ANSELEREHEGASICERER O ARBHEH , TF
ECPUZE , At BE T EthanadyzeriREEl. ERRBETERE K BINFEAELAMBSPANEHM T E, filwn , EXIE
ARP | EEA®T :



ethanalyzer local interface inband display-filter arp limit-captured-frames 0 autostop duration 60 > arpcpu

EENTREFR :

+ interfaceinband — 2 IEE R FISUPH R E
+ display-filter arp — IERI AN E ANIRE , KZHWiresharkiI BT 1K ES
»  limit-captured-frames 0 — RRRH , ORFERH , EEHSE — NS HELRACH+CFHEL

+  autostop duration 60 — k REthanalyzerE60F FE L , H It AIEECPU L B ZIF60MARPTREM R

Ethanalyzerfi i E € [6 2|8 > arpcpulfibootflash E B9 # , MEFZHALE, 6085 , HIRTA , Ethanalyzersh 541k , 3X#arpcpufa
FR#EMMbootflash £ , AENEBITLBURREXREERE. Hl0 :

show file bootflash:arpcpu | sort -k 3,5 | uniq -f 2 -c | sort -r -n | head lines 50
669 2022-05-10 10:29:50.901295 28:ac:9e:ad:5e:47 -> ff:ff:ff:ff:ff.-ff ARP Who has 10.1.1.1? Tell 10.1.1.2

668 2022-05-10 10:29:50.901295 28:ac:9e:ad:5e:43 -> ff:ff:ff:ff:ff:ff ARP Who has10.2.1.1? Tell 10.2.1.2
668 2022-05-10 10:29:50.901295 28:ac:9e:ad:5e:41 -> ff:ff:ff:ff:ff:ff ARP Who has10.3.1.1? Tell 10.3.1.2

BETRIRSRVBEF@RIER - RFIMERD , RERIIGIE—CER (EZBEH ) , WRF#TIHBHRNAEINKRE  KERE
THENMERITHRF , HFERAS0MER,

EARZRRAIF , E60WH , N3BREZEW TEYE00MARPEER , XERZEEHIRF N TEENRE, DR ENE-IFEAR
P T IR E R A At B NI EIR XX R B BB SR BI R

T #Ethandyzer TEXNHF R BFEEAIEEEE , FNRIBFER LREASICHER. Bt L , BHESEEEIAKIBES
B, FTRABEAXHELRS, CoPPHIHWRLIEEthanalyzer E B EIRE 2 IREUTS. BEMERNEERM , RERENRLE
SBHEERAERERARE B, XEPTRATHEZICPUNRE, XE—PEENXE , BN Ethandyzer EEENRETRER
CIRABEEFNRE.

Ethanalyzerth AJ AU st A X ER , TEEEEME R IRRRHIRT IR RMBIRPAEEXSUPRE., XA REREER , FHlE
BEBR 5 B —E 5.

B XKEthanalyzertV E Z ¥ 15 M A% |, 55 R TechNote:

Ethanalyzer on Nexus 7000 B HE ER 35 ET

ENexusE & Ethanal yzerit 17 3% %I 7 BYELEES

% FEE  ESXMRBAITAHRZ AN , Nexus 7000 R 88E X BEVDCH {TEthandyzeriliik , EPZEXRBFIBVDCHSUPARFRE,
4 FVDCH Ethanalyzer E8 X R IB R 7,

CPU-MACHAZIHER


https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-7000-series-switches/116136-trouble-ethanalyzer-nexus7000-00.html
https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-7000-series-switches/116136-trouble-ethanalyzer-nexus7000-00.html
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665

ECPUBENREXBNTARITEELRETHATX/RX CPUREBMEXKZITMER. IFEAGS | REXLLITHE B show hardware
internal cpu-mac inband stats , ZWHIRMHN YFRENEEREZITEENRAT &,

show hardware internal cpu-mac inband stats’
Packet Statistics
Packets received: 363598837

Bytes received: 74156192058

Packets sent: 389466025

Bytes sent: 42501379591

Rx packet rate (current/peak): 35095 / 47577 pps
Peak rx rate time: 2022-05-10 12:56:18

Tx packet rate (current/peak): 949 / 2106 pps
Peak tx rate time: 2022-05-10 12:57:00

A —RRESE , BEENREREL , RABTIEVNAMEMEMNER , 895 < X show hardware internal cpu-mac inband
stats KEV, EUERFRES , BEENALEREEETES/LEMpps, HXE2REMN, &S show hardwareinternal cpu-mac
inband events E AT AER £ 2% , AR B S5EEFEAENLNE ZaSr e EEXHHIE.

#HIECPU

NexusXEH 2 E FLinUXBI RS , NexusiBERZE(NXOS)RIACPURR ERAERRF. ZESLBIUREBROEHNSLELERE
HNFAEHBHLATFIER , AREHTERERASE, B2 , MRANFENFTEEA , MAXHETREECSXKEFAHERIEE
BREAUMNER (L TFCPUBIET ) o MNCPUBRBRIRBRZMRE , URITITBEHBEREHKEFH , LR show processes cpu

sort | exclude 0.0 or show processes cpu sort | grep <process>:,

HRECPU, HALKITE B NEthanalyzerIE AR A T EE S| EHFILENREMNRE , AHHBE LG FERE L TRRKIIKE
FEHRBNFETREM., 7THCPPR-MEAFIHRIFEEN. CRREAN BN CRANEERSUPHRERER, EEE
BEEFBEHMMCENRBERR LN EEIENTEY, HIFMEEEBRTFENERZTETH , ENCNNERHIRTE
KEICoPPRBI AR BT EMAEMMMEZRITHERIEN T, BTBRXNREBMERNEFTLRALITEE  BENHUEERNE
L&, Bliikeepaivef AT AL IR BHNER, REARBEECRVELZANBEBHIFESEH. FicE , COPPAIESTRE
THRODUMIIEE , H ALFHTHEENTEERURET BUHERBTRIL. MRREEZF , FRECPPEEEZARE , &
R\NHERE S, TIEREWIPER , BMAISUET 27X RRH DKM B | RO MERTE TS ES | XEEHF
REE H SIRHLA & HYSE RS

Additional Information

BHFA/MRB A LB O HEB&HITSPANEICPU , HRHETEREAIATICPU, XBE 2 R 4R KR H I CoPPHI = ERERF
o BUUEEMFEASPANZICPU , XTEAR K TICTBE 2 M,

BRETENFAFS , ESHFHOERBA

Nexus 9000z= ASIC NX-OS SPANE|CPURYIH 12


https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html
https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html
https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html
https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html
https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html
https://www.cisco.com/c/zh_cn/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



