HZEASRIKHBERVRFEHAIL2TPv33t T Xconnect
H %

>

BT

E2EE

iR 22 611:L2TPv3 Xconnect over IPM 4% | #fVRFH I K ik
izt 22 4511:L2TPv3 Xconnect over MPLSM 4% |, #VRFH Y 4K ik

fasr

XA BB F2E BB ML(L2TP)V3 IP Xconnectf Z M FRE R (MPLS) W 4% A 41 a] (£ B
FE 1038 B3 M ¥ & (VRF),

HRER

L2TPZInternetfRF IR MU (ISP)EAMRREN I , AT EInternetit S A Z R FIRMHE DT AME
(VPN)o

CEE T BRI E2E K (L2F) IR Microsoftdy R 31 REREM(PPTP)ME R, L2TPHEEA
£ BL2TP [R]42 &85 (LAC) ML2TP M 45 BR 55 85 (LNS).

L2TPiF R HIES | LACRIERER N HRMEBIEM(PSTN)HEARS 2. LACREAFUNREE
M LR EWNE, ©BELANSWANERZSILNS,

L2TPM R BRSS 25 : LNSEL2TPIH KM EARSS 2R , EFRPPPREL L AT HHRIE, LNSEW
HH P L Y & 2 A M P AL Ry SR

L2TPV2 EE BN IPMEZHPPPRE., MEEAIRE (DSL, BRFFBARNKBEAED )
ZXREAFHPPPER , HEXL2TPIPPPLERELEIISP, HTARAL2TPV3ER T PPP ( A2
BFHME—0E ) I B RITATREEAE2EAH. BEAME |, L2TPV3ENX TL2TPIHY , AF 6
AZE2EVPNEIPR LM LRREAME2RE N, WIEENLREEE

- L2TPVv3fE{t T VPNHI 2P &

- L2TPV3FEEMPLS

- L2TPV3X B EMARMIPE2ERZE
AR 2L2TPV3fA%k M BEL & Rl -

1.enable
2.configure£& i

3.interface type slot/port



4 .xconnectpeer-ip-address vcidencapsulation 12tpv3 pw-classpw-class-name

1E , EEMEAVRFEL2TPY3 XconnectfI1TH. XA T ETRWE , EFRZAIECPEM
ASR1002(IP)FIASR1004(MPLS)Z & & T Xconnect , ASR1000% #344 #VRF ( ASR1000% & 7
ZHEVRFREIL2TPVS )

____Xconnect over L2TPv3 between LTE CPE and ASR1002—

Interface in VRF on both ends
VRFion PE:1 % WPLS % @BGP to leam the routes % %
CPE L

oopbac IP-1.1.1.1/32 ASR1002: Loopback IP - 3.3.3.3/32
MPLS Interface
and VPNv4 peering between PE-1 / PE-2 [ PE-3
to learn the routes in VRF

\\
S

Xconnect between LTE CPE and ASR1004

¥

4

PE-3 (ASR1004): Loopback IP - 2.2.2.2/32

¥

CE-3

AR ZEHII:L2TPv3 Xconnect over IPM4 |, HVRFHR YL i

___Xconnect over L2TPv3 between LTE CPE and ASR1002——

Interface in VRF on both ends
% % VRF . PE 1 % MPLS % eBGF fo leam the routes % %

CPE : Loopback IP - 1.1.1.1/32 ASR1002 : Loopback IP - 3.3.3.3/32

PE-1MPE-27ISPEIMMPLSH 4, CPEBXVRFE#EEIPE-1,ASR1002BIVRFIEEEIPE-2,
ASR10027EiE#EEIPE-20y## 0 Lt BVRF, MASR1002YCPEIREI Y Al A B VRF over IP#: O
K,

CPE_L M BASR100289Xconnectlit &

interface FastEthernet4.2381
encapsul ation dot1Q 2381

xconnect 3.3.3.3 2381 encapsul ation | 2tpv3 pw class PSEUDO CLASS >>>>>>>>>>> Xconnect with
ASR1002

pseudowi re-cl ass PSEUDO CLASS
encapsul ation |2t pv3
i nterwor ki ng vl an

protocol |2tpv3 L2TP_CLASS



ip local interface LoopbackO

ip tos reflect

| 2t p-cl ass L2TP_CLASS
aut hentication

password ci sco

interface G gabit0/1
i p address 192.168.8. 190 255. 255. 255.0

end

I nterface LoopbackO
ip address 1.1.1.1 255.255. 255. 255

end

iproute 0.0.0.0 0.0.0.0 192.168.8.1 >>>>>>>>>>>>>> Default route towards PE-1
ASR1002 LMY THERELE :

interface G gabitEthernet0/0/0.906 Interface connected to PE-2 is in VRF

encapsul ati on dot 1Q 906
ip vrf forwardi ng L2TP_VRF

ip address 10.1.1.1 255. 255. 255. 252

interface G gabitEthernet0/0/1.2381
encapsul ati on dot 1Q 2381

xconnect 1.1.1.1 2381 encapsul ation | 2tpv3 pw cl ass PSEUDO CLASS

pseudowi re-cl ass PSEUDO_CLASS
encapsul ation | 2tpv3

i nterworking vl an

protocol |2tpv3 L2TP_CLASS

ip local interface Loopbackll



| 2t p-cl ass L2TP_CLASS
aut hentication

password ci sco

interface Loopbackll

ip vrf forwardi ng L2TP_VRF Source is in VRF

i p address 3. 3.3.3 255. 255. 255. 255

router bgp 1

address-fanmily ipv4 vrf L2TP_VRF

redi stribute connected

nei ghbor 10.1.1.2 renote-as 2 eBGP with PE-2 in VRF

nei ghbor 10.1.1.2 activate
nei ghbor 10.1.1.2 soft-reconfiguration inbound

exit-address-fanmly

VRF L2TP_VRF:

B 1.1.1.1/32 [20/0] via 10.1.1.2, 1d —— > Xconnect end point learned via eBGP in
VRF

M7 |, iEFEILZECPE L XconnectBVIRA

CPE #sh xconnect all de

Legend: XC ST=Xconnect State Sl=Segnentl State S2=Segnent2 State

UP=Up DN=Down AD=Adm n Down | A=l nacti ve

SB=St andby HS=Hot St andby RV=Recoveri ng NH=No Har dwar e
XC ST Segnent 1 S1 Segment 2 S2
------ R I
UP pri ac Fa4.2381:2381(Eth VLAN) UP | 2tp 3.3.3.3:2381 DOWN

I nt erwor ki ng: vl an Session I D: 1906980494



CRIRMER2E XA

X E KB MCPEZIASR100209 58 R H I R &,

Tunnel D 2886222725

Prot ocol State: DOMN

Renmote Circuit State: DOMN

pw-cl ass: PSEUDO CLASS VLAN

B2 , HAeE®pingLKim,

CPE E#ViFi & /R B inAYRRIE K MR B B L IRAYEE B

*Feb 15 08:12:47.225: L2TP

80
*Feb 15 08:12:47.225: L2TP
*Feb 15 08:12:47.225: L2TP

*Feb 15 08:12:47.225: L2TP
adm ni strative reasons(3)

*Feb 15 08:12:47.225: L2TP
*Feb 15 08:12:47.225: L2TP
*Feb 15 08:12:47.225: L2TP

*Feb 15 08:12:47.225: L2TP
3.3.3.3" >>>>>555555555>>>

*Feb 15 08:12:47.225: L2TP

:18136: 8DF92CB9/ uid: O[1.1.1.1/2381]: | CDN, flg TLS, ver 3, len
_:18136:8DF92CB9/uid:0[1.1.1.1/2381]:I|ETF v2:
_:18136:8DF92CB9/uid:0[1.1.1.1/2381]: Result Code
_:18136:8DF92CB9/uid:0[1.1.1.1/2381]: Cal | disconnected for
_:18136:8DF92CB9/uid:0[1.1.1.1/2381]: Error code
_:18136:8DF92CB9/uid:0[1.1.1.1/2381]: No error(0)
_:18136:8DF92CB9/uid:0[1.1.1.1/2381]: Opti onal nsg
_:18136:8DF92CB9/uid:0[1.1.1.1/2381]: "Tunnel failed to

_:18136:8DF92CB9/uid:0[1.1.1.1/2381]:Cisco v3:

JEAb B 3 B A 2 44 5 AT BT ASR 1002 BIVRFiH Al Xconnect A EE M F & BB B RSP TR
. I , iLRIESFBF HCPE Loopback 1.1.1.1/32E B — 588 , Z¥HAIEBVRFFIEND

GigabitEthernet0/0/0.906,

iproute 1.1.1.1 255.255. 255. 255 G gabitEthernet0/0/0.906 10.1.1.2

S

1.1.1.1/32 [1/0] via 10.1.1.2, G gabitEthernet0/0/0.906

RETELEAKARE , XconnectfFE53h, B LUNFEIEENUI0, X2 —FEERA%E , FRAHZN
HEXIKUESEFBIEVRFIFR , HEANEATFEEFEH. XERBEFEREFIVEZVRF,

IR RHEVRFMAHVRFIIpIngE R -

ASR1002 #ping 1.1.1.1

Type escape sequence to abort.

Sending 5, 100-byte |ICWMP Echos to 1.1.1.1,

Success rate is 0 percent

tinmeout is 2 seconds:

(0/ 5)



Ping vrf L2TP_VRF 1.1.1.1
Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 1.1.1.1, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 33/50/72 s

CPE _LXconnectBIRA :

CPE #sh xconnect all de
Legend: XC ST=Xconnect State Sl=Segnmentl State S2=Segnent2 State
UP=Up DN=Down AD=Admi n Down | A=l nactive

SB=St andby HS=Hot St andby Rv=Recoveri ng NH=No Har dwar e

XC ST Segnent 1 S1 Segnent 2 S2

UP pri ac Fa4.2381:2381(Eth VLAN) UP | 2t p3. 3. 3. 3: 2381 UP
I nterworking: vlan Session | D: 1906980494
Tunnel |ID: 2886222725
Protocol State: UP
Renote Circuit State: UP

pw cl ass: PSEUDO _CLASS VLAN

iR = H:L2TPv3 Xconnect over MPLSR LS , #VRF YL i



e G D

IP-1.1.1.1/32 PE-1 PE-2

MPLS Intarface
and WPHvd peering between PE=1 | PE-2 | PE<3
b hparn the reutes in VRF

e

CE-1 CPE : Loopbac

Xeconnect hétwaen LTE CPE and ESRMM

PE-3 (ASR1004): Loopback IP - 2.2.2.2/32

.

CE-3

PE-1. PE-2HMIPE-3f£ISPHIMPLSM % EBPE-24E N i AR 5188 (RR), CPE&EYVRFEEEPE-
1,ASR1004:&3## O £ /5 AMMPLSE#ZEIPE-2, ASR1004X:EHFVRF , ©MEFRRMPE-11#1K
VPNv4EEH . MASR1004/#CPEloobacky Al ik 4 i&@id MPLS# 0 L VRFRH,

CPE_LEMASR10048 XconnectELi& :

interface FastEt hernet4. 2380
encapsul ati on dot 1Q 2380

xconnect 2.2.2.2 2380 encapsul ation |2t pv3 pwclass PSEUDO CLASS >>>>>>>>>>Xconnect with
ASR1004

interface FastEt hernet4. 2381
encapsul ati on dot 1Q 2381

xconnect 3.3.3.3 2381 encapsul ation | 2t pv3 pw cl ass PSEUDO CLASS >>>>>>>>>>> Xconnect with
ASR1002

pseudowi re-cl ass PSEUDO CLASS
encapsul ation | 2t pv3

i nterworking vlan

protocol |2tpv3 L2TP_CLASS

ip local interface LoopbackO

ip tos reflect



| 2t p-cl ass L2TP_CLASS
aut hentication

password ci sco

interface G gabit0/1
i p address 192.168.8. 190 255. 255. 255.0

end

I nterface LoopbackO
ip address 1.1.1.1 255.255. 255. 255

end

iproute 0.0.0.0 0.0.0.0 192.168.8.1 >>>>>>>>>>>>>> Default route towards PE-1
ASR1004 E N ELE :

interface G gabitEthernet0/0/1
no i p address

negoti ation auto

service instance 2 ethernet
encapsul ati on dot1q 2380

xconnect 1.1.1.1 2380 encapsul ation |2tpv3 pw class PSEUDO CLASS VLAN

end

interface Loopbackll

ip vrf forwardi ng L2TP_VRF Sour ce Loopback in in VRF

ip address 2.2.2.2 255, 255. 255. 255

end

pseudowi re-cl ass PSEUDO CLASS VLAN
encapsul ation | 2tpv3

i nterworking vlan



protocol |2tpv3 L2TP_CLASS

ip local interface Loopbackll

| 2t p-cl ass L2TP_CLASS
aut hentication

password ci sco

router bgp 2

address-fanmily ipv4 vrf L2TP_VRF
redi stribute connected
redistribute static
default-information originate

exit-address-fanmly

XconnectXmM B H%KE

ASR1004#sh ip rou vrf L2TP_VRF 1.1.1.1 . Xconnect

via VRF

Routing Table: L2TP_VRF

Routing entry for 1.1.1.1/32

Known via "bgp 2", distance 200, netric 0, type interna
Last update from 11.11.11.11 6d17h ago

Routi ng Descriptor Bl ocks:

* 11.11.11.11 (default), from 22.22.22.22, 6d17h ago
Route netric is 0, traffic share count is 1

AS Hops O

MPLS | abel : 18

MPLS Fl ags: MPLS Required

W observed that Segnment 2 was continuously flapping on both ends.

ASR1004#sh xc all de

Legend: XC ST=Xconnect State Sl=Segnmentl State S2=Segnent2 State
UP=Up DN=Down AD=Adm n Down | A=l nacti ve
SB=St andby HS=Hot St andby RV=Recoveri ng NH=No Har dwar e

XC ST Segnent 1 S1 Segment 2

End Point al so | earned

S2



------ o m e e e e e e et
DN pri ac G 0/0/1:2380(Eth VLAN) UP [2tp 1.1.1.1:2380 DN >>>>>>>>>>>>>>
I nterworking: vlan Session I D 2543426569
Tunnel |ID: 3352120314
Protocol State: DO
Renote Circuit State: DO
pw cl ass: PSEUDO CLASS VLAN
ASR1004#sh xc all de
Legend: XC ST=Xconnect State Sl=Segnmentl State S2=Segnent2 State
UP=Up DN=Down AD=Adni n Down I A=l nacti ve
SB=St andby HS=Hot St andby RV=Recoveri ng NH=No Har dwar e
XC ST Segnent 1 S1 Segnment 2 S2
------ o m e e e e e e et
UP pri ac G 0/0/1:2380(Eth VLAN UP [2tp 1.1.1, 1: 2380 UP >>>>>>3>>3>>>>>>>>
I nterworking: vlan Session I D 2543426569
Tunnel |ID: 3352120314
Protocol State: UP
Renote Circuit State: UP
pw cl ass: PSEUDO CLASS VLAN
SkECPEM B :
CPE#sh xconnect all de
Legend: XC ST=Xconnect State Sl=Segnmentl State S2=Segnent2 State
UP=Up DN=Down AD=Admi n Down | A=l nactive
SB=St andby HS=Hot St andby Rv=Recoveri ng NH=No Har dwar e
XC ST Segnent 1 S1 Segnment 2 S2
------ T

DN pri ac Fa4.2380: 2380( Eth VLAN)
Fl appi ng wi th ASR1004

I nterworking: vlan

UP I 2tp 2.2.2.2:2380

Session I D: 3434660693

Tunnel | D 1760690853



Protocol State: DOMN
Renpte Circuit State: DOMWN
pw cl ass: PSEUDO_CLASS

UP pri ac Fa4.2381:2381(Eth VLAN) UP | 2tp 3.3.3.3:2381 UP ---mcmmmceecemeee
---a Stable with ASR1002

I nt erwor ki ng: vl an Session | D: 1906980494
Tunnel |ID: 2886222725
Protocol State: UP
Renote Circuit State: UP

pw cl ass: PSEUDO_CLASS

CPE#sh | 2t p session

L2TP Session Information Total tunnels 2 sessions 2

Locl D Rem D Tunl D Usernane, Intf/ State Last Chg Uniq ID
Vecid, Crcuit

2714490989 3697021268 1760690853 2380, Fa4.2380:2380 est 00:00:03 0 —— > Flapping with
ASR1004

1906980494 2361475239 2886222725 2381, Fa4.2381:2381 est 15:37:06 0 St abl e

wi th ASR1002

EXMERT , TREEEHAEA , RAXHEOEEAMPLSHERD, BRFZER , EWAN N ED
HERE , HEVRFFEREE—1MN2FHEQ, ARG, T2RARERBOVRFEONSESKE |, It
XconnectZEBRE,

ASR1004#sh run int gi0/0/2

Bui | di ng configuration...

Current configuration : 95 bytes

interface G gabitEthernet0/0/2 — > lLooped to G 0/0/3
i p address 20.20.20.2 255. 255. 255. 252
negoti ation auto

end



#sh run int gi0/0/3

Bui | di ng configuration...

Current configuration :

126 bytes

interface G gabitEthernet0/0/3

ip vrf forwardi ng L2TP_VRF

i p address 20.20.20.1 255. 255. 255. 252

negoti ati on auto

end

ip route 10.246.131. 62 255. 255. 255. 255 20.20.20.1 ——— Static route pointing towards an |IP

interface in @ obal

CPE#sh xconnect all de
Legend: XC ST=Xconnect State
UP=Up DN=Down

SB=St andby HS=Hot St andby

XC ST Segnent 1

______ o m e e e e e e e e e e e e e e e e e e e — e ==
DN pri ac Fa4.2380: 2380( Eth VLAN)

I nt erwor ki ng: vl an
UP pri ac Fa4.2381:2381(Eth VLAN)

I nt erwor ki ng: vl an

S1=Segnmentl State
AD=Admni n Down

RV=Recoveri ng

S2=Segnent 2 State
| A=l nacti ve

NH=No Har dwar e

S1 Segment 2 S2

UP [ 2tp 2.2.2.2:2380 UuP
Session | D: 3434660693
Tunnel ID: 1760690853
Protocol State: DO
Renote Circuit State: DO
pw cl ass: PSEUDO_CLASS
UP [ 2tp 3.3.3.3:2381 UuP
Session | D: 1906980494
Tunnel |ID: 2886222725

Protocol State: UP



Renmpte Circuit State: UP

pw cl ass: PSEUDO_CLASS

CPE#sh | 2t p session
L2TP2iEEERBE S H2Li1E2:

Locl D Reml D Tunl D Usernane, Intf/ State Last Chg Uniq ID
Vcid, Crcuit

2714490989 3697021268 1760690853 2380, Fa4.2380:2380 est 00:20:03 0

1906980494 2361475239 2886222725 2381, Fa4.2381:2381 est 15:37:06 0

REHMHIASR1004H1E R :

. UHREFRBHASR1004 LHCPERT , 43 AMPLSEOGI0/0/1 , FE#EH#RZEIGiI0/0/08 A im0

- HRE K B AuwOGI0/0/08Y , &R MAGIi0/0/0 -> Gi0/0/2 -> Gi0/0/3 -> Gi0/0/1 I R E& o
LR EN EE BB RASR1000F & ENQFPRIAR , RABIESLERERMR

ASR1004# show pl at f orm packet-trace sumary

Pkt I nput Qut put State Reason
0 G 0/0/3 G 0/0/1 FWD
1 G 0/0/3 G 0/0/1 FWD
2 G 0/0/3 G 0/0/1 FWD
3 G 0/0/0 G 0/0/2 FWD
4 G 0/0/0 G 0/0/2 FWD
5 G 0/0/0 G 0/0/2 FWD
6 G 0/0/0 G 0/0/2 FWD
7 G 0/0/0 G 0/0/2 FWD

AT HIBRAE X IRT : CSCvi42964


https://tools.cisco.com/bugsearch/bug/CSCvi42964
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