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Cisco 2600 J& &8

crypto isakmp policy 10

!--- Defines the ISAKMP parameters to be negotiated.
authentication pre-share !--- Defines the pre-shared key
to be exchanged with the peer. crypto isakmp key pre-
shared address 10.1.1.5 ! crypto ipsec transform-set
strong esp-des esp-sha-hmac !--- Defines the transform
set for ESP and/or AH. ! crypto map vpn 10 ipsec-isakmp
set peer 10.1.1.5 set transform-set strong match address
102 !--- Defines the crypto policy that includes the
peer IP address, !--- transform set that is used, as
well as the access 1list !--- that defines the packets
that are encrypted. ! interface ATMO/0 no ip address atm
vc-per-vp 256 no atm ilmi-keepalive dsl operating-mode
auto no fair-queue ! interface ATM0/0.1 point-to-point
pve 0/35 encapsulation aalSmux ppp dialer dialer pool-
member 1 ! crypto map vpn !/--- Applies the crypto map to
the ATM sub-interface. ! interface FastEthernet0/1 ip
address 1.1.1.1 255.255.255.0 duplex 100 speed full !
interface Dialerl ip address 10.1.100.101 255.255.255.0
dialer pool 1 encapsulation ppp ppp pap sent-username
2621la password 7 045802150C2E crypto map vpn /---

Applies the crypto map to the Dialer interface. ! ip
classless ! ip route 2.2.2.0 255.255.255.0 10.1.1.5 ip
route 10.1.1.0 255.255.255.0 10.1.100.1 !--- Static

routes between 2600 CPE and IPSec server. ip route
0.0.0.0 0.0.0.0 Dialerl ! access-list 102 permit ip
1.1.1.0 0.0.0.255 2.2.2.0 0.0.0.255 !/--- Access 1list
that defines the addresses that are encrypted. ! end

IPSecsk ik #& — Cisco 36008% H 28

crypto isakmp policy 10

!--- Defines the ISAKMP parameters to be negotiated.
authentication pre-share !--- Defines the pre-shared key
to be exchanged with the peer. crypto isakmp key pre-
shared address 10.1.100.101 ! crypto ipsec transform-set
strong esp-des esp-sha-hmac !--- Defines the transform
set for ESP and/or AH. ! crypto map vpn 10 ipsec-isakmp




set peer 10.1.100.101 set transform-set strong match

address 102 !--- Defines the crypto policy that includes
the peer IP address, !--- transform set that are used,
and the access list !--- that defines the packets to be
encrypted. ! interface FastEthernet0/0 ip address
10.1.1.5 255.255.255.0 duplex 100 speed full crypto map
vpn !--- Applies the crypto map to the Fast Ethernet
interface. ! interface FastEthernet0/1 ip address

2.2.2.1 255.255.255.0 speed full full-duplex ! ip route
1.1.1.0 255.255.255.0 10.1.1.10 ip route 10.1.100.0
255.255.255.0 10.1.1.10 ! access-1list 102 permit ip
2.2.2.0 0.0.0.255 1.1.1.0 0.0.0.255 !--- Access list
that defines the addresses to be encrypted. ! end

236160 DSLAM

dsl-profile full

dmt bitrate maximum fast downstream 10240 upstream 1024
dmt bitrate maximum interleaved downstream 0 upstream 0

!

atm address
47.0091.8100.0000.0004.6dd6.7c01.0004.6dd6.7c01.00

atm router pnni

no aesa embedded-number left-justified

none 1 level 56 lowest

redistribute atm-static

!

interface atm0/0

no ip address

atm maxvp-number 0

atm maxvc-number 4096

atm maxvci-bits 12

!

interface atm 1/2

no ip address

dsl profile full

no atm ilmi-keepalive

atm soft-vc 0 35 dest-address
47.0091.8100.0000.0004.¢c12b.cd81.4000.0c80.8000.00 0 36
rx-cttr 1 tx-cttr 1

!--- The previous two lines need to be on one line. !---
The network service access point (NSAP) !--- address
comes from the NSP on the Cisco 6400. Issue !--- a show
atm address command.

Cisco 6400 NRP

1
username cisco password cisco
!
vc-class atm pppoa
encapsulation aalbmux ppp Virtual-templatel
!
interface loopback 0
ip address 10.1.100.1 255.255.255.0
!
interface atm 0/0/0
no ip address
no ip route-cache
no ip mroute-cache
no atm auto-configuration




atm ilmi-keepalive 10

pvc 0/16 ilmi

!

hold-queue 1000 in

!

interface atm 0/0/0.1 multipoint
no ip route-cache

no ip mroute-cach

class-int pppoa

pvc 0/36

!

interface fast 0/0/0

ip address 10.1.1.10 255.255.255.0
no ip route-cache

no ip mroute-cache

half-duplex

!

interface Virtual-Templatel

ip unnumbered Loopback0

no ip route-cache

peer default ip address pool pppoa
ppp authentication pap chap

ppp ipcp accept-address

ppp multilink

no ppp multilink fragmentation

|

ip local pool pppoa 10.1.100.2 10.1.100.100
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. Cisco Bug ID CSCdu30070({EME ) — X #HIPSec over DSL:DSLiZ 5 85# 0 L #Y % ARA
S,
. Cisco Bug ID CSCdu30335({fUEME ) — ETFEMMIPSec over DSL:IES881Z 0 LM A
RA S,
LAl R RIX BRI 5 E =R A ERERE O EEDSL CPE |, WEE TR,
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mEAHERERFTE (REMA, ) XFHEL show BH , BALITRETUEEX show @
A DA,

- show crypto engine connections active — & "B N2k EXSAME M K IEH R E.
- show crypto ipsec sa — & "X & 2 [E] FIE RV IPSec SA,
LU &show crypto engine connections active@s B9 H =41,

show crypto engine connections active

ID Interface IP-Address State Algorithm Encrypt Decrypt
1 <none> <none> set HMAC_SHA+DES_56_CB 0 0
200 Virtual-Templatel 10.1.100.101 set HMAC_SHA 0 4
201 vVirtual-Templatel 10.1.100.101 set HMAC_SHA 4 0

LU &show crypto ipsec safn & HIapS 3 H =61,

show crypto ipsec sa

Interface: Virtual-Templatel
Crypto map tag: vpn, local addr. 10.1.100.101

Local ident (addr/mask/prot/port): (1.1.1.0/255.255.255.0/0/0)
Remote ident (addr/mask/prot/port): (2.2.2.0/255.255.255.0/0/0)
Current_peer: 10.1.1.5
PERMIT, flags= {origin_is_acl,}
#pkts encaps: 4, #pkts encrypt: 4, #pkts digest 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify 4
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr failed: 0, # pkts decompress failed: 0
#send errors 11, #recv errors 0

local crypto endpt: 10.1.100.101, remote crypto endpt.: 10.1.1.5
path mtu 1500, media mtu 1500
current outbound spi: BB3629FB

inbound esp sas:
spi: 0x70C3B00B(1891872779)

transform: esp-des, esp-md5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2000, flow_id: 1, crypto map: vpn

sa timing: remaining key lifetime (k/sec): (4607999/3446)
IV size: 8 bytes

Replay detection support: Y

Inbound ah sas:
Inbound pcp sas:

Outbound esp sas:

Spi: 0xBB3629FB(3140889083)

Transform: esp-des, esp-md5-hmac

In use settings ={Tunnel, }

Slot:0, conn id: 2001, flow_id: 2, crypto map: vpn

Sa timing: remaining key lifetime (k/sec): (4607999/3446)
IV size: 8bytes

Replay detection support: Y
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Outbound ah sas:

Outbound pcp sas:
YRR
ATRHTATHREERENES.

debug atm eventsfi - oxs wici-apsrosianEIXFER T , B EEREDSLESREERERES
RITEESF[MENNPREARBL £, HETelcosFiDSLIESREBIATBHAEIH,

B P HEBR a5 T
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BN,

xR tdebugm R zal , BEHAEXdebugm THEEEFEE.
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- debug crypto ipsec — & 7R IPSec B4,
- debug crypto isakmp — £ RXF IKE BH4HHE,
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2600/3600R 5| SADSL-WICHEH MZERBEEERA , A EFREEERNAERE , BHADSLH
IPSecTlE A LAE RN RHBRMBRARPTN. RARPHIHNEENIZSMEZFENELL
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