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1. IEEXRINRE. EARGF , ©ERRA VLAN 100 F VLAN 200 KR E,
Cat 6K- | OS#conf t
Cat 6K- 1 OS( confi g) #monitor session 50 source vlan 100 , 200 ?
Speci fy another range of VLANs
- Speci fy a range of VLANs
both Mnitor received and transmtted traffic

rx Monitor received traffic only
tx Monitor transmitted traffic only
<Cr>

!-—-- Default is to monitor both received and transmtted traffic

Cat 6K-1 OS( confi g) #monitor session 50 source vlan 100 , 200
Cat 6K-1 OS(confi g) #
2. NERNREREEB R RH,
Cat 6K-1 OS( confi g) #monitor session 50 destination interface Fa3/30
Cat 6K- 1 OS(confi g) #
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F8 show monitor f5BiERH SPAN B &,

Cat 6K- | CS#show monitor detail
Session 50

Type . Local Session
Source Ports :

RX Only . None

X Only . None

Bot h . None
Sour ce VLANs :



RX Only : None

TX Only : None

Bot h : 100, 200
Sour ce RSPAN VLAN : None
Destination Ports : Fa3/30

Filter VLANs . None
Dest RSPAN VLAN : None
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1. EXERWIRAREHRIT O MR TRE

Cat 6K-1 OS(confi g) #ip access-list extended HTTP_UDP_TRAFFIC
Cat 6K- 1 OS(confi g- ext - nacl ) #permit tecp 10.20.20.128 0.0.0.127 host 10.10.10.101 eq www
Cat 6K- 1 OS( confi g- ext-nacl ) #permit udp any host 239.0.0.100

Cat 6K- 1 OS(confi g- ext-nacl ) #exi t

2. EM—1MKE ACL LURFFAIBEEHMTRE.,
Cat 6K-1 OS(confi g) #ip access-list extended ALL_TRAFFIC
Cat 6K- 1 OS( confi g- ext-nacl ) #permit ip any any
Cat 6K- 1 OS( confi g- ext - nacl ) #exit

3. X VLAN if Bl BR &,

Cat 6K-1 OS(confi g) #vlan access-map HTTP_UDP_MAP 10

Cat 6K- 1 OS( confi g- access- nap) #match ip address HTTP_UDP_TRAFFIC

Cat 6K- 1 OS( confi g- access- nap) #action forward capture

Cat 6K-1 OS(confi g) #vlan access-map HTTP_UDP_MAP 20

Cat 6K- 1 OS( confi g- access- nap) #match ip address ALI_TRAFFIC
Cat 6K- 1 OS( confi g- access- nap) #action forward

Cat 6K- 1 OS( confi g- access- nap) #exi t

4. fF VLAN 175 @] BR &% B A TR RZHY VLAN,

Cat 6K-1 OS(confi g) #vlan filter HTTP_UDP MAP vlan-list 100

!--- Here 100 is the ID of VLAN on which the VACL is applied.

5. B EHfHRIm 0o

Cat 6K- 1 OS( confi g) #int fa3/30

Cat 6K-1 OS(confi g-if) #switchport capture allowed vlan ?
WORD VLAN | Ds of the allowed VLANs when this po
add add VLANs to the current I|ist
al | al | VLANs
except all VLANs except the foll ow ng
renove renove VLANs fromthe current |ist

Cat 6K-1 OS(confi g-if) #switchport capture allowed vlan 100
Cat 6K-1 OS(confi g-if)#switchport capture
Cat 6K-1 OS(config-if)#exit
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- show vlan access-map - &£ 7R VLAN RIS AR

Cat 6K- | CSt#tshow vlan access-map HTTP_UDP_MAP
VI an access-map "HTTP_UDP_MAP" 10
mat ch: i p address HTTP_UDP_TRAFFI C
action: forward capture
VI an access-map "HTTP_UDP_MAP" 20
mat ch: i p address ALL_TRAFFIC
action: forward

- show vlan filter - & R%F VLAN HiEBHES..
Cat 6K- | OS#show vlan filter
VLAN Map HTTP_UDP_MNAP:
Configured on VLANs: 100
Active on VLANs: 100
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