EAPZ ER3KHEF 1T
B =%

"
dom =g
FRFEH
=R
& 25 IR B A IE P 4%
& R 77 IR BB E 5 8%
Microsoft Windows 78 #th & R 75
BRER

AnyConnect NAM
Microsoft Windows J 4 Supplicant® F* ¥ #1AnyConnect NAM
iﬁg

IPEZRE

RADIUSH#9 5 B¢

EAP-TLSHH) 4 BY

EAP-TLS% ER HiA

RADIUS Framed-MTU

AnyConnect
Microsoft Windows 7S #thi# 5K 75

HXEE

&g
AR B T R IR B B IAE T UEAP) & X0 B3 AT S FEHERR
BREER

ANHENZHIENNAATIEHNAR

« FHRIE, BRXAICKAAA)RSRERE AT RS ORI — ZRE L2 (EAP-TLS)2EN
BRS5BRIEBATHIITH

« ERAIREIEAP-TLSRENEFmIEHENITH

« [ERfE A Microsoft WindowsZs #1535k 75 1 Cisco AnyConnect® £& i 5] & I2 85 (NAM) B #) H 3¢
et

- MEEAIRZHITHIP, RADIUSHIEAP-TLS R EA 7R

« RADIUS Framed-Maximum Transmission Unit(MTU)JE %



« AAARRS BRHITEAP-TLSEIE S 2 BRETHIITH

TR
=R

Cisco BB THUTED :

« EAPFIEAP-TLSHMY
- BRI S MRS SIZISE)WEE
« Cisco Catalyst3X ¥ ¥l#YCLIEL &

EE@ANY , BIFR5 T HREAPRMEAP-TLS,

AR 55 253K = By iE 5 85

AAARRSS 83 (17 B33 I BR 5585 (ACS) FIISE) iR 4 IR Bl & AR %5 85 Hello M AR 55 25 B HIEAP-TLSHUIE S
Ry ST 4E -

438 TLSv1 362 Server Hello, Certificate, Certificate Request, Server Hello Done

B e R o o e
= Secure Snckets Layer
¢ TLSvl Record Layer: Handshake Protocol: Server Hello
= TLSvl Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Yersion: TLS 1.0 (0x0301)
Length: 2239
= Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2235
Certificates Length: 2232
= Certificates (2232 bytes)
Certificate Length: 1363
¢ Certificate (id-at-commonName=Llise.example.com)
Certificate Length: 863

+ Certificate (id-at-commonName=win2812, dc=example, dc=com)

ISE & 31 5 (22 F B #5(CN)=lise.example.com) 5 & E CN=win2012,dc=example , dc=com#JiE 33
MEHKI(CA)—#2IRE, ACSHISEMTHMERE,

B3R 77 1R [ By iE 5 85

Microsoft WindowsZ #hi& 3R /5



{8 FHEAP-TLS T &t & A Microsoft Windows 745 #iER 5 ( TR B ERHRIIPEER ) TL2%

BB IR TR

BEEFIRIEPRASRSR[EBTIENCA ( TEE ) ERRBSHIMITH,
I REIE E—RFEE TR RS SRHelloMIEBFE X,

FNFRHR | ISEIEBHCAEAFEAERHZE , CN=win2012,dc=example , dc=com,

B2 , Z%&EEMicrosoft M AFEIEHRH AP IEPHARACAZSE , CN=CA , C=PL , S=Cisco

CA , L=Cisco CA , O=Cisco CA.

"

BSignamrE hash algorithm

B'u'alid from

=] valid to
I-_rli:h ihiert

Certificate
General | Details | Certification Path
Show: | <Al = -
Field Value i
B'u'ersinn i
Bﬂerial number Jdfe9c3dGlel 31cd d8 =
BSignamrE algorithm chalRSA

shal

CA, PL, Cisco CA, Cisco CA, Ci...
Saturday, September 13, 201...
Sunday, September 13, 2015 ...

Win7 Pl Mazr Kralbmw Ciern

CN =CA
C=PL

5 = Cisco CA
L = Cisco CA
0O = Cisco CA

E It , Microsoft WindowsiE R A{X AR FimiEB#H TR, KT NEBEH
CA(CN=CA , S=PL , S=Cisco CA , L=Cisco CA , O=Cisco CA),




441 TLSw1 5001 Certificate, Client ange, Cartificate Yerify, Chang

Lenglh: 481
Type: TLS EAP (E&P-TLS) (13}
* EAP-TLS Flags: 8réd
B |2 EAP-TLS Frageents (1558 bytes): «099(1482), «8404477))
= Secure Sockels Layer
= TLSwl Record Layer: Handshake Protocel: EMuliiple Handshake Hessages
Cantenl Type! Handshales (22)
Versiom: TLS 1.8 (B6x@®E1)
Lemgth: 1895
= Handshake Profocol: Certificale
Hardshake Type: Certificate (11]
Lemgth: 1111
Certilicates Lemgih: 1188
* Certificates (1108 byltes)
Certificate Length: 1186

Coartificate [(id-at-{ oancrdlanechlin?, Ld-at-ceamir yHawe=l , [d-al-slatelaPray ifd eRane=NaF . jid-at-ladal il yNane=Kr il el | Bd-al -argen kFal orManeal iwial

HTFRTH , AMBRSSR[ERIEFFIKIEBNATESIESR RE, ARHF5Microsoft Windows 7 SP1
Professional &<,

R B

TENIEPEFIREEACSHISENIEREL ( TECANMFCAZEREFIRIES ) o
FEACSTRISE L A AR N EIERRIEFRBE, FEREXTFZEFEHRNESMISERE

12514 EAP-TLS failed SSL/TLS handshake because of an unknown CA in the client
certificates chain

RERNBERS LNIEBRIERE. BE , AARS RN RinEMFEAPLE"

L] show Live Sessions {5 Add or Remove Columns = 45 Refresh 3 Reset Repeat Counts

L JStatus o identity Endpointip © | Event

-] | M |
2014-09-13 22:29:50... @ a win? 00i50:B6:11:E: 31 Endpoint abandoned EAP session and started new
2014-09-13 22:253:45... @ a win? 00:50:86:11:ED: 31 Endpoint abandoned EAP session and started new
2014-09-13 22:2%:40... € a Wwin? 00:50:86:11:ED: 31 Endpoint abandoned EAP session and started new
2014-08-13 22:2%:35... @ a Win? 00:50:88: 1 1:ED: 21 Endpoint abandoned EAP session and started new

AnyConnect NAM

AnyConnect NAMiE B LR &, ERI—MNIEYF , TN INTENEFIHIEHE ( SMINEBS
CA) :



.'I'."_'. il I. i ieriificate. '.'.i.I ent Key Exchange, Lert] I.l icale Yer I.! [« Lhange Lipher Sped. bnd ryple ..“__.__'..l_..-. -

FIF CRFCTLT T IRty 1Z008F UFITSf: FEITI900 . S IJTEPeOr]
= Sadiire Sockats L-’l!'l'.ll
* TL%¥1 Record Layer: Mandshake Protocol: Certificate
Content Type: Handshake [22)
Werslon: TLS 1.0 {Oz05b1)
Lengih: 1978
= Handshake Protocols Certificate
Handshake Type: Certificate (11K
Lengih: 1974
Cortificates Length: 1971
= Cortiflcates (1971 bytes)
Certificate Lemgih: 110%
b Certiflcate [id-at.connondlansshl ind, id-ats countrgblanesil , id-at s taleOo row indcellamesfar  Ld-als Lo dllt'll-l."lu*“. ids af=organ Lzat lonflssesC o)
Certificate Length: 8BGO
Coertificate [id-al-¢onnordlanesCl, id-at-countryltmesPL, Id-at-statedrPoov indelanesd isco CA, id-at-local ityNane=Cisce CA, id-at-orgen et lonianesC isco

Microsoft Windows /& 4 Supplicant® = i 1 AnyConnect NAM

UF RS BB AR , AnyConnect NAMAE 5t

EMENAMBRSS RIZ1T , EHARIEEEMicrosoft Windows API £ H i XEAPIEA , X428
Microsoft WindowsZs#l.i& 3K & H E1 8] &,

THEREBEN —NRA,
£ FH LA 8 S A £ Microsoft Windows £ B AR ER :

*

C:\netsh ras set tracing * enable

BR ER (c:\windows\trace\svchost_ RASTLS.LOG)E 7R :

<{froot>

[2916] 09-14 21:29:11:254: >> Received Request (Code: 1) packet: Id: 55, Length:
6, Type: 13, TLS blob length: 0. Flags: S

[2916] 09-14 21:29:11:254: << Sending Response (Code: 2) packet: Id: 55, Length:
105, Type: 13, TLS blob Tength: 95. Flags: L

[1804] 09-14 21:29:11:301: >> Received Request (Code: 1) packet: Id: 56, Length:
1012, Type: 13, TLS blob Tength: 2342. Flags: LM

[1804] 09-14 21:29:11:301: << Sending Response (Code: 2) packet: Id: 56, Length:
6, Type: 13, TLS blob length: 0. Flags:

[1804] 09-14 21:29:11:348: >> Received Request (Code: 1) packet: Id: 57, Length:
1008, Type: 13, TLS blob length: 0. Flags: M

[1804] 09-14 21:29:11:348: << Sending Response (Code: 2) packet: Id: 57, Length:
6, Type: 13, TLS blob length: 0. Flags:

[1804] 09-14 21:29:11:363: >> Received Request (Code: 1) packet: Id: 58, Length:
344, Type: 13, TLS blob Tlength: 0. Flags:

[1804] 09-14 21:29:11:363: << Sending Response (Code: 2) packet: Id: 58, Length:
1492, Type: 13, TLS blob Tength: 1819. Flags: LM

[3084] 09-14 21:31:11:203: >> Received Request (Code: 1) packet: Id: 122, Length:
6, Type: 13, TLS blob length: 0. Flags: S

[3084] 09-14 21:31:11:218: << Sending Response (Code: 2) packet: Id: 122, Length:
105, Type: 13, TLS blob Tength: 95. Flags: L



[3420] 09-14 21:31:11:249: >> Received Request (Code: 1) packet: Id: 123, Length:
1012, Type: 13, TLS blob length: 2342. Flags: LM

[3420] 09-14 21:31:11:249: << Sending Response (Code: 2) packet: Id: 123, Length:
6, Type: 13, TLS blob length: 0. Flags:

[3420] 09-14 21:31:11:281: >> Received Request (Code: 1) packet: Id: 124, Length:
1008, Type: 13, TLS blob length: 0. Flags: M

[3420] 09-14 21:31:11:281: << Sending Response (Code: 2) packet: Id: 124, Length:
6, Type: 13, TLS blob length: 0. Flags:

[3420] 09-14 21:31:11:281: >> Received Request (Code: 1) packet: Id: 125, Length:
344, Type: 13, TLS blob length: 0. Flags:

[3420] 09-14 21:31:11:296: <<

Sendi ng Response (Code: 2)
packet: Id: 125, Length:
1492

, Type: 13,

TLS blob I ength: 1819. Flags: LM

&E— /N EIEE R Microsoft Windows A HiER 5 KIEZMEF P IRiE$H ( EAP-TLSH E1,EAPK/MNA
1492 ) ., BERHZ , Wireshark T &R ZEES :

Protocol| Length| Info

mirﬁﬁﬁmmmmmmmm&iﬁégﬁaﬁgé:mfaaﬁEi¥immmmmmmmmmmm_mmmmmmmmmmmmmmmmmmmmmmmmmmmmmmm

MBZBBEBEHREELRE ; RE— M EREIRETRSSF|IEBHEAP-TLSHE =D,
© B #EE EMicrosoft Windows APl E#JAnyConnect NAMAE R 5 F .
At , TEBCFAnyConnectEMicrosoft WindowsZs it i& R H B & o

H & AE{AnyConnect RS AT , BiXE R EANAM ( HFEE802.1xfR%EAT ) , A EMicrosoft
WindowsZ #hiE R 75,

TE
DTERARBKEESNMNEL .
- IP

- RADIUSTE #EXI(AVP)
- EAP-TLS



Cisco IOS®XHIEE HEE, A1 LB MBEAPHIEAP-TLSHE R,

BRI TEFEZTLSEEE , BERYHEELANLN T B &F 4 KU (EAPoL)HRADIUSH Bt
, ENENEAPHIEEHTIR, AFRMEA.

EAPHMY A X2 ER. LT R2RFC 3748(EAP)RIHE
"EAPREARXEHDE ; BER , ENEAPH AR ISR AE, "
EAP-TLSF 2 XBH I F. L TRRFC 5216(EAP-TLS)%2.1.57 ( 2B ) i -

“HEAP-TLSH & ENZE T ML EAP-RequestBIE 2Rt , ©ATAEAP-Type=EAP-TLSE T
AR EAP-Responseit 1T 57,

X FAED ERACK, EAPIRS B X4MEEIWBIEAP-Response B A ES — N . "

RE— AR TAAARS RN —MEREZERN NG, WIS MEFACK , REFRERES -1
EAPZ B, 1E3R77 tBfE A SRALRIMM

"EAPX H A NAMERWNEEAPEREBLEES — N0 &, "
IPE 7 B}

2B REEEM LK IEAIRZ(NAD)FAAARRS 28 ( A{E&HMBYIP/UDP/RADIUS ) Z B &4,

ZNAD ( Cisco IOSR#:#l ) 2R KX TEEAPATMRADIUSTE R , 2HIXFER , ZHEAK
FHEOMMTU:

RADIUS 1514 Access-Requestil) (id=118, 1=1819) [Unreassembled Packet]

18 18.62.71.148 18.62.97.48 IPwv4 381 Fragmented IP protocel (proto=U0P 17, off=1480, I0=9&57)
11 18.62.97.48  18.62.71.146 RADIUS 162 Access-Challenge (11) (id=118, 1=128)
12 18.62,71. 148 18.62.97.46 RADIUS 1514 Access-Request(l) (id=119, 1=1675) [Unreassenbled Packet]

13 10.62.71. 148 19.62.97.40 IPv4 237 Fragmented IP protecol (proto=UDP 17, off=l488, ID=9658)
14 18, 62.97. 40 18,62, 71, 140 RADIUS 221 Access-Challenge (11) (id=119, 1=179)

15 18.62.71. 148 18.62,97.40 RADIUS 361 Access-Request(l) (id=128, 1=319)

16 18.62.97. 48 18.62.71. 148 RADIUS 434 hecess-Accept(2) (id=128, 1=392)

|
P Frame 9: 1514 bytes on wire (12112 bits), 1482 bytes captured (11856 bits)
b Ethernet ITI. Src: Cisco_18:f6:cG (00:23:84:18:f6:c8), Dst: Vmware_9c:3f:ed (88:50:56:9c:3f ed)
b Internet Protocol Yersion 4, Src: 18.62,71.140 (16,62,71.148), Dst: 10,62,97.40 (10,62,97.48)
v User Datagram Protocol, Src Port: sightline (1645), Dst Port: sightline (1645)
= Radius Protocol

Code: Access-Request (1)

Packet identifier: Bx76 (118}

Length: 1819

KZHCisco IOSIRATBERE , T2 RASBEIEAPOLEWHWEAPEIES , HIHHASE| AL
BABIAAARS B[N Y EZEOMNMTUFRRADIUSEIEEY .

AAAFRS SR EMEEE (WM T—FFR ) o
RADIUSHH)  E&

XERFR EFREMERANSTH, RIERFC 2865 , ENMRADIUSE RS ATAE253F TR EIE.



It , EAPREIRA A ZANEAPE S RADIUSE & 5
410.62.97.40  10.62.71.140 RADIUS 1174 Access-Challenge(11) (id=115, 1=1132)

T T TN T N I T e T e T

Length: 1132
Authenticator: 31bB820ff299cabhaf98c659464123F791
(This i o e 31
[Time from request: 0,005952000 seconds]

= Attribute ¥Yalue Pairs

BAVP: 1=74 t=State(24): 333743504d53657373696f6e49443d304130313030304330. ..
P AVP: 1=255 t=EAP-Message(79) Segment[1]

» AVP: 1=255 t=EAP-Message(79) Segment[2]

B AVP: 1=255 t=EAP-Message(79) Segment[3]

- AVP: 1=255 t=EAP-Message(79) Last Segment[4]

[Length: 253]
EAP fragment
~ Extensible Authentication Protocol
Code: Request (1)
Id: 176
Length: 1812
Type: TLS EAP (EAP-TLS) (13)
b EAP-TLS Flags: 6xc@
EAP-TLS Length: 2342
b [3 EAP-TLS Fragments (2342 bytes): #4(1002), #6(1002), #8(338)]
b Secure Sockets Layer

XL EAP-Message/® tEHWireshark EFT A S F#ER (‘R —MER EBMHI RENEAPKEZHN
E) -

EAPEIEEF M LengthifkZEF1,012 , £H T EEMN/RADIUS AVP,
EAP-TLSHH 5 EX
MNEA—1REBEF , BUEER .

- EAPEIREKEN1,012
« EAP-TLSKE 72,342

XERE , CRE—NEAP-TLSHE , B RAHLEES | MRRLEEAP-TLSHZE , MATLAAIAX — =



Length: 1012
Type: TLS EAP (EAP-TLS) (13)
EAP-TLS Flags: 0xcO

1... .... = Length Included: True
.1.. .... = More Fragments: True
.0, .... = 5tart: False

EAP-TLS Length: 2342

BRTERERERET :

« HAAARRSBRRIEHMRADIUSTIRIFT ) , A WH A REEE TR (SSL) RS HR|/IEHME/ 6
HEAPER,
« HINADZRIEHIRADIUSTHEIER |, ZiEREEHHHBEMENSSLE M IR iIEH R EAPIERL,

EAP-TLSZ BRE1A

WREIFTR | ERIEEEDBRZE , BAEIAZNEAP-TLSS B
UTR—1NRA (ERFNMNADZBIEAPOLM B IR ) -

Mo, | Protocol| Length | Info

68 Response, TLS EAP (EAP-TLS)

¥ Frame 9: 68 byles on wire [4B0 bils), 60 byles captured (488 bils)
b Ethernaet 1T, Src: GoodWayl Ll:ed:31 {(@8:58:b6:11:ed:31), Dst: Mearest (BL:B0:c2:00:08:03)
= ga2, 1% Authentication
Version: 802, 1X-2008 (3}
Type: EAF Packet {(d)
Length: &
= Extensible Authenticaltion Prolocol
Code: Response {2}
Id: 176
Length: 6
fype: TLS EAP (EAP-TLS) (13)
b EAP-TLS Flags: DxBR

EAPoLMIAAAARRSS 251K [ AR 55 B8R IE P :



o ZIEBEEAP-TLST & ( BIEE8 ) P RI=,

« BRABWIANZDER (BIEZ)

- E-ANEAP-TLS% EXBINAD ( 32210 ) K.

« BRABIANZDER (BES11),

- BB=AEAP-TLS% EXEINAD ( #3812 ) X,

s BRAEAFTEEBIANX—R ; Rk , eSREFERANBRESZ13FBENEF HIEP,

DT REESI12ZHFHAEE

12 TLSv1 362 Server Helle, Certificate, Certificate Request, Server Hello Done

b Frame 12: 362 bytes on wire (2896 bits), 362 bytes captured (2896 bits)
b Ethernet II, Src: Cisco_el:d8:11 (d4:aB:2a:el:d8:11), Dst: Nearest (81:80:c2:80:00:03)
= 802.1X Authentication
Yersion: 882.1X-2010 (3)
Type: EAP Packet (@)
Length: 344
= Extensible Authentication Protocol

Code: Request (1)
Id: 178
Length: 344
Type: TLS EAP (EAP-TLS) (13)
b EAP-TLS Flags: 0x00
+ [3 EAP-TLS Fragments (2342 bytes): #B8(1002), #10(1002), #12(338)]

~ Secure Sockets Layer
b TLSv1l Record Layer: Handshake Protocol: Server Hello
b TLSv1 Record Layer: Handshake Protocol: Certificate
b TLSv1 Record Layer: Handshake Protocol: Multiple Handshake Messages

AT LAE E|WiresharkEA 7 #iEE8. 108112,
EAPZ ERRY K/ 1,002, 1,002F1338 , iIXFEAP-TLSHE R B K/ R2342;

EAP-TLSHE R KEESMNDBRPES., NMREKERADIUSHKIES ( ENADFAAARS B2 H
), ATBABIAX — = :



4 10.62.97.40 10.62.71.140 RADIUS 1174 Access-Challenge(11) (id=115, 1=1132)

510.62.71.140 10.62.97.40 RADIUS 361 Access-Request(l) (id=116, 1=319)
6 10.62.97.40 16.62.71, 140 RADIUS 1176 Access-Challenge(11) (id=116, 1=1128)
710.62.71.140 10.62.97.40 RADIUS 361 Access-Request(1l) (id=117, 1=319)
8 10.62.97.40 16.62.71.140 RADIUS 502 Access-Challenge(11l) (id=117, 1=460)

[Length: 253]
EAP fragment
= Extensible Authentication Protocol
Code: Request (1)
Id: 176
Length: 1012
Type: TLS EAP (EAP-TLS) (13)
» EAP-TL5 Flags: 0xc0
EAP-TLS Length: 2342
* [3 EAP-TLS Fragments (2342 bytes): #4(1002), #6(1002), #8(338)]
» Secure Sockets Layer

RADIUSEHIED4. 618/ HIX = NEAP-TLSS B, BIABIFND B
Wireshark i BLE RAEXEAP-TLSS £ IS 2 ( K/ - 1,002 + 1,002 + 338 = 2,342 )

XNMZEREFRREE, Cisco IOSKIRNFAEEE REAP-TLSH EE AKX/,

FERATFTEX/NELHEAP-TLST R

Z R LB BAAARRSEFHINAD MTUR 9,000 ( EZUMN ) H BAAARRS 5 th BT X i E B i AY1E
AEERNESEETAER.

RS R H Supplicant® F inEBE A 1GbitdE B 1% , MTUN 1,500,
FEXFERT |, Cisco IOSKIAINITEAP-TLS “assymetric’ A S FELH , HEREAP-TLSH R K/

o

RTRAAARRS 88 ( SSLERSFRRIEH ) KIEH KEEAPHER R :

1. AAABRSS BE AR IET B SSLARS 2R IL P VEAP-TLSIHE . ZEAPEIE B/ E K/ J3,000,
FFHEFHEAERADIUS Access-Challenge/UDP/IPHJE |, BRADNTFAAARSSR[EOMTU, X%
— A EH12/RADIUS EAP-Message& £ IPEIES. 3 HIPKEAP-TLSH B,

2. Cisco IOSMHLW B MR BIES , FMEEH K RAEBEFTEBEIEAPOLREAPRIELERTA
o AITEAPOLAXZEFDER , RIS IAITEAP-TLS 7 B,

3. Cisco IOSKHLERE— NI LAESZIBERIER A (1,500)M91Z O BIMTUR EAP-TLS 7 B
4. L EEBREBERAHEIN.

5. WEWINERESE , HRES —MEAP-TLSH B,



6. t A BREBERGHIA

7. A —NEAP-TLSZ ER A IR ML K 3% o
7 RER :

« ERELEERT , NADATRIZEEAP-TLS S ER .
« NADfi TR KIE/INX LD R,

NTBEEXFERMAERERENIEREG , SAAARSHFEREPHIMTURN , 2 HIMEEHER
( RF5 , HCisco IOSKIRABAAARRS 28 R IZEAPEUIE R , 2BIEBEAP-TLSHE ) -

RADIUSJE t¥Framed-MTU

X FRADIUS , RFC 28659 FE X 7 Framed-MTUE £ :

‘WEMHERNAFPRENGEAEZRET , SEF2BIHMAX ( HlNPPP ) thEet, EATAT
Access-AcceptBiE .,

NASHERELTEF R BERBIBESTFEACTENCERZENER , EHTERBRESSH[HITETR. ”
ISERITIER. NADTE A EIFER B KX Framed-MTUE S ISERITH 2 BR& B {E IS,

BRI EREANEMIREN , Z2EINKCisco IOSKEINFAFEXAANEONMTIU, E
i Y B E 2 B IMRADIUS Access-Request® &iEfIFramed-MTUB KB, Fln , BALUHEE :

<#root>
Switch(config)#

system mu junbo 9000

JZ 58 &l 3R HEFTERADIUSTA [BE 3R B &% Framed-MTU = 9000, TTE &M RSEMTU D —##

<#root>
Switch(config)#

system ntu 1600

iX 258 %32 L7 A RADIUS Access-Requests 1 & i%Framed-MTU = 1600,

BEE , Y Cisco IOSKLH AT AT BT REMTUERIKEI1,50050 T,

RIZEAPY ERBTHIAAABRSS B FIE R A 1TH



ISE

ISESRL IR RIE,002F T KIEAP-TLSZ B ( BEANFIERHNRSRFML ) (REZE—1TER
BERD)

E R EFRADIUS Framed-MTU, FEFEEHEE RN RIXE KHEAP-TLSD B,

Microsoft £& 3 B& Bk 5528 (NPS)

MRAENPS LA E EFramed-MTUE % , NI A ABLEEAP-TLS 7 BRI K/

B4 BR1E “Microsoft NPS & FFLE “EAP © figi k) © X ERFINPS RADIUS RS B HIAE SR

MTURYERIAE N 1,500 , BEERIBE AR EFEDNTAC)ERECE R , BEABRINREXI%2,000 ( £
Microsoft Windows 2012%#E A0 E#IA )

£ , NPSEEREHIRZINIERERBIZREFramed-MTU , FHFEAPHE B % B A Framed-
MTURIREN KRR, BR , EiHEERFPKEIBFramed-MTUB R EHA ( 5ISE/ACSEH
&),

WEER —FERNAERTE , TUMRBFNRSUT AR
ERHF[MTU 1500] ---- ---- [MTU 9000]3Z#4L[MTU 9000] ----- ----- [MTU 9000]NPS

Bl , XN FAAFZIRESNRAOWMTU ; X F6880 it , ktkIhge 27 ERIREID
CSCu026327 - 802.1x EAP-TLSTEFEXE#i% O LR E£/EH.

AnyConnect

AnyConnect XA KE 71,486 FTTHEAP-TLST B ( BEREFWIEP ) » T UEKRD , UAN
mi}1,500F %, &ZRE—NTBREBEEN,

Microsoft WindowsZsith i& 3R 75

Microsoft Windows &£ K E 91,4865 1,482F T EAP-TLSZH R ( BEREFIWIES ) » XN TFIE
K, UARMIR1,500FF, &RE—MNAEBRBEED,

HXER

- BB E T IEEE 802.1x i OB 519 iiF
o« BARZHEFFNAY - Cisco Systems



http://technet.microsoft.com/en-us/library/cc755205(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc755205(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc755205(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc755205(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc755205(v=ws.10).aspx
https://tools.cisco.com/bugsearch/bug/CSCuo26327
/content/en/us/td/docs/switches/lan/catalyst3560/software/release/15-0_2_se/configuration/guide/scg3560/sw8021x.html
/content/en/us/td/docs/switches/lan/catalyst3560/software/release/15-0_2_se/configuration/guide/scg3560/sw8021x.html
/content/en/us/td/docs/switches/lan/catalyst3560/software/release/15-0_2_se/configuration/guide/scg3560/sw8021x.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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