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XRERNHFHRIE, FRNMIZKAAAEE :

aaa new-model

aaa authentication dotlx default group radius

aaa authorization network default group radius

aaa accounting dotlx default start-stop group radius

radius-server host 10.48.66.107 auth-port 1812 acct-port 1813 key cisco

! Enable authenticator switch to authenticate the supplicant switch.
dotlx system-auth-control

! Enable CISP framework.

cisp enable

! configure uplink port as access and dotlx authentication.
interface FastEthernet0/6

switchport mode access

authentication port-control auto

dotlx pae authenticator

spanning-tree portfast

CISP£REHA , EERAESMRIEEEMIFHENR TEE

Supplicant® /i 32 L B B

BB SupplicantBE P iR Bl EXN B MEBEREE U — S EEESTEXREE, hkRfRETSHE
FAAAFIdotIxBL & -

BT REFRAAAEE

aaa new-model

aaa authentication dotlx default group radius

aaa authorization network default group radius

aaa accounting dotlx default start-stop group radius

radius-server host 10.48.66.107 auth-port 1812 acct-port 1813 key cisco

! Enable supplicant switch to authenticate devices connected
dotlx system-auth-control

! Forces the switch to send only multicast EAPOL packets when it receives either
unicast or multicast packets, which allows NEAT to work on the supplicant

switch in all host modes.

dotlx supplicant force-multicast

! Enable CISP framework operation.
cisp enable

ERFNECEESIE , A ANRAZERN T B S HRIEMIEAP) T E.

ECISPHIIER T |, 13K 75 7] LAE FHEAP-Message Digest 5(MD5)F1EAP-Flexible Authentication via
Secure Protocol(FAST) ( HftEAPEKE ) #1THHRKIE, I THISERBERFEREKTF , LLRH
EFAEAP-MD5X & R IERRMNER FHTHHRIE, ( BRIANER TREGIFEREAP-FAST , FER
HRFIFEFIUPAC] ; AXETEELTR, )

! configure EAP mode used by supplicant switch to authenticate itself to
authenticator switch eap profile EAP_PRO



method md5

! Configure credentials use by supplicant switch during that authentication.
dotlx credentials CRED_PRO

username bsnsswitch

password 0 Clscol23

ia?H'%EfﬁBAiIE%%E’JLEEEE ARHiED ( EEORIERENEAROABEETE ) . FLHE
XEWMMER ; SISERDEBNELN , BEERISER.

interface FastEthernet0/6

switchport trunk encapsulation dotlg
switchport mode trunk
dotlx pae supplicant

dotlx credentials CRED_PRO

dotlx supplicant eap profile EAP_ PRO

HE3EE|Windows PCHIR OB E&KY |, IAMXESE,

interface FastEthernet0/5
switchport access vlan 200
switchport mode access
authentication port-control auto
dotlx pae authenticator

ISE B. &
LI RN B a1k EEARISER &
1. BRAMEN S HRIEDH,
TEARRBIF |, BhdotIx AIFEAP-MD5[a A RIERBIUEERS , FATZRIFVITT BRE A
ATt (PEAP)- Microsoft it 18 F & 4 WiE X R A 2(MSCHAPV2) [ i 3R 75 Wi Windows
PC,

S ZIPolicy > Results > Authentication > Allowed protocols , %12 &£k dot1xfE A A LIRS
Sk , HERE A LS RAHIHI



<]

Allow EAP-MD5

v

» [| Detect EAP-MD5 as Host Lookup i

Allow EAP-TLS
Allow LEAP
Allow PEAP

RO &

PEAP Inner Methods
Allow EAP-MS-CHAPv2

Allow Password Change Retries| 1 | (Valid Range 0 to 3)

Allow EAP-GTC
Allow Password Change Retries| 1 | (Valid Range 0 to 3)

Allow EAP-TLS
] Allow PEAPVO only for legacy clients

2. BIEBRKEE ., SMZ|Policy > Results > Authorization > Authorization Policy , A/ 8IS E
WREE , FHIENEATHENREIE M. U TEIRLLEREH —NRAI



Authorization Profiles > NEAT

Authorization Profile

* Name | NEAT
Description
* Access Type | ACCESS ACCEPT v

Service Template

* Common Tasks
MACSec Policy

~ NEAT

MNEATIEIRIT I BT , ISEfFIR [Edevice-traffic-class=switch#E R R — 0. B4F F P KRIE
2w OB X MaccessE i trunk , EE/E A kEIED,

3. CIERNAN LAEAMEEX . SHiElPolicy > Authorization , ARG RIEEFHMM,

EARBIF | B2 T —/NB HAuthenticator_switchesHI 43 BiR&E A |, FIEBER A E L IE —NEL
bsnsswitchFF kA F &,

B NEAT Radius:User-Name MATCHES ~bsnsswitch DEVICE : Device Type MEAT
EQUALS ANl Device Types#Switches 2 Authenticator_switches

4. FRIRIMESE LA, S EIAdministration > Network Resources > Network
Devices , ARG ¥ HAdd,




Network Devices List > bstp-3500-1

Network Devices

* Name| pstp-3500-1

Description

* IP Address: | 10.48.57.225

Model Name

Software Version

* Network Device Group

Location | Al| Locations

Set To Default

Device Type| Authenticator_swit...

Set To Default

FEARTREIF , BSTP-3500-1 ( B KIES ) fAuthenticator_switches ¥y —&f 4 ; BSTP-

3500-2 (1ERA ) TEERMAN —E D
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X
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show 5 HEY 247,

£ F debug =280 , ISP E X Debug HHMEEF L,



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

Supplicant® i X/l 5 123 i B 5 12 10 i AR R
EARHIF | BREBEVBIIEHTEHRIT. KIEFHSBRNT

1. &R 2 B & H & A i Ofastethernet0/6, dot1xXRA&SBIER A FEREAPLUNE B/ AP
BHHBEET H BB,
2. B RIFEEMITRADIUS iR H 1R L ISERIF Y I,
3. MREIEIEH , ISEIREINEAT (device-traffic-class=switch)FTEHNE 1% , A RIIFNER
Hlim QM5 B Tl ks
LRGSR Z BB CISPE R

bstp-3500-1#debug cisp all

Oct 15 13:51:03.672: %AUTHMGR-5-START: Starting 'dotlx' for client
(001b.0d55.2187) on Interface Fal0/6 AuditSessionID 0A3039E10000000600757ABB

Oct 15 13:51:03.723: %DOT1X-5-SUCCESS: Authentication successful for client
(001b.0d55.2187) on Interface Fal0/6 AuditSessionID

Oct 15 13:51:03.723: %AUTHMGR-7-RESULT: Authentication result 'success' from
'dotlx' for client (001b.0d55.2187) on Interface Fal0/6 AuditSessionID
0A3039E10000000600757ABB

Oct 15 13:51:03.723: Applying command... 'no switchport access vlan 1' at Fa0/6
Oct 15 13:51:03.739: Applying command... 'no switchport nonegotiate' at Fa0/6
Oct 15 13:51:03.748: Applying command... 'switchport trunk encapsulation dotlq’
at Fa0/6

Oct 15 13:51:03.756: Applying command... 'switchport mode trunk' at Fa0/6

Oct 15 13:51:03.756: Applying command... 'switchport trunk native vlan 1' at
Fa0/6

Oct 15 13:51:03.764: Applying command... 'spanning-tree portfast trunk' at Fa0/6
Oct 15 13:51:04.805: %AUTHMGR-5-SUCCESS: Authorization succeeded for client
(001b.0d455.2187) on Interface Fa0/6 AuditSessionID 0A3039E10000000600757ABB

Oct 15 13:51:04.805: CISP-EVENT (Fa0/6): Received action Run Authenticator

Oct 15 13:51:04.805: CISP-EVENT (Fa0/6): Authenticator received event Start in
state Not Running

Oct 15 13:51:04.805: CISP-EVENT (Fa0/6): Authenticator state changed to Waiting
link UP

Oct 15 13:51:04.805: CISP-EVENT (Fa0/6): Sync supp_id: 0

Oct 15 13:51:05.669: $LINK-3-UPDOWN: Interface FastEthernet0/6, changed state to
up

Oct 15 13:51:06.793: CISP-EVENT (Fa0/6): Received action Run Authenticator

Oct 15 13:51:06.793: CISP-EVENT (Fa0/6): Authenticator received event Start in
state Waiting link UP (no-op)

Oct 15 13:51:07.799: %LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/6, changed state to up

Oct 15 13:51:07.799: CISP-EVENT (Fa0/6): Authenticator received event Link UP in
state Waiting link UP

Oct 15 13:51:07.799: CISP-EVENT (Fa0/6): Transmitting a CISP Packet

Oct 15 13:51:07.799: CISP-TXPAK (Fa0/6): Code:RESPONSE ID:0x20 Length:0x0018
Type:HELLO

Oct 15 13:51:07.799: CISP-EVENT
Oct 15 13:51:07.799: CISP-EVENT
Oct 15 13:51:07.799: CISP-EVENT (Fa0/6
Oct 15 13:51:07.799: CISP-EVENT (Fa0/6): Sync supp_id: 0

Oct 15 13:51:07.799: CISP-EVENT: Received action Start Tick Timer

Oct 15 13:51:07.799: CISP-EVENT: Started CISP tick timer

Oct 15 13:51:12.942: CISP-EVENT (Fa0/6): 'hello' timer expired

Oct 15 13:51:12.942: CISP-EVENT (Fa0/6): Authenticator received event Timeout in
state Idle

Oct 15 13:51:12.942: CISP-EVENT (Fa0/6): Transmitting a CISP Packet

Oct 15 13:51:12.942: CISP-TXPAK (Fa0/6): Code:RESPONSE ID:0x20 Length:0x0018

Fa0/6): Proposing CISP version: 1
Fa0/6): Started 'hello' timer (5s)
)

(
(
( Authenticator state changed to Idle
(



Type:HELLO

Oct 15 13:51:12.942: CISP-EVENT (Fa0/6): Proposing CISP version: 1

Oct 15 13:51:12.942: CISP-EVENT (Fa0/6): Started 'hello' timer (5s)

Oct 15 13:51:18.084: CISP-EVENT (Fa0/6): 'hello' timer expired

Oct 15 13:51:18.084: CISP-EVENT (Fa0/6): Authenticator received event Timeout in

state Idle

Oct 15 13:51:18.084: CISP-EVENT (Fa0/6): Transmitting a CISP Packet

Oct 15 13:51:18.084: CISP-TXPAK (Fa0/6): Code:RESPONSE ID:0x20 Length:0x0018
Type:HELLO

Oct 15 13:51:18.084: CISP-EVENT (Fa0/6): Proposing CISP version: 1

Oct 15 13:51:18.084: CISP-EVENT (Fa0/6): Started 'hello' timer (5s)

Oct 15 13:51:23.226: CISP-EVENT (Fa0/6): 'hello' timer expired

Oct 15 13:51:23.226: CISP-EVENT (Fa0/6): Authenticator received event Timeout in

state Idle

Oct 15 13:51:23.226: CISP-EVENT (Fa0/6): Transmitting a CISP Packet

Oct 15 13:51:23.226: CISP-TXPAK (Fa0/6): Code:RESPONSE ID:0x20 Length:0x0018
Type:HELLO

Oct 15 13:51:23.226: CISP-EVENT (Fa0/6): Proposing CISP version: 1

Oct 15 13:51:23.226: CISP-EVENT (Fa0/6): Started 'hello' timer (5s)

Oct 15 13:51:28.377: CISP-EVENT (Fa0/6): 'hello' timer expired

Oct 15 13:51:28.377: CISP-EVENT (Fa0/6): Authenticator received event Timeout in

state Idle

Oct 15 13:51:29.400: CISP-EVENT: Stopped CISP tick timer

Oct 15 13:51:36.707: CISP-RXPAK (Fa0/6): Code:REQUEST ID:0x22 Length:0x001C
Type :REGISTRATION

Oct 15 13:51:36.707: Payload: 0200E84B

Oct 15 13:51:36.707: CISP-EVENT (Fa0/6): Authenticator received event Receive
Packet in state Idle

Oct 15 13:51:36.707: CISP-EVENT (Fa0/6): Proposed CISP version: 1
Oct 15 13:51:36.707: CISP-EVENT (Fa0/6): Negotiated CISP version: 1
Oct 15 13:51:36.707: CISP-EVENT (Fa0/6): Sync supp_id: 59467

Oct 15 13:51:36.707: CISP-EVENT (Fa0/6): Transmitting a CISP Packet

Oct 15 13:51:36.707: CISP-TXPAK (Fa0/6): Code:RESPONSE ID:0x22 Length:0x001C
Type :REGISTRATION

Oct 15 13:51:36.707: Payload: 01000000

Oct 15 13:51:36.724: CISP-RXPAK (Fa0/6): Code:REQUEST ID:0x23 Length:0x003A
Type:ADD_CLIENT

Oct 15 13:51:36.724: Payload: 010011020009001B0D5521C10300050

Oct 15 13:51:36.724: CISP-EVENT (Fa0/6): Authenticator received event Receive
Packet in state Idle

Oct 15 13:51:36.724: CISP-EVENT (Fa0/6): Adding client 001b.0d55.21cl (vlan: 200)
to authenticator list

Oct 15 13:51:36.724: CISP-EVENT (Fa0/6): Notifying interest parties about new
downstream client 001b.0d55.21cl (vlan: 200)

Oct 15 13:51:36.724: CISP-EVENT (Fa0/6): Adding client info at Authenticator
Oct 15 13:51:36.724: CISP-EVENT (Fa0/6): Adding client 001b.0d55.21c0 (vlan: 1)
to authenticator list

Oct 15 13:51:36.724: CISP-EVENT (Fa0/6): Notifying interest parties about new
downstream client 001b.0d55.21c0 (vlan: 1)

Oct 15 13:51:36.724: CISP-EVENT (Fa0/6): Adding client info at Authenticator
Oct 15 13:51:36.724: CISP-EVENT (Fa0/6): Transmitting a CISP Packet

Oct 15 13:51:36.724: CISP-TXPAK (Fal0/6): Code:RESPONSE ID:0x23 Length:0x0018
Type:ADD_CLIENT

— BB MRRIEFMBEI |, CISPRIEM AL E, BIRIREE —/ REQUEST ( HIERH Xi% ) #
— 1 RESPONSE ( kB B RIS M ZMBIA ) -

RITH N TR 3R : REGISTRATIONFIADD CLIENT, fE:EMiscietfE |, B R A B S HWIE
B XECISP , AE S MRILSEMIALES, ADD_CLIENTZ#: A T [0 & 4 1 i 25 8 AiE 2 2)iE R
FARM R OMIEE . SREGISTRATION—# , ADD-CLIENTE®ERA B , A HSHRIFETEIA,

WAL L Tshowf S ARIEEE., AEMibit



bstp-3500-1#show cisp clients

Authenticator Client Table:

001b.0d55.21cl 200 FalO/6
001b.0d55.21c0 1 Fal0/6

bstp-3500-1#show cisp registrations

Interface(s) with CISP registered user(s):
Fa0/6
Auth Mgr (Authenticator)

EARREG  FHRIEFNAEEERS BT EBNEED(fa0/6) , F EEM THAMACHIL,
MAC #h 31t & VLAN1 %% Ofa0/6 M1VLAN200 L iER 75,

MEA AR ITdotIx B BRI TFNRIE, LRI LHNfa0/6iw O BELT HAKIE, XIFEA
BSTP-3500-2 ( 3K 7 ) Bt A Hdot1x3#k

bstp-3500-1#show authentication sessions

Interface MAC Address Method Domain Status Session ID
Fal0/6 001b.0d55.2187 dotlx DATA Authz Success 0A3039E10000000700FB3259

FEL R , HRELRBERE

bstp-3500-2#show authentication sessions
No Auth Manager contexts currently exist

Windows PC3Y 3R 15 X L6 & 15 1 iE
EARBIH | Windows PCEERAHTEHRIT, IRINSEMOT -

1. Windows PCE# ABSTP-3500-2 ( i3k 7 ) BFastEthernet 0/5% 0,
2. BR A BERISERIT & HEIEM N

3. ARABREHWIERRR O LEE T HES IR,

RRBIERAHES :

T .
X

Oct 15 14:19:37.207: %$AUTHMGR-5-START: Starting 'dotlx' for client
(c464.13b4.29c3) on Interface Fa0/5 AuditSessionID 0A3039E200000013008F77FA

Oct 15 14:19:37.325: %DOT1X-5-SUCCESS: Authentication successful for client
(c464.13b4.29c3) on Interface Fa0/5 AuditSessionID

Oct 15 14:19:37.325: %AUTHMGR-7-RESULT: Authentication result 'success' from
'dotlx' for client (c464.13b4.29c3) on Interface Fa0/5 AuditSessionID
0A3039E200000013008F77FA

Oct 15 14:19:37.341: CISP-EVENT (Fa0/5): Received action Add Client

Oct 15 14:19:37.341: CISP-EVENT (Fa0/5): Adding client c464.13b4.29c3 (vlan: 200)
to supplicant list

Oct 15 14:19:37.341: CISP-EVENT (Fa0/6): Supplicant received event Add Client in
state Idle

Oct 15 14:19:37.341: CISP-EVENT (Fa0/6): Adding client c464.13b4.29c3 (vlan: 200)
to the ADD list

Oct 15 14:19:37.341: CISP-EVENT (Fa0/6): Adding client c464.13b4.29c3 (vlan: 200)



to ADD CLIENT req
Oct 15 14:19:37
Oct 15 14:19:37
Type:ADD_CLIENT

.341:
.341:

CISP-EVENT

(Fa0/6) :

Transmitting a CISP Packet

CISP-TXPAK (Fa0/6): Code:REQUEST ID:0x24 Length:0x0029

Oct 15 14:19:37.341: Payload: 010011020009C46413B429C30300050

Oct 15 14:19:37.341: CISP-EVENT (Fa0/6): Started 'retransmit' timer (30s)
Oct 15 14:19:37.341: CISP-EVENT: Started CISP tick timer

Oct 15 14:19:37.341: CISP-EVENT (Fa0/6): Supplicant state changed to Request
Oct 15 14:19:37.341: CISP-RXPAK (Fa0/6): Code:RESPONSE ID:0x24 Length:0x0018
Type:ADD_CLIENT

Oct 15 14:19:37.350: CISP-EVENT (Fa0/6): Supplicant received event Receive Packet
in state Request

Oct 15 14:19:37.350: CISP-EVENT (Fa0/6): Stopped 'retransmit' timer

Oct 15 14:19:37.350: CISP-EVENT (Fa0/6): All Clients implicitly ACKed

Oct 15 14:19:37.350: CISP-EVENT (Fa0/6): Supplicant state changed to Idle
Oct 15 14:19:38.356: %AUTHMGR-5-SUCCESS: Authorization succeeded for client

(c464.13b4.29¢c3) on

Interface Fa0/5 AuditSessionID 0A3039E200000013008F77FA

Oct 15 14:19:38.356: CISP-EVENT (Fa0/5): Received action Run Authenticator

Oct 15 14:19:38.356: CISP-EVENT (Fa0/5): Authenticator received event Start in
state Not Running

Oct 15 14:19:38.356: CISP-EVENT (Fa0/5): Authenticator state changed to Waiting
link UP

Oct 15 14:19:38.356: CISP-EVENT (Fa0/5): Sync supp_id: 0

Oct 15 14:19:38.373: CISP-EVENT: Stopped CISP tick timer

Oct 15 14:19:39.162:
up

KHEADD_CLIENTXR# , BEFFEREGISTRATIONR#,

%LINK-3-UPDOWN: Interface FastEthernet0/5, changed state to

ERIFERSE LWITH , B Ashow cisp registrationsin  :

bstp-3500-2#show cisp registrations

Interface(s) with CISP registered user(s):

Fa0/5
Auth Mgr (Authenticator)
FaO/6
802.1x Sup (Supplicant)

EREX FRRIEE (fa0/610 ) EEEREAS , WWindows PCEEFHRIFHAE ( fa0/5H
0).

ERIT S /RIS EM1TH |, &% Ashow cisp clientsii & :

bstp-3500-1#show cisp clients

Authenticator Client Table:

001b.0d55.21cl 200 Fal/6
001b.0d55.21c0 1 Fal0/6
c464.13b4.29¢c3 200 Fal/6

FTHIMACHEHE HINTE B RUEEFAIVLAN 200 . B RESupplicant® F ik L FAAAE R P M F K
MAC 3k

H AR NS R E— 1R ZFEZRER 5 #Ifa0/55 O



bstp-3500-2#show authentication sessions

Interface MAC Address Method Domain Status Session ID
Fa0/5 c464.13b4.29c3 dotlx DATA Authz Success 0A3039E20000001501018B58

MPERBRRET & 4310 U 89 2 F i

I BRZE P omest (B0, InRiw Ok ) |, BN DELETE_CLIENTXRE X & P KRIERS.

Oct 15 15:54:05.415: CISP-RXPAK (Fa0/6): Code:REQUEST ID:0x25 Length:0x0029
Type:DELETE_CLIENT

Oct 15 15:54:05.415: Payload: 010011020009C46413B429C30300050

Oct 15 15:54:05.415: CISP-EVENT (Fa0/6): Authenticator received event Receive
Packet in state Idle

Oct 15 15:54:05.415: CISP-EVENT (Fa0/6): Removing client c464.13b4.29c3
(vlian: 200) from authenticator list

Oct 15 15:54:05.415: CISP-EVENT (Fa0/6): Notifying interest parties about
deletion of downstream client c464.13b4.29c3 (vlan: 200)

Oct 15 15:54:05.415: CISP-EVENT (Fa0/6): Transmitting a CISP Packet

Oct 15 15:54:05.415: CISP-TXPAK (Fa0/6): Code:RESPONSE ID:0x25 Length:0x0018
Type:DELETE_CLIENT

BIRERST R
LERSHRERBBRA , FERERTRARBIARD , UBEZLRE,

Oct 15 15:57:31.257: Applying command... 'no switchport nonegotiate' at Fa0/6
Oct 15 15:57:31.273: Applying command... 'switchport mode access' at Fa0/6

Oct 15 15:57:31.273: Applying command... 'no switchport trunk encapsulation
dotlg' at Fa0/6

Oct 15 15:57:31.290: Applying command... 'no switchport trunk native vlan 1' at
Fa0/6

Oct 15 15:57:31.299: Applying command... 'no spanning-tree portfast trunk' at
Fa0/6

Oct 15 15:57:31.307: Applying command... 'switchport access vlan 1' at Fa0/6
Oct 15 15:57:31.315: Applying command... 'spanning-tree portfast' at Fa0/6

Oct 15 15:57:32.247: %LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/6, changed state to down

Oct 15 15:57:32.247: CISP-EVENT (Fa0/6): Authenticator received event Link DOWN
in state Idle

Oct 15 15:57:32.247: CISP-EVENT (Fa0/6): Removing client 001b.0d55.21cl

(vlan: 200) from authenticator list

Oct 15 15:57:32.247: CISP-EVENT (Fa0/6): Notifying interest parties about
deletion of downstream client 001b.0d55.21cl (vlan: 200)

Oct 15 15:57:32.247: CISP-EVENT (Fa0/6): Removing client 001b.0d55.21c0 (vlan: 1)
from authenticator list

Oct 15 15:57:32.247: CISP-EVENT (Fa0/6): Notifying interest parties about
deletion of downstream client 001b.0d55.21c0 (vlan: 1)

Oct 15 15:57:32.247: CISP-EVENT (Fa0/6): Authenticator state changed to Not
Running

Oct 15 15:57:32.247: CISP-EVENT (Fa0/6): Sync supp_id: 0

Oct 15 15:57:33.262: SLINK-3-UPDOWN: Interface FastEthernet0/6, changed state
to down

Bet , HRITMCISPRAMBRARBERFNEFFiw , FERZED EWCISP,

R 5 ZRHL L3R Fdot I xHy ik O



MERGERERFHRIERVCISPERREN S —EXE. FRAFAAFHNAESHEEN
MAC i 31t 38 1 5 13 50 IF 25

BERENRELR  IRRZFEAKRE AdotIxWiwA £, MSIREMACH: 1k H B CISP/A#E S| £
3L

BRI AT REBICISPEINMERFiRHNES,

SRR E , BRAVEARBS dotIxREM S ERBIRZ IR |, FHRMACH U RVLANE BE£EES
BRRIIEE. SNRIISEAYXLEEHRHRENESNNITS.

BN | 7 A XA L& 6IE T HAVLAN(VLAN3Z00) , HFRRAA TiER AWK Ofa0/4, KO
faO/4 AR AdotIxBL EMFEFEARA,

FRITHUA T HE R —NAUEMRD

bstp-3500-2#show cisp registrations

Interface(s) with CISP registered user(s):

Fa0/5
Auth Mgr (Authenticator)
FaO/6
802.1x Sup (Supplicant)

EHHARIESEL , FTRMACHHETEVLAN 300 LA L,

bstp-3500-1#show cisp clients

Authenticator Client Table:

001b.0d55.21cl 200 Fal/6
001b.0d55.21c0 1 Fa0/6
001b.0d55.21c2 300 Fal/6
c464.13b4.29¢c3 200 Fal/6
68ef.bdc7.13ff 300 Fal0/6

TP HE R

REBHRENEE T AT EE#THELRR.

i o
DoRHEREFTE ([RIEMAF ) TFEEL show . FAMEHERESTIEXESR
show @51 H Y 29 #7 o

£/ debug R 28 , HSHEX Debug T HTMEEFE.,

X A A BIEINEATHMICISPRATHIES R | AXHIERSHHTHRA


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

- debug cisp all — & R Az B CISPE 2R,

- show cisp summary — & R LCISPEORSHHE,

- show cisp registrations — 5 "S- 5CISPR#RMNEN ., XLEEONEAUREORETENEATH
_:FtlBﬁJ\o

- show cisp clients — E REAEZFFIHMACH U R HUE ( VLANFED ) R, XEEN &7
WU B Ho



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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