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FHER R, AnyConnectMEHEEEBNAMEEXHATEEN . AXEPNE THREAL
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ERRNAH
AT RF 4 E N R RBE LR

AXHEPNEEHRRETREXRENEFNREFEN, AXHFEANMERZHNERAR
(BN ) BE, MRAEEANREXINEG  FRRARLKELTHREG STHBERN,

gl
BRNHEAENESER , 5 %E Cisco RRETRAE,

ol

i

. 802.1x#ER A — Windows 7 , #Cisco AnyConnectZ £ B3 & xR 4<3.1.01065 ( NAMAE R
)

- 802.1xH I8 ERT — 29603 ##l

. 802.1xF 7 IEfRS5 88 — ACShRAR5.4

- BEMicrosoft ADEE R HIACS — 1F#2H88 — Windows 2008 Server

mIMEAER

- ACS - 192.168.10.152

. 2960 - 192.168.10.10 ( e0/0 — EEZEERF )
- DC-192.168.10.101

- Windows 7 - DHCP

i

Windows 7 T{E¥ %% T AnyConnect NAM , iZNAMAEER S , FEAP-TLS A EACSHRS 853
THEMRIL, EF802.IxNRRINTLEFMARIUIZR, AP IUEPHACSKIE , REERIABREIER
NAACN)RAEKEE. I, ACSMADIRELA FiE H T E1E R 5 1R ALAVIE P Y — 3 Hl EL R

ReHE IR

RHRHEREARE. MNERT , wmOLTREXVLAN 66654 . ZVLANKWIGRIZR, AFRE
BRE , wOVLANF EFEE,

aaa aut hentication |ogin default group radius |ocal
aaa aut hentication dotlx default group radius

aaa authorization network default group radius

dot 1x system aut h-contr ol

interface Ethernet0/0


/c/zh_cn/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

swi tchport access vlan 666

swi tchport node access

ip device tracking maxi mum 10

dupl ex auto

authentication event fail action next-nmethod
aut henti cation order dotlx nab

aut hentication port-control auto

dot 1x pae aut henti cator

end

radi us-server host 192.168.10.152 auth-port 1645 acct-port 1646 key cisco
EHHER

X TFEAP-TLS , B RAMBHRIERFSEFHBEZIER, WRHIETOpenSSLAERKIUES,
Microsoftiif a3l & #l¥3(CA) /] A F E{b il M R Ry EFE

1. BERCA , BRANTHS :
openssl genrsa -des3 -out ca.key 1024
openssl req -new -key ca. key -out ca.csr
cp ca. key ca. key.org
openssl rsa -in ca.key.org -out ca.key
openssl x509 -req -days 365 -in ca.csr -signkey ca.key -out ca.crt

CAEBERE EcacrtXHH |, BE ( MARZTRY ) BEAREEca keyXEH,

2. AACSE=NAFIERM—MESH , IBIEBEHHIZCAZR :
CN=test1CN=test2CN=test3CN=acs544 B H BRI CAZ B W E/MIEPHHIARZ :
openssl genrsa -des3 -out server.key 1024
openssl req -new -key server.key -out server.csr

cp server. key server. key.org
openssl rsa -in server.key.org -out server.key

openssl x509 -req -in server.csr -CA ca.crt -CAkey ca. key -CAcreateseri al
-out server.crt -days 365

openssl pkcsl2 -export -out server.pfx -inkey server.key -in server.crt
-certfile ca.crt

4 Eserver.keyXX | iEFFEserver.crtXX -, pkes12hRASTEserver.pfx XA,
3. MEBMEH (.px3H ) FHS AFEFEE, EEEHET B/ MEBBRZEE.
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e

Fle  Artion  Wew  Help -
MR EE =R
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® ] Intermediate Certification Authy
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M T Uninusbed Certficabes
# | Third-Parky Rl Cerlificaton A
F ] Trusted Peopla
m 7 Cerifratw Enralment Requests
# ] smart Card Trustsd Roots
e Cestficne
Cortificate status:

4 | s

4]

ﬁl‘ Add mibea
& hdd foatures

Robes:

Featunes:

Figdraz: Chireg

’Tm certificate ks 0K,

Leam more about certcation gaths

G Polic

fEWindows 79 ( &3R5 ) i A Active Directory#i% A FiEF T |, ATLUBEME R HRE.

1l BRC

AR EIE PR BADPR R BRER

1. MActive Directory i P Mt &E# , S ZE“FAP"XHX,
2. NE" R F | R BRIIEE

B Active Directory Users and Computers =10l x|
Fle Action | View Help
_| Active Direq  Large Icons |
+ _I Saved]  Smal Icons Whudowane konto do ad...
= B4 dsco-te  List Wyznaczeni administrator. ..
oL Eull @ Detail Wyznaczeni administrator, ..
& [ Con N
@ & oor Users, Contacts, & ,and G — \Wymnaczeni administrator. ..
i For| v Ad iF -~ Grupa administratordw DNS
g —' Los| Fiter Opt Kliend DMS, kbdrzy s3 upo...
3 _: Pro Wszyscy godce domeny
B B syd Customize, .. Whudowane konto do dos...
| [e— S Grupabezre... Security Group ... Celonkowie tej grupy me ...
7 | -] NTDS Quotas 82 Grupazrepi... Security Group ...  Czhonkowie tej grupy meg...
%Kﬂrnpt.ltery d... Security Group ... ‘\Wszysthkie stacgje roboczei...
Kontrolery d,.. Sacurity Group ... \WsZystkie kontrolery dom. ..
82 Kontrolery d tie kontrokery d
ﬂ,IJKu'rl:rulerg,r d... Security Growp ... Eementy czhonkowskie tej...
Eﬁﬁmdery d... Security Group ... Elementy czhonkowskie te]...
E. krbigt User Konito ushugi centrum dyst...
%Semeryn_ﬁs... Security Group ... Serwery w gnupe mogg z...
testl User
L teat2 Liser
82 Twdrey-wiad... Security Group ... Czhonkewie tej grupy meg...
ﬂ!,Ui'y'Hmwniq' o Security Growp ... Wszyscy ubythownicy do...
EE;'L‘.rydamv Ce... Saurty Group ... Clonkowle te] grupy mal...




3.RMATAF ; testitest2test3FRE : FBFREE,
4. NBEHEAOF , ERECEABFIEPEIF, EFENANISELES, Flw , X Ftest1 , AF
CNAtestl, XX : HNERBMME (ARBETHAFLE ). THATAENRS.

B Active Directory Users and Computers Lest2 Froperties Elx=
Fle  Acton  Wi=sw  Hels Securty | Fnwormert | Sessens | Remotecontml |
PO ] b A —_ > 3 L.
| M| 0| XE S| HmEm a7 0% et R W | R ek M|
— - General | Addess I Accourt I Prafie I Teephiones | Crgenization
Actve Duectory Usars and Comput S8 | Type | Descrpton _ piseg Corticates | Member OF | Paseword Renication | Dialn | Otsect
2 Saved Queries £ Acministrator  Lkser woudawane ki
H 7 dsco-test.com B2, Administrator,,. Securty Groug ... Wymaczeniac List of X509 cerfficates publizhed forthe user account
B L Builtin B3, Admiristrator,,. Secufity Groug .. WyZiaczen &
" F i lz=ued T Imzued Interd=d L=
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& " Smiem :, Gosc User Whudowane ki
U;aa;r:. B2 Grupabezrs.. Secunty Group ...  Crionkosis i
Il _ NTLS Quatas :J:_E_.Lir.lm Treph,.. Secunty Groug ... Cronkowss feg
B2 komputery 6,..  Seounty Group ... Wezystos stac
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LR ER , MERAERADFHBERAF . XA LUBER £ Aldapsearchi# THILE :

| dapsearch -h 192.168.10. 101 -D " CN=Adm ni strat or, CN=User s, DC=ci sco-t est, DC=coni -w
Adm npass -b "DC=ci sco-test, DC=cont

AH2B RPIGERAT

# test2, Users, cisco-test.com

dn: CN=test2, CN=User s, DC=ci sco-t est, DC=com

userCertificate:: M| CuDCCA GgAw BAgl JAP6cPWHhM: 2y MAOGCSqGSI b3 DQEBBQUAMFYX Cz AJ
BgNVBAYTAI BMVMQmCg YDVQQ DANNYXox Dz ANBgNVBAC MBI dhc nNhdz EMVIRo GAL UECgwDVEFDMOMC
g YDVQQL DANSQUVK DDAKBg NVBAMVAL RBQz Ae FwOx Mz Az MDYxM Uz M daFwOxNDAzMDYxM UzM daMF

0oxCz AJBgNVBAYTA BMMQs wCQYDVQQ DAJ QT DEPMAO GAL UEBWWGS3J ha293 MM WDAYDVQQKDAVDaXN

j bz ENVAs GA1UECWEQR 9y Z TEOVAWGAL UEAWMMEd GVz d DI wgZ8wDQYJ KoZI hvc NAQEBBQADg YOAM GJ

Ao GBAMFQZywr GTQKL+Lel 190vNavCFS&zt 2HGs8qGPr f / h304l | vU+nN6aZPdkTdsj i uCeav8HYD
aRznaK1LURt 1PeG H cTgcGZ1MM Gpt i neG+h234GPU59k4XSVQ x ARCDpVH8I BRIz OSWQL Xe+kR
i ZpXCA44eKOh6wd +yW4bAgMBAAG gYkwg Y YwOwYDVROPBAQDAG TwivHe GA1 Ud J QRWMIGA GCCs GAQU
FBwWVBBggr Bg EFBQe DAg YKKwYBBAGCNwo DBAYL KwYBBAGCNWo DBAEGCCs GAQUFBWMVBBg gr BgEFBQyC
FQYKKwYBBAGCNwo DAQYKKWYBBAGCNX QCAQYJ KwYBBAGCNX UGBggr BgEFBQe DAj ANBgk ghki GOWOBA
QUFAAOBg QCuXwAgc YgLNnBgEDTWH OMITFj Py ASKSDB76yVgZwr 11ch7eZi NSnCt H7Pn+VI Lagf 90

ti Fl 5tt k9KX6t | vbeECAX/ nvVgAB3HUJH5sL1n/ k2HLOXCXKF MgMGr t sZr A64t MCc CeZRoxf AO94n

Pul wF4nkcnulxQ B7x+Lpcj xj hQ==

R B R

1. ZE I B B 4% 58 2 anyconnect-profileeeditor-win-3.1.00495-k9.exe.
2. fIFAMB AR EERREN HRESHARERERE X 4.
3. BIRBERLME,




File Help

, Metwork Access Manager
48§ Client Paley
B Authentication Policy
o (1] Hebwarks
i Metwork Groups

! Networks
Profile: C:\1\profi.xml

Mame Meda Type
my configured 802, 1x profile Wired

Group*®

1

ERMER , LAFPERESRSORINERAILERITEEE, FEEFZET. S5, £
‘username™EN R ZRF WD, BEFHICE , ESACSATEMADHIEBRIDARE, ZIDFH

FEACSHELE,
Metwark Actess Manager : MNetworks
€¢:§ Chant Polcy .
Authentication Palcy Profile: C:\1\prefi.xml
y Metwaorks Liser Identity Media Typs
’ ﬁ Metwork Groups Unprotected Identity Patbern: [usernzme] Security Leve
Connection Ty
User Auth
Credentials

User Credentiols
Lise Single Sign On Credentials

@ Prompt for Credentals

Remember Foraver

(Requires Smart Card)

Remember while Ussr iz Logged On

@ Mever Remember

Certificate Sources

@ Smart Card or 08 certificates

) Smart Card certificates only

Remember Smart Card Pin

Remember Forever
1 Remember while User is Logged On

@ Mever Remember

4. 5 xmI3X# 5 7 7 c:\Users\All Users\Cisco\Cisco AnyConnect Secure Mobility Client\Network
Access Manager\system\configuration.xml,
5. E#F /B3 Cisco AnyConnect NAMARSS -

RBIERFHEEXHEE. ADARATAMBRAFERE R M. Wi, ASATTRA THESVPNEK

B VA BC BC B 3L

ACSELR

1. IR AADIH,
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[ Eratis passw i thangs

=) Eraatie marsins ssthartcaion

[ Eratis dan chice

[0 Eruatie £ allemck: ctach for chad-mclisrfe
| | EELS LT

ACSTERMIBER TR EIAYIEFH FHICNFERICELADR 7 & ( EAHIH Ntest1, test2m
test3) . BEATZHHILR, X2BEACSMADIREAFIES , FIEEERS WERHE
Pefp , M 5 473560 K M

1 Users and identily Stores 5 Mama: Fﬂ'ﬁ profila 2

Description: |
Certificate Defndtion
Principal Username X509 &tiribwte: Cammon Mame [» I

Ferfarm Einary Cerificate Companson with Cenfficate rairieved from LOAR ar Acteee Directany

Harme;
Select I

Identity Groups

@ = Requirad fizlds

i ]
Gneral
= Ugars and ldentiy Stores - =T
Ny LAroups Description. |
Authentication Method List
Cerlificale Authanlicalion Profila
Cartiicate Based [certaionie 2 Selecl |

[ Password Based

Additienal Atiribute Retrieval Search List
An optional s2tof additional identity store s fram which atiributes will be refisved

Available Salecled
I -
IMHEI(S-: " _{l LI
=] ]
=l =]
* Advanced Optlons

£ = Required fislds
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o T

RADIUS & 3 58 0 5 3R,

: .:' 1= || 'Il':'::i'l

#_ Access Policies

|dentity

. EEFNENEKRE, F—1NKREHTtest1 , BIELHRZAF. FZANFREATNR2, R
i‘FEFﬁVLANZEﬂEﬁifJ‘I‘ﬂ

Fice S (w|waow Swsie v S w| | e v

Condiiors Rasuks

O slaku HOZLoetaion  TimedndDal:s Comecund Candln FSiathe izl an Prodlas Yz
5O a e tn AR i celficme Dedo e Samman Rame squaks sl Dempfscsss [
& O 8  Chieed e AN CRilifizas Din sy Do an NEme scuas kAl slin? 7

VLAN2 ZERECE XM |, REFAF48E 2R EVLAN2EIRADIUSE .



= Policy Elements
10| ricliti

Filar:

[.General.|| Common Tasks; | RADIUS Atiributes. |

and Permigsions > Network Access > Auth ;:_-:-‘ or mﬁ.‘t N

=

ACLS

Downloadable ACL Mama: | Maotin Use |1'|

Filter-ID ACL: MNotinUse =]
Prowy ACL: Matin Use Ivl
Voice VLAN

Parmission to Join: ‘Motin Use | b I
VLAN

WVLAN IDIMame: Statie |v| # Value [2
Reauthentication

Reauthentication Timer; Matin Use Ivl
Maintain Connectivity during

Feauthentication;

Qos

Input Policy Map: [Motin Use |'|
Output Policy Map: ‘Motin Use [vl
802.1X-REV

LinkSec Security Folicy: Motin Use [vl
URL Redirect

URL for Redirect: Motin Use |v|
LIRL Redirect ACL: [Notin Use = |

Whean a URL is defined for Redirect an ACL must also be defingd

& = Requirad fields

Ll
O

[= | maten it w| o=
Friendly Narme +  Explratizn Izsued To
Tac DE111611.2013  TAC TAC

5. £ MH L FEHBRICA for ACSEEAMIES (ATHYREOBRIEMHIN ) o

Izsued By

Discription



B ﬂ WywWnksEats Syen Acnnerabien = Conlguraon = Lol Sarier Cedfovies = Locsl Caicalse

r [41 Hebwnr ReROUTTES

Local Carifllcatas
" Usezis and idenlity Etcres -
L iy Filler: | = | Malchar: i -
v Gk Paliey Elamznls
= ] Erienaly Name =~ Issuad T =suad By walid Fram Walld To (=xpratinn Pradacal
v [ Brisss Polales
7] acsnsd acsfd T 09322200203 093222023078 EAF daragemert Inleraze
» | Menicding and Reparts
:I acshd acsid AcRhg 172198022303 1777 18.053013 (]

= Llgers
Auienticaion atings
Max Uzar Sasson Glokal Ssitings
Purgs Lisar Ssssions
= nparatinns
[istihutad Sysem Managaman
Software Hepostories -
Schecul=d Bacwps
* Lucal Opealiors
= onfguralion
= Glokal Systern Cplons
TACACS Setings
EAF-TLS Satings
FEAR Sahings
w E&F-FART
Eatings
Gangranz SAL
SEA Becudl Fromos
= Dicicnanes
* Prolocls
w Idertity
= Local Samer Cerlificalss
‘Jutstanding Sianing Faqusesis

BriE

FEWindows 78R 5 L ZE A #1802.1xfRkF = —MEFWHCE , AR EAKRAnyConnect NAM, £
ABEXH , BFin AT UERSEIES,

F

i

———————!
Cisco AnyConnect
Cisce AnyConnect Secure Mobility Client
Choose certificate for the connection my configured
802, 1x profile:
test3@ @ v
test3m Verify your netwark connection.
e — .
Itestl@ -
sEED E?: I
Mo Metwaork Connectivity
Expiration Date: 2014-03-06 12:549: 24 UTC
Serial Number: FEGCID6IE131C083 Network:
Authenticating

my configured 802.1x profile !E& -

& Ftest2iE it |, K|S WK Ih i X FMRADIUSE t.

00: 02: 51: 9%OT1X- 5- SUCCESS: Aut hentication successful for client

(0800. 277f.5f64) on Interface Et0/0

00: 02: 51;: %AUTHMGR- 7- RESULT: Aut hentication result 'success' from'dot1x'
for client (0800.277f.5f64) on Interface Et0/0

swi t ch#

00: 02: 51: %&EPM 6- POLI CY_REQ | P=0.0.0.0] MAC=0800.277f. 5f 64|



AUDI TSESI D=COA80A0A00000001000215F0| AUTHTYPE=DOT1X|
EVENT=APPLY

SW t ch#show authentication sessions interface e0/0
Interface: Ethernet0/0
MAC Address: 0800.277f.5f64
| P Address: Unknown
User - Nane: test2
Status: Authz Success
Domai n:  DATA
Oper host mode:  singl e- host
Oper control dir: both
Aut horized By: Authentication Server
Vlan Policy: 2
Session timeout: NA
Idle tineout: NA
Common Session |ID: COA80A0A00000001000215F0
Acct Session I D 0x00000005
Handl e: 0xE8000002

Runnabl e met hods i st:
Met hod State
dot 1x Aut hc Succes

BEEE , BB VLAN 2, T LAEACS BN EMRADIUSE MR MEZBNE EXH ( Flns R

TNy

Rl HI 5 R EHRNITESRR ) o

ACSEHBEMT :



12813 Extracted TLS Certificate\erify message.
12804 Extracted TLS Finished message.
12801 Prepared TLS ChangeCipherSpec message.
12802 Prepared TLS Finished message.
12816 TLS handshake succeeded.
12509 EAP-TLS full handshake finished successfully
12505 Prepared EAP-Request with another EAP-TLS challenge
11006 Returned RADIUS Access-Challenge
11001 Received RADIUS Access-Request
11018 RADIUS is re-using an existing session
12504 Extracted EAP-Response containing EAP-TLS challenge-response
juati . i
15006 Matched Default Rule
24432 Looking up user in Active Directory - test2
24416 User's Groups retrieval from Active Directory succeeded
24469 The user certificate was retrieved from Active Directory successfully.
22054 Binary comparison of certificates succeeded.
22037 Authentication Passed
22023 Proceed to attribute retrieval
22038 Skipping the next IDStore for attribute retrieval because it is the one we authenticated against
22016 |dentity sequence completed iterating the IDStores
Evaluating Group Mapping Policy
12506 EAP-TLS authentication succeeded
11503 Prepared EAP-Success
i . B i
15042 Mo rule was matched
Evaluating Authorization Pelicy
15004 Matched rule
15016 Selected Authorization Profile - vian2
22065 Max sessions policy passed

22064 New accounting session created in Session cache
11002 Returned RADIUS Access-Accept

T BB BR

ACS LAy B i BT

AT BERY EB1% — ACS Active Directory# I N 2B 48 %



12504 Extracted EAP-Response containing EAP-TLS challenge-response
12571 ACS will continue to CRL verification if it is configured for specific CA
12571 ACS will continue to CRL verification if it is configured for specific CA
12811 Extracted TLS Certificate message containing client certificate.
12812 Extracted TLS ClientkeyExchange message.

12813 Extracted TLS CertificateVerify message.

12804 Extracted TLS Finished message.

12801 Prepared TLS ChangeCipherSpec message.

12802 Prepared TLS Finished message.

12816 TLS handshake succeeded.

12508 EAP-TLS full handshake finished successfully

12505 Prepared EAP-Request with another EAP-TLS challenge

11006 Returned RADIUS Access-Challenge

11001 Received RADIUS Access-Request

11018 RADIUS is re-using an existing session

12504 Extracted EAP-Response containing EAP-TLS challenge-response
Evaluating Identity Paolicy

150068 Matched Default Rule

24432 Looking up user in Active Directory - testl

24416 User's Groups retrieval from Active Directory succeeded

24463 Internal error in the ACS Active Directory

22059 The advanced option that is configured for process failure is used.

22062 The 'Drop' advanced option is configured in case of a failed authentication request.

AD DC EAREBMIEIEH

AT REM S8R — FoiEMActive Directory®e 3R B FIE$



12571 ACS wall continua to CRL verfication if it 15 cenfigured for spacific CA

12811 Extracted TLS Certificate message containing client certifcate.

12812 Extracted TLS ClientKeyExchange message.

12813 Extracted TLS Certificatevenfy message.

12808 Extracted TLS Finished message.

12801 Frepared TLS ChangeCipherSpec message.

12802 Prepared TLS Finished message.

12816 TLS handshake succeedad.

12508 EAP-TLS full handshzke finished successfully

12505 Preparsd EAP-Request with ancther EAR-TLS challenge

11006 Feitumed FADIUS Access-Challenge

11001 Received RADILS Access-Request

L1018 BADIUS 15 re-using an existing session

12504 Extracted EAP-Respoense containing EAP-TLS challenge-response

Ewvaluating Idenzity Pelicy

15006 Matched Dafzult Ruls

24437 Looking up user in Active Directory - test?

24416 User's Groups retrieval from Active Directory succeeded

24100 Some of the expected attributes are not found on the subject record. The default waluss, i configured, will be used for these sttrbutes
#4468 Failed to retrieve the user certificate frem Active Directory.

22048 Binary comparison of certificates failed

22057 The advanced option that is configurad for a failed authentication requast is used,
22061 The 'Beject' advanced option is configured in case of a failed authentication regquest,
12507 EAPR-TLS authentication failed

11504 Prepared EAP-Failure

11003 Retumed FADILS Access-RAeject

NAMEE & 34 B E X

EoURES  BUERERATENNBFEP#HTEMRIE, EXMERLT , BIWVEEEZR
VLANRY 33l £ E A FF R 802.1x1E R, HE802.1xMITENEFHEBHGE , HEFE—NFHRIE
SEHEAADUTENIPHTEARIE, AE , FAFRHEIIEAERESE , FARFPIEREIE
“ANBHRRIELE. AFEETER (ZEE) WVLANG | EEZ2MEHE. ©55 1RSS5
Z(ISE)TEEMK.

E*‘. AnyConnect Profile Editor - Metwork Access Manager QEE
File Help
|| Metwark Access Manager : Metworks
= E .
| Gleniay | Profile: C:tiproft.xmi
i Metworks Hetwark Connection Type Media Type ~
5 Network Groups = Machine Cornection | Seaurity Leve
Connection Ty
This should be used if the end station should log onto the network before the user logs in. I Madhine 20
This iz typically ussd for connecting o domaing, ta get GPO's and other updates from the m
network before the user has acoess. Lise=r Auth
| Credentials.

User Connectan

The user cormection should be wsed when a machine connection is not nacessary, A user
connechon wil make the network avallable after the wsar has logged on.

@) Madhine and User Connection

Thig type of connectian wil be made autamaticaly when the machine boots. Tt wil then be
brought down, and back up agan with different credentials when the user logs in.

RiE , A LAMMachine AuthenticationfUser Authenticationi% Il = Fi & 2 30 /Y & 49 18 i .

MR EFAVITIF802. xS , MEFFIRKEPEES R ZH , ATUEAS02. 1xEX
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