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1.ERHESHRLEE —ME EWIPE E R EH//ASED

Mo, T!me Source Destination
1'0,13?-0&0& 112.15._211.11‘? 192 .1e8.73.57

- R 172.16.211.177

. BH9h : 192.168.73.97
FMC > Devices > Device Management > Interfaces > Edit each interface

BR REHCEREENEOSEITERNVLANG | URERERE.,

Running-config ( =4 )

interface Ethernetl/1

nanei f Qutside

i p address 192. 168. 73. 34 255. 255. 255.0
|
interface Ethernetl/2

nanei f | nside

security-level 0O

i p address 172.16.211. 34 255. 255.255.0

2EENENINEMXHNESEBEMAEARPERE , BAXEMXREFE,
FMC > Devices > Device Management > Routes > Select your FTD > Routing > Static Route > Add Route

Running-config ( ;=41 )

route Inside 172.16.211.177 172.16.211.100 1
route CQutside 192.168.73.97 192.168.73.100 1

£ A LinaConfigTool/5 ] &l B & fRARP% B :

1. &3%FTD CLI

2. BT REN

3. I’AEKI PR (sudo su)
LinaConfigTool#L & 7= 45l




/usr/ 1 ocal/sf/bin/LinaConfigTool "arp Inside 172.16.211. 100 dead. deed. deed"
/usr/ 1 ocal /sf/bin/LinaConfigTool "arp Qutside 192.168.73. 100 dead. deed. deed"
/usr/ 1 ocal /sf/bin/LinaConfigTool "wite nent

3EAFT FIISHENIL,

1. BI2Y BiHRIFIZER ©  Goto FMC > Objects > Access List > Extended > Add Extended Access Listfif Fi S
“allow any”8|ZACL
2. %ﬁf?ﬂ%ﬁﬁ*ﬂ'fb . Goto FMC > Policies > Access Control > Select your ACP > Advanced > Threat Defense

Service Policy%ﬂﬂ?ﬂﬂ”#ﬁ?¥ Global IERR 2 BRI Extended ACLH&%J&EF Randomize TCP

Sequence Number
running-config

policy-map gl obal _policy
class cl ass-defaul t
set connection random sequence-nunber di sable

Linuxi#id i :

1. ASNMEOBREIP ( XBURTEOBTAIBFMAMAIFM ) ifconfig ethX <ip_address>
netmask <mask> =l : ifconfig eth1 172.16.211.35 netmask 255.255.255.0

2. (W% ) #MEMEOEENTEVLAN

3. MPCAPX & FIKali LinuxBR S5 88 ( BRI U@ tecpdump3RBlpcapX # , FEFTD L3 TR
%)

4. {F Ftcpprep Bl 2 TCPEE & 17 X4 tcpprep -i input_file -o input_cache -c server_ip/32 =4l
. tcpprep -i stream.pcap -0 stream.cache -c 192.168.73.97/32

5. f£ Atcprewrite E EMACH# 41k tcprewrite -i input_file -o output_file -c input_cache -C —enet-
dmac=<ftd_server_interface_mac>,<ftd_client_interface_mac>
I : tcprewrite -i stream.pcap -o stream.pcap.replay -c stream.cache -C —enet-
dmac=00:50:56:b3:81:35,00:50:56:b3:63:f4

6. FFNICEZEIASA/FTD

7. {F FtcpreplayE# 1% tepreplay -c input_cache -i <nic_server_interface> -
<nic_client_interface> output_file
3l : tcpreplay -c stream.cache -i eth2 -I eth1 stream.pcap.replay

rir
EFTD L AIRMESRE , LK EaR TR ANED -

1. EAEBEE O LRI BIE IR cap i interface Inside trace match ip any any
2. FESNEREE O LB BIE IR cap o interface Outside trace match ip any any
={Ttcpreplay # R HIE T2 R EIREHNED

R E=

firepower# show cap

capture i type rawdata trace interface Inside interface Qutside [Capturing - 13106 bytes]
match ip any any

capture o type rawdata trace interface Qutside [Capturing - 11348 bytes]

match ip any any

firepower# show cap i



47 packets captured

1. 00:03:53.657299 172.16.211.177.23725 > 192.168. 73.97.443: S 1610809777:1610809777(0) wi n 8192
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