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AR BEAEENER,

{58 P B 484

AT PR T 45 E B B AR AR R AR

A

BXRXHEANBFMES , BSH Cisco BRARLRRAN,
{5/ SNMP BB

SNMPV1 ( BT FEEEIHIL ) M SNMPv2e , SXBENEBREEE (MIB) 4 , BB ER
RO B A

MRE-NEEREARABNRE  MEBLREBISAEBNNR , ELEERABLERELNE
M REITRAHIERBIFER T USEERN . BAERNENX —EERALTE, HERPERILL
ZERFLNEMETZERBOEERLEBH, X—REBIRIE-FHNEHBBATER
KT o

WEEHE  EERIEREN , HAULLARBRESHREUER. Fl  EERTUEZERRNAE
, AT BRI b R BREVIRB R |, MEE i TS 4.

BIEHBRNTZ L SNMP FRIFER , BHEQRNBHETERBHIMENAERF, 3 , E5x
£5HER SNMP 221 A AT 88, MERTMAMAIERLTER SNMP 5K, B, MR REFEE
RMEMEME  SERFAERTRERIERB.

RFC 1157 FX$ SNMPv1 FaBF#IT T EXL , @FRUTFE !

- Enterprise - 1RG£ B FE BT Z E X RAYFEE,

. Agent address - 12 {4 B [ B89 F & X R A9 4k

. Generic trap type - XX E2E TREHBHERZ —,

. Specific trap code - R IX2E THEEBMERZ —,

. Time stamp - FERM LR 25 EFTATIE 1L I 4 5L FG Bt 2 [E1 233 /Y B [E]

- Variable bindings - B+ @& PDU BB #EFER, BNAIEHEEFT —MEE MIB WREH &

H A H{EHEXEK,
FREREHEMBA ; coldStart, warmStart, linkDown, linkUp. authenticationFailure,
egpNeighborLoss., X FiERASNMPV1[E , 2 UFERIESXIEMEM M8 % HsysObjectiDE, £
NS4S EEB Y |, Generic trap type FERARE N enterpriseSpecific(6). BRHIAIEZGHI FH K
T EHCHEERB. Ciscol® BBt Enterprise= BR1R 8 FysysObjectID , 3 B {8 A Specific
trap KEEKIRBIFT B CiscolR & X IFMATE R ER , M2 A& B Enterprise M Specific trap
codeFEXREHEMMIRA . BALUMSNMPR REMBTH B ZRIERE . 4L, BRFECISCO-
GENERAL-TRAPS MIBHRE#MIEN T —EEAMK B, ARXNTEZHERE, EXLERBF
, Generic trap type FERRETE , TRI1RIEN enterpriseSpecific(6)o

TESNMPv2cEBi A , NOTIFICATION#E X INOTIFICATION , E X 5SNMPVvIF~E., BEB
TS -

. sysUpTime — X 5SNMPv1 & B A B9 Bt R BE 4H ED
. snmpTrapOID — FEMRIRF B, EMMBEHTHNETR RFC 1907 HEE N ; N4 E KB+
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, snmpTrapOID 35Er_E2Z SNMPv1 Enterprise 23 F1 5 IA BN FHriR#F ( “0°FH SNMPv1
Specific trap code S# ) BIE 4,
- VarBindList - AJZEHER FIZ,
NTEARBLABSRENEH  EEREXTAEN RIFZAF (OID) EXT 4. FTEL, 2453
FEMEBHEHN MIB, XREMETERNOIDEE , MENZEERSARES THRRIALETHEM,

BREBEEMIBHHCiscolRBEXFHIEM |, 55 M Cisco SNMPX RS nzs . XEFH T4E MIB 1]
AHE. ERBUXLLFER |, B Cisco I0S® BAMALMEFHHIHE MIB, E T fi#CiscolR & X
EWRLEMIB |, & 1h Rlwww.cisco.com/go/mibs » MIB AN ZEH ML BB RSEH, LWIRERE
MARmE, FSRENEZEERS (50 HP OpenView 5 NetView ) WA FEm , THREZHN
NMS F& E¥#/T MIB HiZHEE. FENESE SNMP : MIB % 0 AH & MIB %4285 MIB fis

o

A BRIEZTEE , ENRET2OMEEBERE LM, IREFMLMAE T MIZEIEMREB., A
MEMEER IPiiutE Y , BMRERIERIRE THE RS (DNS) RFH[EH , MHEREILUR
EFWB. EERIH Cisco I0S FHMAF | iIREEE R o SUERMA)H LA IXBLEER, Ax
HEBERHEREE SNMP RIMAILERB |, ESAENNREEBREMELAKENESE RS
5/ , EEZ XM Cisco I0S SNMP [ER R HEfitE 5 = M A X 5HE E Cisco CatalystOS
SNMP & B,

R FEBEEEUDPH O162 L EKSNMPEA ( TRAPHINFORM ) ,

Cisco 10S & iAH B BH Rl

AR¥i@E—L Cisco 10S KL EMA RHI , FHAMMG S 2 debug snmp packet.

SNMPv1 EMFEMH , HENEMENT :

Nov 21 07:44:17: %. NK-3-UPDOMN: |Interface Loopbackl, changed state to up
4d23h: SNWP: Queui ng packet to 172.17.246.162

4d23h: SNWP: V1 Trap, ent products.45, addr 172.17.246.9, gentrap 3, spectrap O
ifEntry.1.23 = 23

ifEntry. 2.23 = Loopbackl

ifEntry.3.23 = 24

lifEntry. 20.23 = up

i HERERKE CISCO-GENERAL-TRAPS MIB, £33 BRI E#E XM linkUp BER |, FH M
MREE, CBEUATFER

- Enterprise = products.45(i%& %& & 3% M BB sysObjectID , FEAIH R c7507 8 HES)
- Generic trap type = 3 (linkUp)
- Specific trap code = 0

SNMPv1 BRIZ B :

4d23h: SNMP: Queui ng packet to 172.17.246.162
4d23h: SNMP: V1 Trap, ent ciscoSyslogMB.2, addr 172.17.246.9, gentrap 6, spectrap 1
cl ogHi storyEntry. 2. 954 = LINK

cl ogHi storyEntry. 3.954 = 4

cl ogHi storyEntry. 4. 954 = UPDOMWN

cl ogHi storyEntry.5.954 = Interface Loopbackl, changed state to up
cl ogHi storyEntry. 6. 954 = 43021184

% H & R B CISCO-SYSLOG-MIBHI Cisco$¥ EclogMessageGenerated &Mt | Erh @& A4
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EEE. EBEUTFR:

- Enterprise = clogMessageGenerated [ B89 Enterprise {8

- Generic trap type = 6 (enterpriseSpecific)

. Specific trap code = 1 ( clogMessageGenerated £ specific trap code 18 )
SNMPv2c BERIEZHIEM :

4d23h: SNWMP: Queui ng packet to 172.17.246.162
4d23h: SNWP: V2 Trap, reqid 2, errstat 0, erridx O
sysUpTi ne. 0 = 43053404

snnmpTrapA D. 0 =

cl ogHi storyEntry. 2. 958 = SYS
cl ogHi storyEntry. 3. 958 = 6
cl ogHi storyEntry. 4. 958 = CONFI G_I

cl ogHi storyEntry. 5. 958 = Configured fromconsole by vty0 (10.10.10.10)
cl ogHi storyEntry. 6. 958 43053403

It 8 7R T 3R B CISCO-CONFIG-MAN-MIBHICisco4% & CiscoConfigManEvent SNMPv2ciE Al
HEhEE= MNIEZE -

. ccmHistoryEventCommandSource

. ccmHistoryEventConfigSource

. ccmHistoryEventConfigDestination
MREMNRREEHTIEMER , TUAFERALEM. RERMMENERATEHERS X HE show
e, ANERBTHEUIA,

6506E#term mon
6506E#debug snmp packet
SNMP packet debugging is on

6506E#sh run

Bui | di ng configuration...

6506 E#

19: 24:18: SNMP: Queui ng packet to 10.198. 28. 80

19: 24:18: SNMP: V2 Trap, reqid 2, errstat 0, erridx O
sysUpTime. 0 = 6981747

snmpTrapd D.0 = ci scoConfigManM B. 2.0.1

ccnHi storyEventEntry. 3.100 = 1

!--- 1 -> commandLine. Executed via CLI. ccnHi storyEventEntry.4.100 = 3 !--- 3 -> running
ccnHi storyEventEntry. 5.100 = 2 /--- 2 -> commandSource. Show command was executed.

6506E#term mon
6506E#debug snmp packet
SNMP packet debugging is on

6506E#conf t
Enter configuration conmands, one per line. End with CNTL/Z.
6506E( confi g) #exit

22:57:37: SNWP: Queuing packet to 10.198.28. 80

22:57:37: SNWP: V2 Trap, reqid 2, errstat 0, erridx O

sysUpTi me. 0 = 8261709

snnpTrapd D. 0 = ci scoConfi gManM B. 2. 0. 1

ccnH storyEventEntry. 3.108 = 1

!--- 1 -> commandLine. Executed via CLI. ccnHi storyEventEntry.4.108 = 2 !--- 2 -> commandSource
ccnHi storyEventEntry.5.108 = 3 /--- 3 -> running. Change was destined to the running
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configuration.
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