F£Cisco ONS15454/NCS2000i& & L& B
SNMPv3

[

I /ZHET R E
FEONS15454/NCS20001% % t & authPrivi&E 5%,

Fil ENMS iR 55 85 (blr-ong-Inx10)

KiFauthPriviE =
TEONS15454/NCS20001i% % E Bt iEauthNoPriviE =
K iFauthNoPriviE X
TEONS15454/NCS20001% & L it EnoAuthNoPriviE 3%
I8 iF noAuthNoPriviE

T GNE/ENE% EKISNMP V3FaR#

EGNET 2 E

FENET R E

KiIFGNE/ENERE

8BS Bk BR

b))

ARSI R NI FEONS15454/NCS20001% % L Fi & fa 5 ) 4% B IR i i BE SRR (SNMPV3) B 53 25 1 BR
o FFEEBHTIERH,

AR ANHEPRENBEEIIRAFFERINE , EFERARAENIFR TR AT E .

TR

R

Cisco BB T U T £/
- BRMERIZHIZR(CTC)GUI
- BEARPRS[/AR

. EZARLinux/Unixis s

SERRAH



RIS BR T4 E AV R M E AR A

AXHEPNEEHRETREXRERNEFNREFEN, AXHFEANMERZHENERAR
wh(RIA) BE. MRENMELTEIRS , FERRETHRAERSHBERWE,

AcE
R/ SHRT R E

£ ONS15454/NCS20001% % L B iRauthPriviii =

SR ERABRAFFIEBECTCERT Ko
HW2 S E T R RAE>TWE">SNMP">“SNMP V37,

SWISGME B+, SIZRAS,

User Nane: <anyt hi ng based on specifications>
G oup nane: def aul t _group
Aut henti cati on
Pr ot ocol : MD5
Passwor d: <anyt hi ng based on specifications>
Privacy
Pr ot ocol : DES

Passwor d: <anyt hi ngbased on specifications>

S4BT HE" , MEFTR.



User Name: |.mk

Group Name | default_group

Authentication
Protocol: | MDS a

Password: | ........

Privacy
Protocol: | DES -

O o ﬁE

| Alarms | Conditions | History | Circuits '__llq:- OK | |. Cancel .|
[ Cengral ' \
™ | SNMP V1/V2 | SNMP \"T Common |
( = i % User Name Authentication Protocol Privacy Protocol Group Name
(_secuiry | [ MBviews |
(comm chanvels | | (Trap Destinationsova) |
( SlﬂlUJ_ELQﬁLE.S_: (_natification Filters
[_Qelauus_
[ swan . .
[ﬂ't@m_ Create...

Mg

AFE —BEEEIRENEINLNAFE. AREXAEDLRANFTH , BSHIONER

( TACACSHIRADIUSE M RIETZZRABINFR ) . EBEFRHEF(a-z. A-Z, 0-9)FH , AF
MWREKFFRN@. " (EFHF)A". (KR). ATETLIHE K AFPBLARCEI0NFH,
HE — BERFENA.

SHWIE:

i — ERECANSORIEEE, ETHINONE, MD5HSHA,

7Y — MRIEFEMDSESHA |, FRARBE, MNBERT , BRKERENED/\INFH,
[ — BRAFHRIERINRESTE , FEHEBMBLLINRENEENRNE,

I — ERRF DRI EE, T AET N None, DESHIAES-256-CFB,

B — WRIEFR ML (None) AA BT |, 1§ A,

SIS FARBIF L REEEMBUE.



Tab View

Alarms ] Conditions H History H Circuits ] | Inve ntory 'Maintenance ”OTN

[—lﬁ snmP v1/v2 | [EXIGREN [ Commen

—T—

m ;ij— View Name Sub Tree OID Mask Type

m [m fullview 1 1 included
. Al

T — ——

(Comm Chancels | | (Trap Destinationsoea) |

LAlawm_Emr[llgs_ E;n;;;mnﬁll:ets_

( Defauits |

(__wom-ans |

lmu_

m:g_ Create... Edit.. Delete...

M

B — NEE .

FHOID - MIBFH , SEBL SR TELFHRI,

UBHE — —RINEFH. EDHHESMINNT FROIDA FIRIRAF,

RKHE — ERUERE, ETSEMBER.

ZRHE L FHOIDMBBASTE XN FHRIIZRETEEE T B P RMEHIT i8R P HERR

o

SERe.EBALN , AR, RIABRT , ABFRHBRIAARZ L% 5 FauthPrive
AR ABNEESERIFEEAFRERANARER,

Alarms \_[Cﬂﬂdllioﬂ) \__’HISTCII'F' C ||||| ts | Inventory ‘_[Maintznantu ] OTN

___ Ceperal |
[snme vivz | [EXTIER [ Common |

Netwark 1 |
L 081 General
i = | Group Name Security Level Read View Access Allow SNMP Sets Notify View Access
L protection | | [ usecs |
r - default_group authPriv fulbview O fullview
L Security | MIE wiews |

D A
(Commchanoels| | (Goap Destioatonsoa|
_Alarm Profitss | | [ wotification Fitters |
L Defaults |
L WOM-ANS |
— T — |
L Cerificate | | Create... || Edit

|
A

HE — SNMPAMEMNRAZTEALRRKHNATES
Z2R5 — REELHESHENEZE R, MNATETHIERE
noAuthNoPriv — £ A 77 & ILEL #t 17 & 3 W ilE o

AuthNoPriv — R #EHMAC-MD55HMAC-SHAE ;£ 1R B B KT,



AuthPriv — 1R #EHMAC-MD55,HMAC-SHAB L2 It 518 1IF, BRE M IUES |, iERFECBC-
DES(DES-56)#r ARt DES 56/ 1%

R 7 A ik FauthNoPrivEiauthPriv , M AR BN AP EE S 0 RIEHIHZE, RBIRAMFZ
BRFE

M
BREAL B & PR — REUA RV B & o
BAAEEH — BAHANUEE R,

AFSNMPE — IR FESNMPRIEEZSNMP SETIER |, HikP It E%4E, MERED L EIEE
, MSETERFHIEL

AR : SNMP SETHER TG RIE X R DB RK o

F 7.5 M ZENode View > Provisioning > SNMP > SNMP V3 > Trap Destination(V3), % ifi“gilz
HECR",

Target address: <any build server> (eg: blr-ong-Inx10)
UDP port: <anything between 1024 to 65535>
User nane:<same as we created in step 3>

Security Level : AuthPriv

SR8 B HHE" , MEFIR.

) L e

Configure SnmpV3 Trap ~o N
7
Target Address: blr-ong-lnx10 A
UDP Port: 4545 2
User Mame: l ank v ] o
Security Level: | authPriv v | 3

[C] Filter Profile:

Proxy Traps Only: O
| Alarms || Conditions || History || Circuits
Proxy Tags:
General |
SNMP V12 0
Metwork | T r oK Cangel
0 G |
- 1 =L 7 Level Filter Profile
Protection | L Users
___ Security | [ | MIBwiews

m __ GroupMAccess |
Comm Charnels | | (RETYIEIEION

Timing | Rotification Filters |

: Alarm Profiles
Defaults
WOM-ANS
[ svan

Alarm Extenders

-

Create...

XX : bir-ong-Inx102NMSHR % 85



A
Birithit — MR AXEIM B IR, EAIPV4ATIPVEitE L,
UDPix 0 — E#HEAMUDPIROS, ERIAERN 162,
APE — BEEEIRENENLHWAFE,
RZeFH| — EFRUTEDZ—
noAuthNoPriv — £ Fi /= & ILEC #t 17 & 0 1 ik
AuthNoPriv — $B#EHMAC-MD55 HMAC-SHAE £ 1R & 13 30 iF o

AuthPriv — 1 R#EHMAC-MD55HMAC-SHAE 2 IRt B I0iE, BREHRIES , EIRFECBC-
DES(DES-56)fr/# R DES 56 ti%,

TR B EC B S A — & Ptk SRR AT IR R EL B XA R R X SR O IR AR B B S R B AR B
BEBEAMSIERN , F2RIEMB,

IR BE B (Proxy Traps Only) — mIRiEH |, MRMENER R KEREH. RELTRNBHT2X
E Bt 5 B AR IR AV A B B AR

REHFIC — BEHFICHIR, NHENEFERBBAIZZLRBRRNEH B RH FERNGNEAE
RER , T FEEGNELEARIEHIX.

Bc ENMS g &5 88 (bir-ong-Inx10)

SE1ERSSHBWEBRP , BIER IsnmphI B F.
B EHBFRT , 213X #snmptrapd.conf,

S B3 fFsnmptrapd.confXHEHR :

vi snnptrapd. conf

createUser -e OxEngi ne ID <user_nane>< MD5> <password > DES <password>

fHlan -

createUser -e 0x0000059B1BO0OF0005523A71C ank NMD5 ciscol23 DES ciscol23

FEABF

user _name=ank
MD5 password = ciscol23
DES password = ciscol23

Engine 1D = can be available from CTC
Node view > Provisioning > SNMP > SNMP V3 > General

BiFauthPriviE =,



FI1.7ECTCH , S ENode View > Provisioning > Security > Access > Change snmp access
state to Secure , MEFI R,

Tab View

Alarms || Conditions || Mistory || Circuits | IZERETRTT Inventory || Maintenance | | OTN

General
1 e i oy u " e ADIUS S2r rver | r
T Usars || Active Logins || Policy | | Data Comm RADIUS Server | | TACACS Server || Legal Disclaima
5 4 LAN Access Pseuda KOS Actess
Protection LAN Access [Fromt Craft & E... -] Access State [Non-sec... - |
TR v — B ; < o -
1 estore Timeout + | Mifute{s)
SHE | - Port 65000
Comm Chaninels | [ Disable Pvd aceess for IPVE enabled pars
Alarm Profiles__|
s Shell Argess EMS Am.:ess
TR Access State Hon-sec... = | Ag-;z:&.).:;a on Non-sec...
r
e 1 Listenar Port
Telner Port 23 Use Suandard Port ¥ Default = TOC Fixed
Centificate =
Sundard Constant (683)
[ Enable Shell Password Other Constant
TL1 Access SHMP Access
Access State Non-sec.. * | Access State Secure
Other Serial Craft Access
M Clearing Privilege: | Provisioni... v: B Enable Craft Pam

FSER2. SMEINMS RS 28 H M 1Tsnmpwalko

'i-l:l 3f

snmpwal k -v 3 -1 authpriv -u <user nane> -a MD5 -A <password> -x DES - X <password> <node | P>
<M B>

T~

bl r-ong-1nx10: 151> snnmpwal k -v 3 -| authpriv -u ank -a MD5 -A ciscol23 -x DES -X ciscol23
10. 64. 106. 40 system

RFC1213-M B: : sysDescr.0 = STRING "G sco ONS 15454 M6 10. 50- 015E-05. 18- SPA Factory Defaul ts
PLATFORM=15454- MB"

RFC1213-M B: : sysQhject I D.0 = O D. CERENT- GLOBAL- REA STRY: : cer ent 454M6Node
DI SMAN- EVENT- M B: : sysUpTi nel nstance = Ti nmeticks: (214312) 0:35:43.12
RFC1213-M B: : sysContact.0 = ""

RFC1213-M B: : sysNane. 0 = STRING "Ankit_40"

RFC1213-M B: : sysLocation. 0

RFC1213-M B: : sysServices.0 = | NTEGER 79
SNMP & B#:

snmptrapd -f -Lo -0OQ -Cb -O -F "%WA n¥B\ n%\\ n%W\ n% g\ n%\ n%/\ n\ n* <port nunber>

FABtemd 3t AT A iR A< EBAE [E o
FEONS15454/NCS20001% & L Ed BauthNoPrivi =,

FB1.ECTCH , §finENode View > Provisioning > Security > Access > Change snmp access
state to Non-secure mode , ZEFT R,



|n|arms ]_l:omil'mm “Hlslnqr ]_tnrums [ Irventary || Maintenance || OTM

_Comm Channels | [ Enable Shell Passwaed

___Defaults TL1 Access

_wom-ans | || Access State
(_saan || | oer

L Certificate | PM Clearing Privilege:

L General |
e | | Users |Mlive Logins [ Palicy || Data Comm |m RADIUS Server “T#CACS Server ] Legal Drisclaimer ]

O TRCCESS e TR TEC FCCESS ST e Al oo
e — TCC CORBA (IOP) Listener Port id 4
m Telnet Port: |23 [ Use Standard Port J ®) Default - TCC Fixed
Y () Standard Constant (683) | Help |
————

) Other Constant:

SMMP Access
Access State
Serial Craft Access

Enable Craft Part

$ 2 S ZENode View > Provisioning > SNMP > SNMP V3 > Users > Create User , 7 1ZfB &+
PRt {TE &,

General
NEMI;
T —
Protection
[ Secuity |
T —
(Comm Channels |
Timi n;

Create User

User Name: [ankl

Group Marme: ldefaumgroup

Authentication

Protocol: [ MDS

Password: |

Privacy

Protocol: MNOME
Blarrns U Conditions UH”W'@’ ]_[ Cireuit rotoco [

Password:

[ OK ][ Cancel J

Grou |_; Access
Matification Filters

ank

DES

Group Name
default_group

m;n'n Dréil;;
Defaults
: Create... Edit... Delete...
SMLAN

PR3 FRMIBILE AV EL B 2B PR R

Tab View

Alarms HCondi{icns ”Histr:-r'.uI HCircuiKs ][Inuentow ” Maintenance HOTN I

m SNMP V1/ve | BTN | Common
m [I View Name Sub Tree OID Mask Type

fullview 1 [1 included

Edit... Delete...

FRABMEBA TR ( WMEFTR ) B Tauthnoprivig =,



| 1 ]
I le
Create Group Access X
Group Name: | default_group b |
Security Level: |authNoDnv - |
Views: =
Read View Name: | fulbiew - | _
Notify View Name: | fulbview v |
Allow SNMP Sets: O
0K Cancel Fy View Bccess

v

Alarms I Conditions '__History Circuits m
L General ]
oo [P vir | ISV

0 ( General | |
| Protection | Users
( Security I MIB wiews | |
T | YT
LCornrn Channels | | | Trap Destinations(v3) |
(___Timing [ Notification Filters |
- Slarm Profiles
;Qe.tay.l;$_
[ wDM-ANS
SLAN

( Alarm Eggml_w_‘ L

Create...

$ 5.5 1 ZNode View > Provisioning > SNMP > SNMP V3 > Trap Destination(V3), % o5 fi2

FER , MEFRR.

! ]
Configure SnmpVa Trap x _1_&5
7
Target Address blr-ong-lredl _o
UDP Port: 4565 A
User Name: | snkl - o
Security Level: [authhopriv - 5
Filter Profile: — -
-
——— 0 . r_x
Blarms || Conditions || History || Cirguits
1 1l i i B i
L General |
L Network | [ SMPVIAZ : 0K Cancel
o l - Ssnens] ¢ Level Filter Profile Name Prosey Traps Only
kiss | o st | leaa0321008  [4545 ank suthPriv O
L Secunty | | | MIE views [ ) : . -
EETT | croupAcces
\.Lomm Channel: | p )
L__Timing | | |_Motification Filters |
_Alarm Profiles |
Defaults | . o
WDM-ANS | 'c
1 reate... Help |
SVLAN |
\_Alarm Extenders |
o .
¥iFauthNoPrivi=
ot 4=
SRS EINMS RS 88 H R 1Tsnmpwalk,
\i\ .
'E:
snnpwal k -v 3 -1 authnopriv -u <user nane> -a MD5 -A <password> <node | P> <M B>

T~ -

bl r-ong-1nx10: 154> snnpwal kK -v 3 -|

aut hnopriv -u ankl -a MD5 -A ciscol23 10.64.106.40 system

RFC1213-M B: : sysDescr.0 = STRING "Cisco ONS 15454 M5 10. 50- 015E- 05. 18- SPA Factory Defaults



PLATFORM=15454- M6"

RFC1213-M B: : syshject I D.0 = O D: CERENT- GLOBAL- REA STRY: : cer ent 454M6Node
DI SMAN- EVENT- M B: : sysUpTi nel nstance = Ti nmeticks: (430323) 1:11:43.23
RFC1213-M B: : sysContact.0 = ""

RFC1213-M B: : sysNane. 0 = STRING "Ankit_40"

RFC1213- M B: : sysLocation. 0

RFC1213-M B: : sysServices.0 = | NTEGER 79
SNMP F&Bf#:

snnmptrapd -f -Lo -0Q -Cb -O -F " %A n%B\ n%\\ n%W\ n% g\ n%\ n%/\ n\ n"* <port nunber>

BE BremdXd Air R iR A< E8 4R /&) o
#ONS15454/NCS20001i% % L Bl BnoAuthNoPrivil =

FSE1.7ECTCH , SMENode View > Provisioning > Security > Access > Change snmp access
state to Non-secure mode , B FTRo

Tab View |l

Alarms || Conditions || History || Circuits | JalielmHal T Irventory || Maintenance | [ OTHN

General |
1 | Users Active Logins Palugy Data Comm AR | RADIUS Sérver TACACS S&rver Legal Digclairmer
Netwark. 1 9 1l 1 | Mol 1 s |
08l | FLCESS T oy WSS e Ten—ve—
Protecting TCC COREBA (IOF) Listener Fert
Seurity | Telnet Port 23 Use Standard Port (® Default - TCC Ficed Reset
SHMP Standard Constant (683) Help
Comm Channels | [ Enable Shell Password Other Constant
Alarm Brofiles |
L D fauits. TL1 Aceess SHMP Access
[ wom-ans_| Access State Non-sec... - Arcess State Non-5ec.. =
SNLAN ! Other Serial Craft Access
L Certificame | PM Clearing Privilege: | Provisioni.., = &) Enable Craft Part

S B2. 5 ZENode View > Provisioning > SNMP > SNMP V3 > Users > Create User and
Configure , MEFI R,



Create User X

User Name: | ank2 |

Group Name: | default_group l

Authentication

Protocol: [ nOME |

Password:

Privacy

Protocol: MOMNE il

Alarms ]_[Conditiuns ]_[History ]_[Circuit et ]

Password:

e (swovia |
SNMP V1N2Z | .
e =T
(oo | | (E— ’ Group N
E : ank MDS DES default_group
: MIE views ankl MDS NONE default_group
Comm Channels Trap Destinations{v/3)
Alarm Profiles
[ WOM-ANS
m Create... Edit... Delete...
Alarm Extenders

HIR3. FBARMIBH E B E B AR

Tab View
Alarms HCondikicns ”Historv HCircuiKs ][Inventor‘y ”Maintenance HOTN I
[__General |

[M SNMP V1/v2 | NSRS | Common
[m [I View Name Sub Tree OID Mask Type

fullview 1 1 included

ror— ar ) [ Do

SRABEA TR (WEMR ) , EHELTFnoauthnopriviE R .



Create Group Access

[Alarms H Conditions H History ]H

l General |

Group Mame: | default_group - ]

Security Level: | noAuthNoPriv |

Wiews:

Read View Name: |fullvim v]

Notify View Mame: Ifullvie’w 'l

Allowy SNMP Sets: |

[ QK i Cancel |
SNMP W1A2 I RN
General ; -
? Group Mame Security Lewel / Read View fccess Allow SHMP Sets Notify Wiew Access
i default_group authPriv fFullview a fulbview
@;ﬂ:“ﬁ? default_group authMoPriv fullview O fulbview
[ i - é — E i
Motification Filters
Create... Edit... Delete...

F 855/ ZENode View > Provisioning > SNMP > SNMP V3 > Trap Destination(V3), &% &i“8l%
HERE , WEFR.

Configure SnmpV3 Trap

Tab View

Alarms ”Condi-tions HHistory HCircuits

Target Address:
UDP Port:

User Name:
Security Lewvel:

[ Filter Profile:

Proxy Traps Only:

| blr-ong-Inx10

4576

[ankZ

| noAuthNoPriv

O

Proxy Tags: I
General
————— gl o) (o)
I Gen;ral e
:1& ! Users §4103.217.98  |4545 ank authPriv
Security L MBviews §4103.217.88 | 4565 ankl authNoPriv
mm_ [ Group Access
m [ Notification Filters
1 Alarm Profiles
(__Defaults | -
m Create... Edit... Delete...
[ swan
1 Alarm Exteniers
I iFnoAuthNoPrivis =,

FER1.SMENMS RS 85 H M 1Tsnmpwalks



snmpwal k -v 3 -1 noauthnopriv -u <user nane> <node | P> <M B>

Bl

bl r-ong-1nx10: 155> snnpwal kK -v 3 -1 noaut hnopriv -u ank2 10. 64. 106. 40 system

RFC1213-M B: : sysDescr.0 = STRING "Cisco ONS 15454 M5 10. 50- 015E- 05. 18- SPA Factory Defaults
PLATFORM=15454- MB"

RFC1213-M B: : sysObj ect I D.0 = O D: CERENT- GLOBAL- REQ STRY: : cer ent 454M6Node
DI SMAN- EVENT- M B: : sysUpTi mel nstance = Ti nmeticks: (486910) 1:21:09.10
RFC1213-M B: : sysContact.0 = ""

RFC1213-M B: : sysNanme. 0 = STRING "Ankit_40"

RFC1213-M B: : sysLocation. 0
RFC1213-M B: : sysServices. 0 = | NTEGER: 79

bl r-ong-1 nx10: 156>
SNMP F&B#:

snmptrapd -f -Lo -OQ -Cb -O -F " %A n¥B\ n%\\ n%W\ n% g\ n%°\ n%/\ n\ n* <port nunber>

P Bt cnd X4 T AR A 2548
T GNE/ENER RAISNMP V3 f#
HEGNETR L

SB1.SMZE B> SNMP > SNMP V3FICeIZ4AHE (“AiFR"ENF ) : RHEGRLSRF
(noAuthnoPriv]AuthnoPrivjauthPriv) fl£ il B iEBAEA G R R BRHEAE , WEFT.

I'l B6="PTSACGE [+]

Create Group Access

(] i [ 1]
B Summary | :2 Network .. Group Name: Ignegrp] ‘v|
= il b (O S B Security Level: |authri\r |v| ]
Alarms | Conditions ] History | .
i - Views:
_ General  |"SNMPV1/V2| Read View Name: |fu||view |v|
Network G T - -
os| _ GeEREI atify View Name: lfulhriev.d ‘v‘ Sets | Notify Vi
Protect User fullview
rotecuon — I f
: MIB vig  Allow SNMP Sets: O] fullview
Security C x -
SNMP ufoup 74 N
‘Comm Channels | Trap Destina 11
— Notificatio ‘ OK Cancel
Timing
Alarm Profiles
Defaults
WDM-ANS
SVLAN
Alarm Extenders
| Create... Edit... Delete..




SE2BAFERNR (AFEEF )  SIRERE2E AR EHFhelZNEARARNA
Fo ok, BEBFBHRIRRES BRI , B,

] & - Tsc
5] 36 - PTSA_GE

.

4| Il

WYY Summary -3 Network ..

g 1SSYMEANSITOZIIS
| Alarms " Conditions | History | Cirg

General "SNMP V1/Vv2 | SH
Network e T
oS l:nera

Protection se_rs
- MIB views
Security ~  Group Access
= roup Access

'_ Comm Channels ||

" Trap Destination

Timing

Notification Filt]

Alarm Profiles

Defaults
WDM-ANS
SVLAN

User Name:

Group Name:
Authentication

Protocol:

Password:
Privacy

Protocol:

Password:

[aneuser1 |

|gnegrp1 |

s B

|.......... ‘

[DES [~]

SRR ERREY |
| ok || cancel | A

" Alarm Extenders

o
Locol [
gng
def

| Create... [ Edit.. H Delete...

HIR3.FEBE B AR (V3) R+ ¢

B Frttbt : 5z 1T FEBHRINMS AR 55 85 /Y ttb 31k (5] 20BIr-ong-Inx10),

UDP % O {1 A EMIIR O 5 ( $13n9977 )

BF& : “APF(Usenit M+ HF AP E M.
ZERH Mz e E AP ETFHEEN,

RERRIE : BEARERIL (BN Tag75).



Il B =130 .

I| 36 - PTSAGE [+
[« Il [ 1]

Target Address:
UDP Port:

User Name:
Security Level:

|_| Filter Profile:
Proxy Traps Only:

Proxy Tags:

Configure SnmpV3 Trap

lbir-ong-Inx10

[9999 |

|IJI1QUSEI1

|1ul§Pti\r [ v

|
Tagv3

| OK || Cancel |

Security Level

LhPriv

LhPriv

M Summary | '3 Network ..
= 54 M6 ANSI 10
(Alarms | Conditions | History | Cird
General “SNMP V1/V2 |'sH
Network B
oS! l|;ner
Protection “_'s
= MIB views
S " Group Accesd
SNMP = :‘""_ =
- Comm Channels w
——— Notification Fily
Timing
Alarm Profiles
Defaults
WDM-ANS
SVLAN
Alarm Extenders

4]

]

Create... ” Edit.. H Delete...

EENEWRE

FBR1.5MZEProvisioning > SNMP > SNMP V3#Create Group Access ( Group AccessiETlF
) @ REEE BB (noAuthnoPriv|AuthnoPriv]authPriv) &4 1l B 152 HN A1 & &1 15 Rl X PRV H B

, MBI Ro

o ¥ (ENEJNode2 10 E
| Ii | 1]

W summary 2 Network ..

[ Alarms | Conditions [ History |

5454 M2 ANSI Nod

General

Group Name:

Security Level:
Views:

Read View Name:

Notify View Name:

Allow SNMP Sets:

Create Group Access

|enegrp1 “'I
|authPri\r lv] o
fullview v
|fu|l\riew ‘v] Sets ||
f
X[ i
l OK H Cancel ‘

[ SNMP V1/V2
Network B ——
osl Gener
Protection L
Security ,w
SNMP Group_ Ad
Comm Channels I !J.estlln;
— Notificatio
Timing
Alarm Profiles
Defaults
WDM-ANS
SVLAN

Create... I Edit... ‘ Delete...

SE2UBAFBRNR (AFEDF )  tIRAE 52 E AR ENFHeIENAEZARNA
o tesh , BIETHRIK AR S BRI,



Create User

Il 36 - PTSAGE
o @Y [ENENode210 |
4| M | 1]

= User Name: leneuserl I ¥
M) Summary | -2 Network ..
_ ———|  Group Name: lenegrp1 || E
- 154 N A N o
I_' E WEE_ Alheniicailon i
[ Alarms | Conditions | History | Cirg
Protocol: |MD5 |'| -
General 4 t‘—
a— SNMP V1/Vv2 | SH [ r——— [.......... | i
( General . b
0sI e Privacy 3
PrOtec':lon ( MIB views Protocol: Iﬁk | b d | :
Security G A p
SNMP | roup ACCeSY  password: ‘“““““| | B
s Trap Destination o
Comm Channels —
. Timin Notification Filt]
. | OK || cancel |
Alarm Profiles
Defaults
WDM-ANS
SVLAN
| create.. || Edit. H Delete... ‘

MEEREHRAPED A, NEBEREA TR EDF 8] Zdefault_group , LAB5“4A 15 E]"%&I+F A
BA e,

HIR3.PEBA B AR (VI) IR T+ -

B #rttbik : GNET KIP,

UDP i 0:162.

RF%& "R (User)ia B~ 8 A 7 & o

ZERH W mE R R FEEN.

RIEFRIC | R SCNEMBMNEMRREFRC(BIMTag75).



Il 36 - PTSAGE
o ¥ (ENEINode2 10

<

[ [»]

'(

- Target Address: 10.64.107.114 |
M) Summary -2 Network ..
- UDP Port: 162 |
I el 15454 M2 ANSI Node-75 -
[ Alarms | Conditions | History | Cird User Name: ’eneuser i |'|
General ﬁ Security Level: IluthPri\r |v|
N‘:;;:'"‘* ¢ Ceneral [ Filter Profile: Serit
= Users LhPriv
Protection - Proxy Traps Only: | L hPri
= MIB views nv
Security
SNMP Group Accesy Proxy Tags: |TagENE
_Comm Channels || T:;ﬂ:;:::‘;:}
] . OK || cancel |
Alarm Profiles
Defaults
WDM-ANS
SVLAN
<] I
| Create... l Edit.. I ‘ Delete...

HECTCH , SMEMKAE :

1. S ESNMPV3ET +,
F=% . SNMPVIREMMELERR  TURITEREF IR,
“REHER ., EXHBERT

- BFr#RiE - EGNEFIRERERID,
ZRERBHRIIR  ERERENET RIP , (BT R,



I - =

o % Network Explorer(4 Nudeq B

<l i [ 1»]
4 W Summary g Network ..

Target Tag: |Tagv2
Remote Trap Source List

10.64.107.114

|

| Circui
= |10.64.107.187

Alarms | Conditions | History

= s“‘;m‘-‘,’" 10.64.107.210 12|
AT 2 TO e s 0.64.107.75p,
BLSR v
Overhead Circuits 4
Provisionable Patchcords (PPC) Maﬁ B
Server Trails : y
SNMPv3 SNMPy [ oK ] | Cancel | [ Help |
hote User Security Level
000005 =vrorwousToED oo oy TOTTT T T authPriv
Q00005 9B2DFAADOOZEBARZR2 Tagll4 |ons_trap_user authPriv
| Manual Create... “ Auto Create... Delete...
SNMPv3 Remote Users |
[ Fantaxt Enal Ty Licor hloran P PP T T el - et [ Drntd
4 I | [»
Help

¥ IFGNE/ENER &

Fic ENMS AR 55 88 (bIr-ong-Inx10):

SEIERSFNEE RS |, QIB—PMEFIHFHBE Fsnmp,
FZH . EHEBERT , 812X#snmptrapd.conf,

%= . FEsnmptrapd.confh , SIZLATEE :

createUser -e 0Ox

Engi ne_NO = can be avail able from CTC.

>Pr ovi si oni ng- >SNVP- >SNWP  V3- - >Gener al .

SNMP & Bt:
snnmptrapd -f -Lo -OQ -Cb -O -F " %A n¥%B\ n%\\ n%MW\ n% g\ n%\ n%\ n\ n"
ENE L& snmpwalk:

T HMBIEES

snmpwal kK -v 3 -1
E <ene_engi ne_i d> <gne_i p_address> <d D>

3t FauthnopriviE =, :

snnmpwal k -v 3 -1
<gne_i p_address> <O D>

aut hnopriv -u <user_nanme> -a MD5 -A <auth_passwor d>

- E <ene_engi ne_i d>

Open GNE node- - >Node vi ew

authpriv -u <user_nane> -a MD5 -A <auth_password>123 -x DES - X <des_password> -



33 FnoauthnopriviE = :

snmpwal k -v 3 -1 authpriv -u

B HERR

B AR B X L B AR HERRE B
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