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10.3.3.3/32

Master Router 10.4.4.4/32

10.30.30.0/24

b

MPLS Cloud

Border Router
Border Router Teud
@ Internet Cloud @l |

10.5.5.5/32

= HEIy
:

10.20.20.0/24

HXxER
ERATRAEXBEHEARE. RIEEHIMC , RILARERILERATEE :
By

pfr master

!

border 10.4.4.4 key-chain pfr
interface Ethernet0/1 external
interface Ethernet0/0 internal
!

border 10.5.5.5 key-chain pfr
interface Ethernet0/0 internal
interface Ethernet0/1 external
1

mode monitor passive

L BN

pfr master

!

border 10.4.4.4 key-chain pfr
interface Ethernet0/1 external
interface Ethernet0/0 internal
!

border 10.5.5.5 key-chain pfr
interface Ethernet0/0 internal



interface Ethernet0/1 external
1

mode monitor active

BEERK
XRBMAER, IRRERERASGS , WESEFEHE , IE s EALRRTRNATER

To

pfr master

!

border 10.4.4.4 key-chain pfr
interface Ethernet0/1 external
interface Ethernet0/0 internal
!

border 10.5.5.5 key-chain pfr
interface Ethernet0/0 internal
interface Ethernet0/1 external

AR MRFIEEGEERLERESR  WEETFF2ERZGT , ANERRIUAGT.

Kir
KSR SHEMC LT, XERSTATRITAERN THEWR.

WAhE

R3#show pfr master
<Output suppressed>
Default Policy Settings:
backoff 90 900 90

delay relative 50

holddown 90

periodic 0

probe frequency 56

number of jitter probe packets 100
mode route control

mode monitor passive

loss relative 10

jitter threshold 20

mos threshold 3.60 percent 30
unreachable relative 50
trigger-log percentage 30

A1 — MRS BR/E S TCPEIER

R3#show pfr master traffic-class

OER Prefix Statistics:

Pas - Passive, Act - Active, S - Short term, L - Long term, Dly - Delay (ms),
P - Percentage below threshold, Jit - Jitter (ms),

MOS - Mean Opinion Score

Los - Packet Loss (percent/10000), Un - Unreachable (flows-per-million),

E - Egress, I - Ingress, Bw - Bandwidth (kbps), N - Not applicable

U - unknown, * - uncontrolled, + - control more specific, @ - active probe all
# - Prefix monitor mode is Special, & - Blackholed Prefix

o
I

Force Next-Hop, ~ - Prefix is denied



DstPrefix Appl_ID Dscp Prot SrcPort DstPort SrcPrefix
Flags State Time CurrBR CurrI/F Protocol
PasSDly PasLDly PasSUn PasLUn PasSLos PasLLos EBw IBw
ActSDly ActLDly ActSUn ActLUn ActSJit ActPMOS ActSLos ActLLos

10.20.20.0/24 N N N N N N
INPOLICY 0 10.4.4.4 Et0/1 BGP
46 46 0 0 35502 35502 2 1
N N N N N N
10.30.30.0/24 N N N N N N
INPOLICY 0 10.5.5.5 Et0/1 BGP
1 1 0 0 0 0 14 1

N

MWid2 — MIRSER B s UDPEIER

R3#show pfr master traffic-class
OER Prefix Statistics:

Pas - Passive, Act - Active, S - Short term, L - Long term, Dly - Delay (ms),
P - Percentage below threshold, Jit - Jitter (ms),

MOS - Mean Opinion Score

Los - Packet Loss (percent/10000), Un - Unreachable (flows-per-million),
E - Egress, I - Ingress, Bw - Bandwidth (kbps), N - Not applicable
U - unknown, * - uncontrolled, + - control more specific, @ - active probe all
# - Prefix monitor mode is Special, & - Blackholed Prefix
% - Force Next-Hop, ~ - Prefix is denied
DstPrefix Appl_ID Dscp Prot SrcPort DstPort SrcPrefix
Flags State Time CurrBR CurrI/F Protocol
PasSDly PasLDly PasSUn PasLUn PasSLos PasLLos EBw IBw
ActSDly ActLDly ActSUn ActLUn ActSJit ActPMOS ActSLos ActLLos
10.20.20.0/24 N N N N N N
INPOLICY 0 10.5.5.5 Et0/1 BGP
U U 0 0 0 0 13 0
N N N N N N
10.30.30.0/24 N N N N N N
INPOLICY 0 10.5.5.5 Et0/1 BGP
U U 0 0 0 0 14 0

N N N N N N
MEFMR , X TFTCPHE , BALLE FIDelayMUnreachableit# 25t Ei8% , EEUDPHEMER T
, I8 QA REE TIBandwidthit B 2 E R,

EzHM

R3#show pfr master
<Output suppressed>
Default Policy Settings:
backoff 90 900 90
delay relative 50
holddown 90

periodic 0

probe frequency 56
number of jitter probe packets 100
mode route control
mode monitor active
loss relative 10
jitter threshold 20



mos threshold 3.60 percent 30
unreachable relative 50
trigger-log percentage 30

A — MBRSSBR B A TCPRUE T
EEERHRBRL

R3#show pfr master traffic-class
OER Prefix Statistics:

Pas - Passive, Act - Active,
P_
MOS
Los

- Mean Opinion Score
- Packet Loss
- Egress, I - Ingress,

- unknown, * - uncontrolled,

#+ G o

A

oP

- Force Next-Hop,

DstPrefix

State
PasSUn
ActSUn

Flags
PasSDly
ActSDly

PasLDly
ActLDly

(percent/10000),
Bw - Bandwidth

- Prefix monitor mode is Special,

Percentage below threshold, Jit - Jitter

Un - Unreachable
(kbps) ,
+ - control more specific,

S - Short term, L - Long term,

(ms) ,

& - Blackholed Prefix

- Prefix is denied

Appl_ID Dscp Prot

Time
PasLUn
ActLUn

SrcPort

PasSLos
ActSJit

Dly - Delay

N - Not applicable

(ms) ,

(flows-per-million),

@ - active probe all

DstPort SrcPrefix
CurrBR CurrI/F Protocol

PasLLos
ActPMOS ActS

EBw
Los

IBw
ActLLos

10.10.20.0/24 N N
INPOLICY

N N N

54 54 0

10.30.30.0/24 N N
INPOLICY

N N N

54 54 0

#BR1L :

Ri#show pfr border active-probes
OER Border active-probes
Type =
Target =
TPort =
Source =

Probe Type
Target IP Address
Target Port
Interface = Exit interface
Att =
Comps =

Number of Attempts
Number of completions
N - Not applicable

Type Target
DSCP
echo
0
echo
0

EBR2L :

10.10.20.11

10.30.30.12

R5#show pfr border active-probes
OER Border active-probes

Type = Probe Type
Target = Target IP Address
TPort = Target Port

1000

Send From Source IP Address

TPort Source

N 192.168.1.1

N 192.168.1.1

N

N

N
N

Inte

Et0/

Et0/

N N
10.4.4.4 Et0/1
N
N

N N
10.4.4.4 Et0/1

N
N

rface

1

1

Att

BGP

Comps



Source = Send From Source IP Address
Interface = Exit interface

Att = Number of Attempts

Comps = Number of completions

N - Not applicable

Type Target TPort Source Interface Att Comps
DSCP

echo 10.10.20.11 N 192.168.2.1 Et0/1 3 3
0

echo 10.30.30.12 N 192.168.2.1 Et0/1 3 3
0

—BMCLEMFRERH AINPOLICYRA , ABBRIBIENATRAEFIEHRENBR , BR2F{ELE X
EHRM

R4i#show pfr border active-probes
OER Border active-probes

Type = Probe Type

Target = Target IP Address

TPort = Target Port

Source = Send From Source IP Address

Interface = Exit interface

Att = Number of Attempts
Comps = Number of completions
N - Not applicable

Type Target TPort Source Interface Att Comps
DSCP

echo 10.10.20.11 N 192.168.1.1 Et0/1 10 10
0

echo 10.30.30.12 N 192.168.1.1 Et0/1 10 10

0

R5#show pfr border active-probes
OER Border active-probes

Type = Probe Type

Target = Target IP Address

TPort = Target Port

Source = Send From Source IP Address

Interface = Exit interface

Att = Number of Attempts
Comps = Number of completions
N - Not applicable

Type Target TPort Source Interface Att Comps
DSCP

BEWK

R3#show pfr master

OER state: ENABLED and ACTIVE
<Output Suppressed>

Default Policy Settings:



backoff 90 900 90

delay relative 50

holddown 90

periodic 0

probe frequency 56

number of jitter probe packets 100
mode route control

mode monitor both

loss relative 10

jitter threshold 20

mos threshold 3.60 percent 30
unreachable relative 50
trigger-log percentage 30

A — MBRSSBR B A TCPRUE T

N ERER(TC) BRA = K INPOLICY RS , MANBRIF 0] MNetflow U EERY BI R A IEEB RN, X
BATHES BRVERSRML,

EMCL :

R3#show pfr mas traffic-class

OER Prefix Statistics:

Pas - Passive, Act - Active, S - Short term, L - Long term, Dly - Delay (ms),
P - Percentage below threshold, Jit - Jitter (ms),

MOS - Mean Opinion Score

Los - Packet Loss (percent/10000), Un - Unreachable (flows-per-million),

E - Egress, I - Ingress, Bw - Bandwidth (kbps), N - Not applicable

U - unknown, * - uncontrolled, + - control more specific, @ - active probe all
# - Prefix monitor mode is Special, & - Blackholed Prefix

A

- Prefix is denied

o

- Force Next-Hop,

DstPrefix Appl_ID Dscp Prot SrcPort DstPort SrcPrefix
Flags State Time CurrBR CurrI/F Protocol
PasSDly PasLDly PasSUn PasLUn PasSLos PasLLos EBw IBw

ActSDly ActLDly ActSUn ActLUn ActSJit ActPMOS ActSLos ActLLos

10.20.20.0/24 N N N N N N
HOLDDOWN 61 10.5.5.5Et0/1 BGP
1 1 0 0 0 0 16 1
1 1 0 0 N N N N
10.30.30.0/24 N N N N N N
HOLDDOWN 61 10.5.5.5 Et0/1 BGP
1 1 0 0 0 0 16 1
4 4 0 0 N N N N
BRI L :

R4#show pfr border active-probes
OER Border active-probes

Type = Probe Type

Target = Target IP Address

TPort = Target Port

Source = Send From Source IP Address

Interface = Exit interface

Att = Number of Attempts
Comps = Number of completions
N - Not applicable

Type Target TPort Source Interface Att Comps



DSCP

echo 10.20.20.1 N 192.168.1.1 Et0/1 1 1
0
echo 10.30.30.1 N 192.168.1.1 Et0/1 1 1
0
EBR2L :
R5#show pfr border active-probes
OER Border active-probes
Type = Probe Type
Target = Target IP Address
TPort = Target Port
Source = Send From Source IP Address
Interface = Exit interface
Att = Number of Attempts
Comps = Number of completions
N - Not applicable
Type Target TPort Source Interface Att Comps
DSCP
echo 10.20.20.1 N 192.168.2.1 Et0/1 1 1
0
echo 10.30.30.1 N 192.168.2.1 Et0/1 1 1

EX ( EANetflow ) -

R3#show pfr master traffic-class
OER Prefix Statistics:

EMCL |, IRAEEHRNINPOLICY B} , FABRIFFIEREEFHN , F HE HH B/ RIS

Pas - Passive, Act - Active, S - Short term, L - Long term, Dly - Delay (ms),
P - Percentage below threshold, Jit - Jitter (ms),
MOS - Mean Opinion Score
Los - Packet Loss (percent/10000), Un - Unreachable (flows-per-million),
E - Egress, I - Ingress, Bw - Bandwidth (kbps), N - Not applicable
U - unknown, * - uncontrolled, + - control more specific, @ - active probe all
# - Prefix monitor mode is Special, & - Blackholed Prefix
% - Force Next-Hop, ~ - Prefix is denied
DstPrefix Appl_ID Dscp Prot SrcPort DstPort SrcPrefix
Flags State Time CurrBR CurrI/F Protocol
PasSDly PasLDly PasSUn PasLUn PasSLos PasLLos EBw IBw
ActSDly ActLDly ActSUn ActLUn ActSJit ActPMOS ActSLos ActLLos
10.20.20.0/24 N N N N N N
INPOLICY 0 10.5.5.5 Et0/1 BGP
1 1 0 0 0 0 3 1
1 1 0 0 N N N N
10.30.30.0/24 N N N N N N
INPOLICY 0 10.5.5.5 Et0/1 BGP
1 1 0 0 0 0 14 1
N N N

1 1 0 0 N
WMEFR , BB EN AL THERER, A,
fHFLEEBRLE,

R4#show pfr border active-probes
OER Border active-probes

Type =

Target =

Probe Type
Target IP Address

— BTCH A“INPOLICY™RZ , BRMIZhaE



TPort = Target Port

Source = Send From Source IP Address
Interface = Exit interface

Att = Number of Attempts

Comps = Number of completions

N - Not applicable

Type Target TPort Source Interface Att Comps
DSCP

R5#show pfr border active-probes
OER Border active-probes

Type = Probe Type

Target = Target IP Address

TPort = Target Port

Source = Send From Source IP Address
Interface = Exit interface

Att = Number of Attempts

Comps = Number of completions

N - Not applicable

Type Target TPort Source Interface Att Comps
DSCP

FEE : RA15.6(3)M, 15.7MMES AN TRIIRAT ZIFPRV2, oL |, lR4A16.3.182
EPfRv2 CLI , BEFRX$#FIhEE, HRBIMMCPESI ElPolarisht , ThHEEHRT |, iX#EPolarishk4s #
TEBE,

B HERR

B AR B X L B AR R E R
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