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show #p <5 % H R — LS 4 AR 5 310 0F
showip T3 H Rl — FLEMDS & 153 iF
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debug @5 4 H R — Fl B 4 XK 5 17 50 F
debugdn T i T — Bt EMDS5 & 1736 1iF
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BEER 1.1.1.1

hostname rl1.1.1.1

interface Loopback0
ip address 1.1.1.1 255.0.0.0

interface Ethernet0

ip address 4.0.0.1 255.0.0.0

ip ospf authentication-key cisco

!--- This command configures the authentication key
(password) !--- on the interface as "cisco". interface
Serial0 ip address 5.0.0.1 255.0.0.0 clockrate 64000 !
router ospf 2 network 4.0.0.0 0.255.255.255 area 0
network 5.0.0.0 0.255.255.255 area 1 area 0
authentication

!--— This command enables plain authentication for area
0 !--- on the router. area 1 virtual-link 3.3.3.3
authentication-key cisco

!--- This command creates the virtual link between
Router !--- 1.1.1.1 and Router 3.3.3.3 with plain text
authentication enabled.

P& EE] 3.3.3.3

hostname r3.3.3.3

interface Loopback0
ip address 3.3.3.3 255.0.0.0

interface Ethernet0
ip address 12.0.0.3 255.0.0.0

interface Serial0
ip address 6.0.0.3 255.0.0.0

router ospf 2

network 12.0.0.0 0.255.255.255 area 2

network 6.0.0.0 0.255.255.255 area 1

area 0 authentication

!--—- This command enables plain authentication for area
0 !--- on the router. area 1 virtual-link 1.1.1.1
authentication-key cisco

!--- This command creates the virtual link to area 0 via
!--- transit area 1 with plain text authentication
enabled.

Bl MD5IAE

MD5 SHRIFREN LT LS TANESHRIE. 2FTH MD5 SHRIIRENZEHES , B

RN &G EEM MD5 E3ARET OSPF HFFENARANOS ( REH ) HERIIE, WHIIEF

5%4 D A REBEBXFS —RBEHRESHEH, HER-OSHEBRAFRITEHEBCHRIIE
o LLEBORM T EERELEERMNER TEE MD5 HORIEMNG T

BEERER 1.1.1.1

hostname r1.1.1.1




interface Loopback0
ip address 1.1.1.1 255.0.0.0

interface Ethernet0

ip address 4.0.0.1 255.0.0.0

ip ospf message-digest-key 1 md5 cisco

!--- This command configures the MD5 authentication key
!--- on the interface as "cisco". interface Seriall ip
address 5.0.0.1 255.0.0.0 clockrate 64000 ! router ospf
2 network 4.0.0.0 0.255.255.255 area 0 network 5.0.0.0
0.255.255.255 area 1 area 0 authentication message-
digest

!--- This command enables MD5 authentication for area 0
!--- on the router. area 1 virtual-link 3.3.3.3
message-digest-key 1 md5 cisco

!--- This command creates the virtual link between
Router !--- 1.1.1.1 and Router 3.3.3.3 with MD5
authentication enabled.

P& EER 3.3.3.3

hostname r3.3.3.3

interface Loopback0
ip address 3.3.3.3 255.0.0.0

interface Ethernet0
ip address 12.0.0.3 255.0.0.0

interface Serial0
ip address 6.0.0.3 255.0.0.0

router ospf 2

network 12.0.0.0 0.255.255.255 area 2

network 6.0.0.0 0.255.255.255 area 1

area 0 authentication message-digest

!--- This command enables MD5 authentication for area 0
!--- on the router. area 1 virtual-link 1.1.1.1 message-
digest-key 1 md5 cisco

!--- This command creates the virtual link to area 0 via
!--- the transit area 1 with MD5 authentication enabled.

WU

ERAER D ATEIAE BRER ERIZTT.
il

oRHERER ((XEREM
aef: 0o g

. show ip ospf virtual-links — & 7R OSPF £l 1S B X RS
- show ip route - & RE& R Y BPRAS.

show 5 &4 tH R — B B 46 S0 B R 1 iiF

r3.3.3.3# show ip ospf virtual-links
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Virtual Link OSPF_VLO to router 1.1.1.1 is up
!-—-- The status of the virtual link displays. Run as demand circuit

DoNotAge LSA allowed
!--- This specifies that OSPF runs as a demand circuit over virtual links, !--- and so link-
state advertisements (LSAs) are not refreshed (not aged out). Transit area 1, via interface
Serial0, Cost of using 128 Transmit Delay is 1 sec, State POINT_ TO_POINT, Timer intervals
configured, Hello 10, Dead 40, Wait 40, Retransmit 5 Hello due in 00:00:01 Adjacency State FULL
(Hello suppressed)
!-—- The status of the neighbor adjacency displays. Index 1/2, retransmission queue length 0,
number of retransmission 1 First 0x0(0)/0x0(0) Next 0x0(0)/0x0(0) Last retransmission scan
length is 1, maximum is 1 Last retransmission scan time is 0 msec, maximum is 0 msec Simple
password authentication enabled
!--- The type of authentication that is enabled displays. !--- The authentication type 1is simple
password. r3.3.3.3#

X W E/ROSPF Hello#g il #l, XEKE , Ba B4R ENTSIRE Hello BEZ. BT
OSPF FERISERM AN ERER | Ht&ME Hello HIFE, EEERLT , OSPF 25 10 W&
—)R Hello BEE , 8 30 284 RIFH LSA., T , XHFREXN FEREBERFEMAK, £EH

OSPF TR EBERETURF MG Hello 1 LSA RIFT AL, Eitk , £ clear ip ospf process iRk
OSPF #EZ A , X OSPF &G RWIFMBMNEMNERBTLLER, FiM , EHRHF LEXSHRIE

RE,

r3.3.3.3# show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is not set

(@}

3.0.0.0/8 is directly connected, Loopback0

0 4.0.0.0/8 [110/138] via 6.0.0.2, 00:31:08, SerialO
0 5.0.0.0/8 [110/128] wvia 6.0.0.2, 22:55:44, Serial0
C 6.0.0.0/8 is directly connected, Serial0

C 12.0.0.0/8 is directly connected, EthernetO
r3.3.3.34#

showi & H =6l — B EMD5 5 3% iF

r3.3.3.3#%# show ip ospf virtual-links

Virtual Link OSPF_VL1l to router 1.1.1.1 is up
!--- The status of the virtual 1link displays. Run as demand circuit

DoNotAge LSA allowed
!--- This specifies that OSPF runs as a demand circuit over virtual links, !--- and so LSAs are
not refreshed (not aged out). Transit area 1, via interface Serial0O, Cost of using 128 Transmit
Delay is 1 sec, State POINT_TO_POINT, Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5 Hello due in 00:00:01 Adjacency State FULL (Hello suppressed)
! --- The status of the neighbor adjacency displays. Index 1/2, retransmission queue length O,
number of retransmission 0 First 0x0(0)/0x0(0) Next 0x0(0)/0x0(0) Last retransmission scan
length is 0, maximum is 0 Last retransmission scan time is 0 msec, maximum is 0 msec Message
digest authentication enabled
!--- The type of authentication that is enabled displays. !--- The authentication type 1is MD5.
Youngest key id is 1

r3.3.3.3# show ip route



Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is not set
C 3.0.0.0/8 is directly connected, Loopback0
0 4.0.0.0/8 [110/138] via 6.0.0.2, 00:02:41, SerialO
0 5.0.0.0/8 [110/128] via 6.0.0.2, 00:02:51, SerialO
C 6.0.0.0/8 is directly connected, SerialOl
C 12.0.0.0/8 is directly connected, EthernetO

P B BR

152 A 4S80 20 o] BR BREC B HUE

AR : EEMAdebugii T 2Bl EZHEBXDebugin THEERE R,

- debug ip ospf adj — @i OSPF $PiEXREBMU TR,
debug #=4 H RHI — a5 K iF

r3.3.3.3# debug ip ospf adj

23:31:41: OSPF: Interface OSPF_VLO going Up

23:31:41: OSPF: Build router LSA for area 0, router ID 3.3.3.3, seqg 0x8000002E

23:31:41: OSPF: Build router LSA for area 1, router ID 3.3.3.3, seqg 0x8000002E

23:31:41: OSPF: Build router LSA for area 2, router ID 3.3.3.3, seqg 0x80000031

23:31:51: OSPF: Rcv DBD from 1.1.1.1 on OSPF_VLO seq 0x887 opt 0x62 flag 0x7

len 32 mtu 0 state INIT

23:31:51: OSPF: 2 Way Communication to 1.1.1.1 on OSPF_VLO, state 2WAY

23:31:51: OSPF: Send DBD to 1.1.1.1 on OSPF_VLO seqg 0x2102 opt 0x62 flag 0x7 len 32

23:31:51: OSPF: First DBD and we are not SLAVE

23:31:51: OSPF: Rcv DBD from 1.1.1.1 on OSPF_VLO seq 0x2102 opt 0x62 flag 0x2

len 172 mtu 0 state EXSTART

23:31:51: OSPF: NBR Negotiation Done. We are the MASTER

23:31:51: OSPF: Send DBD to 1.1.1.1 on OSPF_VLO seqg 0x2103 opt 0x62 flag 0x3 len 172

23:31:51: OSPF: Database request to 1.1.1.1

23:31:51: OSPF: sent LS REQ packet to 5.0.0.1, length 12

23:31:51: OSPF: Rcv DBD from 1.1.1.1 on OSPF_VLO seq 0x2103 opt 0x62 flag 0x0 len 32

mtu 0 state EXCHANGE

23:31:51: OSPF: Send DBD to 1.1.1.1 on OSPF_VLO seqg 0x2104 opt 0x62 flag 0x1l len 32
23:31:51: OSPF: Rcv DBD from 1.1.1.1 on OSPF_VLO seq 0x2104 opt 0x62 flag 0x0

len 32 mtu 0 state EXCHANGE

23:31:51: OSPF: Exchange Done with 1.1.1.1 on OSPF_VLO
23:31:51: OSPF: Synchronized with 1.1.1.1 on OSPF_VL0O, state FULL

!-—— This indicates the establishment of neighbor adjacency. 23:31:51: %0SPF-5-ADJCHG: Process
2, Nbr 1.1.1.1 on OSPF_VLO from LOADING to FULL, Loading Done 23:31:52: OSPF: Build router LSA
for area 0, router ID 3.3.3.3, seqg 0x8000002F 23:32:23: OSPF: Dead event ignored for 1.1.1.1 on
demand circuit OSPF_VLO r3.3.3.3#

debugdis &4 H Rl — B RMD5 & {3 11F

r3.3.3.3# debug ip ospf adj

23:48:06: OSPF: Interface OSPF_VL1 going Up
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23:48:06: OSPF: Send with youngest Key 0

23:48:07: OSPF: Build router LSA for area 0, router ID 3.3.3.3, seq 0x80000001
23:48:07: OSPF: Build router LSA for area 2, router ID 3.3.3.3, seq 0x80000033
23:48:07: OSPF: Build router LSA for area 1, router ID 3.3.3.3, seq 0x80000030
23:48:14: OSPF: 2 Way Communication to 1.1.1.1 on OSPF_VL1l, state 2WAY

23:48:14: OSPF: Send DBD to 1.1.1.1 on OSPF_VLl seqg Ox1EA opt 0x62 flag 0x7 len32
23:48:14: OSPF: Send with youngest Key 1

23:48:14: OSPF: Rcv DBD from 1.1.1.1 on OSPF_VL1 seq O0x3FB opt 0x62 flag 0x7

len 32 mtu 0 state EXSTART

23:48:14: OSPF: First DBD and we are not SLAVE

23:48:16: OSPF: Send with youngest Key 1

23:48:19: OSPF: Send DBD to 1.1.1.1 on OSPF_VLl seq Ox1EA opt 0x62 flag 0x7 len 32
23:48:19: OSPF: Send with youngest Key 1

23:48:19: OSPF: Retransmitting DBD to 1.1.1.1 on OSPF_VL1 [1]

23:48:19: OSPF: Rcv DBD from 1.1.1.1 on OSPF_VL1l seq O0x3FB opt 0x62 flag 0x7 len 32
mtu 0 state EXSTART

23:48:19: OSPF: First DBD and we are not SLAVE

23:48:19: OSPF: Rcv DBD from 1.1.1.1 on OSPF_VL1 seq Ox1EA opt 0x62 flag 0x2

len 172 mtu 0 state EXSTART

23:48:19: OSPF: NBR Negotiation Done. We are the MASTER

23:48:19: OSPF: Send DBD to 1.1.1.1 on OSPF_VLl seqg Ox1EB opt 0x62 flag 0x3 len 112
23:48:19: OSPF: Send with youngest Key 1

23:48:19: OSPF: Send with youngest Key 1

23:48:19: OSPF: Database request to 1.1.1.1

23:48:19: OSPF: sent LS REQ packet to 5.0.0.1, length 48

23:48:19: OSPF: Rcv DBD from 1.1.1.1 on OSPF_VL1l seq O0x1EB opt 0x62 flag 0x0 len 32
mtu 0 state EXCHANGE

23:48:19: OSPF: Send DBD to 1.1.1.1 on OSPF_VLl seqg Ox1EC opt 0x62 flag 0xl1 len 32
23:48:19: OSPF: Send with youngest Key 1

23:48:19: OSPF: Build router LSA for area 0, router ID 3.3.3.3, seq 0x80000030
23:48:19: OSPF: Rcv DBD from 1.1.1.1 on OSPF_VL1l seq O0x1EC opt 0x62 flag 0x0 len 32
mtu 0 state EXCHANGE

23:48:19: OSPF: Exchange Done with 1.1.1.1 on OSPF_VL1

23:48:19: OSPF: Synchronized with 1.1.1.1 on OSPF_VL1l, state FULL

!--- This indicates the establishment of neighbor adjacency. 23:48:19: %0SPF-5-ADJCHG:

2, Nbr 1.1.1.1 on OSPF_VL1 from LOADING to FULL, Loading Done
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