BEE R A P& i (N TP) )

B =%

jiibN
FRFM
ER
ERNAH
NTP show#s &
show ntp association

show ntp association detail

show ntp status

FWEINTPEIES
KA ENTPHIES

debug ntp validit
debug ntp packets
debug ntp sync and debug ntp events

M)

ZR ST R4 AT 48 A04a] {5 F debug %54 Fshow ntpd 4536 P 48 Bt ] HMS (N T P) ) B3 4T 4 R B Bk o

FRFEMH

AXHEREEARENER,

ERBNAH

AT PR T E BV R FAE AR A

AXHEFNEEHRETRHRERRERRFHNREREN

o AMHPERNFERERYIGRARG (RN ) BE. NRENMEL



FEIRS , FRRETRAEGSHEERNE,

NTP showdr %

EEENTPRIEBWRERRZE , BT HUAT SR AENE L

 show ntp association
 show ntp association detail

 show ntp status

AR BEAGTERIERMAXABIMAGTHRAREE. REBREIMAFTEHTRABIENES.

—
il

EE G PHAEABREFIEYEE Eshowint. FHARAHEERETIERESE show i SHHENIHT. REEREMALFEBRRA
BIEFMES,

show ntp association

NTPREXAI AR EXRE ( — I REEBEEZ N REASIANE N REEHAS ) IRSFHXK (RE-ITREEZ—1RE
B A MAREZ-—IMRERAD ).

LU £ show ntp associati onin 4 89 51 =4

CLA_PASA#sh ntp association

address ref clock st when poll reach delay offset disp
~10.127.7.1 10.127.7.1 9 50 64 377 0.0 0.00 0.0
~10.50.44.69 10.50.36.106 5 21231 1024 O 3.8 -4.26 16000.
+~10.50.44.101 10.50.38.114 5 57 64 1 3.6 -4.30 15875.
+~10.50.44.37 10.50.36.50 5 1 256 377 0.8 1.24 0.2



~10.50.44.133 10.50.38.170 5 12142 1024 O 3.2 1.24 16000.
+~10.50.44.165 10.50.38.178 5 35 256 357 2.5 -4.09 0.2
+~10.50.38.42 10.79.127.250 4 7 256 377 0.8 -0.29 0.2
*~10.50.36.42 10.79.127.250 4 188 256 377 0.7 -0.17 0.3
+~10.50.38.50 10.79.127.250 4 42 256 377 0.9 1.02 0.4
+~10.50.36.50 10.79.127.250 4 20 256 377 0.7 0.87 0.5

* primary (synced), # primary (unsynced), + selected, - candidate, ~ configured



HARR

iR

BN FHFEUATEYX

* BRI BT Fik

#IL T E2 E Xt ik

+ 1 AT RERY R 5 R 3 E
- X FRRIRIEERF
~NERRBSEEN

XENFRZEN P, ERAF , E—NKBER127.127.7.1, XRTAMITENCESHBEFES, 8% , RE—
NTPEREZESHBERES,

o G

ir m
+H <

BRRENFRZNSENHO L. EREF , IANNEH/BRSFEALBIPENSErS , AEENHET QITRER
REFEEEHRER. XRIIRSER. I THREENRE , SENHRLHIP, Rt CiIH Er 48R 2 H et R,

NTPE AR R BBV S SR ERNERE (ENTPREF ), flin , F1ENHRESB[ELLERETHHEREST
E#E, cBUNTPRERNBAZZFE2EMBEIRSES , MLEH | BZHE16E, EITNTPHITEN LB ERERRENITE
HHTEE , HEANTPER EtER,

BN FIRZ W E LIINTPRIE R LR E AR N B ifE. RELTNTRIBERE.

#

ROERAYNEURE. ZAREEUAZELAVNREERBTE. RFCEERSHAITENNSI#HFIERET —NTPE
%o HEFIRMRS R/ AUNTPREREN , RARKBTLU/NSN6AWIEME 10248 , HABEETEBETHK, BR

, WELRBEEFIRMRS SR AN MERAURNTPRESELASISER. MRRSHFE—BRNBRNLETR , RARRES
BHIEMEN1024% , BUBD M ETT 4.




ZRAEREE EONTPREER , BVABRABHERAEEEE,

B |[WEERTEERUANSEHERENVEFSE, IFRERRE/N\MNUIEEREHCisco |I0SRRH4 EHNTPHRHEZRREWR, BiEas
Z ||EANTPHEEW, LBNESHEN , MR RHBUNTPIPEIE SNBSS HRER.
B
Reachfd BRI MBI RAERTWRIIHRES, LHERENTPENERESELAZIESENNE, TRNSENELIHEE
WEERE , Rt EE 2 el EREESE RNEXN F AR EEth TR E.
ERFFH , EENTRNEEE :
o 3777\ FI= 11111111 23S, RANTPEERE T HRENANES.
+ 0 octal = 00000000 , & RNTPHIERKEMEMBIFEE,
« 1octa = 00000001 , T ANTPHENKEIZFHHES.
e 357octa =11101111 , R RERIEENMRFEEELZIPEES.
Reach2 —MRIFMVIERES , HTRRTHTHETR. CPURENEME B BISBNTPRESHESR.
Unit Converter 2 B F itb 3 #7115 2 H b 35 R p0 BR AL 28 T A5 ¥R 88 .
E|[(NEFEENFRERREUED N AN, T EEEBIEER , FiRERNTERSZERLER,
B
R |[OffsetRFEFECZAREESEFHZENFNFREZE, HEENATEFRNHUERTRSHNEE, EERRRSFNHH
B ||Be. AERTEFHENARE,
disp ||Dispersion ( AN EY ) RA MR HF RS [N ZENREWHEARHREZE, ERGIP , BRFE810.50.36.420 BHH

0.3, Rk ttb B 81 M AR S5 25 B B 2 B M ER B 9 & KB E = 0.3%)



https://www.translatorscafe.com/unit-converter/numbers/octal-to-binary/

RS | BLABIRENE, BR , IREANENIBEARS , NEFFE EANTPHETEZREARSH[HNTPHE
B, RRDEE16000 ; FEAHIF | BIRSS8510.50.44.69F110.50.44. 13309 081 , Rtk A #h 2 P iig 2 5k B X RS 85 A9 At
=18

MRIFERNFBESHEFES , WEFRIERTEIRAZBSFNER . BSARTHNE T :

st
5

offset disp
-4.26 16000.

address ref clock
~10.50.44.69 10.50.36.106

when poll reach delay
21231 1024 0 3.8

RERBEMNN-4.26, BNBHES (TRATEENSEHS ) , ARRXTENFT , ARZEFRAEIRA RS HF

8o

show ntp association detail

LA 2show ntp association detail 65 #9 %1 H =41

Router#sho ntp assoc detail

10.4.2.254 configured, our_primary, sane, valid, stratum 1

ref ID .GPS., time D36968AA.CC528FE7

(02:10:50.798 UTC Fri May 25 2012)

our mode client, peer mode server, our poll intvl 64, peer poll intvl 64

root delay 0.00 msec, root disp 0.44

, reach 377, sync dist 207.565

delay 2.99 msec, offset 268.3044 msec, dispersion 205.54

precision 2%**19, version 3

org time D36968B7.E74172BF (02:11:03
rcv time D36968B7.A2F44E2C (02:11:03
xmt time D36968B7.A21D3780 (02:11:03

filtdelay = 2.99 2.88 976.61
filtoffset = 268.30 172.15 -452.49
filterror = 0.02 0.99 1.95

.903 UTC Fri May 25 2012)
.636 UTC Fri May 25 2012)
.633 UTC Fri May 25 2012)

574.65 984.71 220.26 168.12
-253.59 -462.03 -81.98 -58.04 2
1.97 2.00 2.01 2.03

10.3.2.254 configured, selected, sane, valid, stratum 1

ref ID .GPS., time D36968BB.B16C4A21

(02:11:07.693 UTC Fri May 25 2012)

our mode client, peer mode server, our poll intvl 64, peer poll intvl 64

root delay 0.00 msec, root disp 3.34

, reach 377, sync dist 192.169

delay 0.84 msec, offset 280.3251 msec, dispersion 188.42

precision 2%*19, version 3

org time D36968BD.E69085E4 (02:11:09
rcv time D36968BD.9EE9048B (02:11:09
xmt time D36968BD.9EA943EF (02:11:09

filtdelay = 0.84 0.75 663.68
filtoffset = 280.33 178.13 -286.52
filterror = 0.02 0.99 1.97

.900 UTC Fri May 25 2012)
.620 UTC Fri May 25 2012)
.619 UTC Fri May 25 2012)

0.67 0.72 968.05 714.07
42.88 41.41 -444.37 -320.25 3
1.98 1.98 2.00 2.03

10.1.2.254 configured, insane, invalid, stratum 1

ref ID .GPS., time D3696D3D.BBB4FF24

(02:30:21.733 UTC Fri May 25 2012)

our mode client, peer mode server, our poll intvl 64, peer poll intvl 64

root delay 0.00 msec, root disp 4.15

, reach 1, sync dist 15879.654

2.72
2.38
2.04

1.14
5.15
2.03




deTay 0.98 msec, offset 11.9876 msec, dispersion 15875.02
precision 2**19, version 3

org time D3696D3D.E4C253FE (02:30:21.893 UTC Fri May 25 2012)
rcv time D3696D3D.E1DOCIB9 (02:30:21.882 UTC Fri May 25 2012)
xmt time D3696D3D.E18A748D (02:30:21.881 UTC Fri May 25 2012)

filtdelay = 0.98 0.00 0.00 0.00 0.00 0.00 0.00 0.00
filtoffset = 11.99 0.00 0.00 0.00 0.00 0.00 0.00 0.00
filterror = 0.02 16000.0 16000.0 16000.0 16000.0 16000.0 16000.0 16000.0

AR EE R RKREKER D B E LHARIE,






2R

HAPR

EEE EENTPET R ER BN RS8R WEBTURNSHN , XEF/RS[ERIS KA,

our_primary |\ b % 7= 4 ¥ [B 25 2 bt 3 F 44

=552 Heour_primary” kKM FFimk LR LA |, RN EF/RSB[ITERUH#TIRNEL

BE 2N A TN MRS SF[ERHINTPERIES, XENRXERFC 1305 . ML (AN ((ZE3KR ) A3 . SEHERI 54T
REE. MidaE



https://www.ietf.org/rfc/rfc1305.txt
https://www.ietf.org/rfc/rfc1305.txt

i 1453 i8R

[ Joounzznses |

2 |loxodmmmesnEa |

B Joodmurms |

4 |oos|RE IR agKETL RS |

5 |lox10|[7% 5 HmiE %K |
)|
|
|

6 Jjoxeo|[stgteenFmS (R FRRSMESBER
7 |oomzremeE
8 |loxeo|tRIER & Bia RAGE KK

WRBERTWH1E4 , WHRIBFERR. RAEERALEITERS. ERNMEH.

MBI IASEIS , MBFEEHAER. REEFAMRANEECTATHERS TMEENFREHTESL,

mT REMBREAN , AETEZREBRSHVNE. RFFRED,
BN MNE/RSFRTEER. MRUXNFERNEENEE , AT IHESZ IEE,

X

X ER/RS BRI T , TREEZAE,




2#ID

BINEFRSFHBIBRE-IMSEID (HX),

B+ 8] TimeMNIZX E4/IR S R[N BN RE — Mo EE.

EINHES (X RABE 5w EERS.

[FTEE

FAIHpoll [XE2MNEEE N FRZINNFIREZ R EN N LA,

intvl/peer

poll intvl

RIER RIBEREINTPIREBMNIEER (UERDNEN ) . F1ERHBIANENTPIRBARITHR, EAGIG  FIE=ZARS
AL RRRSEE , RAChEBNTE1R,

REE REBER TR ANZINRAFNESRAEZE, BXFAEE , FSHIERRBETX disp"BiE A,

FAFXa% |[XENROFELANESEFHIENREZENEAEZENMGT ; ©E8EE LAERERERMURIIRRME., RE
BEANNMEBNARSS .
EESESIMERNBESH/EL BN AENTPIRE (INTERNETHE1ZHNTPIRSE S | TRERMN RSS2 M4 atHE
), RTELANTPREZHINAFERSRE , BELETRATERNARLSER. Z—IMEERE , EFNES—REE
HH R — NIRRT EIRSE , XHRTHFANNEIRE, NTPH A %R E % F A Bdlman-Fords 1 3 B%
HEZNEE , METERBEEEIRSSBLNBRINEERN, EXFANEEEECREREN LEASEE K mES
EEAGNSEEHMEENERN—¥, Hit, ASKREREATRIMENRSHFETRER | REKABIRMBR
KB

HER XEIFNFRENTRIER,

BE X2 HzZA B S EE,

version XN EARFERANTPRAS,




AOatE  [[XENTPERBEAEAWREE ; REEE | EE2ENTPREBEERMT 2 HEE XX T AR ik 5 P ik 2 51 # % 6t
B#,

RCVEHE ||XRAEF iR EE B E#E. AR EMrcviEzZENERRUNEENREBE. ERTHF , £
10.4.2. 2548 F LT RS H)

org time D36968B7.E74172BF (02:11:03.903 UTC Fri May 25 2012)
rcv time D36968B7.A2F44E2C (02:11:03.636 UTC Fri May 25 2012)

EZRH268.3044ZEVNREE,

xmttime |iX 271 B 77 i A5 B X F 445/ AR S5 AR AINTPRUE 289 42 S B H B

fildelay X REMEAWEEIER (BB RS )
filtoffset  |ix REMMANMHSHEE (UEDHRL )
fillror  |lix @ ARAKIEBIRE,

TMIERFWEIBNTPERIES, EARMIH , 1042254855 TE :

filtdelay = 2.99 2.88 976.61 574.65 984.71 220.26 168.12 2.72
filtoffset = 268.30 172.15 -452.49 -253.59 -462.03 -81.98 -58.04 22.38
filterror = 0.02 0.99 1.95 1.97 2.00 2.01 2.03 2.04

X8MEARN N FreachZBRME , ZFRERAMEFRETRIIRE/NINTPRES,

show ntp status

LU Zshow ntp statusty < 89§ R4

USSP-B33S-SW01#sho ntp status
Clock is synchronized, stratum 2, reference is 10.4.2.254
nominal freq is 250.0000 Hz, actual freq is 250.5630 Hz, precision is 2**18



reference time is D36968F7.7E3019A9 (02:12:07.492 UTC Fri May 25 2012)

clock

offset is 417.2868 msec, root delay is 2.85 msec

root dispersion is 673.42 msec, peer dispersion is 261.80 msec

T~ E & 7E show up association# %3 2 show ntp association detail #84 #1 & X BI KB

HARR AR
RE|(|FEREIWEN , FEL2NBRNE, EARGIF , 2718KRR2/-18) , H3.8HP.

NTPREHECHREBEEFFRZANEBSIEATERASHERERN, NTPEESHBEENTHEAETANISRRERD

LNTPANREB B REHZHITENES,

LNTPEERZ AT ENRENNE , HEF2ENERAEFETEMATENNITENRS |, BELRRRIK.




AR HEBRNT PRI FE

[

NTPRIEH —ESEENLRERE :

RIBEEINTPEIE S

I ZINTPEIES , BEERHOSLHNTPHER TN BT E,

NTPHEELEBILE , BEREZRIBFEIVELSEEBS EX,

o FHHIRENTPEHEHEH,

B TEHIXERBENRRENEEdebugin $33F :

 debug ip packets <acl>

* debug ntp packets

* debug ntp validity

 debug ntp sync

 debug ntp events

BT REYED 2 1A 48 AN 8 AR debugan & SR RIX L2 5 L R &L

AR FREAGTERIARMAXABIAMAGTHEAEE. RERRIMAFTRGTRABIANES.



EE  EMAdebugin T 2B, B AXdebugis THEEES.

RULBINT PEUE &

£ Fdebug ip packet i SR ENTPHIE SR B BRM KX, BT FIRE TR MER |, R AR SR 1 8] #2551 R (ACL) KRR %118
Wi, NTPEA AP BITEHRIPI(UDP)IRH 123,

1. BZEACL 101 :

access-1list 101 permit udp any any eq 123
access-1ist 101 permit udp any eq 123 any

NTPEESNRROMNBMNEOBEN123 , XA T :

permit udp any eq 123 any eq 123

2. fEF LU ACLBAPRR ildebug ip packet@ S HI i

debug ip packet 101

3 MARKENFHIFERE , HRACL 101KEE AN BIXLEN Fik, MRNEFER172.16.1.1 , HFACL 101EHR :

access-1ist 101 permit udp host 172.16.1.1 any eq 123
access-1ist 101 permit udp any eq 123 host 172.16.1.1

HRGIEEERRRERES


https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

241925: Apr 23 2012 15:46:26.101 ETE: IP:

241926: Apr 23 2012 15:46:26.101 ETE:
sendself FALSE, mtu O

241927: Apr 23 2012 15:46:26.101 ETE: IP:

241928: Apr 23 2012 15:46:26.101 ETE:
sendself FALSE, mtu O

HWIAKKZINTPRIESE , B2;

« RENTPRAEBELEH.

« BBEACLEABMEIETNTPEES.

o KEFFIPWH B FRIPHIEEH R,

KIAENTPEUE S

$=10.50.38.70 (Tunnel99), d=10.50.44.101, len 76, input featu
UDP src=123, dst=123, Ingress-NetFlow(13), rtype 0, forus FAL

$=10.50.38.70 (Tunnel99), d=10.50.44.101, len 76, input featu
UDP src=123, dst=123, MCI Check(55), rtype 0, forus FALSE,

J& Fdebug ip packetFldebug ntp packetsis B /5 , BRI UF I BWAEHNEES , HETUFIINTPHXERETEER. TR
HEMNTPEIE S ( f0debug ip packetFi 7~ ) , #H Hdebug ntp packetstE BRI Rk H o

I ENTPHEXNKENHES TENNRRAE

Apr 20 00:16:34.143 UTC: IP: tableid=0, s=10.3.2.31 (local), d=10.1.2.254 (Vlan2), routed via FIB
.Apr 20 00:16:34.143 UTC: IP: s=10.3.2.31 (local), d=10.1.2.254 (Vlan2), Tlen 76, sending

.Apr 20 00:16:34.143 UTC: IP: s=10.3.2.31 (local), d=10.1.2.254 (Vlan2), Tlen 76, sending full packet
.Apr 20 00:16:34.143 UTC: NTP: xmit packet to 10.1.2.254:

.Apr 20 00:16:34.143 UTC: Teap 3, mode 3, version 3, stratum 0, ppoll 64

.Apr 20 00:16:34.143 UTC: rtdel 0021 (0.504), rtdsp 1105E7 (17023.056), refid OA0102FE (10.1.2.254)

.Apr 20 00:16:34.143 UTC: ref D33B2922.24FEBDC7 (00:15:30.144 UTC Fri Apr 20 2012)

.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr

20
20
20
20
20
20
20
20
20
20

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

16:
16:
16:
16:
16:
16:
16:
16:
16:
16:

34.
34.
34.
34.
34.
34.
34.
34.
34.
34.

143
143
143
143
143
143
143
143
143
143

UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:

org 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)

rec 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)

xmt D33B2962.24CAFAD1 (00:16:34.143 UTC Fri Apr 20 2012)
IP: s=10.1.2.254 (Vlan2), d=10.3.2.31, Ten 76, rcvd 2
NTP: rcv packet from 10.1.2.254 to 10.3.2.31 on Vlan2:

Teap 0, mode 4, version 3, stratum 1, ppoll 64

rtdel 0000 (0.000), rtdsp 009D (2.396), refid 47505300 (10.80.83.0)
ref D33B2952.4CC11CCF (00:16:18.299 UTC Fri Apr 20 2012)

org D33B2962.24CAFAD1 (00:16:34.143 UTC Fri Apr 20 2012)

rec D33B2962.49D3724D (00:16:34.288 UTC Fri Apr 20 2012)



20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr

16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:

34.
34.
36.
36.
36.
36.
36.
36.
36.
36.
36.
36.
36.
36.
36.
36.
36.
36.
36.
36.
36.

143
143
283
283
283
283
283
283
283
283
283
283
283
283
283
283
283
283
283
283
283

UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:

xmt D33B2962.49D997D0 (00:16:34.288 UTC Fri Apr 20 2012)
inp D33B2962.25010310 (00:16:34.144 UTC Fri Apr 20 2012)

IP: tableid=0, s=10.3.2.31 (local), d=10.8.2.254 (Vlan2),

routed via FIB

IP: s=10.3.2.31 (local), d=10.8.2.254 (Vlan2), len 76, sending

IP: s=10.3.2.31 (local), d=10.8.2.254 (Vlan2), Tlen 76, sending full packet
NTP: xmit packet to 10.8.2.254:

Teap 3, mode 3, version 3, stratum 0, ppoll 64

rtdel 002F (0.717),

rtdsp 11058F (17021.713), refid OAO0102FE (10.1.2.254)

ref D33B2962.25010310 (00:16:34.144 UTC Fri Apr 20 2012)
org 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)
rec 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)
xmt D33B2964.48947E87 (00:16:36.283 UTC Fri Apr 20 2012)

IP: s=10.8.2.254 (Vlan2), d=10.3.2.31, len 76,

rcvd 2

NTP: rcv packet from 10.8.2.254 to 10.3.2.31 on Vlan2:
Teap 0, mode 4, version 3, stratum 1, ppoll 64

rtdel 0000 (0.000),
ref D33B295B.8AF7FE33
org D33B2964.48947E87
rec D33B2964.4A6AD269
xmt D33B2964.4A7C00DO
inp D33B2964.498A755D

0017 (0.351),
16:27.542 UTC Fri
16:36.283 UTC Fri
16:36.290 UTC Fri
16:36.290 UTC Fri
16:36.287 UTC Fri

refid 47505300 (10.80.83.0)
Apr 20 2012)
Apr 20 2012)
Apr 20 2012)
Apr 20 2012)
Apr 20 2012)

rtdsp

(00:
(00:
(00:
(00:
(00:

EXENTPHBEINBRSTRERN T, BAZEKEINTPEIES ( Mdebug ip packetsPi 7R ) , ENTPEERN ECMIMTERE. W T
K HHINTPEIES , F1EAE M #Ydebug ntp packetsfil i , R ANTPH S MERBIE S, HABEE T KRBINRLBHNTPEES.

071564:

071565:
071566:

Apr 23 2012
Apr 23 2012
Apr 23 2012

(10.50.38.106)

071567:
071568:
071569: Apr
071570: Apr
PCY_PAS1#

071571: Apr
071572: Apr

Apr
Apr

23 2012
23 2012
23 2012
23 2012

23 2012
23 2012

15:
15:
15:

15:
15:
15:
15:

15:
15:

sendself FALSE, mtu O

071573: Apr
071574: Apr

23 2012
23 2012

15:
15:

sendself FALSE, mtu O

071575: Apr
10.50.44.69
071576: Apr
PCY_PAS1#

071577: Apr
071578: Apr
071579: Apr
071580: Apr
for forus p
071581: Apr
PCY_PAS1#

071582: Apr
071583: Apr
071584: Apr

23 2012

23 2012

23 2012
23 2012
23 2012
23 2012
acket

23 2012

23
23
23

2012
2012
2012

(10.50.38.106)

071585:
071586:

Apr
Apr

23
23

2012
2012

15:

15:

15:
15:
15:
15:

15:
16:
16:
16:

16:
16:

46:
46:
46:

46:
46:
46:
46:

47:
47:

47:
47:

47:
47:
47:
47:
47:
47:
47:
03:
03:
03:

03:
03:

26.
26.
26.

26.
26.
26.
26.

31.
31.

31.
31.

31.
31.
31.
31.
31.
31.
31.
30.
30.
30.

30.
30.

100
100
100

100
100
100
100

497
497

497
497

497
497
497
497
497
497
497
105
105
105

105
105

ETE:
ETE:
ETE:

ETE:
ETE:
ETE:
ETE:

ETE:
ETE:

ETE:
ETE:

ETE:
ETE:
ETE:
ETE:
ETE:
ETE:
ETE:
ETE:
ETE:
ETE:

ETE:
ETE:

NTP: xmit packet to 10.50.44.101:
Teap 0, mode 1, version 3, stratum 5, ppoll 1024
rtdel 07B5 (30.106), rtdsp 0855 (32.547), refid 0A32266A

ref D33FDB05.1A084831 (15:43:33.101 ETE Mon Apr 23 2012)
org 00000000.00000000 (01:00:00.000 HIVER Mon Jan 1 1900)
rec 00000000.00000000 (01:00:00.000 HIVER Mon Jan 1 1900)
xmt D33FDBB2.19D3457C (15:46:26.100 ETE Mon Apr 23 2012)
IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, Tlen 76, input featur
UDP src=123, dst=123, Ingress-NetFlow(13), rtype 0, forus FAL
IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, Tlen 76, input featur
UDP src=123, dst=123, MCI Check(55), rtype 0, forus FALSE,

FIBipv4-packet-proc: route packet from Tunnel99 src 10.50.38.78 d
FIBfwd-proc: base:10.50.44.69/32 receive entry
FIBipv4-packet-proc: packet routing failed

IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, Tlen 76,

UDP src=123, dst=123
$=10.50.38.78 (Tunnel99), d=10.50.44.69, len 76, stop process

rcvd 2
IP:
UDP src=123, dst=123
NTP: xmit packet to 10.50.44.101:
Teap 0, mode 1, version 3, stratum 5, ppoll 1024

rtdel 0759 (28.702), rtdsp 087D (33.157), refid 0A32266A

ref D33FDF05.1B2CC3D4 (16:00:37.106 ETE Mon Apr 23 2012)
org 00000000.00000000 (01:00:00.000 HIVER Mon Jan 1 1900)



071587: Apr 23 2012
071588: Apr 23 2012
PCY_PAS1#

071589: Apr 23 2012
071590: Apr 23 2012
sendself FALSE, mtu
071591: Apr 23 2012
071592: Apr 23 2012
sendself FALSE, mtu
071593: Apr 23 2012
10.50.44.69
071594: Apr
PCY_PAS1#
071595: Apr
071596: Apr
071597: Apr 23 2012
071598: Apr 23 2012
for forus packet
071599: Apr 23 2012
PCY_PAS1#

23 2012

23 2012
23 2012

16:
16:

16:
16:

16:
16:

16:
16:
16:
16:
16:
16:

16:

03:
03:

04:
04:

04:
04:

04:
04:
04:
04:
04:
04:

04:

30.
30.

35.
35.

35.
35.

35.
35.
35.
35.
35.
35.

35.

105
105

502
506

506
506

506
506
506
506
506
506

506

ETE:
ETE:

ETE:
ETE:

ETE:
ETE:

ETE:
ETE:
ETE:
ETE:
ETE:
ETE:

ETE:

rec 00000000.00000000 (01:00:00.000 HIVER Mon Jan 1 1900)
xmt D33FDFB2.1B1D5E7E (16:03:30.105 ETE Mon Apr 23 2012)
IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, len 76, input featur
UDP src=123, dst=123, Ingress-NetFlow(13), rtype 0, forus FAL
IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, len 76, input featur
UDP src=123, dst=123, MCI Check(55), rtype 0, forus FALSE,

FIBipv4-packet-proc: route packet from Tunnel99 src 10.50.38.78 d

FIBfwd-proc: base:10.50.44.69/32 receive entry

FIBipv4-packet-proc: packet routing failed

IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, len 76,
UDP src=123, dst=123

$=10.50.38.78 (Tunnel99), d=10.50.44.69, len 76, stop process

rcvd 2
IP:

UDP src=123, dst=123

MRBSBOEBN/BIEREFES , WARKRERSER, SERTSREATHRER , BESMRSHFE/NFRZINRE K
AN EAK, Eit, At ENEEEEREES DL ENERYE , BN ETNERFE ST EHLFTES KTE,

NTPX R EEERA , TESTCREFENEMRERAL , REZUTEH A XHITRE,

MRFHEMAER  ARRBRREST , BIRSHEIENTPEF RN SR, Hit , EENTPRESF I SN B AN ATRERL

RA, MABEFRAEEEHNETCHITRE,

BRIEFEFISNTP ( R MERIEMDIN ) , BRINTPRREXAXLERFESRIENST E. NTPFRERFR BN BRGPHAT ZXE

Eo

MREBFEASERNVER , BARELN T

o BiMEMTE?

o BHITERWAN)ERFREFEEMRENESD



c MERBRE?

5 2 show ntp associations detail 5 S I B E. JRAEBERN377. MRZERORE , WESEZBNTPRES , ¥ BXHEFHSRS
BRESL.

debug ntp validity

debug ntp validity @ TIERNTPRE IR TR R MRERERMRE , HIBRAWERRE, it HSRFC13055 8 E#Y 2 N
HATHR , REMNAATUIRMRS SFRRAINTPEES. EXT AN :



i R iHR

1 ||ox0ol(WBIEEHEBIED

2 ||oxo2|[W B thE B IR S

3 ||ox04||i TR L

4 ||0x08|[W E MR/ B ARETLRARE

5 ||Ox10{[3 % & 1331 K K

6 ||ox20|[x F ket e R E LS (N TFRELSHRSI[ER )
7 ||Ox40|[X EE B T E




8 [|0x80

RILR /& BL R E R

AR 2debug ntp validity @y B9 7RGl H

PCY_PAS1#debug ntp validity

NTP peer validity debugging is on

009585: Mar
009586: Mar
009587: Mar
PCY_PAS1#

009588: Mar
009589: Mar
PCY_PAS1#

009590: Mar
009591: Mar
PCY_PAS1#

009592: Mar
009593: Mar
009594: Mar
PCY_PAS1#

009596: Mar
009597: Mar
PCY_PAS1#

009598: Mar
009599: Mar
PCY_PAS1#

009600: Mar
009601: Mar
PCY_PAS1#

009602: Mar
009603: Mar
009604: Mar
PCY_PAS1#

009605: Mar
009606: Mar
PCY_PAS1#

009607: Mar
009608: Mar
009609: Mar
PCY_PAS1#

009610: Mar
009611: Mar
009612: Mar
009613: Mar

debug ntp packets

1
1
1

= =

=

=

s

2012
2012
2012

2012
2012

2012
2012

2012
2012
2012

2012
2012

2012
2012

2012
2012

2012
2012
2012

2012
2012

2012
2012
2012

2012
2012
2012
2012

09:
09:
09:

09:
09:

09:
09:

09:
09:
09:

09:
09:

09:
09:

09:
09:

09:
09:
09:

09:
09:

09:
09:
09:

09:
09:
09:
09:

14:
14:
14:

14:
14:

14:
14:

14:
14:
14:

14:
14:

14:
14:

14:

14

15:
15:
15:

15:
15:

15:
15:
15:

15:
15:
15:
15:

32.
32.
32.

38.
38.

43.
43.

48.
48.
48.

54.
54.

54.
54.

59.
:59.

04.
04.
04.

10.
10.

15.
15.
15.

20.
20.
20.
20.

670
670
670

210
210

606
606

686
686
686

222
222

886
886

606
606

622
622
622

238
238

338
338
338

402
402
402
402

HIVER:
HIVER:
HIVER:

HIVER:
HIVER:

HIVER:
HIVER:

HIVER:
HIVER:
HIVER:

HIVER:
HIVER:

HIVER:
HIVER:

HIVER:
HIVER:

HIVER:
HIVER:
HIVER:

HIVER:
HIVER:

HIVER:
HIVER:
HIVER:

HIVER:
HIVER:
HIVER:
HIVER:

NTP: packet from 192.168.113.57 failed validity tests 52
Authentication failed
Peer/Server Stratum out of bound

NTP: packet from 192.168.56.1 failed validity tests 14
Authentication failed

NTP: packet from 10.110.103.27 failed
Authentication failed

validity tests 14

NTP: packet from 192.168.113.57failed
Authentication failed
Peer/Server Stratum out of bound

validity tests 52

NTP: packet from 10.110.103.35 failed
Authentication failed

validity tests 14

NTP: synced to new peer 10.50.38.106
NTP: 10.50.38.106 synced to new peer

NTP: packet from 10.110.103.27 failed
Authentication failed

validity tests 14

NTP: packet from 192.168.113.137 failed validity tests 52
Authentication failed
Peer/Server Stratum out of bound

NTP: packet from 192.168.56.1 failed validity tests 14
Authentication failed

NTP: packet from 10.83.23.140 failed validity tests 52
Authentication failed
Peer/Server Stratum out of bound

NTP: packet from 192.168.113.92 failed validity tests 74
Authentication failed

Peer/Server Clock unsynchronized

Peer/Server Stratum out of bound



$& 7 LA F debug ntp packetstn R E BN E4/IR S [/ E KB HIE S+ A ERANE, EABYSREENCNEFMEREES
XY E 4K/ AR 55 2R BV A B

F&

rovEiESe

xmit#E &

lag

REANAH  RRSBHENHE,

REBREANNERZES (B ) NE#. (FrraRSEXEBES. ) |

lrec ||[Zr sk asiE an N AR,

E-9ab LN

Eib R ET , MRS SRERNBREINREE S - RSHRNWBETONEBHRE , XRTEFRNTPA TR RS,

USSP-B33S-SW01#debug ntp packets
NTP packets debugging is on
USSP-B33S-SWO1#

May
May
May
May
May
May
May
May
May
May
May
May
May
May
May

25
25
25
25
25
25
25
25
25
25
25
25
25
25
25

02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:

21:
21:
21:
21:
21:
21:
21:
21:
22:
22:
22:
22:
22:
22:
22:

48.
48.
48.
48.
48.
48.
48.
48.
46.
46.
46.
46.
46.
46.
46.

182
182
182
182
182
182
182
182
051
051
051
051
051
051
051

uTC:
uTC:
uTC:
uTC:
uTC:
uTC:
uTC:
uTC:
uTC:
uTC:
uTC:
uTC:
uTC:
uTC:
uTC:

NTP: rcv packet from 10.1.2.254 to 10.3.2.31 on Vlan2:

Teap 0, mode 4, version 3, stratum 1, ppoll

64

rtdel 0000 (0.000), rtdsp O0F2 (3.693), refid 47505300 (10.80.83.0)

ref D3696B38.B722C417 (02:21:44.715 UTC Fri
org D3696B3C.2EA179BA (02:21:48.182 UTC Fri
rec D3696B3D.E58DE1BE (02:21:49.896 UTC Fri
xmt D3696B3D.E594E7AF (02:21:49.896 UTC Fri
inp D3696B3C.2EDFC333 (02:21:48.183 UTC Fri
NTP: xmit packet to 10.4.2.254:

Teap 0, mode 3, version 3, stratum 2, ppoll
rtdel 00CO (2.930), rtdsp 1C6FA (1777.252),
ref D3696B36.33D43F44 (02:21:42.202 UTC Fri
org D3696B37.E72C75AE (02:21:43.903 UTC Fri
rec D3696B36.33D43F44 (02:21:42.202 UTC Fri
xmt D3696B76.0D43AE7D (02:22:46.051 UTC Fri

May 25 2012)
May 25 2012)
May 25 2012)
May 25 2012)
May 25 2012)

64

refid 0A0402FE (10.4.2.254)
May 25 2012)

May 25 2012)

May 25 2012)

May 25 2012)



X R B B A B B R B, SEBxmitBE B e BE Q2R AV R EE, NEEEBE L T&RAE16000 , X FEHEREE T
BL&E R0,

USSP-B33S-SwWO1#

.May 25 02:05:59.011 UTC: NTP: xmit packet to 10.4.2.254:

.May 25 02:05:59.011 UTC: Teap 3, mode 3, version 3, stratum 0, ppoll 64

.May 25 02:05:59.011 UTC: rtdel OOA3 (2.487), rtdsp 1104D0 (17018.799), refid OA0402FE (10.4.2.254)
.May 25 02:05:59.011 UTC: ref D3696747.03D8661A (02:04:55.015 UTC Fri May 25 2012)

.May 25 02:05:59.011 UTC: org 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)

.May 25 02:05:59.011 UTC: rec 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)

.May 25 02:05:59.011 UTC: xmt D3696787.03105783 (02:05:59.011 UTC Fri May 25 2012)

.May 25 02:05:59.011 UTC: NTP: rcv packet from 10.4.2.254 to 10.3.2.31 on Vlan2:

.May 25 02:05:59.011 UTC: Teap 0, mode 4, version 3, stratum 1, ppoll 64

.May 25 02:05:59.011 UTC: rtdel 0000 (0.000), rtdsp 0014 (0.305), refid 47505300 (10.80.83.0)
.May 25 02:05:59.011 UTC: ref D3696782.C96FD778 (02:05:54.786 UTC Fri May 25 2012)

.May 25 02:05:59.011 UTC: org D3696787.03105783 (02:05:59.011 UTC Fri May 25 2012)

.May 25 02:05:59.011 UTC: rec D3696787.281A963F (02:05:59.156 UTC Fri May 25 2012)

.May 25 02:05:59.011 UTC: xmt D3696787.282832C4 (02:05:59.156 UTC Fri May 25 2012)

.May 25 02:05:59.011 UTC: 1inp D3696787.03C63542 (02:05:59.014 UTC Fri May 25 2012)

debug ntp sync and debug ntp events

debug ntp syncH BER —THE , ERNHREERSBRALFRECER. ZivHEFHEN debug ntp eventsig Ao

debug ntp eventsis S AT E R K ENFIENTPES , XEBTEBEENTPHFHNERRTAL T HE , flNHFRLS, (RaiFHE , |
ERRESHNHRATERE , FRABEIHRTHMERER ! )

XRAMNBRN RO, &9 , EFHRNEEDL., debugntp eventsin S ERNTPHEREREZEER , ARHNHTRES,

USSP-B33S-SW01#debug ntp sync

NTP clock synchronization debugging is on

USSP-B33S-SWO1#

USSP-B33S-SWO1#

USSP-B33S-SW01#debug ntp events

NTP events debugging is on

USSP-B33S-SWO1#

USSP-B33S-SWO1#

May 25 02:25:57.620 UTC: NTP: xmit packet to 10.4.2.254:

May 25 02:25:57.620 UTC: 1leap 0, mode 3, version 3, stratum 2, ppoll 64

May 25 02:25:57.620 UTC: rtdel 00D4 (3.235), rtdsp 26B26 (2418.549), refid 0AO402FE (10.4.2.254)
May 25 02:25:57.620 UTC: ref D3696BF5.C47EB880 (02:24:53.767 UTC Fri May 25 2012)
May 25 02:25:57.620 UTC: org D3696BF7.E5F91077 (02:24:55.898 UTC Fri May 25 2012)
May 25 02:25:57.620 UTC: rec D3696BF5.C47EB880 (02:24:53.767 UTC Fri May 25 2012)
May 25 02:25:57.620 UTC: xmt D3696C35.9EDICE97 (02:25:57.620 UTC Fri May 25 2012)
May 25 02:25:57.620 UTC: NTP: rcv packet from 10.4.2.254 to 10.3.2.31 on Vlan2:
May 25 02:25:57.620 UTC: Teap 0, mode 4, version 3, stratum 1, ppoll 64



May 25 02:25:57.620 UTC: rtdel 0000 (0.000), rtdsp OO0OE (0.214), refid 47505300 (10.80.83.0)
May 25 02:25:57.620 UTC: ref D3696C37.D528800E (02:25:59.832 UTC Fri May 25 2012)

May 25 02:25:57.620 UTC: org D3696C35.9ED1CE97 (02:25:57.620 UTC Fri May 25 2012)

May 25 02:25:57.620 UTC: rec D3696C37.E5C7AB3D (02:25:59.897 UTC Fri May 25 2012)

May 25 02:25:57.620 UTC: xmt D3696C37.E5D1F273 (02:25:59.897 UTC Fri May 25 2012)

May 25 02:25:57.620 UTC: inp D3696C35.9F9EA2C4 (02:25:57.623 UTC Fri May 25 2012)

May 25 02:25:59.830 UTC: NTP: peer stratum change

May 25 02:25:59.830 UTC: NTP: clock reset

May 25 02:25:59.830 UTC: NTP: sync change

May 25 02:25:59.830 UTC: NTP: peer stratum change

May 25 02:26:05.817 UTC: NTP: xmit packet to 10.1.2.254:

May 25 02:26:05.817 UTC: Tleap 3, mode 3, version 3, stratum O, ppoll 64

May 25 02:26:05.817 UTC: rtdel 00C2 (2.960), rtdsp 38E9C (3557.068), refid 0AO0O402FE (10.4.2.254)
May 25 02:26:05.817 UTC: ref D3696C35.9F9EA2C4 (02:25:57.623 UTC Fri May 25 2012)

May 25 02:26:05.817 UTC: org 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)

May 25 02:26:05.817 UTC: rec 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)

May 25 02:26:05.817 UTC: xmt D3696C3D.D12D0565 (02:26:05.817 UTC Fri May 25 2012)

FNSENTPH §h B HA

Cisco.comP 3 & &5 151,

“ 2% A copy running-configuration startup-configurationds 5 A B B R Z EINVRAMET |, ntp clock-period@ S B3 ERK , SURBETFHT
FUNEERK. BOZRFHEANp clock-period@F. FRAENEEXHFEHEHEMEZHMBRESET,

N EAMERRTES  AhTCRREMF.

JEFINTPEY , ntp clock-period@f T2 B HPIERES. TR TRBRGNH, BAREATIM4ZVHNAEHRE , Bt , £RE
HES  BEERERNEIY,

MRERZBITEERGERTHE ( TRRFEMBABRNERRIIRTMERINE ) , CQRZEEH AN RGP, URGFEE
Hit,

AR APTHRERRSS.

RS BIANTPE 4 EHA N 17179869 , EBR L T BEINTPHE,

RN 17179869 * 27(-32) = 0.00399999995715916156768798828125 , L KAN4ZER,



Hign , & BCisco 26118% FIgR ( Cisco 2600RFkHzR . — ) WRENHBERESL , ANERAUTHTERRS

ntp clock-period 17208078

X% F17208078 * 2/(-32) = 0.0040065678767859935760498046875 , k& T4ZER,

CiscoOBR WA EEMEZG T AYRARET—RAESR , ARERAW memSBSREEE. XNERET T AEHB N ABRE
, HFANTPERERE S

ERFEEUMS —BREEAR , HFEMAnontp clock-periodis &, AA LG T2 FRNHEAMRE N ZHERENRIAE. ETUE
WMTESERME (EEERITERB TURERENHHEE ) o

HicfE , WEBRTES , Bt , IREEHFHREHREATTENERE , WUELK5EAE. AEREFE , BRIURIENTPE
SRR E N SB 4R

MBEERABEX LR , MALUREFHERNE. A TN —AREEIBIZ —AREE , BURESH IBREH FERLIFEE
. BEE , BHAntp clock-periodds 5 H F#E running-configfllstartup-configd? , FTEANTP clock-period¥s IEE i & £ K EXFER
B, HIEFH LEWNTPEREXNEHEHERSNRFZHETES,

#& , BifEAno ntp clock-period@i < iEMRNTP clock-period , RAFEREFEHE. MARKASITELESBENRER,

Cisco |OSH iR 4 15.088 3 & i A4 R B2 fntp clock-periodin &+ ; BMTEBRMAEIEL ZG T , HERUTHIR

"%NTP: This configuration command is deprecated."

TAUFHEENHEAY  ARSTREPAAVEANMEYS, BTHNRSSESHEES (FRFEHCisco IOSHRA ,
124)  BIRQELZGT  ARESHNHEIREEFIZTEEN , BNRKIELZS T,

FEH B RS S Entp clear drifto
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https://community.cisco.com/t5/other-network-architecture-subjects/ntp-clock-period-not-being-configured/td-p/1497904
https://community.cisco.com/t5/other-network-architecture-subjects/ntp-clock-period-not-being-configured/td-p/1497904
https://community.cisco.com/t5/other-network-architecture-subjects/ntp-clock-period-not-being-configured/td-p/1497904
https://www.cisco.com/c/en/us/support/docs/availability/high-availability/19643-ntpm.html
https://www.cisco.com/c/en/us/support/docs/ip/network-time-protocol-ntp/108076-ntp-troubleshoot.html
https://www.cisco.com/c/en/us/support/docs/ip/network-time-protocol-ntp/108076-ntp-troubleshoot.html
https://www.cisco.com/c/en/us/support/docs/ip/network-time-protocol-ntp/108076-ntp-troubleshoot.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



