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WRBIR B EIRFEX NAT B, EXHERT , REER NAT FEH.

ELANARBIG | BRESE ARERNSAL AR 172.31.200.48 ¥ 172.16.47.150 , L=
A Ro

!
version 11.2
no service udp-small-servers
no service tcp-small-servers
!
hostname Router-A
!
enable password ww
1

ip nat inside source static 172.31.200.48 172.16.47.150

!-—— This command creates a static NAT translation

l-—-- between 172.31.200.48 and 172.16.47.150 ip domain-name cisco.com ip name-server
172.31.2.132 ! interface Ethernet0 no ip address shutdown ! interface Serial0 ip address
172.16.47.161 255.255.255.240 ip nat inside

!-—- Configures Serial0 as the NAT inside interface no ip mroute-cache no ip route-cache no
fair-queue ! interface Seriall ip address 172.16.47.146 255.255.255.240 ip nat outside

!-—- Configures Seriall as the NAT outside interface no ip mroute-cache no ip route-cache ! no
ip classless ip route 0.0.0.0 0.0.0.0 172.16.47.145

!--- Configures a default route to 172.16.47.145 ip route 172.31.200.0 255.255.255.0
172.16.47.162 ! ! line con 0 exec-timeout 0 0 line aux 0 line vty 0 4 password ww login ! end

RMRRAFBERREE.



Router-A#show ip nat translation
Pro Inside global Inside local Outside local Outside global
---172.16.47.150 172.31.200.48 --

Lt R BB EEE A, LAt debug ip packet detail #1 debug ip nat F‘Fﬁ BMi&& 172.31.200.48
K HH ping W E E’Jiﬁ’,j] 172.16.47.142,

33-:ﬁ'DebugﬁA ERAREBRH, REIPNELNREBRENFREEALRXGT , UBRR
SENHEHMESZIAEKE, EX L debug w28 , HSHAX debug RN EERFE

IP: s=172.31.200.48 (Seriall), d=172.16.47.142, len 100, unroutable
ICMP type=8, code=0

IP: s=172.16.47.161 (local), d=172.31.200.48 (Serial0l), len 56, sending
ICMP type=3, code=1

IP: s=172.31.200.48 (Seriall), d=172.16.47.142, len 100, unroutable
ICMP type=8, code=0

IP: s=172.31.200.48 (Seriall), d=172.16.47.142, len 100, unroutable
ICMP type=8, code=0

IP: s=172.16.47.161 (local), d=172.31.200.48 (Serial0l), len 56, sending
ICMP type=3, code=1

IP: s=172.31.200.48 (Seriall), d=172.16.47.142, len 100, unroutable
ICMP type=8, code=0

IP: s=172.31.200.48 (Seriall), d=172.16.47.142, len 100, unroutable
ICMP type=8, code=0

IP: s=172.16.47.161 (local), d=172.31.200.48 (Serial0l), len 56, sending
ICMP type=3, code=1

BT E—MaHFEENATRIREE AT EEANTBHSER %ﬁ%m%m%mﬁm&ﬁa
B33t (172.16.47.142) K9 B M o R B IR A 4 R — MCMP R ATk HE , WHENAEER
HNERIR &

B2 , BRHE A WRIARARN 172.16.47.145 , A , AT A LA EA N T BB B TE ?

BEH2R A 2EE noip classless , XERBENRBFECTHNEN MR FMNFETHRAERRFHNEE
R (FEIX ﬂJr*/RT?J 172.16.0.0 ) , BBAZERHAR T RERINEH, EHEH , WRAH
no ip classless @ )""J%?EIﬂﬂ%ﬁﬂ%ﬁﬁﬁﬁﬁﬁﬂ’]ﬂ@ﬁﬂ-ﬁﬂ%ﬁﬂEI’JIJJFJbo T BT , &k
MR EHRR A J:EEE ip classless. ZRIANTERT , R %A Cisco 10S BHMA 11.3 RE = RAH
Cisco BBHIE8 L | ip classless ST B RS,

Router-A#configure terminal

Enter configuration commands, one per line. End with CTRL/Z.
Router-A(config) #ip classless

Router-A (config) #end

Router-A#show ip nat translation

%$SYS-5-CONFIG_I: Configured from console by console nat tr

Pro Inside global Inside local Outside local Outside global
--- 172.16.47.150 172.31.200.48 -

HEG2a —HEEMEM ping Nt i’d‘\E U%&E@%ﬁ?@?ﬁé ping B .

Ping Response on device 172.31.200.48

D:\>ping 172.16.47.142
Pinging 172.16.47.142 with 32 bytes of data:



Reply from
Reply from
Reply from
Reply from

172.16.47.
172.16.47.
172.16.47.
172.16.47.

142:
142:
142:
142:

bytes=32
bytes=32
bytes=32
bytes=32

Ping statistics for 172.16.47.142:

time=10ms
time<1l0ms
time<1l0ms
time<1l0ms

TTL=255
TTL=255
TTL=255
TTL=255

Packets: Sent = 4, Received = 4, Lost = (0%)
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 10ms, Average = 2ms

Debug messages on Router A indicating that the packets generated by device
172.31.200.48 are getting translated by NAT.
Router-A#

*Mar 28 03:34:28:
(Seriall), routed
*Mar 28 03:34:28:
*Mar 28 03:34:28:
g=172.16.47.145,
*Mar 28 03:34:28:
*Mar 28 03:34:28:
*Mar 28 03:34:28:
(Serialo),

IP: tableid=0,
via RIB

NAT: s=172.31.200.48->172.16.47.150, d=172.16.47.142 [160]
IP: s=172.16.47.150 (Serial0), d=172.16.47.142 (Seriall),
len 100, forward

ICMP type=8, code=0

NAT*: s=172.16.47.142, d=172.16.47.150->172.31.200.48 [160]
IP: tableid=0, s=172.16.47.142 (Seriall), 4=172.31.200.48
via RIB

s=172.31.200.48 (Serial0), d=172.16.47.142

routed

*Mar 28 03:34:28: IP: s=172.16.47.142 (Seriall), d=172.31.200.48 (Serial0),
g=172.16.47.162, len 100, forward

*Mar 28 03:34:28: ICMP type=0, code=0

*Mar 28 03:34:28: NAT*: s=172.31.200.48->172.16.47.150, d=172.16.47.142 [161]
*Mar 28 03:34:28: NAT*: s=172.16.47.142, d=172.16.47.150->172.31.200.48 [161]
*Mar 28 03:34:28: IP: tableid=0, s=172.16.47.142 (Seriall), d=172.31.200.48
(Serial0O), routed via RIB

*Mar 28 03:34:28: IP: s=172.16.47.142 (Seriall), d=172.31.200.48 (Serial0),
g=172.16.47.162, len 100, forward

*Mar 28 03:34:28: ICMP type=0, code=0

*Mar 28 03:34:28: NAT*: s=172.31.200.48->172.16.47.150, d=172.16.47.142 [162]
*Mar 28 03:34:28: NAT*: s=172.16.47.142, d=172.16.47.150->172.31.200.48 [162]
*Mar 28 03:34:28: IP: tableid=0, s=172.16.47.142 (Seriall), d=172.31.200.48
(Serial0O), routed via RIB

*Mar 28 03:34:28: IP: s=172.16.47.142 (Seriall), d=172.31.200.48 (Serial0),
g=172.16.47.162, len 100, forward

*Mar 28 03:34:28: ICMP type=0, code=0

*Mar 28 03:34:28: NAT*: s=172.31.200.48->172.16.47.150, d=172.16.47.142 [163]
*Mar 28 03:34:28: NAT*: s=172.16.47.142, d=172.16.47.150->172.31.200.48 [163]
*Mar 28 03:34:28: IP: tableid=0, s=172.16.47.142 (Seriall), d=172.31.200.48
(Serial0O), routed via RIB

*Mar 28 03:34:28: IP: s=172.16.47.142 (Seriall), d=172.31.200.48 (Serial0),
g=172.16.47.162, len 100, forward

*Mar 28 03:34:28: ICMP type=0, code=0

*Mar 28 03:34:28: NAT*: s=172.31.200.48->172.16.47.150, d=172.16.47.142 [164]
*Mar 28 03:34:28: NAT*: s=172.16.47.142, d=172.16.47.150->172.31.200.48 [164]
*Mar 28 03:34:28: IP: tableid=0, s=172.16.47.142 (Seriall), d=172.31.200.48
(Serial0O), routed via RIB

*Mar 28 03:34:28: IP: s=172.16.47.142 (Seriall), d=172.31.200.48 (Serial0),
g=172.16.47.162, len 100, forward

*Mar 28 03:34:28: ICMP type=0, code=0

Router-A#undebug all
All possible debugging has been turned off
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