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External network

In this figure, ethernet 0 and ethernet 1 will

bhe defined as NAT inside infterfaces and
serial 0 will be defined as a NAT outside
interface.
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BRRFEATATASFREERN , BR2AEBNEREUNRFBRFFEAFNER, MREHEK
MR IRFWFAIEBEERENERIRSE , WFEERIM B ARG S E AR b U,

BEERERT —MIEHNNERIER , EPFEX T RERMS SR HERED,



Inside Cloud Outside Cloud

10.10.10.1/24

Inside 172.16.10.64/24

devices

External network

10.10.20.1/24

he available valid addresses which we can
use are in the range of 172.16.10.1 through
172.16.10.63

EARRGIG | BFHLENAT AFRTHEBEIRE (BN FNHUE 31 BiRE ) KB RENES
, R E TR RN ARt Sttt Z it B E LAY SEE M 172.16.10.1
172.16.10.63,

DR AEE NAT, EXR EEFRENKNES , FEAZNS NAT. EXRAZZS NAT &Y, BEHRH
HNERREVRZEN , " EFEMUFRNREBIRAR , INMIRBLXEXZANT. ZEE2THE
TS NAT, B85 NAT 2FBSEENKRREERRRY L MEFTEMRE.

FARAEIR | EFEUF NAT REN HENARIRFHRAE -V BRI , SRR EIRZ R
NHEENER A, = EMRN overloading o LEAL R AL T MNAIE BB 5 EH R B,

BLE NAT LA VA &R A 7 17 8] BBk

NAT B% 2%

interface ethernet 0
ip address 10.10.10.1 255.255.255.0
ip nat inside

!--- Defines Ethernet 0 with an IP address and as a NAT inside interface.
interface ethernet 1

ip address 10.10.20.1 255.255.255.0
ip nat inside




I--- Defines Ethernet 1 with an IP address and as a NAT inside interface.

interface serial 0
ip address 172.16.10.64 255.255.255.0
ip nat outside

!--- Defines serial 0 with an IP address and as a NAT outside interface.
ip nat pool no-overload 172.16.10.1 172.16.10.63 prefix 24

!--- Defines a NAT pool named no-overload with a range of addresses
/---172.16.10.1 - 172.16.10.63.

ip nat inside source list 7 pool no-overload

!--- Indicates that any packets received on the inside interface that
!I--- are permitted by access-1ist 7 has

!--- the source address translated to an address out of the

!--- NAT pool "no-overload".

access-1list 7 permit 10.10.10.0 0.0.0.31

access-1list 7 permit 10.10.20.0 0.0.0.31

I--- Access-1ist 7 permits packets with source addresses ranging from
/---10.10.10.0 through 10.10.10.31 and 10.10.20.0 through 10.10.20.31.

~ EE  BERBZIZWNTEMA permit any RELE NAT ee 5| A RIZIR, MR NAT &
5/ permitany , I &HESZHRBAIER , NS BF KR,

BAE , EZAEES |, access-list 7 (X AFFREB M 10.10.10.0 B8] 32 N itbit FK B FM
10.10.20.0 98T 32 Mk, FRUL , RAEXE R U o LA, AL EAREEHMRR EET
tbht | {Bix b it S H iR,

EE—S$E2RIF NAT EEEMEE1T.

BLE NAT AR VFARRA I 175R BB

NAT B FH 2%

interface ethernet 0
ip address 10.10.10.1 255.255.255.0
ip nat inside

I--- Defines Ethernet 0 with an IP address and as a NAT inside interface.
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interface ethernet 1
ip address 10.10.20.1 255.255.255.0
ip nat inside

I--- Defines Ethernet 1 with an IP address and as a NAT inside interface.

interface serial 0
ip address 172.16.10.64 255.255.255.0
ip nat outside

!--- Defines serial 0 with an IP address and as a NAT outside interface.
ip nat pool ovrld 172.16.10.1 172.16.10.1 prefix 24

!--- Defines a NAT pool named ovrid with a range of a single IP
!--- address, 172.16.10.1.

ip nat inside source 1list 7 pool ovrld overload

!--- Indicates that any packets received on the inside interface that
I--- are permitted by access-1list 7 has the source address

!I--- translated to an address out of the NAT pool named ovrid.

!I--- Translations are overloaded, which allows multiple inside

!--- devices to be translated to the same valid IP address.

access-1list 7 permit 10.10.10.0 0.0.0.31

access-1list 7 permit 10.10.20.0 0.0.0.31

I--- Access-1ist 7 permits packets with source addresses ranging from
/---10.10.10.0 through 10.10.10.31 and 10.10.20.0 through 10.10.20.31.

BAER , EZWNEZNEEF orld NATH# R B —MibukSEE . ip nat inside source list 7 pool
ovrld overload X — 1T S HI K Ei7 “overload” L iF NAT FZNMAZIREZHHRINZBFHE —4
Mk,

S %2 — 22 ip nat inside source list 7 interface serial 0 overload , T NAT B.& H 7
B4 serial 0 ORI EFH

Bl Boverloading/5 , BEHES S RBRS RN ( HlE0 , TCPHUDPIRAOS ) WEHBEER , A E
£ Bibut FHRE EEN AR, BXEBMAbINE L |, HSH NAT : £B5HAE L,

RE— S REIU NAT REEMAIET.

2. AP EBRMIG RN ERRE

ANEREENMRZEERM LNRFRER , NERMRERERE , flE it B
B £ IREBE SRR RIS E M T RERR 45 LAY Bk AR S5 25 -


https://www.cisco.com/c/zh_cn/support/docs/ip/network-address-translation-nat/4606-8.html
https://www.cisco.com/c/zh_cn/support/docs/ip/network-address-translation-nat/4606-8.html
https://www.cisco.com/c/zh_cn/support/docs/ip/network-address-translation-nat/13772-12.html#topic13
https://www.cisco.com/c/zh_cn/support/docs/ip/network-address-translation-nat/13772-12.html#topic13
https://www.cisco.com/c/zh_cn/support/docs/ip/network-address-translation-nat/13772-12.html#topic13

Insicle:Cloud 10.10.10.1/24 Outside Cloud

10.10.10.254/24 172.16.131.254 /24

el

sl
NAT

devices Router

In the above topology, devices on the
outside need the ability to originate
communication with the mailserver on
the inside.

External network

RiEBE

FLiE NAT BAAF BB MG R A PR &

EARTHIF , BEENL NAT NEHEOMASED , 1 ERMKXREBR.

RE , EXHIAFAEBXRESABHERES. HMEREE LA KNS KRR 4IRS SRNBE,

E=FSREE NAT, ETHATENRRE , AJLENEERSMBIZE NAT, BXNAEE L REIR
BE%ER , BESHENEEHSHIE NAT, &E—FRRIE NAT RERMBIEZET.

3. TCP REEEMMEIH A TCP % O =it

EEMENRZURFEREENHRZNERS , X—RKEBATLBIAERME LAY Web BRS5EFK

e, ERLEERT , ALAEERE Web RS EFMITER IR O 80 LASM TCP im0 £H Web RE.
Bign | ATLABLE A EP Web BRSER101T TCP im0 8080, FEXMIFRT , LA LIEMA NAT RFEH
#R TCP #wH 80 WREEEM[ME| TCP #wH 8080,
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Inside Cloud

172.16.10.8/24 Qutside Cloud

-

=

web senver listenting to 172.16,10.1/24 10.200.200.5:30 E

TCF paort 8020 g

el s0 E

Inside NAT i
devices Router -
LLl

In the above topology, devices on the
outside are sending web traffic to TCP
port 80 bt the webserver on the inside

is only listening on TCP port 8080

EEM ERMERERFARNEAOZE , BALUREREEE NAT FRE 172.16.10.8:80 HI/LED
BIESEE@ME 172.16.10.8:8080, it , BA LI static nat i HREKR TCP xS, THE
T EERS

B E NAT LU TCP REEEM T H M TCP im0 st ik

NAT B% 2%

interface ethernet 0
ip address 172.16.10.1 255.255.255.0
ip nat inside

!--- Defines Ethernet 0 with an IP address and as a NAT inside interface.
interface serial 0
ip address 10.200.200.5 255.255.255.252

ip nat outside

!I--- Defines serial 0 with an IP address and as a NAT outside interface.

ip nat inside source static tcp 172.16.10.8 8080 172.16.10.8 80

!I--- Static NAT command that states any packet received in the inside
!--- interface with a source IP address of 172.16.10.8:8080 1is
!I--- translated to 172.16.10.8:80.

~ AE BANATHSHEERARE  FASFOAWSIFFEEUET 172.16.10.8:8080 BY{E
IR ER BN 172.16.10.8:80, Xt EREE/SEND EUREIH B #9331k h



N 172.16.10.8:80 WE AHIE THA T B 1 b1 3 172.16.10.8:8080,

BE—SREIL NAT 2R EHMEET.

show ip nat translations
Pro Inside global Inside local Outside Tocal Outside global
tcp 172.16.10.8:80 172.16.10.8:8080 --- ---

4. FF NAT BT RS E

HEENME LNIRZFEFRFUN , RATRFER , NAT TREEREFER. S0, MRREH
MATRRBZHEARBERSS R MEEZFLERSHERNERH P utNFH RS , WEHEKE AR
AMZRBERAFMBS R U STETR —LERE, B, EUUER NAT REEERIBibitARE

, BEHRREBIREIREHRRS[EE

Qutside Cloud

External network

Old server
location
172.16.10.8/24

=

devices an 172.16.10.0/24
subnet

172.16.10.1:24

Devices on subnet
172.16.10.0/24 are still
configured to send traffic to a
server with address
172.16.10.8/24. This address
must be translated to the new

address 172.16.50.8/24.

new senver location

dewicels]
172.16.650.8/24

Inside Cloud

BB EEAREN NAT £#0/5 , BUURERSEE NAT AVFXIAEB R ZEIBIRSS 274t
(172.16.10.8) BRI TR RIXBFHRS [, FIER , MESHU TS —B/ENL | X
THREEM LA RFNTES L /MG RNEMRE (MEABHNRE ) , LARTEREENE
IR BRSS 25 1P ik,

BRI AME A RS NAT KERIMEN B K. THR—MNEERH,



BLE NAT LMERTRETE

NAT B& 28

interface ethernet 0

ip address 172.16.10.1 255.255.255.0

ip nat outside

!--- Defines Ethernet 0 with an IP address and as a NAT outside interface.
interface ethernet 1

ip address 172.16.50.1 255.255.255.0

ip nat inside

!--- Defines Ethernet 1 with an IP address and as a NAT inside interface.
interface serial 0

ip address 10.200.200.5 255.255.255.252

!I--- Defines serial 0 with an IP address. This interface is not

I--- participating in NAT.

ip nat inside source static 172.16.50.8 172.16.10.8

!I--- States that any packet received on the inside interface with a
!I--- source IP address of 172.16.50.8 is translated to 172.16.10.8.

N s ARBIP AR NAT &6t TR , ENEREE O EUREIRY B Ryt ak Oy
172.16.10.8 BV EIE A B Byt ib it £ ¥ ¥ H 172.16.50.8,

BE— % 2RI NAT ERERMEET.
5. FNAT ATEENS
FAERE DB IP HHbed |, MEXLE IP i ELREHFMINEMREER  RASBNELES

o HHRLNT (HEMEEMEHEH RFC 1918 IP it ) &HAt , h&TEEBME, XHENH
IMNEEEEE , ERFFENEMAIRZET T U,

— N — RS M ZXT ZBRET 2 A1 RY (X 3
— NS NAT BB IR — N — X — MBS | SR RAMILERN R — M, REUXRER

HEFERIBMABENBEB R ESE , WREBMAE NAT RPQIBKRAMSRE ., XN TRHEN
RARS ( wERH, Web, FTP & ) MEHBERER. Hlm

<ffroot>
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Router(config)#
ip nat inside source static 10.3.2.11 10.41.10.12
Router(config)#

ip nat inside source static 10.3.2.12 10.41.10.13

S AN T ERRAKERENIET |, 318 NAT REM. HENEIMEEA0Zhu 2 R/
—X—BREE , ERE NAT XFQE—15KE. BR , REARKEMTE , E4ABRTEEE
FHE AT A, FA NAT (XA FMEE T 3175 NAT WS HABMEPEI2iE. MREHN
EUREENBENRRNTERS , WaNRRERPBERZIS NAT KB, RESFibibREEHM , #5
—AaEER,

Bl | FEKFABRENUT IR
1. B2 — bt

<#root>
Router(config)#

ip nat pool MYPOOLEXAMPLE 10.41.10.1 10.41.10.41 netmask 255.255.255.0

2. B3 AIFBR S BY A EF P 45 B9 T B 51 K.

<#root>
Router(config)#

access-list 100 permit ip 10.3.2.0 0.0.0.255 any

3. [ access-list 100 ( EFRNIFM L 10.3.2.0 0.0.0.255 #1T NAT &4E ) REEth
SYPOOLEXAMPLE , ARG &k,

<#root>
Router(config)#

ip nat inside source |ist 100 pool MYPOOLEXAMPLE over| oad

ISIF NAT 4E

BENAT G , BRITERBRTABET. BANESSHAERXMTHIEE  FARNED N
show T = debug . Bx NAT BIFHFRH , ESRKIE NAT IBEFEAR NAT,
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1. EXNATAEBFAEED,
2. MERER NAT TRATAES
3. BLiE NAT UEREER 2 SHENNES.
4. R NAT HIZ1T1ER.
ZHINE ROIER T ER TR ip nat inside T8 H. FIERBUER ip nat outside T3 REINAH

E B 45 , (BiF1214E NAT BIRMEIRF. BXEM ip nat outside S SHE B RS , FSEMEH ip
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ip nat outside source
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