fE FINATE BASARR A0 O 3 &

ARTFREBEYLER PAT 175 R A ZBR &
AFAZBEYLEHA NAT 8] S EF R &
AT ZEENENFRZEEHMNEREIEN
BESEM NAT
FRBSHENKEOBERD (X )
EE

REHE

packet tracer

EEIN

P B BR

HXEE

b))

AN BMAEACLIE BENRZLREEER(ASDM)E HEM L2 IR E (ASA) IR X EE
Bim A EEM (¥R ) NGBS iR (NAT) I EE,

BEXEZER , m2H_(BBL ASA R5Ifh KiE ASDM EEERE) .

TR

=R

SR (EEERHENER) . THWFE Y ASDM WiREHITEE.
ERANEH

AXEPHEEETUT R FE SR

. BRl ASA 5525 RINZ L REZHMRAE 9.x REGRA

. ASDM fRA 7.x R E B MRA
"AXEPNEEHRETREXIRERETNREZREN, AT EANMERZERIEEAR
(BN ) BB, MRENMELTEHRS , FRARETHREMGSHNEERE, ~
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[T
MR

[

RER

Application Seruer Reutes L0 P
& == = =
172 A6.4000,34 ] — :

Inzide Outside

Internet User

17240010.0/4

WEEHRERN IP &5 RE Internet EFRESERAH, XM BESRERERFERAN RFC
1918 ik,

ARERTBENER PAT HRISNEBM S

MBEEFEABENHEZE AN Hut A Tt | oIER RO utikie (PAT) ThEE, —fE&fE£E
B PAT BB RFHIRFTERNIBEN , FEFRRMGAIBED IP i, % ISP REMTIIRA IP #bit
BEER (FERE1DN) N, EAERXH PATBRE.

EFEH PAT AFAZBENFRIAIIRE , EFIRESRUOT -

1. - R%E$E Configuration > Firewall > NAT Rules., =i Add , /5% Network Object , LAEE
BZhZ NAT M,

Maonikaring | Q Save @ Refresh | o Back J ﬁ? Help | l CISCO
Confiquration = Firewall = NAT Rules O fddresses rServices ]
dp add - [ Edit [f] Delete 4 £ % fdresses o § O

% add -|[E Edit [[] Delete Q ‘Where Used @ Mot Used

Match Criteria: Original Packet

* Source Inkf Dest Intf Source E% etwork Object..
= "Metwark Object” NAT (Rule 1) i Metwork Object Group. .. !
F\n;. = Mebwork Ohjects
gy any
@ anyd
@ anyt

2. REZECAZHE PAT IME/EHAEE. THHROERT —MARFMN. MREEEIX
MEXNEREMATHN , ERITEFRRE.




= Add Network Object

Plame:
Twpe:

IF Yersion:

Metmask:

MAT

IP Address:

Descripkion:

obj_172.16.11.0
Mebwark, W
@) IPvd () IPvE
172.16,11.0
255.255.255.0 W
>
| ] 4 | | Cancel | | Help |

3. BFF NAT, % Add Automatic Address Translation Rules Ei%4E. M“Type’ FHIBIR ik
Dynamic PAT (Hide). 7E Translated Addr FE A , EBRMASBEONIER, £E

Advanced.,



%= Add Network Object

Mame: obj_172.16.11.0

Type: Mekwaork,

P Wersion: () IPvd () IPvE

IP Address: 172,16.11.0

Metmask: 255,255,255.0

Descripkion:

MAT

Add Autornatic Address Translation Rules

Type: Crynamic PAT (Hide) I&

Translated Addr: |outside

IUse one-to-one address translation

PAT Paoal Translated address:

Round Robin

Exkend PAT unigueness to per destination instead of per interface

Translate TCP and UDP ports into flat range 1024-65535 Include range 1-1023
Fall through ko interface PAT{dest intf):

[ ] Use IPv& For interface PAT

| Advanced. .. |

2K, | | Cancel

4. 1£“Source Interface”#“Destination Interface” FRIFIER+ |, EBFMHNMEO, 2F OK, RE
Rilt Apply EE B4,



E= Advanced NAT Settings

3

Interface

Source Interface: v

Destination Interface: | outside W

[ ] Translate DNS replies For rule

| | Cancel

Bt PAT BCES MM CLI TR -

obj ect network obj_172.16.11.0
subnet 172.16.11.0 255.255.255.0
nat (inside, outside) dynamc interface

RUFABENMER NAT RIS B &

B LUES BB A NAT #NSK o iF —HARIBEHN/MEIHRIABNE, 5 PAT FTENE , IS
NAT Mttt o B ik ptbut, Eit , FNSMF B E DGR IP bk, MASXERSENH
AR —#%i P iR .

EXYX—BW , CEBEEMER THNBHRINRNEN/MEHESR M , RS ERE 2%
IP th3ik 3,

EEA NAT R TFARBEN RGNS , EERESROT

1. )R %$E Configuration > Firewall > NAT Rules, =i Add , R/5i%#¥ Network Object , LAEL
m3hA NAT HM,



Monitoring | D Save @ Refresh | o Back. O | ? Help | CISCO

Confiquration = Firewall = NAT Rules O fddresses rServices ]
, =1 ¥
dp add - [ Edit [f] Delete + & % Addresses o #
g Add - Edit Delete Where Used Mok Used
Match Criteria: Original Packet Ef ﬁ 2 Q
# 5 Mebwork Object, ..
Source Inkf Dest Intf Source EEI'I’ ] |
= "Metwork Object” NAT (Rule 1) f Nebwork Object Group.., L

ERGEEENY || =) Metwork Objects
@ any
@ B
@ anye

2. BEBREMAA PAT WS/ EHSEE,. TEMNROIER T BN AZBME,
B Add Network Object

Mame: obj_172.16.11.0

Type: Metwork,

IP Yersion: (o) IPvd () IPwE

IP Address: 172.16,11.0

Metmask: 265,255,255.0

Descripkion:

4 H Cancel H

3. BFF NAT, % Add Automatic Address Translation Rules Ei%4E. M‘Type’ FHIFIR FikE
Dynamic, 7E“Translated AddrFEH |, EFEHHIED, ¥ & Advanced.



§ Edit Network Object (%]

Mame: obj_172.16.11.0
Type: Mebwark, w
IP Version: (*)IPvd () IPvE
IP Address: 172.16.11.0
Metrnask: 255,255,255.0 v
Descripkion:
NAT ~
Add Automatic Address Translation Rules
Type: Dwnamic W
Translated Addr: E]

Ilse one-to-one address translation

[ ] PAT Pool Translated Address:

Round Robin

Extend PAT unigueness ko per destination instead of per interface

Translate TCP and UDP ports into Flak range 1024-65535 Include range 1-1023
[ ] Fall through to interface PAT(dest inkF):

Use IPvE Faor interface PAT

| Advanced. .. |

| 0] 4 | | Cancel | | Help |

4. fFF Add , BURIMEN K. M“Type” N5« Fik#E Range, 1E“Start Address”Hl“End
Address”FERA |, AT AL R PAT IP #tisit, Click OK.



%= Add Network Object

%me: obj-my-range

Type: Fange

IP Wersion: () IPvd () IPvE

Start Address: |203.0.113.10

End address: 203.0.113.20

Descripkion:

5. f£“Translated Addr = | EFiut 3R, =i Advanced , BLUEFRFREAOFMBED,



= Edit Network Object Ed

Mame: Q‘ obj_172.16.11.0
Type: Metwork, W
IP Yersion: (%) IPvd () IPve
IP Address: 172.16.11.0
Metrnask: 255.255.255.0 A
Description:
MAT ~
Add Aukomatic Address Translation Rules
Twpe: Dwnarnic W
Translated &ddr: |obj-ry-range E]

IUse one-to-one address translation

[ ] PAT Pool Translated Address:

Round Robin

Exktend PAT unigueness to per destination instead of per interface

Translate TCP and UDP ports inka Flak range 1024-65535 Include range 1-1023
[ ] Fall through to interface PAT(dest inkF):

Ise IPw6 For inkerface PAT

| Advanced. .. |

6. £“Source Interface”f“Destination Interface” FHIF| R+ |, EFHNMNIED, 2t OK, RF
Rifi Apply EESR4EMK.



E= Advanced NAT Settings

3

Interface

Source Interface: v

Destination Interface: | outside W

[ ] Translate DNS replies For rule

| | Cancel

Bt ASDM BLEF M CLI a0 R AR -

obj ect network obj-ny-range
range 203.0.113.10 203.0.113.20

obj ect network obj_172.16.11.0

subnet 172.16.11.0 255.255.255.0

nat (i nsi de, out si de) dynani c obj-my-range

BFLEE , 172.16.11.0MEF B EVFEIRFINATH203.0.113.10 - 203.0.113. 20 F K EE Pt
o MRMRFEA M DTRERA , Mt T2 AR, Hit , BN HBET S SPATE 455K
HASNAT |, B A=Y B S8,

1. EEN-BRERENE 1 LEE IS , ARBART Add , URIIMENR. N Type” THL3
RAIERE Host, £°IP Address”FERH , fi A PAT & A IP ik, Click OK.



= Add Network Object

Mame; {optional) |obj-pat-ip

Tvpe: Hosk

IF Yersion: (&) IPvd () IPwE

IP Address: 203.0.113.21

Metmask: Z55,255,255.0

FODM:

Descripkion:

INAT

| | Zancel

2. A Add , BURIIMEX KA, 7£Group Name’ZERHBPH AL B , RAE ST Add FH b
HEXTER ( NAT SBEF PAT IP #tb3ik ) A7 INEZ4E .,

i fdd Neteork Ohjert Group

L3
Garoup Mame: |net-pai-grovp

Dissciplion:
(=) Exkting e brork O cis\Groups: Marbers IR Group:
Mame 4 P address Mehmass Desoipar B 1P Addrass hetmaskPralie L
= Metwr k Olsgects = abpat-p 3001521
@ any 203.0,115.10-203.0. _
o eyt
o anve
ol irsiideermt... 15,09,18.0 255,255.255.0

3. EBREEHFH NAT MW , HfF Translated Addr’E i 9 #TELE Y 4 “nat-pat-group” ( Z BT A
“obj-my-range” ) . Click OK.



#® Browse Translated Addr

& Edit [ Delete € Where Used ) Nok Used

Filker: | |Filter | Clear

| Mame w TP Address Metmask Descripkion Ohject NAT Address |
- Network Objects
o mB objrny-ra,., 203.0.113,10-203,..
i E objpat-ip 203011321
lé -Mebwork Object Groups

= Intetfaces
Ef backup
~ 2 inside
- B cutside

Selected Translated Addr

l Trarslsted &ddr -= ] |nat-p-ﬂt-gfﬂ'-l:' |

[ QK ] [ Cancel

4. Ji OK , BLU%Hin NAT MW, =7 Advanced , AiEFRREOMEMNEQD,



% Edit Network Object

Mame: obj_172.16.11.0

Type: % Mebwark

IP Yersion: @1 IPvd () IPwE

IP Address: 172.16.11.0

Metmask: £55.255,255.0

Descripkion:

MAT

Add Autormatic Address Translation Rules

Twpe:

Translated addr:

Ilse one-to-one address translation

Dwniarnic

W

nak-pat-group

[ ] PAT Pool Translated Address:

Found Rabin

Extend PAT unigueness ko per destination instead of per interface

Translate TCP and UDP parks into Flat range 1024-65535 Include range 1-1023

[ ] Fall through ko interface PAT(dest inkF):

IUse IPvE For inkerface PAT

[ advanced, .. ]

8]4

][ iZancel ][

5. #£“Source Interface”fl“Destination Interface” FRIFIFR P |, EIFM /AL O, Click OK.



E= Advanced NAT Settings

%D Translate DMNS replies For rule

Interface

Source Interface: v

Destination Interface: | outside

W

| | Cancel

6. =i Apply SEEHEMK.

k>

i (% Configurakion D Manitoring LB Tave Gm‘rashl 0 Eack -J "? Halp

: Firesmall § 7 m|
E =4 foress Rules : & Acd - @Edt'ﬂl’.‘dzhe + 4/ Wl -
= [ Mabch Criteria: Original Packet ]
Daic= SEkU £

|:|. &a— S Soce [nff | Desk Inkf Souece

gﬁ Firgual = ik Chiect” AT (Ruk: 1)

£ Remete Access UPN

ﬂ Ste-bo-Sike UPH

I £ ¥

ﬂ E\E‘JE-"H‘.&;EI‘I‘E‘: — -

= opply || Ress
L

5t ASDM BEBZMH CLI H HMFFR -

obj ect network obj-ny-range
range 203.0.113.10 203.0.113.20

obj ect network obj-pat-ip
host 203.0.113.21

obj ect - group network nat - pat-group
net wor k- obj ect obj ect obj-nmy-range
net wor k- obj ect object obj-pat-ip

obj ect network obj_172.16.11.0
subnet 172.16.11.0 255.255.255.0

dl."’n’.ddras&as [ 3aices |

ClIsco

Addresses
& nid - @ A

o B
], Mt Lzed

Fiker:

M
= MemMnrk Cnjecks
- g Ay
= [ TR
' - gk Ak
- i nside-retnrs] 24
' ) cby-my-range
Lol b 17216110

| >

|




nat (inside, outside) dynam c nat-pat-group

ARUAFRBEENENBRAZEENRNEPIEN

BN AES NAT HRAMBRAN | JELUEEXNE M. ZHAERHFEE T R A 3R 4 7 8 AR
SEn , BEEHTHEE, NIEMEFPIRSESTUEE T T EInternet LA T AIPH#L,
W BEEFEAES NAT ANNGZEE IP bt RN P #bit, BRIGEE—NIPH
172.16.11.5 WNFRF B, EEABAFER LR ZRSES , BEEF LTRSS P ik
RAH P ht, THEE RGN BMOAFEANEES NAT §F 172.16.11.5 ¥#275 203.0.113.5,

1. )R %E$E Configuration > Firewall > NAT Rules, =i Add , Rf5i%#E Network Object , LAEL
RS NAT 30, BIF NAT,

§& Add Network Object Ed
Marme: obj_172.16.11.5
Tvpe: Hosk b
IF Version: (&) IPvd () IPvE
IF Address: 172.16,11.5
Descripkion:
NAT N -9
] 4 | | Cancel | | Help |

2. 1%/ Add Automatic Address Translation Rules £, M Type’ FHI%I 5k Hik$F Statico £
“Translated Addr"FEH |, %A IP t#hit, R Advanced , UERREONMBNED,



= Add Network Object

WE=H
Tvpe:
IF Yersion:

IP Address:

Description:

MAT

Tvpe:

abi_172.16.11.5

Hiosk

@ 1Pvd () IPvE

172.16.11.5

PAT Pool Translated address:

Add Automatic Address Translation Rules

Skatic W

»r

Translated &ddr: |203.0.113.5

Use one-to-one address translation

Found Robin

Extend PAT unigueness ta per destination instead aof per interface

Translate TCP and IUDP porks into Flak range 1024-65535 Include range 1-1023
Fall through ta interface PAT(dest inkF):

Use IPw& For inkerface PAT

| Advanced. .. |

| ] 4 | | Cancel | | Help |

3. f£“Source Interface”f“Destination Interface” TRk A |, EFMAMAED, Click OK.



E= Advanced NAT Settings

Interface

Source Interface: v

Destination Interface: | outside W

[ ] Translate DNS replies For rule

| | Cancel

4. AL EXBEERCEBAES NAT RB. =i Apply , ANERZZES ASA,

Confiquration = Firewall = NAT Rules [;3 =
dp add - 3 N + 4+ BB }, Find B Ciagram
Match Criteriaz Driginal Packet Action: Translated Packet
x*
Source Intf Dest Dricf SOWFCE Destimation Service Saurce Diestination Service
etk Dbl AT (Rule 1) e
1 ireide aubside @ obj_172.16.... @ any & any Bl 202.0.113.5(5) -~ Orignal - - Original -- v
outside insids &P any S} 203.0.113.5 G any -- Criginal — (5} = obj_172.16.... --Original -
£ ¥

| Aoy || Reset

Btk NAT BCEF AT CLI S tH AN T AR -

obj ect network obj_172.16.11.5
host 172.16.11.5
nat (inside,outside) static 203.0.113.5

BA G4 NAT

HREFAFZRET TR NAT WIFR T RNZER VPN EH/RS2|[HE ASA MM H M QxR
K EN/BRSSRRE , NAT SRR —IEANIIEE. Akt , REBRS R ( ERALAIPHL ) ATLRGRA
BEWNEM , AMAFHETGRMITNATE B 45,




ETENRAS , AEBEH 172.16.11.15 FEIHELERE VPN BRS5a: 172.20.21.15,

BEEFRTHK NAT BWER T ATFABENIHRIZE VPN RE | EAFIRESROT -

1. k)X 3%3% Configuration > Firewall > NAT Rules, =i Add , SAK R NAT 5501,

ﬁj Home | 5% Configuration

Firewall G B Configurati Fi I
| - 8g pccesspules |
)
-G, Service Policy RIEB; Match Criteria: Driginal Packet
] Fn-in RRI:_I:; Source Intf Dest Intf Source
| & F':Jblc:c Sarvers L Network Ciject” NAT (Mo rules)

®

Fow

®

-
o

;o LEL
;-"':EF URL Fltermg Servers
e Threst Dekaction

B Tdentity by TrustSec

(]

% odd - B eot B Delte 4+ 4 % Ba BB - | Q Find B Diagram B facket

Destination SEfvice

« Identity Opkions

- Bobnet Traffic Fiter
Objects

- Unified Comruricabions

A Advanced

2. 1£“Source Interface”fl“Destination Interface” FHI 5z H | EFMHEAMNED, £ Source

Address”FEA | IERHENAEKE .

B= Add NAT Rule

Match Criteria: Original Packet

Source Interface:

inside

Source fddress:

any E]

Service:

v| Destination Interface: |outside

Destination Address:  |any

ary

Action: Translated Packet
Source MAT Type:

Source fddress:

Ise one-to-one address kransla

E= Browse Original Source Address

PAT Poal Translated Address:

Found Robin

Extend PAT uniqueness ko per clestinal
inko Flat

Translate TCP and UDFP parts
Fall through bo interface PAT

Ilse IPw6 for source interface P

-- 2riging
i & add ~ [ ot [ Dkt @ Where Used @ Mok Used
Filter:l
Marne a1 1P Address retrask,

[=)-Metworl Objects

AT

Options
Enable rule

[ ] Translate DMS replies that match this ruls




3. Rifi Add , AR EN R, ELEFH IP ik,

Mare:
Twpe:

IP Version:

MAT

Marne!

Twpe:

IP Wersion:

MNAT

5. I RE B IFRRbU R E AR, % Disable Proxy ARP on egress interface #l

IP Address:

Description:

IF Address:

Descripkion:

= Add Network Object

obi_172.16.11.15

Hosk W
{:}IPv4 {:}IPvE
172.16.11.15

= Add Network Object

£,

Tohi_172.20.21.15

Hosk w
{:}IPV4 {:}IPVE
172.20,21.15

Lookup route table to locate egress interface Ei%#E. Click OK.

A3




#= Add NAT Rule

Match Crikeria: Original Packet

Source Interface: inside W | Destination Interface: | outside v |
Source Address: obj_172,16.11.15 E] Destination Address;  |obj_172,20.21.15 E]
Service: any E]

Action: Translaked Packet

Source MAT Type: Skatic W |

Source fddress: -- CQriginal -- E] Destination Address: |- Qriginal -- E]

[] Use one-to-one address translation

PAT Poal Translated address: -~ || SErvice: -- riginal -- E]

Round Fobin

Extend PAT uniqueness to pet destination instead of per interface

Translake TCP and UDP parts inka flak range 1024-65535 Include range 1-1023
Fall through toinkerface PAT

IUse IPveE for source inkerface PAT Use IPwE for destination interface PAT
Options
Enable rule

Translate DMS replies that match this rule

Disable Proxy ARF on egress interface

Lookup route kable ko locake eqgress inkterface

Descripkion: |

[ K, ]’ Cancel H Help

6. =ifi Apply EE HEM,



Bmmtmnglaﬁam@nﬁm:csaﬂJ | ‘?Hﬂb. I -{|5-

t_}% Configuraton

G g [;k Configuration = Firewall = NAT Rules O | Addresses &l
Es - . ol i + {1 mmE-q Fi"d. dp add - i | 7], Where Lssd 0
sive Policy Rules Match Criteria: Original Packet Filter:
LR * Source Intf DestIntF | Sowroe Diesting Mg
1 inside sutside = abj_17z.16.... = ook | =-Nebwork Objects
“miatviork Obpact”® NAT (Mo neles) @ arny
all - 1)
e Access YPH =B nside-nebwarkf2d
o okj_172.16.11.15
10-Sice \PH Lo mloakj 1772002115

L1 >
= Menagement — —

. .

5 NAT #R 5510 NAT BLESFMA CLI M HM T AR ¢

obj ect network obj 172.16.11.15
host 172.16.11. 15
obj ect network obj 172.20.21.15
host 172.20.21. 15

nat (inside, outside) source static obj _172.16.11.15 obj 172.16.11.15
destination static obj _172.20.21.15 obj _172.20.21.15 no-proxy-arp route-| ookup

ERBSLFENKROEERD (¥R )

EABAFEERRSERO LHAESRSHNBERT , WOKER (HWOEED ) HEE+28H
o AL, NERERSSER ( EAFAIPHL ) AN QN BIPH#IE , AT ARFHREEERD.

FEARREIH , AZAFEELRERK D25 EASMTPARS88203.0.113.15, X ABIHNETRTMK :

1. 55 025 EN A ERER AR S 88172.16.11. 1555 i O 25 E M9/  HIP#h31E203.0.113.15,
2. AFiFREIR O 25 LR H B Fap 4 PRS- 88 203.0.113.15,

HASAFPZRG R O25 LAY ARS88203.0.113.158% , iR 24 E E [ Fis O 25 £ #Y R SR ER 44 AR
%588172.16.11 15,

1. ik )R i%## Configuration > Firewall > NAT Rules, =7 Add , R/F%#%F Network Object , LAE
B NAT M0,

Maritaring | B Save @ Refresh | o Back d 3) Help | l cI1SCO
Configuration = Firewall = MAT Rules O addresses rServices ]
% add - [F Edit [[f Delet= + & 3% Addresses o /X

9 Add v||Ef' Edit 3 Delete Q Where Used @, Mot Used

Match Criteria: Original Packet

Source Inkf Cest Intf Source EFTE R CloL
= "Network Object” NAT (Rule 1) iafs| Network Obect Group.., !
- [=)-Mebwork Objects
@y any
@ any4
@ anyh

2. BREFERTIHROBRNEN,



% Edit Network Object

Mame: obj_172.16.11.15

Tvpe: Hosk

IF Yersion: () IPvd () IPw6

IP Address: 172.16,11.15

Descripkion:

3. BFF NAT, % Add Automatic Address Translation Rules Ei%4E. M“Type’ FHIBI R ik
Static, #“Translated Addr’=ZER™ |, # A IP #h3t, =7 Advanced , A%k RS ., RiEQOM
BEO,



F= Edit Network Object

Mame: obj_172.16,11.15

Tvpe: Hiost

IF Siar; IPw4 IPvE
{¥ @1Pv O

IP Address: 172.16,11.15

Descripkion:

Add Automatic Address Translation Rules

Tvpe: Skakic W

Translated Addr: |203.0.115.15

[ ] Use one-to-one address translation

PAT Pool Translated Address:

F.ound Robin

Extend PAT uniqueness to per deskination inskead of per interface

Translake TCP and UDP ports inka flak range 1024-65535 Include range 1-1023
Fall through ko interface PAT{dest inkf):

Use IPv6E Far inkerface PAT

| Advanced. .. |

QK | | Zancel

4. 7£“Source Interface”f“Destination Interface” FHI % &+ |, FHMAED, BEERS . Click
OK.



F= Advanced NAT Settings

Translate DS replies For rule

Lookup rouke kable ko locate egress inkerface

Interface

Source Interface: inside

Destination Inkerface: | outside

Service

Praotocol: Itk bop
Real Port: amkp
Mapped Port: amkp

| QI | | iZancel | | Help

5. =i Apply SEE M.

o o Configuration > Firewall > NAT Rules m] Addresses £
Match Criteria: Original Packet Filter:
= Source Intf Dask Inkf Source Dweskinag Marme
S | o) "Hebwork Object” NAT (Rule 1) = Network Objects
outside inside @ any & 203 - g anyd
@ anyd

o2 inside-nekwark 24
= ohi 172.16.11.15
8l 203.0.115.15

. T

it NATELES WM CLI S HHIN AR -

obj ect network obj _172.16.11. 15
host 172.16.11.15
nat (inside,outside) static 203.0.113.15 service tcp smtp sntp

Wrir
ERAHSH THNRBES ERIET.

B CLI 2#88 (NEATEIMEF ) XHEL show 5. EEEX show RHHEN D , &



£ ER CLI 54788,

£ Web EES LR HTTP iHR —AMUG, tRAIFERAFEEE198.51.100.10009 8 =, MRIEHE
K Ih , AJfEASA CLIEE Stk H.

EHE

ASA(confi g)# show connection address 172.16.11.5

6 in use, 98 nost used

TCP outside 198.51.100.100: 80 inside 172.16.11.5:58799, idle 0:00:06, bytes 937,
flags U O

ASA RARBALEH KIE |, KRB Web IRS52RRVIRERE 2R N 58 K &I EEEEFEI’J EREICHE , MR
BN X, SRAEETENRETSHIEND ACL fELE , BIWEE A

EEEN@ES , AREZEQ ENFEFIREZL 5/ E0E0 EAYEH] 198.51.100.100 B3 7iEEE, L&

EE\EI TCP T)NXE_LE’J MEBZER 6 ¥, EZFRICRPIEZN YIRS, BREZFRICH
EZEE , IJ5H ASA TCP PRI,

RERE

ASA(config)# show log | in 172.16.11.5

Apr 27 2014 11:31:23: %ASA-6-305011: Built dynamic TCP translation frominside
172.16. 11. 5/ 58799 to outside: 203. 0. 113. 2/ 58799

Apr 27 2014 11:31:23: %ASA-6-302013: Built outbound TCP connection 2921 for outside
198. 51. 100. 100/ 80 (198.51.100.100/80) to |nS|de 172.16. 11. 5/ 58799 (203.0. 113. 2/ 58799)

EIE%L’?TEH'E-J ASA Bﬂkiiégzﬁk%\db /l.,\o *EEHIU\-LEI%EEE %\db /L,\E’J W‘/ﬁ\‘-i_ 35%0 —t
HENHALRTHAE 6 &5 (EER"HA ) WRERE.

HERGIT , BABERTHNRGEER, B—PREATICRIEERHA , BHAEEEN T HR
RIS R0 TOP #4k (PAT). MAR LU i B M M EBHE R A Sh R4 O 0 1P st
Rk O LUR S8R 1P b 4E ISR O,

B-NMERIERERY , BABEEEEERPNZEF RERSHFEZENFEREBCET —FiEE
. MEEE K HOEE NI REREMEARZ IR IER (HRRFNEEHIR

) . B Ktk RAER AAREAEY T IR, EXHERT | B AR ER— 5 0 AR AEE
BIBGHER  REEPRL REENAE,

packet tracer

ASA(confi g)# packet-tracer input inside tcp 172.16.11.5 1234 198.51.100.100 80

--Oritted--

Resul t:

input-interface: inside

i nput-status: up
input-line-status: up
output-interface: outside
out put-status: up
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out put-1line-status: up
Action: allow

FIFH ASA B Packet Tracer ZheE , BB E—NERHIET , LUEBEFE X IEHEL B HREN L F
fob e, REMINEE, FERAKTE | RBEINR T RFES R KGR E R H EFZ5 T K E
R EREHE., ELEMREIS , BRA1EH Packet Tracer RIELFE T I KEREESE

- BEBRESEEMERED,

- FAMLE TCP,

- BRIE P IP kR 172.16.11.5,

- BRIRRENRERTIRO 1234,

- RENEBENMNER IP ik 198.51.100.100 B RS 25.

- REIEZETIwO 80,
TEIENRE , PP RERAIED, X2HT Packet Tracer it LWRE, ZITES#HBEIE
TR A B INAALEX R EESR , S/ NAHITER, MBMEOETFESE, BX Packet Tracer
MEZEE , S M &M Packet Tracer IREFEEHIE S,

B
IoLE e

ASA# capture capin interface inside match tcp host 172.16.11.5 host 198.51.100.100
ASA# capture capout interface outside match tcp any host 198.51.100.100

ASA#show capture capin
3 packets captured

1: 11:31:23.432655 172.16.11.5.58799 > 198.51. 100. 100. 80: S 780523448:
780523448(0) win 8192 <nss 1460, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712518 198.51.100. 100. 80 > 172.16.11.5.58799: S 2123396067:
2123396067(0) ack 780523449 wi n 8192 <mss 1024, nop, nop, sackOK, nop, wscal e 8>
3: 11:31:23.712884 172.16.11.5.58799 > 198.51.100. 100.80: . ack 2123396068
win 32768

ASA#show capture capout
3 packets captured

1: 11:31:23.432869 203.0.113.2.58799 > 198.51. 100. 100. 80: S 1633080465:
1633080465(0) win 8192 <nss 1380, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712472 198.51.100. 100. 80 > 203.0.113.2.58799: S 95714629
95714629(0) ack 1633080466 wi n 8192 <mss 1024, nop, nop, sackOK, nop, wscal e 8>
3: 11:31:23.712914 203.0.113.2.58799 > 198.51.100.100.80: . ack 95714630
win 32768/ pre>

ASA B RIETI AR HASREFEONRE. XMNERIEFEEER , BT TLBBIERARER
BREARFEREFF A, EHEEHRTHNMEROEE RG] (EREED EHITHE R capin HIE
RAEAZBEO EHITHIR R capout BIHIR ) o capture (s S HEA T match XEF , BTFIEES
EHRNRE,

TR , SR REAEERESTCPEH172.16.11.5FE#1198.51.100.100 C RN A HED ( AQHK
HO) EERNGER. RAER , £EBREMNEN172.16.11.5%3XB)FE41198.51.100.100K9 £

TCP7iR , R 2R, F/A match X BF A LUERH BN EHRFE. HHAEEQE XK capture
BRI ARBESLER IP ik, RARXESEZEZE, R IP it FIT PAT |, FRARAITEEX Z
ZPU P bt # (T ICERE, Eitt , ROIFER any XBFRIBRFATA TRES ZZMHITER IP i
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ik,
BERHRE , RN HBEREIER | REMEA show capture<capture_name> s S E B HIRE

R, ELEANROAPAUES , HRERPERT TCP ZEF , W lEAEF inaeB EED RS
o

TP HERR

B 8RB X L E B SR HEERE B

HXRfER

- ASA R B EE B RHI
- X CLI 1 ASDM Ei il 353 ASA BRI HI
- BARZFHHH - Cisco Systems
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XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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