ZEDMZ, InsideflOutside NetworksH
518l SMTPHE 4 PR 55 B8

DMZ ¥ £& &Y BB 4 AR 55 25
M & =
ASA BitiE
ESMTP TLS Bl &
P 20 P £ = B HB 44 AR 55 2R
M &
ASA fitiE
SN ER P 48 = B B 14 AR 55 25
M & B
ASA it &
®uF
DMZ P £& b B9 BB 44 AR 55 25
TCP Ping
EE
HEIER
NAT % (Xlate)
P 20 P 4 = B HB 44 AR 55 2R
TCP Ping
EE
HidFE
NAT %3k (Xlate)
F1ER P 48 = B B 44 AR 55 25
TCP Ping
EE
HEIER
NAT 3t (Xlate)
S HERR
DMZ P £& b #Y BB 44 AR 55 25
Packet-Tracer

HiE IR

AfEASAL



A B ) 4% A ) B 44 AR 55 25
Packet-Tracer
1 EB M 2% A i B 4 AR 55 28
Packet-Tracer

HXEER

fasr

AT BUAREZREENEZEREASA)LFELTREXDMZ), AEMEHIABMEHE
f&] S HRAFAE F T I (SMTP) BR S5 85

FERFM

EXR
AR BEAFENER,

fEANAH
AXEPPNEEETFUTHREMBELERA
B ITHHRAR. 15 & R A I Cisco ASA
. SR FCisco I0S®# KR A 15.1(4)M8# Cisco 2800C R 5135 Fa 28
AT EESHERETREXRENREFNRZREN, AXHFFERANMERZIRIEXAR
B(RA)BE. MREFANREXENGE  FHRALZECLXTHRAETIHNBER I,
G Wl

BRMHAENESZEER , 5% Cisco BRRERAE,

X

RN BB EASAL TG RIDMZM L,  PIEBRI 48 2 S0 B8 M 45 B9 BR 4 AR S5 35

AR FRBTERT E(PERE/)AIRRAEXRAT HFEANGTTHFAEE,

DMZ R £ Fp 9 B 4 B 55 8%

P 45 P


/c/zh_cn/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

AE RN BHREEAUTRSEE :

ISP

203.0.113.2/24 —™

Outside
-— 203.0.113.1/24

DMZ

P T
I I S .
101.1.1/24 —= 172.16.31.1/24

Inside

MNetwork
10.1.1.0/24

£

Mail Server
172.16.31.10

AEE AP ERANIPHIL S REInternet LR AT AR H, Xt REXK TR HE

A REC 1918 #thiit,

ARBIRERANMNEIRENASARIIME710.1.1.0/24 , A EBM£579203.0.113.0/24, 1Pty
172.16.31. 10 BB AR S5 BR AL TDMZM & eh . EEAERM GG RERHHARSS 27 , LB E & 3R 4tk

HEFRHR(NAT)o

AT UASAF A RERHARS AR | HNEL & B ASNAT R 8] 5l &R (461 # Joutside_int) , SAE L iF

SNEB R 7= R BB 4 AR 55 2R IR B B RGP E RISNEREE O

ASA Bl E


http://www.ietf.org/rfc/rfc1918.txt?number=1918

T RARHIBIASAEE

show run
Saved

ASA Version 9.1(2)

|

host nane ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

x|l ate per-session deny tcp any4 any4

x|l ate per-session deny tcp any4 any6

x|l ate per-session deny tcp any6 any4

x|l ate per-session deny tcp any6 any6

x|l ate per-session deny udp any4 any4 eq donmin
x|l ate per-session deny udp any4 any6 eq donmin
x|l ate per-session deny udp any6 any4 eq donmin
x|l ate per-session deny udp any6 any6 eq donmin
passwd 2KFQhbNI dI . 2KYQU encrypt ed

names

1--- Configure the dmz interface.

interface G gabitEthernet0/0
namei f dne
security-level 50

ip address 172.16.31.1 255.255.255.0
!

1--- Configure the outside interface.

interface G gabitEthernet0/1

namei f outsi de

security-level 0O

ip address 203.0.113.1 255.255.255.0

1--- Configure inside interface.

interface G gabitEthernet0/2
namei f inside

security-level 100

ip address 10.1.1.1 255.255.255.0
|

boot system di sk0:/asa912-k8. bin
ftp node passive

!--- This access list allows hosts to access
I--- IP address 172.16.31.10 for the SMTP port from outside.

access-list outside_int extended permit tcp any4 host 172.16.31.10 eq smtp

obj ect network obj1-10.1.1.0
subnet 10.1.1.0 255.255.255.0
nat (inside,outside) dynam c interface

!--- This network static does not use address translation.
1--- Inside hosts appear on the DMZ with their own addresses.

obj ect network obj-10.1.1.0
subnet 10.1.1.0 255.255.255.0
nat (inside,dnz) static obj-10.1.1.0

!--- This Auto-NAT uses address translation.



!--- Hosts that access the mail server from the outside
!--- use the 203.0.113.10 address.

object network obj-172.16.31.10
host 172.16.31.10
nat (dmz,outside) static 203.0.113.10

access-group outside_int in interface outside
route outside 0.0.0.0 0.0.0.0 203.0.113.2 1

ti meout xlate 3:00:00

ti meout pat-xlate 0:00: 30

ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1: 00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02: 00
ti meout sip-provisional-media 0:02:00 uauth 0:05:00 absol ute

ti meout tcp-proxy-reassenbly 0:01: 00

ti meout floating-conn 0:00: 00

1

cl ass-map inspection_default

mat ch default-inspection-traffic

1

1

policy-map type inspect dns preset_dns_map

paraneters

nmessage-| ength maxi mum client auto

nmessage-| engt h maxi mum 512

!--- The inspect esmtp command (included in the map) allows
!--- SMTP/ESMTP to inspect the application.

policy-map gl obal policy

cl ass inspection_default
nspect dns maxi mum | ength 512
nspect ftp inspect h323 h225
nspect h323 ras

nspect netbi os

nspect rsh

nspect rtsp

nspect ski nny

inspect esmtp

i nspect sql net

i nspect sunrpc

inspect tftp

i nspect sip

i nspect xdntp

1

!--- The inspect esmtp command (included in the map) allows
!--- SMTP/ESMTP to inspect the application.

servi ce-policy global _policy global

ESMTP TLS E&

MRFEMBERE(TLS)MZR TR FERHFBERE , MASAHBIY R & 5 6B 445 i I (ESMTP) A
heE (BINEA ) 2EFBEE. EATBATLSHERME , FEAESMTPRNZIEE , AT HIFTR.

X AXEZER , BESEEREE ID CSCtn08326 (XFEEMAS ) »



//www.cisco.com/c/zh_cn/td/docs/security/asa/asa-command-reference/I-R/cmdref2/i2.html
https://tools.cisco.com/bugsearch/bug/CSCtn08326
//tools.cisco.com/RPF/register/register.do

ci scoasa(confi g) #policy-map global policy

ci scoasa(confi g- pmap) #class inspection_default
ci scoasa(confi g- pmap- c) #no inspect esmtp

ci scoasa(confi g- pmap- c) #exit

ci scoasa(confi g- pmap) #exit

PRI £ FP B P 4 BB 55 2R

4%

ATHRNANEECRA U TMNERE !

10.1.2.1 203.0.113.1 203.0.113.2

| |}

[y |
i ]
o ;:II
& i
1 B
i
| I

Mail Server

10.1.2.10
NATIP: 203.0.113.10

ARPI R E BRI BRYTASARERR 459 10.1.1.0/24 , S 459203.0.113.0/24, IPitbiitA
10.1.2. 108y BB 4+ AR S5 BR f T R EBM 45 o

ASAE®E

BTRARPINASAEE :

ASA#show run
: Saved

ASA Version 9.1(2)


//www.cisco.com/c/zh_cn/td/docs/security/asa/asa-command-reference/I-R/cmdref2/p1.html

--Qritted--
!

!--- Define the IP address for the inside interface.

interface G gabitEthernet0/2
namei f inside

security-level 100

ip address 10.1.1.1 255.255.255.0

!--- Define the IP address for the outside interface.

interface G gabitEthernet0/1

namei f out si de

security-level O

i p address 203.0.113.1 255.255.255.0
!

--Onmtted--

!--- Create an access list that permits Simple

!--- Mail Transfer Protocol (SMTP) traffic from anywhere

!--- to the host at 203.0.113.10 (our server). The name of this list is

!--- smtp. Add additional lines to this access list as required.

!--- Note: There is one and only one access list allowed per

!--- interface per direction, for example, inbound on the outside interface.
!--- Because of limitation, any additional lines that need placement in

!--- the access list need to be specified here. If the server

!--- in question is not SMTP, replace the occurrences of SMTP with

!--- www, DNS, POP3, or whatever else is required.

access-list sntp extended pernmit tcp any host 10.1.2.10 eq sntp

--Qritted--

!l--- Specify that any traffic that originates inside from the
!1--- 10.1.2.x network NATs (PAT) to 203.0.113.9 if
!--- such traffic passes through the outside interface.

obj ect network obj-10.1.2.0
subnet 10.1.2.0 255.255.255.0
nat (inside,outside) dynam c 203.0.113.9

!--- Define a static translation between 10.1.2.10 on the inside and
!--- 203.0.113.10 on the outside. These are the addresses to be used by
!--- the server located inside the ASA.

obj ect network obj-10.1.2.10

host 10.1.2.10

nat (inside,outside) static 203.0.113.10

!--- Apply the access list named smtp inbound on the outside interface.

access-group sntp in interface outside

!--- Instruct the ASA to hand any traffic destined for 10.1.2.0
!--- to the router at 10.1.1.2.

route inside 10.1.2.0 255.255.255.0 10.1.1.2 1

!--- Set the default route to 203.0.113.2.
!--- The ASA assumes that this address is a router address.

route outside 0.0.0.0 0.0.0.0 203.0.113.2 1



A8 P £ F 9 B 4 AR 55 B

ZEL:

RYRNENEEEANTRNERE

203.0.113.2
10.1.2.1 10.1.1.1 203.0.113.1

10.1.1.2 RuutBrB

e —

Metwork L .
inside ; outside

Mail Server
203.1.1132.10

ASA E &

LT RARHIFASAE E

ASA#tshow run
Saved

ASA Version 9.1(2)

!

--Onitted--

l1--- Define the IP address for the inside interface.

interface G gabitEthernet0/2
nanei f inside

security-level 100

ip address 10.1.1.1 255.255.255.0

1--- Define the IP address for the outside interface.

interface G gabitEthernet0/1

nanei f outsi de

security-level 0

i p address 203.0.113.1 255.255.255.0
!

--Omitted--

!--- This command indicates that all addresses in the 10.1.2.x range
1--- that pass from the inside (GigabitEthernet0/2) to a corresponding global
!--- destination are done with dynamic PAT.



1--- As outbound traffic is permitted by default on the ASA, no
!--- static commands are needed.

obj ect network obj-10.1.2.0
subnet 10.1.2.0 255.255.255.0
nat (inside,outside) dynam c interface

!--- Creates a static route for the 10.1.2.x network.

!--- The ASA forwards packets with these addresses to the router
!--- at 10.1.1.2

route inside 10.1.2.0 255.255.255.0 10.1.1.2 1

!--- Sets the default route for the ASA Firewall at 203.0.113.2
route outside 0.0.0.0 0.0.0.0 203.0.113.2 1
--Omtted--

end

KriF

ERAATHRERENEERIEEREBER T,

DMZ R £ 49 iR 4+ B 55 8%

TCP Ping

TCP pingi)”ﬂiiﬁELTCPE’JLE(%ﬁ}dJInternet?"“%']“',.,\Tj}i)‘L(ICMP))o TCP ping KIESYNEIES
, R B HIRE KX IESYN-ACKEIEE , MIAApinglth. B—REZALUEITHIRH KZTCP ping.

R

ci scoasa(config)# ping tcp

Interface: outside

Target | P address: 203.0.113.10

Destination port: [80] 25

Specify source? [n]: y

Source | P address: 203.0.113.2

Source port: [0] 1234

Repeat count: [5] 5

Ti meout in seconds: [2] 2

Type escape sequence to abort.

Sending 5 TCP SYN requests to 203.0.113.10 port 25
from203.0.113.2 starting port 1234, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

R

ASARRZSES Xtk | REEBLFARS BRAVEERE R VFBEY R X EIRE , BATEHAEERERRPH
VEREDURD, 5 M AR OUA RO B O BB RS K | MR A O 1 2 ) R(ACL)F LE,



ET—NREIH , ASED ENEFimEDMZE O R203.0. 11310 EMERE. EEER
TCPTJM)(E_L DZRAMM, B ISR B0 M BTRS

ci scoasa(config)# show conn address 172.16.31.10
1 in use, 2 nost used
TCP outside 203.0.113.2:16678 dnz 172.16.31.10:25, idle 0:00:02, bytes 921, flags U O

EEARE S

EEREZTHIE , ASA FHA SEBRS B, EEHME%EE , REBENAB+TFE, It
i‘fﬁ.HjJLa_\HjﬁA%\é}b /|_,\ /\DULT\E%Gé&( l:l/l-f )*ﬂ%7£&(ﬂﬁtﬂ)

ci scoasa(config)# show logging | i 172.16.31.10
Y%ASA- 7- 609001: Built | ocal -host dne:172.16.31. 10

YASA- 6- 302013: Built inbound TCP connection 11 for outside: 203.0.113. 2/ 16678
(203.0.113.2/16678) to dne:172.16.31.10/25 (203.0.113.10/25)

AROIPNE-ANRGE AERTH A B EERERRPANE L HmMIRS 2R 2 AN EREE M E
B, MABAEHCEENELEEZZE  NEFEGRRZ LR EER (ARRFIRNEESR
) BARBARAERBAERRFBIL T HEE, MR, EREREZFELNRRERE L6
Y R T E IR

Bl , MRABWACLAKREE 72w 025 £#9172.16.31.10 , W= REHKIEL R , LoHFF R A

7N

%ASA-4-106100 : access-list outside_int denied tcp outside/203.0.113.2(3756)->
dmz/172.16.31.10(25)hit-cnt 5 3007 [kl FE

WTAR , SACLERASE B IRET , R REXFER

access-list outside_int extended permt tcp any4 host 172.16.31.10 eq http

access-1ist outside_int extended deny ip any4 any4

NAT %48 (Xlate)

ERIASAIBER , TR EXlate ( IR ) R T show xlateSlocal>x FFAZBE AP L4
EEAN , 2ETZENBRRRPEFENFAERE. T—MNEHE RIHEH L EYEDMZI S 5B
OZEMEN R, DMZIRSERIPHHERYE 2 BTV EL B $5159203.0.113.104b 4k, il HH B4R & (A= 41
R RRERZEES.

ci scoasa(config)# show nat detail

Manual NAT Policies (Section 1)

1 (dne) to (outside) source static obj-172.16.31.10 obj-203.0.113.10
translate_hits = 7, untranslate_hits = 6
Source - Origin: 172.16.31.10/32, Translated: 203.0.113.10/32

Aut o NAT Policies (Section 2)

1 (dne) to (outside) source static obj-172.16.31.10 203.0.113.10
translate_hits = 1, untranslate_hits =5
Source - Origin: 172.16.31.10/32, Translated: 203.0.113.10/32



2 (inside) to (dnz) source static obj-10.1.1.0 obj-10.1.1.0
translate_hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 10.1.1.0/24

3 (inside) to (outside) source dynami c obj1-10.1.1.0 interface
translate_hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 203.0.113.1/24

ci scoasa(config)# show xlate

4 in use, 4 npbst used

Flags: D - DNS, e - extended, | - identity, i - dynamic, r - portmap

s - static, T - twice, N - net-to-net

NAT from dne: 172.16. 31. 10 to outsi de: 203. 0. 113. 10
flags s idle 0:10:48 tineout 0:00: 00

NAT frominside:10.1.1.0/24 to dne:10.1.1.0/24
flags sl idle 79:56:17 timeout 0:00: 00

NAT from dne: 172.16. 31. 10 to outsi de: 203. 0. 113. 10
flags sT idle 0:01:02 timeout 0:00:00

NAT from outside:0.0.0.0/0 to dne:0.0.0.0/0
flags sIT idle 0:01:02 timeout 0:00:00

PR P 4% Y B 4 AR 55 2R

TCP Ping

LA 2TCP ping#ii R4 -

ci scoasa(config)# PING TCP

Interface: outside

Target | P address: 203.0.113.10

Destination port: [80] 25

Specify source? [n]: y

Source | P address: 203.0.113.2

Source port: [0] 1234

Repeat count: [5] 5

Ti meout in seconds: [2] 2

Type escape sequence to abort.

Sending 5 TCP SYN requests to 203.0.113.10 port 25
from 203.0.113.2 starting port 1234, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

R

BT RIEERUERA

ci scoasa(config)# show conn address 10.1.2.10
1 in use, 2 nost used
TCP outside 203.0.113.2:5672 inside 10.1.2.10:25, idle 0:00:05, bytes 871, flags U O

EEARE

UTRRZZGHERA



YASA- 6- 302013: Built inbound TCP connection 553 for outside:203.0.113.2/19198
(203.0.113.2/19198) to inside:10.1.2.10/25 (203.0.113. 10/ 25)

NAT #4& (Xlate)

LT show nat detailflshow xlate iy 5 i H B — LR 41 -

ci scoasa(config)# show nat detail

Aut o NAT Policies (Section 2)

1 (inside) to (outside) source static obj-10.1.2.10 203.0.113.10
translate hits = 0, untranslate_hits = 15
Source - Origin: 10.1.2.10/32, Translated: 203.0.113.10/32

2 (inside) to (dnz) source static obj-10.1.1.0 obj-10.1.1.0
translate hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 10.1.1.0/24

3 (inside) to (outside) source dynam c obj1-10.1.1.0 interface
translate hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 203.0.113.1/24

ci scoasa(config)# show xlate

NAT frominside:10.1.2.10 to outside:203.0.113.10
flags s idle 0:00:03 tineout 0:00:00

SAEB P £ Fh 9 B 4+ AR 55 B

TCP Ping

LR 2TCP ping#i /R

ci scoasa# PING TCP

Interface: inside

Target | P address: 203.1.113.10

Destination port: [80] 25

Specify source? [n]: vy

Source | P address: 10.1.2.10

Source port: [0] 1234

Repeat count: [5] 5

Timeout in seconds: [2] 2

Type escape sequence to abort.

Sending 5 TCP SYN requests to 203.1.113.10 port 25
from10.1.2.10 starting port 1234, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

R

LT REEBRUERA -

ci scoasa# show conn address 203.1.113.10
1in use, 2 nost used
TCP inside 10.1.2.10:13539 outside 203.1.113.10:25, idle 0:00:02, bytes 898, flags U O



EF AR

ij_ZEgﬁ,w,Elgifﬁfﬁu2

ci scoasa# show logging | i 203.1.113.10

Y%ASA- 6- 302013: Built outbound TCP connection 590 for outside:203.1.113.10/25
(203.1.113.10/25) to inside:10.1.2.10/1234 (203.0.113.1/1234)

NAT ¥ (Xlate)

LA 2show xlatedn i R4 -

ci scoasa# show xlate | i 10.1.2.10

TCP PAT frominside: 10.1.2.10/1234 to outside: 203.0.113.1/1234 flags ri idle
0: 00: 04 tineout 0:00: 30

R HE R

ASAREZ M T ERFREELE, NRELRUREARE L —THARNEHEREANRAEE
, XETEMBEARAGREY TEREERRENRR,

DMZ ) 45 &9 B8 4+ iR 55 7%

Packet-Tracer

ASA_EBPacket TracerIBE R FRIEERB LIRS , HEBH XEELBRENPITHMED R,
$\A§$ﬂIiJﬁm FEALTE _IL)\Tlﬁ fﬁl}\ﬁf“mﬁﬁﬁﬂﬁﬂkiiﬂﬁﬁiﬁw HEHiZ A7 E REH
RE , XFEFEEHB, ETF—1NRBIF , £AHPacket Tracerﬂ%*ﬁ?&ﬁAU\T%#E’\JE?&%iﬂ :

- BEBIE SRR SR,
- FEAMNMLRETCP,
- BEILE P IP #inky 203.0.113.2,
- BPIRARERERO12340 R R
- REMNEBNMNER IP ikl 203.0.113.10 RS =5,
- REBIXEFiwA 25,
LU 2Packet Tracer#i H =) :

packet-tracer input outside tcp 203.0.113.2 1234 203.0.113.10 25 detailed
--Omtted--

Phase: 2

Type: UN- NAT
Subtype: static
Resul t: ALLOW



Confi g:

nat (dne, outside) source static obj-172.16.31.10 obj-203.0.113.10
Addi tional |nfornation:

NAT divert to egress interface dne

Untransl ate 203.0.113.10/25 to 172.16.31. 10/ 25

Resul t:

input-interface: outside
i nput -status: up
input-line-status: up
output-interface: dne
out put-status: up

out put-line-status: up
Action: allow

UTRENMBENZEIRZEER(ASDM)H RAI -

Select the packet type and supply the packet parameters. Click Start to trace the packet.

interface: |outside i Packet Type @ TCP () UDP (CIICMP D) P
Source: TP Address ‘r: 203.0.113.2 Destination: IF Address * 203.0.113.10
Source Port: 1234 +  Destination Port: 25 -

| Show animation

[EF) 15|
Fhase
S UM-NAT
L Type+ UN-MAT |  Subtyps- stabic | Action- ALLOWY  Show ruls in NAT Ryles tabis
Conhg

et (e cutside) source static obi-172,16.31.10 obi-202.0.113.10

Info
MAT divert to egress interface dmag
Unkranslsbe 203.0.143.10/25 to 172.16.31.10/25
[ ACCESS-LIST
[HMAT
FNAT
[FH IP-DFTIONS
IR NS PEC ]

BEE  FEHMNAMHP AERDMZE#ED, XZHTF Packet Tracer iXit EWER, ZTEFERF
BB AR B Z R B NEERR | SN ERBUARNBNMEO L,

7R : BXPacket TracerIhgEV HAME R | {55 R Cisco ASA 5500 R B EE R ( € FHCLI,
8.4718.6 ) #y{E FPacket TracerfREZHIETE 5 -

BEIMR


//www.cisco.com/c/zh_cn/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/admin_trouble.html#wp1092412

ASA B ASERT AR AREF EONRE. LERUEFEER , RACHTUABIERAREZE
BIEREHAIE, T —1NRAIEREDMZFSEREO £ 2 58 & ™ B N capd M capoutdy 3k .
capturefip S fEAmatchxBF , ZXBFATERETER RN RE.

5 F AR fFfcapture capd , R RELEEDMZED ( AORED ) EXTHWETCPEMN
172.16.31.10/host 203.0.113 2B R E ., AEH , EHRMNEN172.16.31 X EWEFATCPHR
E, 108/E#1203.0.113.2 , K2R, FH match XBEATLAGER K IENEHRAE, HIEDE
O Y B capture@ A 5| A N ERAR 4 AR S5 25 1Pttt | BB 9 B K B3 iZ BB 4 AR S5 85 IP btk Fh AT NAT,
Hit , BLREEZRSHFIPHUECE, MKk , T— N ROIERAEFERany>k R RFIE TREMIPibit# 5
R,

BEERRE , NEXERENERE , RS MAshow capture <capture_name>tr T HEETEHIR.
TEARGF , BALERAFENEBEZDMHRS S |, WHRFPEFENTCP=REFAR :

ASA# capture capd interface dmz match tcp host 172.16.31.10 any
ASA# capture capout interface outside match tcp any host 203.0.113.10

ASAH show capture capd

3 packets captured

1. 11:31:23.432655 203.0.113.2.65281 > 172.16.31.10.25: S 780523448
780523448(0) win 8192 <nss 1460, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712518 172.16.31.10.25 > 203.0.113.2.65281: S 2123396067
2123396067(0) ack 780523449 win 8192 <nss 1024, nop, nop, sackOK, nop, wscal e 8>
3: 11:31:23.712884 203.0.113.2.65281 > 172.16.31.10.25. ack 2123396068
win 32768

ASA# show capture capout

3 packets captured

1. 11:31:23.432869 203.0.113.2.65281 > 203.0.113.10.25: S 1633080465
1633080465(0) win 8192 <nss 1380, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712472 203.0.113.10.25 > 203.0.113.2.65281: S 95714629
95714629(0) ack 1633080466 wi n 8192 <mss 1024, nop, nop, sackOK, nop, wscal e 8>

3: 11:31:23.712914 203.0.113.2.65281 > 203.0.113.10.25: . ack 95714630
win 32768
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Packet-Tracer

LA 2&Packet Tracer# R~ :

CLI : packet-tracer input outside tcp 203.0.113.2 1234 203.0.113.10 25 detail ed
--Omtted--

Phase: 2

Type: UN- NAT

Subt ype: static

Resul t: ALLOW

Confi g:

obj ect network obj-10.1.2.10



nat (inside,outside) static 203.0.113.10
Addi tional |nfornation:

NAT divert to egress interface inside
Untransl ate 203.0.113.10/25 to 10.1.2.10/25

Phase: 3
Type: ACCESS- LI ST
Subt ype: | og
Resul t: ALLOW
Confi g:
access-group sntp in interface outside
access-list sntp extended pernmit tcp any4 host 10.1.2.10 eq sntp
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x77dd2c50, priority=13, domai n=permt, deny=false
hits=1, user_data=0x735dc880, cs_i d=0x0, use_real _addr, flags=0x0, protocol =6
src ip/id=0.0.0.0, nmask=0.0.0.0, port=0, tag=0
dst ip/id=10.1.2.10, mask=255. 255. 255. 255, port=25, tag=0, dscp=0x0
i nput _i f c=out si de, out put _i f c=any
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Packet-Tracer

LA 2Packet Tracer#i =l :

CLI : packet-tracer input inside tcp 10.1.2.10 1234 203.1.113.10 25 detail ed
--Omtted--
Phase: 2

Type: ROUTE- LOCKUP

Subt ype: input

Resul t: ALLOW

Confi g:

Addi tional |nformation:

in 203.1.113.0 255.255.255.0 outside

Phase: 3

Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

obj ect network obj-10.1.2.0

nat (inside,outside) dynam c interface

Addi ti onal Infornmation:

Dynamic translate 10.1.2.10/1234 to 203.0.113.1/1234
Forward Fl ow based | ookup yields rule:

in id=0x778b14a8, priority=6, domai n=nat, deny=fal se
hits=11, user_data=0x778b0f48, cs_i d=0x0, flags=0x0, protocol =0
src ip/id=10.1.2.0, mask=255.255.255.0, port=0, tag=0
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=0, dscp=0x0
i nput _i fc=i nsi de, output_ifc=outside
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