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i guana#
show ip cef vrf custA 88.1.88.8
88.1.88.8/32, version 47, epoch 0, cached adjacency 88.1.3.2
0 packets, 0 bytes
tag information set
local tag: VPN-route-head
fast tag rewite with Et1/0, 88.1.3.2, tags inposed: {24}
via 88.1.11.5, 0 dependencies, recursive
next hop 88.1.3.2, Ethernetl/0 via 88.1.11.5/32
valid cached adjacency
tag rewite with Et1/0, 88.1.3.2, tags inposed: {24}

i guana# show ip cef vrf custB 88.1.88.8
88.1.88.8/32, version 77, epoch 0, cached adjacency 88.1.3.2
0 packets, 0 bytes
tag information set
local tag: VPN-route-head
fast tag rewite with Et1/0, 88.1.3.2, tags inposed: {28}
via 88.1.11.5, 0 dependencies, recursive
next hop 88.1.3.2, Ethernetl/0 via 88.1.11.5/32
valid cached adjacency
tag rewite with Et1/0, 88.1.3.2, tags inposed: {28}
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i guana#

MNE R | BAITLLERIR BVRF custAWBIE BRI FRIZE R 24(0x18) , K BVRF custBHIHIEZHY
FRIZEH28(0x1C),

EARGIH , BTERMNOMNEFZFPEEHERR , RILXBHMNRICS. WREROKERE , MmN
HIRE | FEERONERRTEFNRERREE , EXHESEEHAPE,

B Tgila B HREZERETHOPE , RERMNBIFCENNZAIEHE

gi |l a#
show tag-switching forwarding-table
Local Qutgoing Prefix Bytes tag Qutgoing Next Hop
tag tag or VC or Tunnel Id swi t ched interface
16 Pop tag 88.1.1.0/24 0 Et1/1 88.1.2.2
Pop tag 88.1.1.0/24 0 Et1/0 88.1.3.2
17 Pop tag 88.1.4.0/24 0 Et1/1 88.1.2.2
18 Pop tag 88.1.10.0/ 24 0 Et1/1 88.1.2.2
19 Pop tag 88.1.11.1/32 0 Et1/1 88.1.2.2
20 Pop tag 88.1.5.0/24 0 Et1/0 88.1.3.2
21 19 88.1.11.10/ 32 0 Et1/1 88.1.2.2
22 88.1.11.10/ 32 0 Et1/0 88.1.3.2
22 20 172.18.60.176/32 O Et1/1 88.1.2.2
23 172.18.60.176/32 O Et1/0 88.1.3.2
23 Unt agged 172.31.1.0/24[V] 4980 Fa0/ 0 10. 88. 162.6
24 Aggr egat e 10. 88.162. 4/ 30[ V] 1920
25 Aggr egat e 10.88.162. 8/ 30[ V] 137104
26 Unt agged 172.31.1.0/24[V] 570 Et1/2 10. 88. 162. 14
27 Aggr egat e 10. 88. 162. 12/ 30[ V] \
273480
30 Pop tag 88.1.11.5/32 0 Et1/0 88.1.3.2
31 Pop tag 88.1.88.0/24 0 Etl1l/0 88.1.3.2
32 16 88.1.97.0/ 24 0 Et1/0 88.1.3.2
33 Pop tag 88.1.99.0/24 0 Et1/0 88.1.3.2
gi |l a#
gi | a# show tag-switching forwarding-table 88.1.88.0 detail
Local Qutgoing Prefix Bytes tag Qutgoing Next Hop
tag tag or VC or Tunnel Id swi t ched interface
31 Pop tag 88.1.88.0/24 0 Et1/0 88.1.3.2

MAC/ Encaps=14/ 14, NMRU=1504, Tag Stack{}
005054D92A250090BF9C6C1C8847
No out put feature configured
Per - packet | oad-sharing
gi |l a#

T—NERERE OPE NATEE B85 (Eiguana L2 O E1/0/540 ) MM B FE BIE 2.

From CustA:
DLC:  ----- DLC Header -----
DLC:
DLC: Frame 1 arrived at 16:21:34.8415; frame size is 118 (0076 hex)
byt es.
DLC: Destination = Station 005054D92A25
DLC. Source Stati on 0090BF9C6C1C
DLC. Ethertype 8847 (IPLS)
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MPLS: ----- MPLS Label Stack -----
MPLS
MPLS: Label Value = 00018
MPLS: Reserved For Experinental Use = 0
MPLS: Stack Val ue = 1 (Bottom of Stack)
MPLS: Time to Live = 254 (hops)
MPLS
P ----- | P Header -----
| P:

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

| P 000. .... = routine

I P: ...0 .... = normal del ay

I P: ... 0... = normal throughput

I P: ... .0.. =normal reliability

I P: .... ..0. = ECT bit - transport protocol wll ignore the CE
bi t

I P: .... ...0 = CEDbit - no congestion

IP: Total length = 100 bytes

IP: ldentification = 175

I P: Fl ags = 0X

I P: .0.. .... = may fragnent

I P: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/ hops

I P: Protocol =1 (law)

| P: Header checksum = 5ECO (correct)

IP: Source address = [172.31.1.1]

I P: Destination address = [88.1.88. 8]
I P: No options

| P:

ICOWP; ----- | CVMP header -----
| CIVP:
| CVP: Type = 8 (Echo)

I CVWP: Code = 0

| CMP: Checksum = 4AF1 (correct)
ICVWP: Identifier = 4713

| CMP: Sequence nunber = 6957
ICVMP: [72 bytes of data]

ICVP: [Normal end of "I1CMP header".]

From CustB:
DLC.  ----- DLC Header -----
DLC:
DLC: Frame 11 arrived at 16:21:37.1558; frame size is 118 (0076 hex)
byt es.
DLC. Destination = Station 005054D92A25
DLC. Source Station 0090BF9C6CLC

DLC. Ethertype = 8847 (MPLS)
DLC:
MPLS: ----- MPLS Label Stack -----
MPLS
MPLS: Label Value = 0001C
MPLS: Reserved For Experinental Use = 0
MPLS: Stack Val ue = 1 (Bottom of Stack)
MPLS: Time to Live = 254 (hops)
MPLS
P ----- | P Header -----



IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

| P 000. .... = routine

I P: ...0 .... = normal del ay

I P: ... 0... = normal throughput

I P: ... .0.. =normal reliability

I P: .... ..0. = ECT bit - transport protocol wll ignore the CE
bi t

I P: .... ...0 =CEDbit - no congestion

I P: Total length = 100 bytes

IP: ldentification = 165

I P: Fl ags = 0X

I P: .0.. .... = may fragnent

I P: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/ hops

I P: Protocol =1 (law)

| P: Header checksum = 5ECA (correct)

IP: Source address = [172.31.1.1]

I P: Destination address = [88.1.88. 8]
I P: No options

| P:

ICOWP; ----- | CVMP header -----
| CIVP:
| CVMP: Type = 8 (Echo)

I CVWP: Code = 0

| CMP: Checksum = AD5E (correct)
ICVWP: Identifier = 3365

| CMP: Sequence nunber = 7935
ICVMP: [72 bytes of data]

I CVP: [ Normal end of "ICMP header".]

X Lping#RESTHE H OPERHBRiguanafINATR P EIEUTREB. N ELHETRHNHESCENEE
% B AU S HICMPHRAAF#E 1T LEL,

i guana#

show ip nat translations

Pro | nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
icmp 192.168.1.3:3365 172.31.1.1:3365 88.1.88.8:3365 88.1.88.8:3365
icnp 192.168.1.3:3366 172.31.1.1:3366 88. 1. 88. 8: 3366 88. 1. 88. 8: 3366
icnp 192.168.1.3:3367 172.31.1.1:3367 88. 1. 88. 8: 3367 88. 1. 88. 8: 3367
icnp 192.168.1.3:3368 172.31.1.1:3368 88. 1. 88. 8: 3368 88. 1. 88. 8: 3368
icnp 192.168.1.3:3369 172.31.1.1:3369 88. 1. 88. 8: 3369 88. 1. 88. 8: 3369
icmp 192.168.1.1:4713 172.31.1.1:4713 88.1.88.8:4713 88.1.88.8:4713
icnp 192.168.1.1:4714 172.31.1.1:4714 88.1.88.8:4714 88.1.88.8:4714
icnp 192.168.1.1:4715 172.31.1.1:4715 88.1.88.8:4715 88.1.88.8:4715
icnp 192.168.1.1:4716 172.31.1.1:4716 88.1.88.8:4716 88.1.88.8:4716
icnp 192.168.1.1:4717 172.31.1.1:4717 88.1.88.8:4717 88.1.88.8:4717
i guana#

show ip nat translations verbose

Pro | nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
icnmp 192.168.1.3:3365 172.31.1.1:3365 88. 1. 88. 8: 3365 88. 1. 88. 8: 3365
create 00: 00: 34, use 00:00: 34, left 00:00:25, Map-ld(ln): 2,
fl ags:
ext ended, use_count: 0, VRF : custB
icnmp 192.168.1.3:3366 172.31.1.1:3366 88. 1. 88. 8: 3366 88. 1. 88. 8: 3366

create 00: 00: 34, use 00:00: 34, left 00:00:25, Map-ld(ln): 2,
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flags:
ext ended, use_count: 0, VRF : custB

icnmp 192.168.1.3:3367 172.31.1.1:3367 88. 1. 88. 8: 3367 88. 1. 88. 8: 3367
create 00:00: 34, use 00:00: 34, left 00:00:25, Map-ld(In): 2,
flags:

ext ended, use_count: 0, VRF : custB

icnmp 192.168.1.3:3368 172.31.1.1:3368 88. 1. 88. 8: 3368 88. 1. 88. 8: 3368
create 00:00: 34, use 00:00: 34, left 00:00:25, Map-ld(In): 2,
flags:

ext ended, use_count: 0, VRF : custB

icnmp 192.168.1.3:3369 172.31.1.1:3369 88. 1. 88. 8: 3369 88. 1. 88. 8: 3369
create 00:00: 34, use 00:00: 34, left 00:00:25, Map-ld(ln): 2,
flags:

ext ended, use_count: 0, VRF : custB

icnmp 192.168.1.1:4713 172.31.1.1:4713 88.1.88.8:4713 88.1.88.8:4713
create 00:00: 37, use 00:00:37, left 00:00:22, Map-ld(In): 1,

Pro | nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
flags:

extended, use_count: 0, VRF : custA

icnp 192.168.1.1:4714 172.31.1.1:4714 88.1.88.8:4714 88.1.88.8:4714
create 00:00: 37, use 00:00:37, left 00:00:22, Map-ld(ln): 1,
flags:

extended, use_count: 0, VRF : custA

icnmp 192.168.1.1:4715 172.31.1.1:4715 88.1.88.8:4715 88.1.88.8:4715
create 00:00: 37, use 00:00:37, left 00:00:22, Map-ld(In): 1,
flags:

extended, use_count: 0, VRF : custA

icnp 192.168.1.1:4716 172.31.1.1:4716 88.1.88.8:4716 88.1.88.8:4716
create 00:00: 37, use 00:00:37, left 00:00:22, Map-ld(In): 1,
flags:

extended, use_count: 0, VRF : custA

icnp 192.168.1.1:4717 172.31.1.1:4717 88.1.88.8:4717 88.1.88.8:4717
create 00:00: 37, use 00:00:37, left 00:00:22, Map-ld(In): 1,
flags:

extended, use_count: 0, VRF : custA

i guana#
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i guana# show ip cef vrf custA 172.31.1.0
172.31.1.0/ 24, version 12, epoch 0, cached adjacency 88.1.3.1
0 packets, 0 bytes
tag information set
l ocal tag: VPN-route-head
fast tag rewite with Et1/0/5, 88.1.3.1, tags inposed: {23}
via 88.1.11.9, 0 dependencies, recursive
next hop 88.1.3.1, Ethernetl1/0/5 via 88.1.11.9/32
valid cached adjacency
tag rewite with Et1/0/5, 88.1.3.1, tags inposed: {23}

i guana# show ip cef vrf custB 172.31.1.0
172.31.1.0/ 24, version 18, epoch 0, cached adjacency 88.1.3.1
0 packets, 0 bytes
tag information set
l ocal tag: VPN-route-head
fast tag rewite with Et1/0/5, 88.1.3.1, tags inposed: {26}
via 88.1.11.9, 0 dependencies, recursive
next hop 88.1.3.1, Ethernetl1/0/5 via 88.1.11.9/32
valid cached adjacency
tag rewite with Et1/0/5, 88.1.3.1, tags inposed: {26}
i guana#

FRZ23(0x17) A FVRF custAf £1£172.31.1.0247 & , $5%26(0x1A) A FVRF custBH & &
172.31.1.024 9 B2 20

M HBRiguana R EH N EHFE IR A UFRX —K:



To cus
DLC:

MPLS:

| CVP:

tA:
----- DLC Header -----
DLC:
DLC: Frame 2 arrived at 16:21:34.8436; frame size is 118 (0076 hex)
byt es.
DLC. Destination = Station 0090BF9C6CLC
DLC: Source = Station 005054D92A25
DLC. Ethertype = 8847 (MPLS)
DLC:
----- MPLS Label Stack -----
MPLS
MPLS: Label Value = 00017
MPLS: Reserved For Experinental Use = 0
MPLS: Stack Val ue = 1 (Bottom of Stack)
MPLS: Time to Live = 254 (hops)
MPLS
----- | P Header -----
| P:

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

| P 000. .... = routine

I P: .0 .... = normal del ay

I P: 0... = normal throughput

I P: .0.. = normal reliability

I P: .0. = ECT bit - transport protocol will ignore the CE
bi t

I P: .... ...0 = CEDbit - no congestion

IP: Total length = 100 bytes

IP: ldentification = 56893

I P: Fl ags = 4X

I P: .1.. .... =don't fragment

I P: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/ hops

I P: Protocol =1 (law)

| P: Header checksum = 4131 (correct)

| P: Source address = [88.1.88.8]

IP: Destination address = [172.31.1.1]
I P: No options

Type 0 (Echo reply)
Code = 0

Checksum = 52F1 (correct)
Identifier = 4713
Sequence numnber = 6957
[72 bytes of data]

[ Normal end of "ICWP header".]

LHEEIXEBAMPERMARN , XA THRERNSBIESNELSVRFNED,

gi |l a#

show mpls forwarding-table

Local
tag
16

Cut goi ng Prefix Bytes tag Qutgoing Next Hop
tag or VC or Tunnel Id swi t ched interface

Pop tag 88.1.1.0/24 0 Et1/1 88.1.2.2
Pop tag 88.1.1.0/24 0 Et1/0 88.1.3.2
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17 Pop tag 88.1.4.0/24 0 Et1/1 88.1.2.2
18 Pop tag 88.1.10.0/ 24 0 Et1/1 88.1.2.2
19 Pop tag 88.1.11.1/32 0 Et1/1 88.1.2.2
20 Pop tag 88.1.5.0/24 0 Et1/0 88.1.3.2
21 19 88.1.11.10/ 32 0 Et1/1 88.1.2.2

22 88.1.11.10/ 32 0 Et1/0 88.1.3.2
22 20 172.18.60.176/32 O Et1/1 88.1.2.2

23 172.18.60.176/32 O Et1/0 88.1.3.2
23 Untagged 172.31.1.0/24[V] 6306 Fa0/0 10.88.162.6
24 Aggr egat e 10. 88.162. 4/ 30[ V] 1920
25 Aggregate  10.88.162.8/30[V] 487120
26 Untagged 172.31.1.0/24[V] 1896 Etl/2 10.88.162.14
27 Aggr egat e 10. 88. 162. 12/ 30[ V] \

972200

30 Pop tag 88.1.11.5/32 0 Et1/0 88.1.3.2
31 Pop tag 88.1.88.0/24 0 Et1/0 88.1.3.2
32 16 88.1.97.0/ 24 0 Et1/0 88.1.3.2
33 Pop tag 88.1.99.0/24 0 Et1/0 88.1.3.2
gi |l a#
[

HNESEER , EMEESBBR—ELREE

| GUANA:

!
ip vrf custA

rd 65002: 100

route-target export 65002: 100
route-target inport 65002: 100
!

ip vrf custB

rd 65002: 200

route-target export 65002: 200
route-target inport 65002: 200
!

ip cef

npl s | abel protocol |dp

tag-switching tdp router-id LoopbackO
!

nterface LoopbackO
ip address 88.1.11.5 255. 255. 255. 255
no i p route-cache
no i p nroute-cache

nterface Loopbackll
ip vrf forwardi ng custA
ip address 172.16. 1.1 255. 255. 255. 255

nterface Ethernet1/0/0

ip vrf forwarding custB

i p address 10.88.163.5 255. 255. 255. 252
no i p route-cache

no i p nroute-cache

nterface Ethernetl1l/0/4

ip address 88.1.1.1 255.255.255.0
i p nat inside

no i p nroute-cache

tag-switching ip



interface Ethernet1/0/5

i p address 88.1.3.2 255.255.255.0
i p nat inside

no i p nroute-cache

tag-switching ip

1

!
interface FastEthernetl1l/1/0

i p address 88.1.88.1 255.255.255.0
i p nat outside

full-dupl ex

1
interface FastEthernet5/0/0

ip address 88.1.99.1 255.255.255.0
speed 100

full-dupl ex

1

router ospf 881

| og- adj acency- changes

redistribute static subnets
network 88.1.0.0 0.0.255.255 area 0
1

router bgp 65002

no synchroni zation

no bgp default ipv4-unicast

bgp | og- nei ghbor - changes

nei ghbor 88.1.11.1 renpte-as 65002

nei ghbor 88.1.11.1 update-source LoopbackO
nei ghbor 88.1.11.9 renote-as 65002
nei ghbor 88.1.11.9 update-source LoopbackO
nei ghbor 88.1.11. 10 renote-as 65002
nei ghbor 88.1.11. 10 updat e-source LoopbackO

no aut o- sunmary

!

address-fam |y ipv4 nulticast
no aut o- sunmary

no synchroni zation
exit-address-famly

!

address-fam |y vpnv4

nei ghbor 88.1.11.1 activate
nei ghbor 88.1.11.1 send-community extended
nei ghbor 88.1.11.9 activate
nei ghbor 88.1.11.9 send-community extended
no aut o- sunmary
exit-address-famly

!

address-famly ipv4

nei ghbor 88.1.11.1 activate
nei ghbor 88.1.11.9 activate
nei ghbor 88.1.11.10 activate
no aut o- sunmary

no synchroni zati on
exit-address-famly

!

address-fam |y ipv4 vrf custB
redi stribute connected
redistribute static

no aut o- sunmary

no synchroni zation
exit-address-famly

!

address-famly ipv4d vrf custA
redistribute static



no aut o- sunmary

no synchroni zation

exit-address-famly
1

ip nat pool SSPOOL1 192.168.1.1 192.168.1.254 prefix-length 24
ip nat inside source list 181 pool SSPOOL1 vrf custA overl oad

ip nat inside source list 181 pool SSPOOL1 vrf custB overl oad

ip classless

ip route 88.1.88.0 255.255.255.0 FastEthernet1/1/0

ip route 88.1.97.0 255.255.255.0 FastEthernet5/0/0 88.1.99.2
ip route 88.1.99.0 255.255.255.0 FastEthernet5/0/0 88.1.99.2
ip route 192.168.1.0 255.255.255.0 NullO

ip route vrf custA 88.1.88.8 255. 255. 255. 255 FastEthernet1/1/0 88.1.88.8 gl obal

ip route vrf custB 10.88.208.0 255.255.240.0 10.88.163.6
ip route vrf custB 64.102.0.0 255.255.0.0 10.88.163.6

ip route vrf custB 88.1.88.8 255. 255. 255. 255 FastEthernet1/1/0 88.1.88.8 gl obal

ip route vrf custB 128.0.0.0 255.0.0.0 10.88.163.6
no ip http server
!

access-list 181 pernmit ip any host 88.1.88.8
!

G LA

!
ip vrf custA
rd 65002: 100
route-target export 65002: 100
route-target inport 65002: 100
|
ip vrf custB
rd 65002: 200
route-target export 65002: 200
route-target inport 65002: 200
!
ip cef
npl s | abel protocol |dp
tag-switching tdp router-id LoopbackO
!
interface LoopbackO
ip address 88.1.11.9 255. 255. 255. 255
!
nterface FastEthernet0/0
ip vrf forwardi ng custA
i p address 10.88.162.5 255. 255. 255. 252

dupl ex ful
|

nterface Ethernetl/0

i p address 88.1.3.1 255.255.255.0
no i p nroute-cache

dupl ex hal f

tag-switching ip

1

nterface Ethernetl/1

i p address 88.1.2.1 255.255.255.0
no i p nroute-cache

dupl ex hal f

tag-switching ip

1

nterface Ethernetl/2
ip vrf forwarding custB
i p address 10.88.162.13 255. 255. 255. 252



i p ospf cost 100

dupl ex hal f
1
i nterface FastEthernet2/0

ip vrf forwardi ng custA

i p address 10.88.162.9 255. 255. 255. 252
dupl ex ful
1
router ospf 881

| og- adj acency- changes

redistribute static subnets

network 88.1.0.0 0.0.255.255 area 0
default-nmetric 30

1
router bgp 65002

no synchroni zation

no bgp default ipv4-unicast

bgp | og- nei ghbor - changes

nei ghbor 88.1.11.1 renpte-as 65002

nei ghbor 88.1.11.1 update-source LoopbackO
nei ghbor 88.1.11.1 activate

nei ghbor 88.1.11.5 renote-as 65002

nei ghbor 88.1.11.5 updat e-source LoopbackO
nei ghbor 88.1.11.5 activate

no aut o- sunmary

!

address-fam |y ipv4 vrf custB

redi stribute connected

redistribute static

no aut o- sunmary

no synchroni zation

exit-address-famly

!

address-famly ipv4d vrf custA

redi stribute connected

redistribute static

no aut o- sunmary

no synchroni zation

exit-address-famly

!

address-fam |y vpnv4

nei ghbor 88.1.11.1 activate

nei ghbor 88.1.11.1 send-community extended
nei ghbor 88.1.11.5 activate

nei ghbor 88.1.11.5 send-community extended
no aut o- sunmary

exit-address-famly

1
ip classless
ip route vrf custA 172.31.1.0 255.255.255.0 FastEthernet0/0 10.88. 162.6
ip route vrf custB 172.31.1.0 255.255.255.0 Ethernet1/2 10. 88.162. 14

%E%Dragonﬂ@ﬁﬂ%ﬁGilaéFﬁ*ﬁmo

FTAFSA/S HEH B R

HHERSMEERENVRFEGIAFE , HOPE LB ONATRATEE, XREANEABBEILEX
2, FERB-FREHREK FREEEHEFET L OPE NATH,

EE UTEREEHALTREENER.



BET RPN , MEFHERSMEENAVRFES (VRFEH=RFER ). IE, AOPEL
CEFRNETRERAT :

gi |l a# show ip cef vrf custA 88.1.88.0
88.1.88.0/ 24, version 45, epoch 0, cached adjacency 88.1.3.2
0 packets, 0 bytes
tag i nformation set
l ocal tag: VPN-route-head
fast tag rewite with Et1/0, 88.1.3.2, tags inposed: {24}
via 88.1.11.5, 0 dependencies, recursive
next hop 88.1.3.2, Ethernetl/0 via 88.1.11.5/32
valid cached adjacency
tag rewite with Et1/0, 88.1.3.2, tags inposed: {24}
gil a#

gi |l a# show ip cef vrf custB 88.1.88.0
88.1.88.0/24, version 71, epoch 0, cached adjacency 88.1.3.2
0 packets, 0 bytes
tag i nformation set
I ocal tag: VPN-route-head
fast tag rewite with Et1/0, 88.1.3.2, tags inposed: {24}
via 88.1.11.5, 0 dependencies, recursive
next hop 88.1.3.2, Ethernetl/0 via 88.1.11.5/32
valid cached adjacency
tag rewite with Et1/0, 88.1.3.2, tags inposed: {24}

gil a#

i guana#

show tag-switching forwarding vrftags 24

Local Qutgoing Prefi x Bytes tag Qutgoing Next Hop
tag tag or VC or Tunnel Id swi t ched interface

24 Aggr egat e 88. 1. 88. 0/ 24[ V] 10988

i guana#

3 : EEVRF custAMIVRF custBAYFRIC{E24 2 AN{AI58 1NkY o

HERE REZREZVRFEH“sserver B :

i guana#
show ip route vrf sserver 172.31.1.1
Routing entry for 172.31.1.0/24
Known via "bgp 65002", distance 200, metric 0, type interna
Last update from 88.1.11.9 1d01h ago
Routi ng Descriptor Bl ocks:
* 88.1.11.9 (Default-1P-Routing-Table), from88.1.11.9, 1d0lh ago
Route netric is 0, traffic share count is 1
AS Hops O

XE : N\HOPERHAHESR(guana) W AEXRE , BNMENFEE—%KEH,

it , TEXDFKREZSANEFVPNRFE , FERONRETL EIAERNAVPN, EXTFRER
FEMNAVRFEFGINERT , 2ENATHEEBZEAOPE,

A BPE NAT



//www.cisco.com/en/US/docs/ios/12_2/switch/command/reference/xrfscmd8.html#wp1047983
//www.cisco.com/en/US/docs/ios/12_3/switch/command/reference/swi_s2.html#wp1057479

EARRBIFR | FricHgilafdragontV iRE G SR HEBSREENINAT, AFEHRXZRSHED
EE’J@F‘VPNEXNAT/&O BINATHEF M &t 2 A HENMNA M, NATNT & 1E88.1.88. 8,\——,=
BR S5 =LA BIE BINIT

ip nat pool sspooLl 192.168.1.1 192.168.1.254 prefix-length 24
ip nat pool sspooL2 192.168.2.1 192.168.2.254 prefix-length 24
ip nat inside source |ist 181 pool sspoonLl vrf custA overl oad
ip nat inside source |ist 181 pool sspoonL2 vrf custB overl oad

AR BEEARP , FAXEHAEMN, MRASRSLAN (EHAPERS ) BEEAERERE , N
NAT/'m—.I-J’)\/\?-o

MiE#ZZIneuseFcapefearSHIENMEHR W EE #1(172.31.1.1) X HHpingth T2 S BHELTNATHR
B :

HHRR:

gil a#

show ip nat translations

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Qut si de gl oba

icmp 192.168.1.1:2139 172.31.1.1:2139 88.1.88.8:2139 88.1.88.8:2139
icmp 192.168.1.1:2140 172.31.1.1:2140 88.1.88.8:2140 88.1.88.8:2140
icmp 192.168.1.1:2141 172.31.1.1:2141 88.1.88.8:2141 88.1.88.8:2141
icmp 192.168.1.1:2142 172.31.1.1:2142 88.1.88.8:2142 88.1.88.8:2142
icmp 192.168.1.1:2143 172.31.1.1:2143 88.1.88.8:2143 88.1.88.8:2143
icmp 192.168.2.2:676 172.31.1.1:676 88.1.88.8:676 88.1.88.8:676

icmp 192.168.2.2:677 172.31.1.1:677 88.1.88.8:677 88.1.88.8:677

icmp 192.168.2.2:678 172.31.1.1:678 88.1.88.8:678 88.1.88.8:678

icmp 192.168.2.2:679 172.31.1.1:679 88.1.88.8:679 88.1.88.8:679

icmp 192.168.2.2:680 172.31.1.1:680 88.1.88.8:680 88.1.88.8:680

X BERVRF ﬁﬁﬂE’JW"‘BZIKi&i&iJL(WZ.M.1.1)?’5}5&?9 BNENHM, TEshow ip nat
translation verbosefs © & A LL & B|VRF:

gi | a# show ip nat translations verbose

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Qut si de gl oba

icnp 192.168.1.1:2139 172.31.1.1:2139 88. 1. 88.8:2139 88. 1. 88.8:2139
create 00:00: 08, use 00:00:08, left 00:00:51, Map-ld(In): 3,
flags:

extended, use_count: 0, VRF : custA

icnp 192.168.1.1:2140 172.31.1.1:2140 88. 1. 88.8:2140 88. 1. 88.8: 2140
create 00:00: 08, use 00:00:08, left 00:00:51, Map-ld(In): 3,
flags:

extended, use_count: 0, VRF : custA

icnp 192.168.1.1:2141 172.31.1.1:2141 88.1.88.8:2141 88. 1. 88. 8: 2141
create 00:00: 08, use 00:00:08, left 00:00:51, Map-ld(In): 3,
flags:

extended, use_count: 0, VRF : custA

icnp 192.168.1.1:2142 172.31.1.1:2142 88. 1. 88.8:2142 88. 1. 88.8: 2142
create 00:00: 08, use 00:00:08, left 00:00:51, Map-ld(In): 3,
flags:

extended, use_count: 0, VRF : custA

icnp 192.168.1.1:2143 172.31.1.1:2143 88. 1. 88.8:2143 88. 1. 88.8: 2143
create 00:00: 08, use 00:00:08, left 00:00:51, Map-ld(In): 3,
flags:

extended, use_count: 0, VRF : custA
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icnp 192.168.2.2: 676 172.31.1.1: 676 88.1.88.8:676 88.1.88.8:676
create 00:00: 10, use 00:00: 10, left 00:00:49, Mp-ld(ln): 2,

flags:

ext ended, use_count: 0, VRF : custB

icnp 192.168. 2. 2: 677 172.31.1.1:677 88.1.88.8:677 88.1.88.8:677
create 00:00: 10, use 00:00: 10, left 00:00:49, Mp-ld(ln): 2,
flags:

ext ended, use_count: 0, VRF : custB

icnp 192.168.2.2: 678 172.31.1.1:678 88.1.88.8:678 88.1.88.8:678
create 00:00: 10, use 00:00: 10, left 00:00:49, Mp-ld(ln): 2,
flags:

ext ended, use_count: 0, VRF : custB

icnmp 192.168.2.2: 679 172.31.1.1:679 88.1.88.8:679 88.1.88.8:679
create 00:00: 10, use 00:00: 10, left 00:00:49, Mp-ld(ln): 2,
flags:

ext ended, use_count: 0, VRF : custB

icnmp 192.168. 2. 2: 680 172.31.1.1:680 88. 1. 88.8:680 88. 1. 88. 8:680
create 00: 00: 10, use 00:00: 10, left 00:00:49, Mp-ld(ln): 2,
flags:

ext ended, use_count: 0, VRF : custB

UTEREREFANZEFBHENAIERVPNIEHES

gi | a# show ip route vrf custA
Codes: C - connected, S - static, R- RRP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
| - 1S1S, L1 - IS IS level-1, L2 - IS IS level-2, ia - IS |ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 88.1.11.1 to network 0.0.0.0

172.18.0.0/32 is subnetted, 2 subnets
172.18.60.179 [200/0] via 88.1.11.1, 00:03:59
172.18.60.176 [200/0] via 88.1.11.1, 00:03:59
172.31.0.0/24 is subnetted, 1 subnets
172.31.1.0 [1/0] via 10.88.162.6, FastEthernet0/0
10.0.0.0/8 is variably subnetted, 5 subnets, 2 masks
10.88.0.0/20 [200/0] via 88.1.11.1, 00:03:59
10.88.32.0/20 [200/0] via 88.1.11.1, 00:03:59
10. 88.162.4/30 is directly connected, FastEthernet0/0
10.88.162.8/30 is directly connected, FastEthernet2/0
10.88.161.8/30 [200/0] via 88.1.11.1, 00:04:00
88.0.0.0/24 is subnetted, 2 subnets
88.1.88.0 [200/0] via 88.1.11.5, 00:04:00
88.1.99.0 [200/0] via 88.1.11.5, 00:04:00
192.168.1.0/24 is directly connected, NulloO
B* 0.0.0.0/0 [200/0] via 88.1.11.1, 00:04:00

o W

TOO0Om® (0)]

nn U

gi | a# show ip route vrf custB
Codes: C - connected, S - static, R- RRP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
| - 1S1S, L1 - IS IS level-1, L2 - IS IS level-2, ia - IS |ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route



Gateway of last resort is not set

64.0.0.0/16 is subnetted, 1 subnets
B 64.102.0.0 [200/0] via 88.1.11.5, 1d21h
172.18.0.0/32 is subnetted, 2 subnets
172.18.60.179 [200/0] via 88.1.11.1, 1d21h
B 172.18.60.176 [200/0] via 88.1.11.1, 1d21h
172.31.0.0/24 is subnetted, 1 subnets
172.31.1.0 [1/0] via 10.88.162.14, Ethernetl/2
10.0.0.0/8 is variably subnetted, 6 subnets, 3 masks
10. 88.194. 16/ 28 [200/100] via 88.1.11.1, 1d20h
10.88.208.0/20 [200/0] via 88.1.11.5, 1d21h
10. 88.194. 4/ 30 [200/100] via 88.1.11.1, 1d20h
10.88.163.4/30 [200/0] via 88.1.11.5, 1d21h
10.88.161.4/30 [200/0] via 88.1.11.1, 1d21ih
10. 88.162.12/30 is directly connected, Ethernetl/2
11.0.0.0/24 is subnetted, 1 subnets
11.1.1.0 [200/100] via 88.1.11.1, 1d20h
88.0.0.0/24 is subnetted, 2 subnets
88.1.88.0 [200/0] via 88.1.11.5, 1d21h
88.1.99.0 [200/0] via 88.1.11.5, 1d21h
192.168.2.0/24 is directly connected, NulloO
128.0.0.0/8 [200/0] via 88.1.11.5, 1d21h

[o9) Ol T W wm® 0] [o9)

T T

XE  CABAEEDRINTEMINATHHER, XEFRESESS AT HOPERAERiguanaly
Z R EVRFH:

i guana# show ip route vrf sserver

Routi ng Tabl e: sserver
Codes: C - connected, S - static, R- RRP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
| - 1S1S, L1 - IS ISlevel-1, L2 - IS IS level-2, ia - IS |ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of l|ast resort is not set

64.0.0.0/16 is subnetted, 1 subnets

B 64.102.0.0 [20/0] via 10.88.163.6 (custB), 1d20h
172.18.0.0/32 is subnetted, 2 subnets

B 172.18.60.179 [200/0] via 88.1.11.1, 1d20h

B 172.18.60.176 [200/0] via 88.1.11.1, 1d20h

172.31.0.0/24 is subnetted, 1 subnets
172.31.1.0 [200/0] via 88.1.11.9, 1dO5h

10.0.0.0/8 is variably subnetted, 8 subnets, 3 masks
10. 88.194. 16/ 28 [200/100] via 88.1.11.1, 1d20h
10.88.208.0/20 [20/0] via 10.88.163.6 (custB), 1d20h
10. 88.194. 4/ 30 [200/100] via 88.1.11.1, 1d20h
10.88.162.4/30 [200/0] via 88.1.11.9, 1d20h
10.88.163.4/30 is directly connected, 1d20h, Ethernet1/0/0
10.88.161.4/30 [200/0] via 88.1.11.1, 1d20h
10.88.162.8/30 [200/0] via 88.1.11.9, 1d20h
10.88.162.12/30 [200/0] via 88.1.11.9, 1d20h

[oe]

W WW®W©W©W®m



11.0.0.0/24 is subnetted, 1 subnets
B 11.1.1.0 [200/100] via 88.1.11.1, 1d20h
12.0.0.0/24 is subnetted, 1 subnets

S 12.12.12.0 [1/0] via 88.1.99.10

88.0.0.0/24 is subnetted, 3 subnets
C 88.1.88.0 is directly connected, FastEthernetl1/1/0
S 88.1.97.0 [1/0] via 88.1.99.10
C 88.1.99.0 is directly connected, FastEthernet5/0/0
B 192.168.1.0/24 [200/0] via 88.1.11.9, 1d20h
B 192.168.2.0/24 [200/0] via 88.1.11.9, 01:59:23
B 128.0.0.0/8 [20/0] via 10.88.163.6 (custB), 1d20h
AciE

HEERER , EMEEPRBR-ELTXER.

G LA

ip vrf custA
rd 65002: 100
route-target export 65002: 100
route-target export 65002: 1001
route-target inport 65002: 100

1

ip vrf custB
rd 65002: 200
route-target export 65002: 200
route-target export 65002: 2001
route-target inport 65002: 200
route-target inport 65002: 10

1

ip cef

npl s | abel protocol |dp

1

interface LoopbackO
ip address 88.1.11.9 255. 255. 255. 255
1
nterface FastEthernet0/0
ip vrf forwarding custA
i p address 10.88.162.5 255. 255. 255. 252
ip nat inside
dupl ex ful

nterface Ethernetl/0

ip address 88.1.3.1 255.255.255.0
ip nat outside

no i p nroute-cache

dupl ex hal f

tag-switching ip

1

nterface Ethernetl/1

ip address 88.1.2.1 255.255.255.0
ip nat outside

no i p nroute-cache

dupl ex hal f

tag-switching ip

nterface Ethernetl/2

ip vrf forwarding custB

i p address 10.88. 162. 13 255. 255. 255. 252
ip nat inside

dupl ex hal f



1
router ospf 881

| og- adj acency- changes

redistribute static subnets

network 88.1.0.0 0.0.255.255 area 0
default-metric 30

1
router bgp 65002

no synchroni zation

no bgp default ipv4-unicast

bgp | og- nei ghbor - changes

nei ghbor 88.1.11.1 renpte-as 65002

nei ghbor 88.1.11.1 update-source LoopbackO
nei ghbor 88.1.11.1 activate

nei ghbor 88.1.11.5 renpte-as 65002

nei ghbor 88.1.11.5 updat e-source LoopbackO
nei ghbor 88.1.11.5 activate

no aut o- sunmary

!

address-fam |y ipv4 vrf custB

redi stribute connected

redistribute static

no aut o- sunmary

no synchroni zation

exit-address-famly

!

address-famly ipv4d vrf custA

redi stribute connected

redistribute static

no aut o- sunmary

no synchroni zation

exit-address-famly

!

address-fam |y vpnv4

nei ghbor 88.1.11.1 activate

nei ghbor 88.1.11.1 send-community extended

nei ghbor 88.1.11.5 activate

nei ghbor 88.1.11.5 send-community extended

no aut o- sunmary

exit-address-famly

1

ip nat pool sspoorLl 192.168.1.1 192.168.1.254 prefix-length 24
ip nat pool sspooL2 192.168.2.1 192.168.2.254 prefix-length 24
ip nat inside source |ist 181 pool sspooLl vrf custA overl oad
ip nat inside source |ist 181 pool sspooL2 vrf custB overl oad
ip classless

ip route vrf custA 172.31.1.0 255.255.255.0 FastEt hernet0/0 10.88. 162.6
ip route vrf custA 192.168.1.0 255.255.255.0 NulloO

ip route vrf custB 172.31.1.0 255.255.255.0 Ethernet1/2 10. 88.162. 14
ip route vrf custB 192.168.2.0 255.255.255.0 NullO

1

access-list 181 pernit ip any host 88.1.88.8

SER : EAESMANEDRIEENNAT NS ED | MMPLSEONEE INAT AR 20,

i guana:
ip vrf custB
rd 65002: 200
route-target export 65002: 200
route-target export 65002: 2001
route-target inport 65002: 200
route-target inport 65002:10



1
ip vrf sserver

rd 65002: 10

route-target export 65002:10
route-target inport 65002: 2001
route-target inport 65002: 1001
1

ip cef distributed

npl s | abel protocol |dp
!

nt erface LoopbackO

ip address 88.1.11.5 255. 255. 255. 255
no ip route-cache

no i p nroute-cache

nterface Ethernet1/0/0

ip vrf forwarding custB

i p address 10.88.163.5 255. 255. 255. 252
no i p route-cache

no i p nroute-cache

nterface Ethernetl/0/4

ip address 88.1.1.1 255.255.255.0
no ip route-cache

no i p nroute-cache

tag-switching ip

1

nterface Ethernetl/0/5

i p address 88.1.3.2 255.255.255.0
no ip route-cache

no i p nroute-cache

tag-switching ip

1

nterface FastEthernetl/1/0

ip vrf forwarding sserver

ip address 88.1.88.1 255.255.255.0
no i p route-cache

no i p nroute-cache

full-dupl ex
1

router ospf 881

| og- adj acency- changes

redistribute static subnets

network 88.1.0.0 0.0.255.255 area 0
1
router bgp 65002

no synchroni zation

no bgp default ipv4-unicast

bgp | og- nei ghbor - changes

nei ghbor 88.1.11.1 renpte-as 65002

nei ghbor 88.1.11.1 updat e-source LoopbackO
nei ghbor 88.1.11.9 renpte-as 65002

nei ghbor 88.1.11.9 update-source LoopbackO
nei ghbor 88.1.11. 10 renote-as 65002

nei ghbor 88.1.11. 10 updat e- source LoopbackO

no aut o- sunmary

!

address-fam |y ipv4 nulticast
no aut o- sunmary

no synchroni zation

exit-address-famly
!



address-fam |y vpnv4

nei ghbor 88.1.11.1 activate

nei ghbor 88.1.11.1 send-community extended
nei ghbor 88.1.11.9 activate

nei ghbor 88.1.11.9 send-community extended
no aut o- sunmary
exit-address-famly

!

address-famly ipv4

nei ghbor 88.1.11.1 activate

nei ghbor 88.1.11.9 activate

nei ghbor 88.1.11.10 activate
no aut o- sunmary

no synchroni zation
exit-address-famly

!

address-fam |y ipv4 vrf sserver
redi stribute connected

no aut o- sunmary

no synchroni zation
exit-address-famly

!

address-fam |y ipv4 vrf custB
redi stribute connected
redistribute static

no aut o- sunmary

no synchroni zation
exit-address-famly

3% B 25 DragonfV &L & S GilaIE F €L,
EAOPE NATEEAHROPERNBIES

AT RERH B Y B Z RS MEEE N VRFEFIE X —NATHBER, BX , BSRBHHNE
o HWIFETH AR HERiguana®MPLS IP#0e1/0/58% , 2R THE RHBIEI.

E A VPNEIR

Ieab |, BAIERIRBVRF custARRIPH#E3E172.31.1. 1MW EINIER, BRENATEEMIEE , ittt 2
H#179192.168.1.1:

ip nat pool SSPOOL1 192.168.1.1 192.168.1.254 prefix-length 24
ip nat inside source list 181 pool SSPOOL1 vrf custA overl oad

DLC:  ----- DLC Header -----
DLC
DLC: Frame 1 arrived at 09:15:29.8157; frame size is 118 (0076 hex)
byt es.
DLC: Destination = Station 005054D92A25
DLC. Source Stati on 0090BF9C6C1C

DLC. Ethertype = 8847 (MPLS)
DLC:
MPLS: ----- MPLS Label Stack -----
MPLS
MPLS: Label Value = 00019
MPLS: Reserved For Experinental Use = 0

MPLS: Stack Val ue

1 (Bottom of Stack)



MPLS: Time to Live = 254 (hops)
MPLS:

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

| P 000. .... = routine

I P: ...0 .... = normal del ay

I P: ... 0... = normal throughput

I P: ... .0.. =normal reliability

I P: .... ..0. = ECT bit - transport protocol wll ignore the CE
bi t

I P: .... ...0 =CEDbit - no congestion

IP: Total length = 100 bytes

IP: lIdentification =20

I P: Fl ags = 0X

I P: .0.. .... = may fragnent

I P: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/ hops

I P: Protocol =1 (law)

| P: Header checksum = 4AE6 (correct)

IP: Source address = [192.168.1.1]

I P: Destination address = [88.1.88. 8]
I P: No options

ICVP: - ---- | CMP header -----

| CVMP: Type = 8 (Echo)

I CVWP: Code = 0

| CMP: Checksum = 932D (correct)
I CVP: Identifier = 3046

| CMP: Sequence nunber = 3245
ICVMP: [72 bytes of data]

ICVP: [Normal end of "ICMP header".]

¥ HZE B VPNH BRI

L4k , BATEFIRBVRF custBHIRIPH#HE172.31.1. 1M EINER., BENATEENEE , Rittute
#%i#79192.168.2.1:

ip nat pool SSPOOL2 192.168.2.1 192.168.2.254 prefix-length 24
ip nat inside source list 181 pool SSPOOL2 vrf custB overl oad

pDLC.  ----- DLC Header -----
DLC:
DLC. Franme 11 arrived at 09:15:49.6623; franme size is 118 (0076 hex)
byt es.
DLC. Destination = Station 005054D92A25
DLC. Source Stati on 0090BF9C6C1C

DLC. Ethertype = 8847 (MPLS)
DLC:
MPLS: ----- MPLS Label Stack -----
MPLS
MPLS: Label Value = 00019
MPLS: Reserved For Experinental Use = 0

MPLS: Stack Val ue

1 (Bottom of Stack)



MPLS: Time to Live = 254 (hops)
MPLS:

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

| P 000. .... = routine

I P: ...0 .... = normal del ay

I P: ... 0... = normal throughput

I P: ... .0.. =normal reliability

I P: .... ..0. = ECT bit - transport protocol wll ignore the CE
bi t

I P: .... ...0 =CEDbit - no congestion

IP: Total length = 100 bytes

IP: ldentification = 15

I P: Fl ags = 0X

I P: .0.. .... = may fragnent

I P: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/ hops

I P: Protocol =1 (law)

| P: Header checksum = 49D6 (correct)

IP: Source address = [192.168.2.2]

I P: Destination address = [88.1.88. 8]
I P: No options

I P:

WP - ---- | CMP header -----
| CVP:
| CVMP: Type = 8 (Echo)

I CVWP: Code = 0

| CMP: Checksum = AB9A (correct)
ICVP: Identifier = 4173

| CMP: Sequence nunber = 4212
ICVMP: [72 bytes of data]

ICVP: [Normal end of "ICMP header".]
AR ELEIE TR MHEEIP , MPLSERZE 0019,

FE A VPN R

BTk, RI12F2M@E , IREIVRF custAR Y B B IPi#h1E192.168.1.1, B Wb itEE A QPE
NATIhBE¥:# N 172.31.1.1,

To VRF custA:

DLC  ----- DLC Header -----
DLC:
DLC: Frame 2 arrived at 09:15:29.8198; frame size is 118 (0076 hex)
byt es.

DLC. Destination = Station 0090BF9C6C1C
DLC. Source St ati on 005054D92A25

DLC. Ethertype = 8847 (MPLS)
DLC:
MPLS: ----- MPLS Label Stack -----
MPLS
MPLS: Label Value = 0001A
MPLS: Reserved For Experinental Use = 0

MPLS: Stack Val ue
MPLS: Tine to Live

1 (Bottom of Stack)
254 (hops)



MPLS:
P ----- | P Header -----

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

| P 000. .... = routine

I P: ...0 .... = normal del ay

I P: ... 0... = normal throughput

I P: ... .0.. =normal reliability

I P: .... ..0. = ECT bit - transport protocol wll ignore the CE
bi t

I P: .... ...0 =CEDbit - no congestion

I P: Total length = 100 bytes

IP: ldentification = 18075

I P: Fl ags = 4X

I P: .1.. .... =don't fragment

I P: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/ hops

I P: Protocol =1 (law)

| P: Header checksum = C44A (correct)

I P: Source address = [88.1.88.8]

IP: Destination address = [192.168.1.1]
I P: No options

I P:
WP - ---- | CMP header -----
| CVP:
I CVMP: Type = 0 (Echo reply)

I CVWP: Code = 0

| CMP: Checksum = 9B2D (correct)
I CVP: Identifier = 3046

| CMP: Sequence nunber = 3245
ICVMP: [72 bytes of data]

ICVP: [Normal end of "ICMP header".]

FE B VPN RE

teat , FATER —FREMN |, REF|VRF custBHFHY B BIIPi#31£192.168.1.1, B Rt E A OPE
NATZhEER R N 172.31.1.1,

To VRF custB:
DLC. ----- DLC Header -----

DLC. Franme 12 arrived at 09:15:49.6635; franme size is 118 (0076 hex) bytes.
DLC. Destination = Station 0090BF9C6C1C
DLC. Source Stati on 005054D92A25

DLC. Ethertype = 8847 (MPLS)
DLC:
MPLS: ----- MPLS Label Stack -----
MPLS
MPLS: Label Value = 0001D
MPLS: Reserved For Experinental Use = 0
MPLS: Stack Val ue = 1 (Bottom of Stack)
MPLS: Tinme to Live = 254 (hops)
MPLS
1P ----- | P Header -----



IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

| P 000. .... = routine

I P: ...0 .... = normal del ay

I P: ... 0... = normal throughput

I P: ... .0.. =normal reliability

I P: .... ..0. = ECT bit - transport protocol will ignore the CE bit
I P: .... ...0 =CEDbit - no congestion
I P: Total length = 100 bytes

IP: ldentification = 37925

I P: Fl ags = 4X

I P: .1.. .... =don't fragment

I P: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/ hops

I P: Protocol =1 (law)

| P: Header checksum = 75BF (correct)

I P: Source address = [88.1.88.8]

IP: Destination address = [192.168.2.2]
I P: No options

ICVP: - ---- | CMP header -----

I CVMP: Type = 0 (Echo reply)

I CVWP: Code = 0

| CMP: Checksum = B39A (correct)
I CVP: Identifier = 4173

| CMP: Sequence nunber = 4212
ICVMP: [72 bytes of data]

I CVP: [Normal end of "I1CMP header".]

X ZREBESTF , MPLSIEZEBIEMTRE : 001A ( AFVRF custA ) #001D ( A FVRF
custB ) o

EFAVPN — BB EAEO

T—EHREEERTHIHERSLIANNEORBAZEAMFRVRFEGIM —E 2 RAIX 3. thik
, MEEER AN EEERIPH U HI B N2t VPNAE A 2 At

ip nat pool sspoorLl 192.168.1.1 192.168.1.254 prefix-length 24
ip nat inside source list 181 pool sspoorLl vrf custA overl oad
ip nat inside source list 181 pool sspoorLl vrf custB overl oad

DLC:  ----- DLC Header -----
DLC:
DLC: Frame 1 arrived at 09:39:19.6580; frame size is 118 (0076 hex)
byt es.
DLC: Destination = Station 005054D92A25
DLC. Source Stati on 0090BF9C6C1C

DLC. Ethertype = 8847 (MPLS)
DLC:
MPLS: ----- MPLS Label Stack -----
MPLS
MPLS: Label Value = 00019
MPLS: Reserved For Experinental Use = 0

MPLS: Stack Val ue
MPLS: Tine to Live

1 (Bottom of Stack)
254 (hops)



MPLS:
P ----- | P Header -----

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

| P 000. .... = routine

I P: ...0 .... = normal del ay

I P: ... 0... = normal throughput

I P: ... .0.. =normal reliability

I P: .... ..0. = ECT bit - transport protocol wll ignore the CE
bi t

I P: .... ...0 =CEDbit - no congestion

I P: Total length = 100 bytes

IP: ldentification = 55

I P: Fl ags = 0X

I P: .0.. .... = may fragnent

I P: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/ hops

I P: Protocol =1 (law)

| P: Header checksum = 4AAF (correct)

IP: Source address = [192.168.1.1]

I P: Destination address = [88.1.88. 8]

I P: No options

| P:

ICOWP; ----- | CVMP header -----
| CIVP:
| CVMP: Type = 8 (Echo)

I CVWP: Code = 0

| CMP: Checksum = 0905 (correct)
ICVP: ldentifier = 874

| CMP: Sequence nunber = 3727
ICVMP: [72 bytes of data]

ICVP: [Normal end of "ICMP header".]

MEFBVPNEE — B#iRBERAEO

AL, TAVBEZIRBVRF custBHIRIPH#E3E172.31.1. 10 B M iER. RIEFENATEENIEE , R4
F57192.168.1.3 ( WA HHBSSPOOL1 )

ip nat pool sspooLl 192.168.1.1 192.168.1.254 prefix-length 24
ip nat inside source list 181 pool sspoonLl vrf custA overl oad
ip nat inside source list 181 pool sspoonLl vrf custB overl oad

DLC:

DLC. Franme 11 arrived at 09:39:26.4971; frame size is 118 (0076 hex)
byt es.

DLC. Destination = Station 005054D92A25

DLC. Source Stati on 0090BF9C6C1C

DLC. Ethertype = 8847 (MPLS)
DLC:
MPLS: ----- MPLS Label Stack -----
MPLS
MPLS: Label Value = 0001F
MPLS: Reserved For Experinental Use = 0

MPLS: Stack Val ue
MPLS: Time to Live

1 (Bottom of Stack)
254 (hops)



MPLS:
P ----- | P Header -----

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

| P 000. .... = routine

I P: ...0 .... = normal del ay

I P: ... 0... = normal throughput

I P: ... .0.. =normal reliability

I P: .... ..0. = ECT bit - transport protocol wll ignore the CE
bi t

I P: .... ...0 =CEDbit - no congestion

I P: Total length = 100 bytes

IP: ldentification = 75

I P: Fl ags = 0X

I P: .0.. .... = may fragnent

I P: ..0. .... = last fragnent

I P: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/ hops

I P: Protocol =1 (law)

I P: Header checksum = 4A99 (correct)

IP: Source address = [192.168.1.3]

I P: Destination address = [88.1.88. 8]

I P: No options

| P:

ICOWP; ----- | CVMP header -----
| CIVP:
| CVMP: Type = 8 (Echo)

I CVWP: Code = 0

| CMP: Checksum = 5783 (correct)
I CVP: Identifier = 4237

| CMP: Sequence nunber = 977
ICVMP: [72 bytes of data]

ICVP: [Normal end of "ICMP header".]

XE: MEOPELWNEOREREND (MIEVRFES ) & , SBMNNIRERTEN, EAXFH R
Ox19#0x1F,

EMEFAVPN — BRERERED

BTk, RI12FB2M@E , REIVRF custAR Y B B IPi#h31E192.168.1.1, B WY#bitEE A QPE
NATIhBE¥:# N 172.31.1.1,

DLC:  ----- DLC Header -----
DLC:
DLC: Frame 2 arrived at 09:39:19.6621; frame size is 114 (0072 hex)

byt es.
DLC: Destination = Station 0090BF9C6C1C
DLC. Source = Station 005054D92A25
DLC. Ethertype = 0800 (IP)
DLC:
1P ----- | P Header -----

I P:

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

| P 000. .... = routine

I P: .0 L nor mal del ay

I P: U nor mal t hr oughput

I P: normal reliability

©
0



I P: .... ..0. = ECT bit - transport protocol wll ignore the CE

bi t
I P: .... ...0 =CEDbit - no congestion
I P: Total length = 100 bytes
IP: ldentification = 54387
I P: Fl ags = 4X
I P: .1.. .... =don't fragment
I P: ..0. .... = last fragnent
I P: Fragment offset = 0 bytes

IP: Time to live 254 seconds/ hops

I P: Protocol =1 (law)
| P: Header checksum = 3672 (correct)
I P: Source address = [88.1.88.8]

IP: Destination address = [192.168.1.1]
I P: No options

I P:
WP - ---- | CMP header -----
| CVP:
I CVMP: Type = 0 (Echo reply)

I CVWP: Code = 0

| CMP: Checksum = 1105 (correct)
ICVWP: ldentifier = 874

| CMP: Sequence nunber = 3727
ICVMP: [72 bytes of data]

I CVP: [Normal end of "ICMP header".]

NEFB VPN NE — BirRERAEN

teat , FATER —FREMN , REF|VRF custBHFH B BYIP#31£192.168.1.3, B #tbitEE A OPE
NATZhEER R N 172.31.1.1,

DLC:

DLC. Franme 12 arrived at 09:39:26.4978; franme size is 114 (0072 hex)
byt es.

DLC. Destination = Station 0090BF9C6C1C

DLC. Source Stati on 005054D92A25

DLC. Ethertype = 0800 (IP)
DLC:

1P ----- | P Header -----
| P

IP: Version = 4, header length = 20 bytes
I P: Type of service = 00

I P 000. .... = routine

1 P: ...0 .... = normal delay

1 P: .... 0... = normal throughput

1 P: ... .0.. = normal reliability

1 P: .... ..0. = ECT bit - transport protocol wll ignore the CE
bi t

1 P: .... ...0 = CE bit - no congestion

IP: Total length = 100 bytes

IP: ldentification = 61227

I P: Flags = 4X

1 P: .1.. .... =don't fragment

1 P: ..0. .... = last fragnent

I P: Fragnment offset = 0 bytes

IP. Time to live = 254 seconds/ hops

I P: Protocol =1 (Iaw)

| P: Header checksum = 1BB8 (correct)



X ABHTEENENEELBii , REF2BIMVRFIRE,

| P. Source address
IP: Destination address = [192.168.1.3]

I P: No options

1 P:

| CMP header -----

Type 0 (Echo reply)
Code = 0

Checksum = 5F83 (correct)
Identifier = 4237
Sequence nunber = 977
[72 bytes of data]

[88. 1. 88. 8]

[ Normal end of "ICWP header".]

MRAZRFSLANFERRIEHEOE N BAED , WATEABAM. pinglRE2ERASR
Gila £ A TNATSRE:

gi | a# show ip nat translations

Pro |
icmp
icmp
icmp
icmp
icmp
icmp
icmp
icmp
icmp
icmp
gil a#

nsi de gl obal I nside | oca
192.168.1.3:4237 172.31.1.1:4237
192.168.1.3:4238 172.31.1.1:4238
192.168.1.3:4239 172.31.1.1:4239
192.168.1.3:4240 172.31.1.1:4240
192.168.1.3:4241 172.31.1.1:4241
192.168.1.1:874 172.31.1.1:874
192.168.1.1:875 172.31.1.1:875
192.168.1.1:876 172.31.1.1:876
192.168.1.1:877 172.31.1.1:877
192.168.1.1:878 172.31.1.1:878

gila# showip nat tr ver

Pro Inside gl oba

I nsi de | ocal

icnp 192.168.1.3:4237 172.31.1.1:4237
create 00:00:08, use 00:00:08, left
flags:

ext ended,

use_count: 0, VRF : custB

icnp 192.168.1.3:4238 172.31.1.1:4238
create 00:00:08, use 00:00:08, left
flags:

ext ended,

use_count: 0, VRF : custB

icnp 192.168.1.3:4239 172.31.1.1:4239
create 00:00:08, use 00:00:08, left
flags:

ext ended,

use_count: 0, VRF : custB

icnp 192.168.1.3:4240 172.31.1.1:4240
create 00:00: 08, use 00:00:08, left
flags:

ext ended,

use_count: 0, VRF : custB

icnp 192.168.1.3:4241 172.31.1.1:4241
create 00:00:08, use 00:00:08, left
flags:

ext ended,

use_count: 0, VRF : custB
icnmp 192.168.1.1:874

172.31.1.1: 874

create 00:00:16, use 00:00:16, left

Pro I nside gl oba

flags:

ext ended,

I nsi de | ocal

use_count: 0, VRF : custa

Qutside | oca

88.
88.
88.
88.
88.
88.
88.
88.
88.
88.

1.

R R RRRBRRRR

88.
.88.
.88.
.88.
.88.
.88.
.88.
.88.
.88.
.88.

:4237
:4238
:4239
:4240
:4241
:874
:875
:876
:877
:878

0 00 0 0 0 0 0 0 0 ™

Qutside | oca
88. 1. 88. 8: 4237
00: 00: 51,

Map-1d(In):

88.1.88. 8:4238
00: 00: 51,

Map-1d(In):

88. 1. 88. 8: 4239
00: 00: 51,

Map-1d(In):

88. 1. 88. 8: 4240
00: 00: 51,

Map-1d(In):

88.1.88. 8:4241
00: 00: 51,

Map-1d(In):

88.1.88.8:874
00: 00: 43,
Qutside | oca

Map-1d(In):

Cut si de
88.1.88.
88.1.88.
88.1.88.
88.1.88.
88.1.88.
88.1.88.
88.1.88.
88.1.88.
88.1.88.
88.1.88.
Cut si de
88. 1. 88.
2,
88. 1. 88.
2,
88. 1. 88.
2,
88. 1. 88.
2,
88. 1. 88.
2,
88.1.88
3,
Cut si de

obal
:4237
:4238
:4239
:4240
:4241
:874
:875
:876
:877
:878

0 0 0 0 0 0 W 0 0 W Q

gl obal
8: 4237

8:4238

8:4239

8: 4240

8:4241

.8:874

gl obal



icnmp 192.168.1.1: 875 172.31.1.1: 875 88.1.88.8:875 88. 1. 88.8:875
create 00:00: 18, use 00:00:18, left 00:00:41, Map-ld(In): 3,

flags:

extended, use_count: 0, VRF : custA

icnmp 192.168.1.1:876 172.31.1.1:876 88.1.88.8:876 88.1.88.8:876
create 00:00: 18, use 00:00:18, left 00:00:41, Map-ld(ln): 3,
flags:

extended, use_count: 0, VRF : custA

icnmp 192.168.1.1: 877 172.31.1.1:877 88.1.88.8:877 88. 1. 88.8:877
create 00:00: 18, use 00:00:18, left 00:00:41, Map-ld(ln): 3,
flags:

extended, use_count: 0, VRF : custA

icnmp 192.168.1.1:878 172.31.1.1:878 88.1.88.8:878 88. 1. 88.8:878
create 00:00: 18, use 00:00:18, left 00:00:41, Map-ld(ln): 3,
flags:

extended, use_count: 0, VRF : custA

gi |l a#

debug ip nat vrf

I P NAT VRF debugging is on

gi |l a#

.Jan 2 09: 34:54 EST: NAT-TAGSWp) : Tag Pkt s=172.18.60.179, d=10.88.162.9, vrf=custA
.Jan 2 09:35:02 EST: NAT-TAGSWp) : Tag Pkt s=172.18.60.179, d=10.88.162.13, vrf=custB
.Jan 2 09:35:12 EST: NAT-ip2tag : Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custA
.Jan 2 09:35:12 EST: NAT-ip2tag: Punting to process

.Jan 2 09:35:12 EST: NAT-ip2tag : Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custA
.Jan 2 09:35:12 EST: NAT-ip2tag: Punting to process

.Jan 2 09:35:12 EST: NAT-ip2tag : Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custA
.Jan 2 09:35:12 EST: NAT-ip2tag: Punting to process

.Jan 2 09:35:12 EST: NAT-ip2tag : Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custA
.Jan 2 09:35:12 EST: NAT-ip2tag: Punting to process

.Jan 2 09:35:12 EST: NAT-ip2tag : Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custA
.Jan 2 09:35:12 EST: NAT-ip2tag: Punting to process

.Jan 2 09:35:19 EST: NAT-ip2tag : Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custB
.Jan 2 09:35:19 EST: NAT-ip2tag: Punting to process

.Jan 2 09:35:19 EST: NAT-ip2tag : Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custB
.Jan 2 09:35:19 EST: NAT-ip2tag: Punting to process

.Jan 2 09:35:19 EST: NAT-ip2tag : Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custB
.Jan 2 09:35:19 EST: NAT-ip2tag: Punting to process

.Jan 2 09:35:19 EST: NAT-ip2tag : Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custB
.Jan 2 09:35:19 EST: NAT-ip2tag: Punting to process

.Jan 2 09:35:19 EST: NAT-ip2tag : Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custB
.Jan 2 09:35:19 EST: NAT-ip2tag: Punting to process

gi |l a#

e
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//www.cisco.com/en/US/docs/ios/12_3/debug/command/reference/dbg_i2g.html#wp1069195

10.1.1.x 10.1.1.x

dig;%=I 10.1.1.x
f:nﬂmsence Services
WLE\IPH =
. 172.16.0.0
| cerfoge |
| &= il |

VREF-Lite Hﬂﬂmﬂmmﬂ
10.1.1.x CEs Firewalls

1Dk

Cisco I0SERA12.2(13) TR AFMPLS VPN# BRHOS NATXS | SEAF XISMPLS A TTLUET It
RHMEBRARIINAEES,

%ie

Cisco IOS NATE B AV LRI Ay BB ZRSHITIEE. BRISREANEFEZNHIITR
NATRI R R MK (ALG)Z#F, 1 RE Bt M A5 IR Th RE AV R 4 DR ARNATHALGHE R R — BB (B
RETEINBRE R, BRERMAEMEXFEEINEXT. B R EibicERN | SREES
TR, ERNNANEERARTIIME,

HXER

. BRIOS NATRI B ER %
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