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X

E A OpenLDAPEL &
SHR1.ERRESEE

Z R Ftest-cisco.com Idap#it,
Idap.confX - FiREAMldapE F ik Al E AN RS RERIAE,

AR ERETRERERERMIANE , BHEESTAMLDAPE PR , XLERRIAMEFBTNIAM
BEERAR S5 2R R

/etc/openldap/ldap.conf:

BASE dc=t est-ci sco, dc=com

slapd.conf3X 4 T OpenLDAPRRFERELE . BRINRWXHSE ZERAMLDAPE X, fltn , R
K & persontEcore.schemaXFHENL, HEEFAZEARAHANERNSEEHENHBCSWE
o

/etc/openldap/slapd.conf:

i ncl ude / et c/ openl dap/ schena/ cor e. schena
i ncl ude /etc/openl dap/ schema/ cosi ne. scherma

i ncl ude /etc/openl dap/ schema/ i net or gper son. schema
i ncl ude /etc/openl dap/ scherma/ openl dap. schena

i ncl ude /etc/openldap/schena/ ni s. schema

# Defines backend database type and redirects all # queries with specified suffix to that
dat abase

dat abase hdb

suffix "de=test-cisco,dc=com"

checkpoi nt 32 30

# Rootdn will be used to performall adm nistrative tasks.
rootdn " cn=Manager,dc=test-cisco,dc=com"

# Cl eartext passwords, especially for the rootdn, should be avoid.
rootpw secret

directory /var/lib/openl dap-data
i ndex objectd ass eq

H2. K0 DAPE B

ERIFEROpenLDAPREIE , BETUTEE :

pluton openldap # /etc/init.d/slapd start

* Starting | dap-server [ ok ]

pl uton openldap # ps ax | grep openl dap

27562 ? Ssl 0:00 /usr/lib64/openldap/slapd -u Idap -g Idap -f

/ et c/ openl dap/ sl apd. conf -h ldaps:// |dap:// |dapi://var/run/openl dap/sl apd. sock



pl uton openl dap # netstat -atcpn | grep slapd

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/ Program name
tcp 0 0 0.0.0.0:636 0.0.0.0:* LISTEN 27562/ sl apd

tcp 0 0 0.0.0.0:389 0.0.0.0:* LISTEN 27562/ sl apd

pluton # | dapsearch -h 192.168.10.1 -D "CN=Manager, DC=t est - ci sco, DC=conf -w secret
ext ended LDIF

#
#
# LDAPv3

# base <dc=test-cisco,dc=com> (default) with scope subtree
# filter: (objectclass=*)

# requesting: ALL

#

# search result
search: 2
result: 32 No such object

# nunResponses: 1

el KR SR/ IESIE €7 3
EBENHANEEREARE , FCRPMEBERE. ENAFPNATNERRES  HETUTERE

pluton # cat root.|diff
dn: dc=test-cisco,dc=com
obj ectcl ass: dcbj ect

obj ectcl ass: organi zation
0: test-cisco.com

dc: test-cisco

dn: ou=Peopl e, dc=t est - ci sco, dc=com
obj ect Cl ass: organi zati onal Unit

obj ectC ass: top

ou: People

dn: ou=G oups, dc=t est - ci sco, dc=com
obj ect Cl ass: organi zati onal Unit

obj ectC ass: top

ou: G oups

pluton # | dapadd -h 192.168.10.1 -D "CN=Manager, DC=t est - ci sco, DC=cont
-w secret -x -f root.Idiff

addi ng new entry "dc=test-cisco, dc=cont

addi ng new entry "ou=Peopl e, dc=t est -ci sco, dc=conf

addi ng new entry "ou=G oups, dc=t est-ci sco, dc=conf

pluton # | dapsearch -h 192.168.10.1 -D "CN=Manager, DC=t est - ci sco, DC=conf -w secret
ext ended LDI F

#
#
# LDAPv3

# base <dc=test-cisco,dc=conm> (default) with scope subtree
# filter: (objectclass=*)

# requesting: ALL

#

# test-cisco.com

dn: dc=test-cisco,dc=com
obj ect d ass: dcnj ect

obj ect d ass: organi zation



0. test-cisco.com
dc: test-cisco

# Peopl e, test-cisco.com

dn: ou=Peopl e, dc=t est - ci sco, dc=com
obj ect O ass: organi zational Unit

obj ectd ass: top

ou: People

# Groups, test-cisco.com

dn: ou=G oups, dc=t est - ci sco, dc=com
obj ect C ass: organi zational Unit

obj ectd ass: top

ou: G oups

# search result
search: 2
result: O Success

# nunResponses: 4
# nunEntries: 3

B E Y OpenLDAP%E#3

MEEAREITE , BULURNBENEY, ELEERFIG , 812 T B N CiscoPersonfy 3 i

RIS €, AEUNREPOIBNERAXLERML

- BRMEE
. CiscoACLin
. CiscoDomain
. CiscoDNS
. CiscolPitt it
- CiscolPNetmask
- CiscoSplitACL
- CiscoSplitTunnelPolicy
- BRIA KRR
$ 1. cisco.schema Bl @4 #,

pl ut on openl dap # pwd
/ et c/ openl dap
pl ut on openl dap # cat schena/ci sco. schema

attributetype ( 1.3.6.1.4.1.9.500.1.1
NAME ' Ci scoBanner'
DESC ' Banner Nane for VPN users'
EQUALI TY casel gnor eMat ch
SUBSTR casel gnor eSubst ri ngsiat ch
ORDERI NG casel gnor eOr deri ngivat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{128}
SI NGLE- VALUE )

attributetype ( 1.3.6.1.4.1.9.500.1.2
NAME ' G scoACLi n'
DESC ' ACL in for VPN users'
EQUALI TY casel gnor eMat ch
SUBSTR casel gnor eSubst ri ngsivat ch
ORDERI NG casel gnor eOr deri ngivat ch
SYNTAX 1.3.6.1.4.1.1466.115. 121. 1. 15{ 128}



SI NGLE- VALUE )

attributetype ( 1.3.6.1.4.1.9.500.1.3
NAME ' Ci scoDomai n'
DESC ' Donmai n for VPN users'
EQUALI TY casel gnor eMat ch
SUBSTR casel gnor eSubst ri ngsiat ch
ORDERI NG casel gnor eOr deri ngivat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{ 128}
SI NGLE- VALUE )

attributetype ( 1.3.6.1.4.1.9.500.1.4
NAME ' G scoDNS'
DESC ' DNS server for VPN users'
EQUALI TY casel gnor eMat ch
SUBSTR casel gnor eSubst ri ngsivat ch
ORDERI NG casel gnor eOr deri ngivat ch
SYNTAX 1.3.6.1.4.1.1466.115. 121. 1. 15{128}
SI NGLE- VALUE )

attributetype ( 1.3.6.1.4.1.9.500.1.5
NAME ' G scol PAddr ess’
DESC ' Address for VPN user’
EQUALI TY casel gnor eMat ch
SUBSTR casel gnor eSubst ri ngsivat ch
ORDERI NG casel gnor eOr deri ngivat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{ 128}
SI NGLE- VALUE )

attributetype ( 1.3.6.1.4.1.9.500.1.6
NAME ' G scol PNet nmask’
DESC ' Address for VPN user'’
EQUALI TY casel gnor eMat ch
SUBSTR casel gnor eSubst ri ngsivat ch
ORDERI NG casel gnor eOr deri ngivat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{ 128}
SI NGLE- VALUE )

attributetype ( 1.3.6.1.4.1.9.500.1.7
NAME ' Ci scoSplitACL'
DESC ' Split tunnel list for VPN users'
EQUALI TY casel gnor eMat ch
SUBSTR casel gnor eSubst ri ngsivat ch
ORDERI NG casel gnor eOr deri ngivat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{128}
SI NGLE- VALUE )

attributetype ( 1.3.6.1.4.1.9.500.1.8
NAME ' Ci scoSpl it Tunnel Pol i cy'
DESC ' Split tunnel policy for VPN users'
EQUALI TY casel gnor eMat ch
SUBSTR casel gnor eSubst ri ngsivat ch
ORDERI NG casel gnor eOr deri ngivat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{ 128}
SI NGLE- VALUE )

attributetype ( 1.3.6.1.4.1.9.500.1.9
NAME ' Ci scoGroupPol i cy’
DESC ' G oup policy for VPN users'
EQUALI TY casel gnor eMat ch
SUBSTR casel gnor eSubst ri ngsivat ch
ORDERI NG casel gnor eOr deri ngivat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15{ 128}
SI NGLE- VALUE )



objectclass ( 1.3.6.1.4.1.9.500.2.1 NAME ' Ci scoPerson’
DESC ' My ci sco person'
AUXI LI ARY
MJUST ( sn $ cn )
MAY ( userPassword $ tel ephoneNunber $ seeAl so
$ description $ C scoBanner $ C scoACLin $ Ci scoDonain
$ CiscoDNS $ G scol PAddress $ Ciscol PNet mask $ CiscoSplitACL
$ CiscoSplitTunnel Policy $ G scoGoupPolicy ) )

EEUH

- RN RAMERRARILOID, EAOIDEMEN , EREMEREMIANAZENOID, ARHIH

BLEAIM1.3.6.1.4.1.9FF 1A (HH BRMR B : http://www.iana.org/assignments/enterprise-

numbers)o

- OIDH LA T #853(500.1.1-500.1.9) B A F R B F # Cisco OIDHIE#H(1.3.6.1.4.1.9")

- WWBHEFE 8 F schema/core. ldiffA7E X BPersonX RE, ZXRANTOPEH |

L3R & M (X Fh = CiscoPersonXy 29 Auxiliary X B R R),

3281 —N

. B A CiscoPersonfI X REMNTMEBESNHCN , HEALUAEZHENNEMEENLERE M.,

BREE , TN BEEEMSE R E W EAE A (W userPasswordsk

telephoneNumber),

- FiEE , BINRNERETEHOIDES .

- BEMBHMAX G KNE |, BFAFFRERXBUTF-8HRIE , ZZ 1281 FH/F ( HISYNTAXE X

) o
$ M2 .7Esldap.confrh B & # M,

pl uton openl dap # cat slapd.conf | grep include

i ncl ude / et c/ openl dap/ schena/ cor e. schema

i ncl ude / et c/ openl dap/ schena/ cosi ne. schema

i ncl ude / et c/ openl dap/ schena/ i net or gper son. schenma
i ncl ude / et c/ openl dap/ schena/ openl dap. schenma

i ncl ude / et c/ openl dap/ schena/ ni s. schema

include /etc/openldap/schema/cisco.schema

S| EMB RS

puton openldap # /etc/init.d/slapd restart
* Stopping | dap-server [ ok ]
* Starting | dap-server [ ok ]

SRABMEBRBEHERENTAF

EAHF , AFPETZMNobjectClassi R , FECHETFENRNEM, B
i&%ﬂﬂﬁlf&%*@:ﬁﬁﬁ M E SR RIEE R,

pluton # cat users.|diff

# User account

dn: ui d=ci sco, ou=peopl e, dc=t est - ci sco, dc=com
cn: John Snith

gi venNane: John

sn: cisco

uid: cisco

ui dNunber: 10000

T2, AR


http://www.iana.org/assignments/enterprise-numbers
http://www.iana.org/assignments/enterprise-numbers

gi dNunber :
homeDi r ect or
mai | :
obj ect Cl ass:
obj ect Cl ass:
obj ect Cl ass:
obj ect Cl ass:
obj ect Cl ass:
obj ect Cl ass:
objectClass:
| ogi nShel | :

user Passwor d:

CiscoBanner:

CiscoIPAddress:
CiscoIPNetmask:

CiscoDomain:
CiscoDNS:

10000

y: [ home/ ci sco

jsmth@ev. | ocal

top

posi xAccount

shadowAccount

i net Or gPer son

or gani zat i onal Per son

per son

CiscoPerson
/ bi n/ bash

{ CRYPT} *
This is banner 1
10.1.1.1
255.255.255.128
domainl.com

10.6.6.6

CiscoACLin: ip:inacl#l=permit ip 10.1.1.0 255.255.255.128 10.11.11.0 255.255.255.0
CiscoSplitACL: ACL1

CiscoSplitTunnelPolicy: 1

CiscoGroupPolicy: POLICY1l

pluton # | dapadd -h 192.168.10.1 -D "CN=Manager, DC=t est - ci sco, DC=con{
-w secret -x -f users.|diff

addi ng new entry "ui d=ci sco, ou=peopl e, dc=t est - ci sco, dc=conf

SM|MS.NAFRBBB.

pluton moje # | dappasswd -h 192.168.10.1 -D " CN=Manager, DC=t est - ci sco, DC=conf
-w secret -x uid=cisco, ou=peopl e, dc=t est-ci sco,dc=com -s passl

FRe.RWAE.

pluton # | dapsearch -h 192.168.10.1 -D " CN=Manager, DC=t est - ci sco, DC=cont
-w secret -b uid=cisco, ou=peopl e, dc=t est - ci sco, dc=com
ext ended LDI F

HH*

LDAPv3

base <ui d=ci sco, ou=peopl e, dc=t est - ci sco, dc=con® with scope subtree
filter: (objectclass=*)

requesting: ALL

H HH H HH

# cisco, People, test-cisco.com

dn: ui d=ci sco, ou=Peopl e, dc=t est - ci sco, dc=com
cn: John Smith

gi venNane: John

sn: cisco

uid: cisco

ui dNurber: 10000

gi dNunber: 10000

hormeDi rectory: /hone/cisco

mail: jsmth@lev. | ocal

obj ectC ass: top

obj ect d ass: posi xAccount
obj ect Cl ass: shadowAccount

obj ect Cl ass:
obj ect Cl ass:

i net Or gPer son
or gani zat i onal Per son

obj ect d ass: person
obj ect Cl ass: Ci scoPerson
| ogi nShel | : /bi n/ bash

user Passwor d: : eONSWBUf So=



Ci scoBanner: This is banner 1

Ci scol PAddress: 10.1.1.1

Ci scol PNet mask: 255. 255. 255. 128

Ci scoDomai n: donai nl. com

CiscoDNS: 10.6.6.6

Ci scoACLin: ip:inacl#l=permt ip 10.1.1.0 255.255.255.128 10.11.11.0 255. 255. 255
0

CiscoSplitACL: ACL1

Ci scoSplitTunnel Policy: 1

Ci scoG oupPol i cy: PCLI CY1

user Password: : elNTSEFONXMAMUIZt aS85YUcvV2ZQU3kzbEdt dzFPUkkObH 3VOM=

# search result
search: 2
result: O Success

# nunResponses: 2
# nunEntries: 1

ASAEE
SR BEREOMES,

interface G gabitEthernetO

namei f inside

security-level 100

i p address 192.168. 11. 250 255. 255. 255.0
1

interface G gabitEthernetl

namei f out si de

security-level 0O

i p address 192.168. 1. 250 255. 255. 255.0

crypto ca trustpoint CA

keypair CA

crl configure

crypto ca certificate chain CA

certificate ca 00cf946de20d0ce6d9
30820223 3082018c 020900cf 946de20d 0ce6d930 0d06092a 864886f 7 0d010105
05003056 310b3009 06035504 06130250 4c310c30 0a060355 04080c03 4d617a31
0f 300d06 03550407 0c065761 72736177 310c300a 06035504 0a0c0354 4143310c
300a0603 55040b0c 03524143 310c300a 06035504 030c0354 4143301e 170d3132
31313136 30383131 32365al7 0d313331 31313630 38313132 365a3056 310b3009
06035504 06130250 4c310c30 0a060355 04080c03 4d617a31 0Of 300d06 03550407
0c065761 72736177 310c300a 06035504 0a0c0354 4143310c 300a0603 55040b0c
03524143 310c300a 06035504 030c0354 41433081 9f 300d06 092a8648 86f 70d01
01010500 03818d00 30818902 818100d0 68af lef 6 9b256071 d39c8d25 4f b9f 391
5a96e8e0 lac424d5 fc9cf460 f09el8le f 1487525 d982f 3ae 29384ca8 13d5290d
a360e796 0224dce5 ffc0767e 6f54b991 967b54a4 4b3aa59e c2a69310 550029fb
chblc3f45 3fbl5d15 0d507b09 52b02al7 6189d591 87d42617 1d93b683 4d685005
34788f d0 2a899ca4d 926e7318 1f 914102 03010001 300d0609 2a864886 f70d0101
05050003 81810046 8c58cddb df d6932b 9260af 40 ebc63465 1f 18a374 f5hb7865¢C
a21b22f 3 a07ebf57 d64312b7 57543c91 edc4088d 3c7b3c75 e3f29b8d b7e04e01
4dc2chb89 6935e07c¢ 3518ad97 96e50aae 52e89265 92bblaad a85656dc 931e2006
af 4042a0 09826d29 88ca972e 5442e0c3 8c957978 4al5e5d9 cac5al2c b0604df 4
97438706 c973a5

qui t

certificate 00fe9c3d6lel3lcd9e
30820225 3082018e 020900f e 9c3d6lel 31cd9e30 0d06092a 864886f7 0d010105
05003056 310b3009 06035504 06130250 4c310c30 0a060355 04080c03 4d617a31
0f 300d06 03550407 0c065761 72736177 310c300a 06035504 0a0c0354 4143310c
300a0603 55040b0c 03524143 310c300a 06035504 030c0354 4143301e 170d3132



31313136 31303336 31325al17 0d313331 31313631 30333631 325a3058 310b3009
06035504 06130250 4c310c30 0a060355 04080c03 4d617a31 11300f 06 03550407
0c085761 72737a61 7761310c 300a0603 55040a0c 03414353 310c300a 06035504
0b0c0341 4353310c 300a0603 5504030c 03414353 30819f 30 0d06092a 864886f 7
0d010101 05000381 8d003081 89028181 00d15ee2 0f 14597a 0703204b 22a2c5cc
34c0967e 74bb087c bl6bc462 dledf99d 3d40bdl9 5b80845e 08f 2ccchb e2cal0d0Ol
aabf edf 4 df 287598 45956110 d3c66465 668ae4d2 8a9583e8 7a652685 19b25df a
fce7b84e €1780dd0 1cd3d7le 0926dbla 74354b11 c5b976e0 07e7dd01 0b4115f0
662874c3 2ed5f87e 170b3baa f266f 650 2f 020301 0001300d 06092a86 4886f 70d
01010505 00038181 00987d8e acfa9cac ab9dbb52 5bb61992 975ed4bbe €9c28426
1ldc3ddle 87abd839 fa3a937d blaebcc4 fdc549a2 010b83f3 aalel2b3 f03a4f49
d8e6f dea 61776ae5 17daf 7e4 6baf 810d 37c24784 bd71429b dc0494c0 84a020f f
1be0c903 a055f 634 1e29h6ea 7d7f 3280 f161a86c 50d40b6c c24bc8b0 493c0918
8al185e05 1b52d8b0 Oe
qui t

S ERBEREH,

crypto ca trustpoint CA
enrol | nent self
crypto ca enroll CA

SB|3.ESNEEN LS AWebVPN,

ssl trust-point CA
webvpn

enabl e outside

anyconnect inmage di sk0:/anyconnect-w n-3. 1. 01065-k9. pkg 1
anyconnect enabl e

tunnel -group-1ist enable

W4 FOACLE R,

ACLB #HOpenLDAPIR[H :

access-list ACL1 standard pernmit 10.7.7.0 255.255.255.0

S IR5. 078 £ I M IA A 5K B (DfltAccessPolicy) B9 B& & A & o
B 545 ELDAPE 1 (CiscoGroupPolicy )87 FFIF IR 5T B B — N R BE - SRR

group-policy DfltAccessPolicy interna
group-policy DfltAccessPolicy attributes
vpn-tunnel - protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless

group-policy POLICYLl interna
group-policy POLICYl attributes
vpn-tunnel - protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless

tunnel -group RA type renpte-access
tunnel -group RA general -attributes
tunnel - group RA webvpn-attributes
group-alias RA enable

W t hout - csd

ASA AAARR S B8 EL B £ FIdap/& 1 ST MOpenLDAPIR EIHY /& IR ST EIASATT R E M (N TF
AnyconnectfF )



I dap attribute-map LDAP- VAP

map- nane G scoACLi n Ci sco- AV- Pai r

map- nane G scoBanner Bannerl

map- nane Ci scoDNS Pri mary- DNS

map- nane Ci scoDonai n | PSec- Def aul t - Donai n

map- nane Ci scoG oupPolicy | ETF-Radi us-Cl ass

map- nane G scol PAddr ess | ETF- Radi us- Fr amed- | P- Addr ess

map- nane G scol PNet mask | ETF- Radi us- Fr amed- | P- Net mask

map- nane CiscoSplitACL | PSec-Split-Tunnel -List

map- nane Ci scoSplitTunnel Policy |PSec-Split-Tunneling-Policy

aaa-server LDAP protocol |dap
aaa-server LDAP (inside) host 192.168.11.10

| dap- base-dn DC=t est - ci sco, DC=com

| dap- scope subtree

| dap-nami ng-attribute uid

| dap- 1 ogi n- password secret

| dap- | ogi n-dn CN=Manager , DC=t est - ci sco, DC=com
server-type openl dap

| dap-attribute-map LDAP- VA

BR6.15 FILDAPHR 55 88 LA 18 T2 BRIE A 3t 17 & (0 Wik

tunnel -group RA general -attributes
aut henti cati on-server-group LDAP

WiE
WiLVPNi5H

AnyconnectBit B F £ #2%1192.168.1.250, & F N A B ciscof % #Bpass 1.

@ e @' Cisco AnyConnect Secure Mobility Client E“ [=] |@

Please enter your username and password.

Group: [RA '] Please enter your username and passwaord.

Username: dsco 192,168, 1,250 Connect

Password:

Network:
Connected (192.168.1.88)

my configured 802.1x profile H\ -

SRR A EWAPRE.



Cisco AnyConnect f "* Cisco AmyConnect Secure Mobility Client = || E= | E

Thiis i banner 1

VP
Please respond to banmner

Nebwork:
Discornect | Connected (192, 163.1.38)

my configured BO2.1x profile

FEEBHIFDACL (ASALEXHACLT )

% Cisco AnyConnect Secure Mobility Client o B |

Status Overview Virtual Private Network (VPNM)

VPN Preferences | Statistics | Route Detals | Firewall | Message Hstory

Route Details

MNetworks

Secured Routes (TP

10.7.7.0/24

Collact diagnostic information for
all installed companents.

Diagnoskcs. ..

Anyconnecti#Z OB E 7 IP:10.1.1.1 MM & #18255.255.255.128, 1FFdomain1.com , DNSERSE5
910.6.6.6,

Ethernet adapter Polraczenie lokalne

Connection—specific DNS Suffix . ! domainl.comn R ;
A Descyiption . . . . . . .« . . . . Cisco AnuConnect Secure Mobility Client U
irtual Miniport Adapter for Hindows =64
Phgslcal address. s s s s o= o« . @ BE-83-9A4-3FIC-7H-—88
DHCF Enabled. . . . ._ . . o
utoconf i ur%taun Enabled
v

ocal IPvEe Address

: Mask . .
t Gateway
rTUETS .. .
3 over Tcpip.

refervred)
referred)
referredd

o macacr

o @ @D T
- ComemA
. BEE@

]
L
L
L
1
=
I
1]
H

-
[=gl=al

EASAL , AP ciscoBt W IP:10.1.1.1 , Ao EAHAFKPOLICY 1,



ASA# show vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect Detail ed

User nane : cisco I ndex © 29
Assigned IP : 10.1.1.1 Public IP : 192.168.1.88
Pr ot ocol : AnyConnect - Par ent SSL- Tunnel

Li cense : AnyConnect Prem um

Encryption : R4 Hashi ng : none SHA1
Bytes Tx : 10212 Byt es Rx . 856

Pkts Tx : 8 Pkts Rx D2

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : POLICY1 Tunnel Goup : RA

Login Tinme : 10:18: 25 UTC Thu Apr 4 2013

Dur ati on : Oh: 00m 17s

Inactivity : 0h: 00m 00s

NAC Resul t : Unknown

VLAN Mapping : NA VLAN : none

AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1

AnyConnect - Par ent :

Tunnel ID 1 29.1

Public IP : 192.168.1.88

Encryption : none TCP Src Port : 49262

TCP Dst Port : 443 Aut h Mode : user Password
Idle Tine Qut: 30 M nutes Idle TO Left : 29 M nutes
Client Type : AnyConnect

Client Ver : 3.1.01065

Bytes Tx : 5106 Bytes Rx . 788

Pkts Tx 4 Pkts Rx 1

Pkts Tx Drop : O Pkts Rx Drop : O
SSL- Tunnel :

Tunnel ID 1 29.2

Assigned IP : 10.1.1.1 Public IP : 192.168.1.88
Encryption . RCA Hashi ng : SHA1
Encapsul ation: TLSv1.0 TCP Src Port : 49265

TCP Dst Port : 443 Aut h Mode : user Password
Idle Tine Qut: 30 M nutes Idle TO Left : 29 M nutes
Client Type : SSL VPN dient

Client Ver : CGisco AnyConnect VPN Agent for Wndows 3.1.01065
Bytes Tx : 5106 Bytes Rx . 68

Pkts Tx 4 Pkts Rx 1

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name : AAA-user-cisco-EOCF3CO05

NAC:

Reval Int (T): O Seconds Reval Left(T): O Seconds
SQ Int (T) : 0 Seconds EoU Age(T) 1 17 Seconds
Hold Left (T): O Seconds Post ure Token:

A, RRNZAFRETHRTREGIE

ASA# show access-list AAA-user-cisco-EOCF3C05

access-1ist AAA-user-cisco- EOCF3C05; 1 el enents; name hash: Oxf9b6b75c¢c (dynami c)
access-1ist AAA-user-cisco-EOCF3C05 line 1 extended permt

ip 10.1.1.0 255.255.255.128 10.11.11.0 255.255.255.0

(hitcnt=0) Oxf8010475

iz



BAARG , TABREWebVPNALENEBNT R,

R E RLDAP B R FE R 3R

ASA# show debug
debug I dap enabled at |evel 255

debug webvpn anyconnect enabl ed at | evel

Successful

ASA#
[63] Session Start
[63] New request Session, context 0Oxbbel0120, reqType = Authentication
[63] Fiber started
[63] Creating LDAP context with uri=ldap://192.168.11.10: 389
[63] cConnect to LDAP server: ldap://192.168.11.10:389,
[63] supportedLDAPVersion: value = 3
[63] Binding as Manager
[63] Performing Sinple authentication for Manager to 192.168. 11. 10
[63] LDAP Search:
Base DN = [ DC=t est-ci sco, DC=coni
Filter = [uid=cisco]
Scope = [ SUBTREE]
[63] User DN = [uid=cisco, ou=Peopl e, dc=t est -ci sco, dc=conj
[63] Server type for 192.168.11.10 unknown - no password policy
[63] Binding as cisco
[63] Performing Simple authentication for cisco to 192.168.11.10
[63] Processing LDAP response for user cisco
[63] Authentication successful for cisco to 192.168.11.10
[63] Retrieved User Attributes:
[63] cn: value = John Snmith
[63] gi venNane: val ue = John
[63] sn: val ue = cisco
[63] uid: value = cisco
[63] ui dNunber: val ue = 10000
[63] gi dNunber: val ue = 10000
[63] hormeDi rectory: value = /home/cisco
[63] mai | : value = jsnith@lev. | ocal
[63] obj ectC ass: value = top
[63] obj ect d ass: val ue = posi xAccount
[63] obj ect d ass: val ue = shadowAccount
[63] obj ectd ass: val ue = inet OrgPerson
[63] obj ect O ass: val ue = organi zati onal Per son
[63] obj ect d ass: val ue = person
[63] obj ectd ass: value = Ci scoPerson
[63] | ogi nShel | : val ue = /bin/bash

EE | HEXLDAPEMMRFBIASAEY |, MidapE MRS FATENX :

[63] CiscoBanner: value = This is banner 1

[63] mapped to Bannerl: value = This is banner 1
[63] CiscoIPAddress: value = 10.1.1.1

[63] mapped to IETF-Radius-Framed-IP-Address: value
[63] CiscoIPNetmask: value = 255.255.255.128

[63] mapped to IETF-Radius-Framed-IP-Netmask: value
[63] CiscoDomain: value = domainl.com

[63] mapped to IPSec-Default-Domain: value

[63] CiscoDNS: value = 10.6.6.6

[63] mapped to Primary-DNS: value

[63] CiscoACLin: value = ip:inacl#l=permit

ip 10.1.1.0 255.255.255.128 10.11.11.0 255.255.255.0

[63]

[63]

mapped to Cisco-AV-Pair: value
ip 10.1.1.0 255.255.255.128 10.11.11.0 255.255.255.0

CiscoSplitACL: value = ACL1

10.1.1.1

255.255.255.128

domainl.com

ip:inacl#l=permit



[63] mapped to IPSec-Split-Tunnel-List: value = ACL1

[631] CiscoSplitTunnelPolicy: value = 1

[63] mapped to IPSec-Split-Tunneling-Policy: value = 1
[631] CiscoGroupPolicy: value = POLICY1l

[63] mapped to IETF-Radius-Class: value = POLICY1l

[63] mapped to LDAP-Class: value = POLICY1l

[63] user Password: val ue = {SSHA}5s81Fmi / 9aG W PSy 3l Gnw1CRI 4] yw\C
[63] ATTR_CI SCO AV_PAIR attribute contains 68 bytes

[63] Fiber exit Tx=315 bytes Rx=907 bytes, status=1

[63] Session End

LDAPLiEE K. IMIE , ASAFALEH N AXLEREM,

ASACLBIZE ( iRIECisco-AV-Pairh I BACE )

webvpn_svc_parse_acl: processing ACL: name: 'AAA-user-cisco-EOCF3C05',

list: YES, id-1

webvpn_svc_parse_acl: before add: acl _id: -1, acl_nanme: AAA-user-ci sco- EOCF3C05
webvpn_svc_parse_acl: after add: acl_id: 5, acl_nane: AAA-user-ci sco- EOCF3CO05,
refcnt: 1

WebVPN& 4L

webvpn_rx_dat a_t unnel _connect

CSTP state = HEADER PROCESSI NG

http_parse_cst p_net hod()

...input: ' CONNECT /CSCOSSLC/ tunnel HTTP/1.1'

webvpn_cst p_parse_request _field()

...input: 'Host: 192.168. 1. 250

Processing CSTP header line: 'Host: 192.168. 1. 250

webvpn_cst p_parse_request _field()

...input: 'User-Agent: Cisco AnyConnect VPN Agent for Windows 3.1.01065'
Processi ng CSTP header line: 'User-Agent: G sco AnyConnect VPN Agent
for Wndows 3.1.01065'

Setting user-agent to: 'Ci sco AnyConnect VPN Agent for Wndows 3.1.01065'
webvpn_cst p_parse_request _field()

...input: 'Cookie: webvpn=1476503744@22880@

1365070898 @08F356D1C1F4CDF1138088854AF0E480FDCB1BD

Processi ng CSTP header |ine: 'Cookie: webvpn=1476503744@22880@
1365070898 @08F356D1C1F4CDF1138088854AF0E480FDCB1BD

Found WbVPN cooki e: 'webvpn=1476503744@.22880@

1365070898 @08F356D1C1F4CDF1138088854AF0E480FDCB1BD

WebVPN Cooki e: ' webvpn=1476503744@L22880@.365070898@
908F356D1C1F4CDF1138088854AF0E480FDCB1BD

| PADDR: ' 1476503744', | NDEX: '122880', LOE N ‘1365070898
webvpn_cst p_parse_request _field()

...input: ' X-CSTP-Version: 1'

Processing CSTP header |ine: 'X-CSTP-Version: 1'

Setting version to '1'

webvpn_cst p_parse_request _field()

...input: 'X-CSTP-Hostnane: adm n-Konmputer'

Processi ng CSTP header |ine: 'X-CSTP-Hostnane: adnin-Konputer'
Setting hostname to: 'admin-Komputer'

webvpn_cst p_parse_request _field()

...input: ' X-CSTP-MIU. 1367

Processi ng CSTP header line: 'X-CSTP-MTU: 1367

webvpn_cst p_parse_request _field()

...input: ' X-CSTP- Address- Type: |Pv6, | Pv4'

Processi ng CSTP header |ine: 'X-CSTP-Address-Type: |Pv6, | Pv4'
webvpn_cst p_parse_request _field()

...input: ' X-CSTP-Local - Address-|P4: 192.168. 1. 88"

webvpn_cst p_parse_request _field()



...input: 'X-CSTP-Base- MIU: 1468

webvpn_cst p_parse_request _field()

...input: 'X-CSTP-Renot e- Address-1P4: 192.168. 1. 250'

webvpn_cst p_parse_request _field()

...input: ' X-CSTP-Full-1Pv6-Capability: true'

webvpn_cst p_parse_request _field()

...input: ' X-DTLS-Master-Secret: F5ADDD0151261404504FC3B165C3B68A90E51
A1CBEB7EA9B2FE70F1EBSE10929FFD79650B07E218EC8774678CDELFB5E

Processi ng CSTP header line: 'X- DTLS-Master-Secret: F5ADDD015126140450
4FC3B165C3B68A90E51A1C8EB7EA9B2FE7OF1EBSE10929FFD79650B07E2
18EC8774678CDE1FB5E

webvpn_cst p_parse_request _field()

...input: ' X-DTLS-Ci pherSuite: AES256-SHA:AES128-SHA:DES-CBC3-SHA:DES-CBC-SHA'
Processi ng CSTP header line: 'X-DTLS-C pherSuite: AES256- SHA: AES128- SHA:
DES- CBC3- SHA: DES- CBC- SHA'

webvpn_cst p_parse_request _field()

...input: 'X-DTLS-Accept-Encoding: |zs'

Processi ng CSTL header line: 'X-DTLS-Accept-Encoding: |zs'

webvpn_cst p_parse_request _field()

...input: 'X-DTLS-Header- Pad-Length: 0

webvpn_cst p_parse_request _field()

...input: 'X-CSTP-Accept-Encodi ng: |zs, defl ate'

Processi ng CSTP header line: 'X-CSTP-Accept-Encoding: |zs,deflate’
webvpn_cst p_parse_request _field()

...input: 'X-CSTP-Protocol: Copyright (c) 2004 C sco Systenms, Inc.'
Processi ng CSTP header line: 'X-CSTP-Protocol:

Copyright (c) 2004 Cisco Systenms, Inc.'

BTk, #7228, #HEE | ASALKRE P, MMRLDAPFIRE CiscolPAddressle 4 (RR &Y
E|IETF-Radius-Framed-IP-Address } F FIP# 4if 77 L) , M LB B BY B & 5 < Mo

Validating address: 10.1.1.1

CSTP state = WAI T_FOR_ADDRESS
webvpn_cstp_accept_address: 10.1.1.1/255.255.255.128
webvpn_cstp_accept _i pv6_address: No | Pv6 Address
CSTP state = HAVE_ADDRESS

WebVPN&ETER :

SVC. NP setup

np_svc_creat e_sessi on(0x1E000, Oxb5eafa80, TRUE)
webvpn_svc_np_set up

SVC ACL Name: AAA-user-cisco-EOCF3C05

SVC ACL ID: 5

SVC ACL ID: 5

vpn_put _uaut h success!

SVC | Pv6 ACL Nane: NULL

SVC IPv6 ACL ID: -1

SVC. adding to sessngnt

SVC. Sendi ng response

Sendi ng X- CSTP- FW RULE nsgs: Start

Sendi ng X- CSTP- FW RULE nsgs: Done

Sendi ng X- CSTP- Quar antine: false

Sendi ng X- CSTP- Di sabl e- Al ways- On- VPN: fal se
Unable to initiate NAC, NAC mi ght not be enabled or invalid policy
CSTP state = CONNECTED

ASAI I 5 13 10IF M RAX

B, RIFFSFOHRIENERNIRS T, flm , NAEXWRAFSERZBS BRI ; AF , &K
i B RWIEK G , MLDAPRS SRR ZFMERFEMY !



usernane cisco password cisco

tunnel -group RA general -attributes

aut henti cati on-server-group LOCAL
aut hori zati on-server-group LDAP

X3 #E FLDAPLE, ELE—NRHIF , ASA:

. #EEOpenLDAP , TManagerfZiif ,
- B8R A ciscoM
- B4E (HE BRI ) FIEFEREIENOpenLDAP,
BEl , EALDAPERE , TBEFEEE=S K ANAFEEBI R BIEERITE ORI,

SR BIEEFARSAS E#HITE ORI S RERNEHALDAP/ADE MR 1TZ .,

S ELDAPHIZ b 4H FIASAMR t

THELDAPE M MRADIUSEM 2N XBIEEEE,

£ FILDAPEY , ASAT R PR P BMEARADIUS/E M. Hltn , EEARADIUSHEY , AT LR El cisco-av-
pair/E 217 (#eitits ) . ZBEEN S HEENAT D VECIP i1 Y 1P 5t

FFLDAPMRST B |, o3& M8 %45 E/Ycisco-av-pairEtE. T LDAPBEST#cisco-av-pairE 4t REEA T
BERESE S FEACL,

LDAPH R X LR FIEH T A RRadius—H R &, BB ATE XWARE , ALLEASALER
FoEMIdapRETHY R ( Wibubit ) 812, LDAPAFZYSHRIESE , LTS B RA R
( RN RHIPOLICY1H ) BATR M 4B S TS AR TR B0 R FA P A R M

LDAPMRET X M T BB MY R T ERX PR ET . FHACLI, 8.4F18.6MCisco ASA 5500F 5 Fl &
iz

BRI LA ASATIFRIRADIUS VPN3000E M TR RHFITHR ; BSHAH  F£HCLI, 8.4H
8.68YCisco ASA 5500% FIfit BiEF

BHRASATIEFHRADIUS IETFEMHNTEIR , FSRANE : f£HCLI, 8.4F18.68ICisco ASA
5500% 5 ELEHEE

HiEP BB IERASAFILDAP

ASAT X #FLDAPIE P B R RF SAnyconnectiZ2 AL P I —# Hl LB, ZINEERBE LA Cisco
ACSZRISE ( BfGER T802.1xiEXRAE ) , BAVPNE MR ML AIZEZ(NAD) L4 IE,

RE—NERAR. SAFSHRIEERIERN , ASARITIERRIE , HALUREIES ( fila
N) PR EFERKERLDAPE ML !

tunnel -group RA general -attributes

aut hori zati on-server-group LDAP

usernane-fromcertificate CN

aut hori zati on-required

tunnel - group RA webvpn-attri butes
aut hentication certificate
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ERFIERHASARIEE , ITLDAPRNHRRNBEAAFEY (RKBCNFER )
i
S2EAAFIUES : cn=test1,ou=%&% , 0=Cisco , I=Krakow , st=PL , c=PL

UE R G B B 9 R R B R FT FIRABZEA

crypto ca certificate map MAP-RA 10
i ssuer-nanme co tac

webvpn

certificate-group-map MAP-RA 10 RA

U5 36 3F FNAR &

ASA# show debug

debug I dap enabled at |evel 255

debug webvpn anyconnect enabled at |evel 254
debug crypto ca enabled at |evel 3

debug crypto ca nessages enabled at |evel 3
debug crypto ca transactions enabled at |evel 3

Apr 09 2013 17:31:32: %ASA-7-717025: validating certificate chain containing 1 certificate(s).

Apr 09 2013 17:31:32: Y%ASA-7-717029: Identified client certificate within certificate chain.
serial nunber: OOFE9C3D61E131CDB1, subject name:
cn=test 1, ou=Security, 0=C sco, | =Kr akow, st =PL, c=PL.

Apr 09 2013 17:31:32: Y%ASA-6-717022: Certificate was successfully validated. Certificate is
resident and trusted, serial nunmber: OOFE9C3D61E131CDB1, subject name:
cn=testl,ou=Security,o=Cisco, l=Krakow, st=PL, c=PL.

Apr 09 2013 17:31:32: %ASA-6-717028: Certificate chain was successfully validated With
revocation status check.

Apr 09 2013 17:31:32: %ASA- 6- 725002: Devi ce conpl eted SSL handshake with client
out si de: 192. 168. 1. 88/ 49179

Apr 09 2013 17:31:32: %ASA-7-717036: Looking for a tunnel group match based on certificate maps
for peer certificate with serial number: OOFE9C3D61E131CDB1, subject name:

cn=test 1, ou=Security, 0=Ci sco, | =Kr akow, st =PL, c=PL, i ssuer_nane:

cn=TAC, ou=RAC, 0=TAC, | =War saw, st =Maz, c=PL.

Apr 09 2013 17:31:32: %ASA-7-717038: Tunnel group match found. Tunnel Group: RA, Peer
certificate: serial nunmber: OOFE9C3D61E131CDB1, subject nane:

cn=test 1, ou=Security, 0=Ci sco, | =Kr akow, st =PL, c=PL, i ssuer_nane:

cn=TAC, ou=RAC, 0=TAC, | =War saw, st =Maz, c=PL.

EFLDAPMIE B MBER P REIMAS A :

Apr 09 2013 17:31:32: %ASA-7-113028: Extraction of username from VPN client certificate has been
requested. [Request 53]

Apr 09 2013 17:31:32: %ASA-7-113028: Extraction of usernanme from VPN client certificate has
started. [Request 53]

Apr 09 2013 17:31:32: %ASA-7-113028: Extraction of usernanme from VPN client certificate has



finished successfully. [Request 53]

Apr 09 2013 17:31:32: %ASA-7-113028:
conpl eted. [Request 53]

Extraction of username from VPN client certificate has

Built outbound TCP connection 286 for
10/389) to identity:192.168.11. 250/ 33383

Apr 09 2013 17:31:32: %ASA-6-302013:
i nside:192.168.11. 10/ 389 (192.168. 11.
(192. 168. 11. 250/ 33383)

Apr 09 2013 17:31:32:
testl

%ASA- 6- 113004: AAA user authorization Successful : server = 192.168.11.10

: user =

Apr 09 2013 17:31:32: %ASA-6-113003: AAA group policy for user testl is being set to POLI CYl

Apr 09 2013 17:31:32: %ASA-6-113011: AAA retrieved user specific group policy (POLICY1l) for user

= testl

Apr 09 2013 17: 31:32: %ASA-6-113009: AAA retrieved default group policy (My) for user = testl
Apr 09 2013 17:31:32: %ASA-6-113008: AAA transaction status ACCEPT : user = testl
MLDAPHK KRB % :

Apr 09 2013 17:31:32: Y%ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute
aaa.l dap. cn = John Smith

Apr 09 2013 17:31:32: %ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute
aaa. | dap. givenName = John

Apr 09 2013 17:31:32: Y%ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute
aaa.l dap. sn = testl

Apr 09 2013 17:31:32: Y%ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute
aaa. | dap. uid = testl

Apr 09 2013 17:31:32: Y%ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute
aaa. | dap. uidNumber = 10000

Apr 09 2013 17:31:32: %ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute
aaa. | dap. gidNumber = 10000

Apr 09 2013 17:31:32: Y%ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute
aaa. | dap. homeDirectory = /home/cisco

Apr 09 2013 17:31:32: %ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute
aaa. |l dap. mail = jsmith@dev.local

Apr 09 2013 17:31:32: Y%ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute
aaa. | dap. objectClass.1 = top

Apr 09 2013 17:31:32: %ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute
aaa. | dap. objectClass.2 = posixAccount

Apr 09 2013 17:31:32: Y%ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute
aaa. | dap. objectClass.3 = shadowAccount

Apr 09 2013 17:31:32: Y%ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute
aaa. | dap. objectClass.4 = inetOrgPerson



09 2013 17:31:32: %ASA-7-734003: DAP: User

aaa. | dap. objectClass.5 = organizationalPerson
Apr 09 2013 17:31:32: %ASA-7-734003: DAP: User
aaa. | dap. objectClass.6 = person

Apr 09 2013 17:31: 32: %ASA-7-734003: DAP: User
aaa. | dap. objectClass.7 = CiscoPerson

Apr 09 2013 17: 31: 32: %ASA-7-734003: DAP: User
aaa. | dap. loginshell = /bin/bash

Apr 09 2013 17: 31:32: %ASA-7-734003: DAP: User
aaa. | dap. userPassword = {CRYPT}*

Apr 09 2013 17:31:32: %ASA-7-734003: DAP: User
aaa. | dap. CiscoBanner = This is banner 1

Apr 09 2013 17: 31:32: %ASA-7-734003: DAP: User
aaa. | dap. CiscoIPAddress = 10.1.1.1

Apr 09 2013 17:31: 32: %ASA-7-734003: DAP: User
aaa. | dap. CiscoIPNetmask = 255.255.255.128

Apr 09 2013 17: 31: 32: %ASA-7-734003: DAP: User
aaa. | dap. CiscoDomain = domainl.com

Apr 09 2013 17:31:32: %ASA-7-734003: DAP: User
aaa. | dap. CiscoDNS = 10.6.6.6

Apr 09 2013 17: 31: 32: %ASA-7-734003: DAP: User
aaa. | dap. ciscoACLin =

Apr 09 2013 17:31: 32: %ASA-7-734003: DAP: User
aaa. | dap. ciscoSplitACL = ACL1

Apr 09 2013 17: 31: 32: %ASA-7-734003: DAP: User
aaa. | dap. CiscoSplitTunnelPolicy = 1

Apr 09 2013 17:31:32: %ASA-7-734003: DAP: User
aaa. | dap. CiscoGroupPolicy = POLICY1
BRMSEM

Apr 09 2013 17:31:32: Y%ASA-7-734003: DAP: User
aaa. cisco.grouppolicy = POLICY1l

Apr 09 2013 17:31:32: Y%ASA-7-734003: DAP: User
aaa. cisco.ipaddress = 10.1.1.1

Apr 09 2013 17:31:32: Y%ASA-7-734003: DAP: User
aaa. cisco.username = testl

Apr 09 2013 17:31:32: Y%ASA-7-734003: DAP: User
aaa. cisco.usernamel = testl

Apr 09 2013 17:31:32: Y%ASA-7-734003: DAP: User

aaa. cisco.username2 =
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192.168.1.88: Session Attribute
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Apr 09 2013 17: 31: 32: %ASA-7-734003: DAP: User testl, Addr 192.168.1.88: Session Attribute
aaa. cisco.tunnelgroup = RA

Apr 09 2013 17: 31:32: %ASA-6- 734001: DAP: User testl, Addr 192.168.1.88, Connection AnyConnect:
The foll owi ng DAP records were selected for this connection: DfltAccessPolicy

Apr 09 2013 17:31:32: %ASA-6-113039: Group

W B & 018

MRFERREZZHRIE , WA SAER T DR LDAP & 410 IE MEFN

tunnel -group RA general -attributes

aut henti cation-server-group RSA
secondary- aut henti cati on-server-group LDAP
aut hori zati on-server-group LDAP
tunnel - group RA webvpn-attri butes

aut henti cati on aaa

RE , AFZFRERBRSANAFENED (AP RBENES — 758 ) URLDAPAF &B/%1G
(AFAENEE ). BMAUUEREPPHAFARTHEBSORIE. AANESHRIEAFHAE
B, BZHMEACLI, 8.4F18.6#Cisco ASA 5500 R 5 fiL E 5.

HXRfER

. {EFCLI, 8.4%18.6fCisco ASA 5500% 5| & il #5FF
- OpenLDAP# 2 A= R #58

- RESLRE

- BARFZFHH A - Cisco Systems



//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/vpn_groups.html#wp1243545
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
http://www.openldap.org/doc/admin24/guide.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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