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host nane R1
!
aaa new node
!
aaa aut hentication ppp default |oca
!
usernane R2 password O cisco

interface Serial1/0

no i p address

encapsul ati on ppp

i pv6 address 2011: 2706: ABC: : / 64 eui - 64
i pv6 enabl e

no fair-queue

ppp authentication chap callin
|

R2 R

interface Seriall1/1

no i p address

encapsul ati on ppp

i pv6 address 2011: 2706: ABC: : / 64 eui - 64
i pv6 enabl e

cl ock rate 64000

ppp chap hostname R2

ppp chap password 0 cisco
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1. debug ppp negotiation

debug ppp negotiation

*Jun 27 08:34:56:357: Sel/0 PPP: Qutbound cdp packet dropped

*Jun 27 08: 34:56: 845: %SYS-5-CONFIG |: Configured fromconsol e by consol e
*Jun 27 08:34:58:357: %1 NK-3-UPDOMWN: Interface Serial 1/0, changed state to up
*Jun 27 08:34:58:357: Sel/0 PPP: Using default call direction

*Jun 27 08:34:58:357: Sel/0 PPP: Treating connection as a dedicated line
*Jun 27 08:34:58:357: Sel/0 PPP: Session handl e[ 470002F8] Session id[29]
*Jun 27 08:34:58:357: Sel/0 PPP: Phase is ESTABLI SH NG Active Open

*Jun 27 08:34:58:357: Sel/0 LCP: O CONFREQ [Closed] id 72 len 15

*Jun 27 08:34:58:357: Sel/0 LCP: AuthProto CHAP (0x0305C22305)

*Jun 27 08:34:58:357: Sel/0 LCP: Magi cNunber 0x35B44COF (0x050635B44C0F)
*Jun 27 08:34:58:361: Sel/0 LCP: | CONFREQ {REQsent] id 59 len 10

*Jun 27 08:34:58:361: Sel/0 LCP: Magi cNunber Ox1FEDF9A2 (0x05061FEDF9A2)
*Jun 27 08:34:58:361: Sel/0 LCP: O CONFACK {REQsent] id 59 len 10

*Jun 27 08:34:58:361: Sel/0 LCP: Magi cNunber Ox1FEDF9A2 (0x05061FEDF9A2)
*Jun 27 08:34:58:365: Sel/0 LCP: | CONFACK {ACKsent] id 72 len 15

*Jun 27 08:34:58:365: Sel/0 LCP: AuthProto CHAP (0x0305C22305)

*Jun 27 08:34:58.365: Sel/0 LCP: Magi cNunber 0x35B44COF (0x050635B44C0F)
*Jun 27 08:34:58.365: Sel/0 LCP: State is Open

*Jun 27 08:34:58.365: Sel/0 PPP: Phase is AUTHENTI CATING by this end
*Jun 27 08:34:58.365: Sel/0 CHAP: O CHALLENGE id 5 len 23 from"R1"

*Jun 27 08:34:58.377: Sel/0 CHAP: | RESPONSE id 5 len 23 from"R2"
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*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun

*Jun
*Jun
*Jun
*Jun
*Jun

*Jun 27 08:34:59. 381:

27
27
27
27
27
27
27
27
27

08:
08:
08:
08:
08:
08:
08:
08:
08:

34:
34:
34:
34:
34:
34:
34:
34:
34:

58.
58.
58.
58.
58.
58.
58.
58.
58.

377:
377:
381:
381:
381:
381:
381:
381:
381:

Sel/0 PPP: Phase is FORWARDI NG Attenpting Forward
Sel/ 0 PPP: Phase is AUTHENTI CATI NG Unaut henti cated User
Sel/0 PPP: Phase is FORWARDI NG Attenpting Forward
Sel/ 0 PPP: Phase is AUTHENTI CATI NG Aut henticated User
Sel/0 CHAP: O SUCCESS id 5 len 4

Sel/0 PPP: Phase is UP

Sel/0 CDPCP: O CONFREQ [Closed] id 1 len 4

Sel/0 I PV6CP: O CONFREQ [Closed] id 1 len 14

Sel/0 | PV6CP: Interface-1d 021B: 54FF: FEA9: 24B0

(0x010A021B54FFFEA924B0)

27 08:34:58. 381:
27 08:34:58. 389
27 08:34:58. 389
27 08:34:58. 389
27 08:34:58. 389

Sel/0 PPP: Process pending ncp packets

Sel/0 CDPCP: | CONFREQ [REQsent] id 1 len 4

Sel/0 CDPCP: O CONFACK [REQsent] id 1 len 4

Sel/0 I PV6CP: | CONFREQ [ REGsent] id 1 len 14
Sel/ 0 | PV6CP: Interface-1d 021F: CAFF: FEO4: F918

(0x010A021FCAFFFEO4F918)

*Jun 27 08:34:58.389: Sel/0 | PV6CP: O CONFACK [ REQsent] id 1 len 14
*Jun 27 08:34:58.389: Sel/0 | PV6CP: Interface-1d 021F: CAFF: FEO4: F918
(0x010A021FCAFFFEO4F918)

*Jun 27 08:34:58.393: Sel/0 CDPCP: | CONFACK [ACKsent] id 1 len 4

*Jun 27 08:34:58.393: Sel/0 CDPCP: State is Open

*Jun 27 08:34:58.393: Sel/0 I PV6CP: | CONFACK [ACKsent] id 1 len 14
*Jun 27 08:34:58.393: Sel/0 | PV6CP: Interface-1d 021B: 54FF: FEA9: 24B0
(0x010A021B54FFFEA924B0)

*Jun 27 08:34:58.393: Sel/0 I PV6CP: State is Open

% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Serial1l/0,

changed state to up

2. debug ppp authentication

*Jun
*Jun
*Jun
*Jun
*Jun
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*Jun
*Jun
*Jun
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46.
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46.
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46.
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045:
045:
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065:
065:
065:
069:

Sel/0 PPP: Using default call direction

Sel/0 PPP: Treating connection as a dedicated |ine
Sel/ 0 PPP: Session handl e[ C40002F9] Session id[ 30]
Sel/0 PPP: Authorization NOT required

Sel/0 CHAP: O CHALLENGE id 6 len 23 from"RL"
Sel/0 CHAP: | RESPONSE id 6 len 23 from"R2"

Sel/0 PPP: Sent CHAP LOG N Request

Sel/ 0 PPP: Received LOG N Response PASS

Sel/0 CHAP: O SUCCESS id 6 len 4
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- debug ppp authentication

debug ppp authentication

*Feb
*Feb
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*Feb
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*Feb
*Feb
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*Feb

28
28
28
28
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28
28
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05:
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39.
39.
39.
39.
39.
39.
39.
39.
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39.

439:
439:
439:
439:
451:
455:
459:
459:
459:
467:

Sel/1 PPP: Using default call direction

Sel/1 PPP: Treating connection as a dedicated |ine
Sel/ 1 PPP: Session handl e[ EB00000B] Session id[ 35]
Sel/ 1 PPP: Authorization required

Sel/1 PPP: No authorization w thout authentication
Sel/1 CHAP: | CHALLENGE id 7 len 23 from"R1"
Sel/1 CHAP: Using hostnane frominterface CHAP
Sel/1 CHAP: Using password frominterface CHAP
Sel/1 CHAP: O RESPONSE id 7 len 23 from"R2"

Sel/1 CHAP: | SUCCESS id 7 len 4
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