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ESP traffic received

e

ESP Sequence number

163 ][ 164 ]

IPSec Replay Sliding Window

v

Left edge Right edge

YHIPsechRiE L in/E AR BB AR , EAWIPsecRERNM T AL :

- IRFIHISHEEARNBZIARKE  NREHRFESHTESE. IRBFETEITELER
ERE , NeEIZHES , AEBHBANICERIZFIS, Hl, HEREME
(ESP)F 35 71620 BE 2.

- MRFIISEEOR , BZRcRE , WEFHRES. LESENBESFIRER , F&
ERTBESBEFIEREF.

s MRFIERTEOFNERSFIE , IREHRFESHNZEME, IRBFECBEIZTEMN
RIFKE  NBHEAFEBEAN, Hlm , MRKBFISHN1SONERBIEZ , NG
O GLIREHR189 , ENIREF125 (189-64 [BO KRN ) -

« MRFISHTELEG , NEREOREEF , ALRKEERITRSHEP. IBANEFHEEZ,
MREREEBRERMF ABFEIRER , BARFERRLUTUATABHSyslogiHE :

%IPSEC-3-REPLAY_ERROR: IPSec SA receives anti-replay error, DP Handle n, src_addr x.x.x.x, dest_addr y.

N EERNETUTER IPsecZ £ XER(SAYREETHINEFhHzE, AMEEE
VPN(GETVPN)EF ZX &k 2 BIEAEMPsec SA. At , GETVPNEA—MELFEN K
ERRENGH  MNETHENREBRAW. AXENNTEBRIN KUPsechRERE T 1T HERH
RERK

N i REERPRIPsechiIURBRN —TEERLBS. BAIPseck BEEABRRLBE
, BAUEEHRAT,

A BES BIPsecEBEF W A

MEIFTR | ERRENENRHLERBEENEEEE, B, BEEBRT , AN EBRE TR
HIEHFEZERER :



« ZEERTRERHABERRZENNEREZFERFFHEBHIESERN . DRXIFHE
ZAFESFMEBRE WAL EIXTER.

« WEIRTTAER B T Cisco IOSHIHIE BN ERETEERN, Fli , EEIPEH SRR
BN D ERIPsecHIBEE LR EB K , UETELABXERFEAN , BB HENK
BOWSEE.

. WERIRTTEER HERIEIPsechinm LM E KRN B AN ARS R E(QoS)5 iy, B
Cisco IOS3EHE |, IPseciIZEH AA EHIQoSZ BT, FLEQoSINAE (I 2K ZE R BA 51
(LLQ) B S BPsecH IR BA MR EBREIAMMEBS TR HHEEKARESR,

- MEBRB/ETRETRSEREZEIMERFEES,
« WhHE (FEA ) TSR, EFNMEHESPRE.

HEERIPsecEREHFHE

HERIPsecEREFHEN R BRAEBLHBECRERMEFR , AEASESHRKRAEX LK
BRABIRERRESHITERE A UANBZUERHERNEEE. N THEFNRESERER
SRREPHANBESERLTE , F-FPEFRANSFEUREFNBIEIFRBENIPsecRUAR B
HYESPF3I5,

£ A Cisco 10S XEZE AR EHIE 2RI BE

f£iZ21TCisco IOS® XERIBEHESFA L , HEFELER , REAFTEEFLTHNEXNFREUR
IPsecZ£ZHES|(SPNEE. , UHBBIHRREFRE, B , HRERNXEEERESPFS
5, ESPFHIE AT —FRRA EIPseciH I IPsecHiE 2. MREERFIE |, BBEATE IR
EORRPERTHLEHE,

EXMBERLT , IRMEINEREF , JUEAERIOS XERARRERFESREINEE , ARTRUT
REBRFHE -

%IOSXE-3-PLATFORM: FO: cpp_cp: QFP:0.0 Thread:060 TS:00000001132883828011
%IPSEC-3-REPLAY_ERROR: IPSec SA receives anti-replay error, DP Handle 3, src_addr 10.2.0.200, dest_addr

N T EEANEFNBIEESHESPFIS |, BEABREZREDETHRAT IR
1. REFAFARRTRHFACEKRANFRZNRE

debug platform condition ipv4 10.2.0.200/32 1ingress
debug platform condition start

1. EAcopyit Tl/Z ABIRERE , LEHKEIIRLER



debug platform packet enable
debug platform packet-trace packet 64
debug platform packet-trace copy packet input 13 size 100

1. HRAVIEMR R , BEASECSREEFAXRBEHTERMEFNRER , FETUE
EFNBESFRIESPFFIS :

<tfroot>
Router#

show pl at f orm packet-trace sumary

Pkt Input Output State Reason

0 Gi4/0/0 Tul CONS Packet Consumed
1 Gi4/0/0 Tul CONS Packet Consumed
2 Gi4/0/0 Tul CONS Packet Consumed
3 Gi4/0/0 Tul CONS Packet Consumed
4 Gi4/0/0 Tul CONS Packet Consumed
5 Gi4/0/0 Tul CONS Packet Consumed
6 G 4/0/0 Tul DROP 053 (I psecl nput)
7 G 4/0/0 Tul DROP 053 (I psecl nput)
8 Gi4/0/0 Tul CONS Packet Consumed
9 Gi4/0/0 Tul CONS Packet Consumed
10 Gi4/0/0 Tul CONS Packet Consumed
11 Gi4/0/0 Tul CONS Packet Consumed
12 Gi4/0/0 Tul CONS Packet Consumed
13 Gi4/0/0 Tul CONS Packet Consumed

BHNAEERERTHRSONTHHESE , RLREATFAREE]

<#root>
Router#

show pl at form packet-trace packet 6

/>Packet: 6 CBUG ID: 6
Summary
Input : GigabitEthernet4/0/0
Output : Tunnell

State : DROP 053 (IpsecInput)



Timestamp : 3233497953773
Path Trace
Feature: IPV4
Source : 10.2.0.200
Destination : 10.1.0.100
Protocol : 50 (ESP)
Feature: IPSec
Action : DECRYPT
SA Handle : 3
SPI

0Ox4c1d1e90

Peer Addr :

10. 2. 0. 200

Local Addr: 10.1.0.100
Feature: IPSec

Action : DROP

Sub-code

019 - CD_I N _ANTI _REPLAY FAIL

Packet Copy In
45000428 00110000 fc329575 0a0200c8 0a010064 4cldle90

00000006

790aa252

€9951cd9 57024433 d97c7cb8 58e0c869 2101flef 148c2al2 309171d 1b7a4771
d8868af7 7bae9967 7d880197 46c6a079 d0143e43 c9024c61 0045280a d57b2f5e
23f06bc3 ab6b6b81 c1b17936 98939509 7aec966e 4dd848d2 60517162 9308bas5d

ESPF3 S5 EBMIPIRATTHRIV2AFZ TN REZE ( RPHESAHBEN4FT ) , -4
WHPEERIEE, FRBERAP , EFBIEEHESPFISI0x6,

SR E IR IR

BRTHREBETERREXAMMEANBBEINERESIEEN , FERNKRERXIPseci N BIE T
Ko XEMTRER—IPsecRPHESPFIISEN , UEBREEREFNERER, BXUMAE
Cisco I0S XE i85 L FAMRARBIETHIREPC)HWIFMEE , HS M Cisco I0SFHCisco I0S
XEHY #R A B E S IR B & R o

£ FAWiresharkF 5|5 2 47
WEWANE O L= (ESP)BIEENBIEEHEIRG , Wireshark?] A T XN EMF S FERITESPF

BB 9. Bk , BRTEPreferences > Protocols > ESP /g FiSequence Number Check , B Ff
N



https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html

Ericsson GSM..
EriDP
ESG Bootstrap
ESIO

Wireshark - Preferences

Encapsulating Security Payload

Attempt to detect/decode NULL encrypted ESP payloads

Check sequence numbers of ESP frames

Attempt to detect/decode encrypted ESP payloads
ETAG . Attempt to Check ESP Authentication

Skt ESP SAs Edit...

ETHERCAT

ETRREDI>ETRES THEMESPFFISEE , MR :

[ ] ® Wireshark - Expert Information - ipsec_replay_example.pcap
Packet v  Summary Group FProtocol Count
|~ Warning Wrong Sequence Number for SPI 8d35592e - 1 missing Sequence ESP 30 |
15 ESP (SPI=0x8d35592¢e) Sequence ESP
207 ESP (SPI=0x8d35592¢) Sequence ESP
208 ESP (SPI=0x8d35592¢) Sequence ESP
270 ESP (SPI=0x8d35592¢) Sequence ESP
456 ESP (SPI=0x8d35592¢) Sequence ESP
457 ESP (SPI=0x8d35592e) Sequence ESP
519 ESP (SPI=0x8d35592¢) Sequence ESP
707 ESP (SPI=0x8d35592e) Sequence ESP
= =] - N = S

KREFISHIRNVEMHRES  RRNAEMFAEE , MTAR :

| NON M Wireshark

a2 P — ' i L = £

A m @ B[RLE QRe=mEF @ §  TF

N | Apply a display filter ... <¥/>

No. Time Source Destination Protocol ESP Sequence ESP Wrong Seq Info

453 2021-12-13 15:01:05.605995 172.16.201.201 172.16.200.208 ESP 6685 ESP (SPI=0x112f17f6)
« 454 2021-12-13 15:01:05.633995 172.16.200.200 172.16.201.201 ESP 6717 ESP (SPI=0x8d35592e)
455 2021-12-13 15:01:05.633995 172.16.201.201 172 200.200 ESP 6686 ESP (SPI=0x112f17f6)

.16.
2021-12-13 '

(SPI=0x8d35592¢e)

6718 ~

457 2021-12-13 15:01:05.667994 172.16.200.200 172.16.201.201 ESP ESP (SPI=0x8d35592e)
458 2021-12-13 15:01:05.668994 172.16.201.201 172.16.200.200 ESP 6687 ESP (SPI=0x112f17f6)
459 20821-12-13 15:01:05.697994 172.16.200.200 172.16.201.2081 ESP 6719 ESP (SPI=8x8d35592e)
460 2021-12-13 15:01:85.697994 172.16.201.201 172.16.200.200 ESP 6688 ESP (SPI=0x112f17f6)
461 2021-12-13 15:01:05.729994 172.16.200.200 172.16.201.201 ESP 6720 ESP (SPI=0x8d35592e)
Frame 456: 1352 bytes on wire (10816 bits), 86 bytes captured (688 bits)

Raw packet data
Internet Protocol Version 4, Src: 172.16.200.200, Dst: 172.16.201.201
Encapsulating Security Payload

ESP SPI: @x8d35592e (2369083694)

ESP Sequence: 6624

[Expected SN: 6718]

[Expert Info (Warning/Segquence): Wrong Sequence Number for SPI 8d35592e — 94 less than expected]
[Hrnng Sequence Number for SPI 8d35592e - 94 less than expected]
<Message: Wrong Sequence Number for SPI 8d35592e - 94 less than expected=
[Severity level: Warning]

[Group: Sequencel
[Previous Frame: 454]
<Wireshark Lua fake item=

ERAR

BENSHEAREERZFNBEIHRE = IENBRTUABRERANY




1. EREERNBMEES
BREOHEREDTHRIABESREELEAN , ARREREFEE ( B TMRIER L HMEERE
FIE ) AFEERANHEDER. Sl , HREFFISAXNBES , ZRESEFIE
, FEERBE O RNEHEIIRE N6, MRFFISH(X + 64N BRBBEIEHRFESX AR
JMEOEERS , RAEHTERABMEFHRESX.

EXFERT , A MERBEONA N REAERREUBRXENIERZAESHN , #8
BENBEST2HER, RINERT , EBEOXNMMIY/DN (BOKNARG6S) . WREN
ME | WEHRETSKIBEM, BXxAEEIPsechh EBEANELR , TSR N{AERE
IPsecPi BB O : BFF MR,

L Br . neEERREEONVT) ERNIPSecRBY AR ARERTERED , I
ENBRHEFNARFREYAREEREEN SN , BEATAEN, XEMMTN
 RAIPsecRBYHR—MER , BFESHBEEONRBERE L AuE, mE
BEOERY , IRBXHANERTADNRE  BIEEE0,

N oaE BHRERFHEHZ(ASR)10008 5 ( fIINHESP5, ESP10, ESP20F

ESP40LA &% ASR1001#JASR1000 ) A FHE O K/NA1024 , BMECLIA T ZEE. Rt
, show crypto ipsec safn S HHAFIREMNE O K/NAIREREH, FHshow crypto ipsec

sa peer ip-address platform@F S RIFEHREHREO KD, AELAS LWERIAEQD KD
ReANBIET. BXREFMES |, 1S HCisco Bug ID CSCs045946, ¥ ShRAHI Cisco
|I0S XERHF & (Flanm BESP100FESP200BYASR1K, ASR1001-XF1ASR1002-X,
55 B AR S5 % BH 83 (ISR)4000 % 51 3% FH 2§ M Catalyst8000 R 51l 3% 1 25)7£15.2(2) SR R E = AR
AP ZEF10245FBINE O KN,

2. XERHATEREH S EMNQoSH Bk KW
XHEREEFARE A ABRELEQoSUERXMIER, BXRILFTBNEEBRASRNEF
WiREA | FSHERIEZSNMMNIPSec VPN(VIPN) R R ERBEEET,

3. ERANMKENESHES :
MRHEIXMER , WEBIESHIRT AIRNEREE —IPsecR P EBHEEESPFIISHFAAHZ
NMEFEE, EXMIBERT , ZEEFTHN , BN IPsecERRF N TIELRXEN THHLEMEH
MERERE , MSyslogRREREE. MRUBERSFELI , WLIFEENBEER SR
TRHE,

N EE  RUEPsecHRETEAT SRRITEEN , TRHMATBRELN. HHILEEH
BENE-—MEERZERASORIEAMNMTNS ; B2, ATERASORIENZ S , 82
WA BT ILIRAE,

HftZ 2


http://www.cisco.com/en/US/docs/ios/sec_secure_connectivity/configuration/guide/sec_ipsec_antireplay.html
http://www.cisco.com/en/US/docs/ios/sec_secure_connectivity/configuration/guide/sec_ipsec_antireplay.html
http://www.cisco.com/en/US/docs/ios/sec_secure_connectivity/configuration/guide/sec_ipsec_antireplay.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCso45946
http://www.cisco.com/en/US/docs/solutions/Enterprise/WAN_and_MAN/V3PN_SRND/v3p_plan.html#wp1036005
http://www.cisco.com/en/US/docs/solutions/Enterprise/WAN_and_MAN/V3PN_SRND/v3p_plan.html#wp1036005
http://www.cisco.com/en/US/docs/solutions/Enterprise/WAN_and_MAN/V3PN_SRND/v3p_plan.html#wp1036005

£ A Cisco 10S ClassicX % 4t 5§ B 85 L Y B35 iR T PEBEBR

£ FHCisco IOSHIELRISR G2R 5B A FMIPsecEREHE 5{F MHCisco I0OS XEREHEEAE |,
TF7R -

<#root>
%CRYPTO-4-PKT_REPLAY_ERR: decrypt: replay check failed

connection i d=529, sequence nunber=13

IR, HERETRANEEXIPHUHSPER, EX L FEARITHIELR , BEABREEFN
“conn-id”, RBI4EEIREE R K “‘conn-id” , FH1Eshow crypto ipsec safiiH P ERE , EREREE
SARE (MAREBXNE ), SyslogB 2GRS TESPFYS , XEMTH —RIKESHRPER
HEIED,

~ o W TFAEREBNARTE |, “conn-id”2 A ESAR conn idZiflow_id,

TEX AT 7 e

<#root>
%CRYPTO-4-PKT_REPLAY_ERR: decrypt: replay check failed

connection i d=529, sequence number=13

Router#

show crypto ipsec sa | in peer|conn id
current_peer 10.2.0.200 port 500

conn id: 529

, flow_id: SW:529, sibling_flags 80000046, crypto map: TunnelO-head-0
conn 1id: 530, flow_id: SW:530, sibling_flags 80000046, crypto map: TunnelO-head-0
Router#

Router#

show crypto ipsec sa peer 10.2.0.200 det ai

interface: TunnelO
Crypto map tag: TunnelO-head-0, local addr 10.1.0.100

protected vrf: (none)

Tocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 10.2.0.200 port 500



PERMIT, flags={origin_is_acl,}
#pkts encaps: 27, #pkts encrypt: 27, #pkts digest: 27
#pkts decaps: 27, #pkts decrypt: 27, #pkts verify: 27
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#pkts no sa (send) 0, #pkts invalid sa (rcv) O
#pkts encaps failed (send) 0, #pkts decaps failed (rcv) 0
#pkts invalid prot (recv) 0, #pkts verify failed: 0
#pkts invalid identity (recv) 0, #pkts invalid len (rcv) O
#pkts replay rollover (send): 0, #pkts replay rollover (rcv) 0

##pkts replay failed (rcv): 21

#pkts internal err (send): 0, #pkts internal err (recv) 0

Tocal crypto endpt.: 10.1.0.100, remote crypto endpt.: 10.2.0.200
path mtu 2000, ip mtu 2000, ip mtu idb Serial2/0

current outbound spi: 0x8B087377(2332586871)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: OXE7EDE943(3891128643)

transform: esp-gcm ,

in use settings ={Tunnel, }

conn 1id: 529, flow_id: SW:529, sibling_flags 80000046, crypto map:
Tunne10-head-0

sa timing: remaining key 1lifetime (k/sec): (4509600/3223)

IV size: 8 bytes

replay detection support: Y

Status: ACTIVE

<SNIP>

MiZBEHEFAUES , EREHENREHEHEG AESP SA SPI OXE7EDE943#710.2.0.2003¢ Z{f #th 31t ,
MNEBEEHEAXRGEAEY , EENBIELNESPFYISN13, TIEAXNZMA4MUE, SPIHESH
ESPFEIISHAESRME —tRAKIESHEPEFNEIES,

N B WTFERESSH—NREFERIEE | Cisco OSKE BAMESHRERE. B
BRINBESEFREN HEBITE , EEHshow crypto ipsec sa detail@i$ ( MBIFTR ) o

£ FH R 2B Cisco 10S XEH &
FEIZ TR HACisco I0S XEMRAK MRS L |, SysloghiREH“REPLAY_ERROR T REFRLITHIEE
EXEBBIE DN ZSAE B HEBRIPsecH , tITRATR :

%IOSXE-3-PLATFORM: FO: cpp_cp: QFP:00 Thread: 095 TS:00000000240306197890
%IPSEC-3-REPLAY_ERROR: IPSec SA receives anti-replay error, DP Handle 3



R EBRNIPsecH EHMMBRER , BTEARS BEEEPITHNHNKEFLEOP)IREN LS F
#5 AS B SA Handle , BAMEEQuantumiii B 25 (QFP) LR RIPsecHELR :

<#root>
Router#

show pl atform hardware qf p active feature ipsec sa 3

QFP ipsec sa Information

QFP sa 1id:
pal sa id:

QFP spd 1id:
QFP sp 1id:

QFP spi:

N = N W

0x4c1d1e90( 1276976784)

crypto ctx: 0x000000002e03bfff
flags: 0xc000800
: src:IKE valid:Yes soft-life-expired:No hard-11ife-expired:No

repl ay- check: Yes

proto:0 mode:0 direction:0
: qos_preclassify:No qos_group:No
: frag_type:BEFORE_ENCRYPT df_bit_type:COPY
: sar_enable:No getvpn_mode:SNDRCV_SA
: doing_translation:No assigned_outside_rport:No
: inline_tagging_enabled:No
gos_group: 0x0
mtu: 0x0=0
sar_delta: 0
sar_window: 0x0
sibling_sa: 0x0
sp_ptr: 0x8c392000
sbs_ptr: 0x8bfbf810

| ocal endpoint: 10.1.0.100
renote endpoint: 10.2.0.200

cgid.cid.fid.rid: 0.0.0.0
ivrf: 0
fvrf: 0
trans udp sport: O
trans udp dport: O
first intf name: T

<SNIP>

unnell

RAXNBHEEREEMBAE T AT Ba1{LBIRERE



event manager applet Replay-Error

event syslog pattern "%IPSEC-3-REPLAY_ERROR: IPSec SA receives anti-replay error"
action 1.0 regexp "([0-9]+)$" "$_syslog_msg" dph

action 2.0 cli command "enable"

action 3.0 cli command "show platform hardware qfp active feature ipsec sa $dph |
append bootflash:replay-error.txt"

FEARRGIF , WENH HFEEERE bootllash, EEF ML , B A S more bootflash:replay-

error.txt,

EESEYS

- WM{AEEIPsecRBEEEO - ¥ BMEH,
o BARZEFFMINH - Cisco Systems



http://www.cisco.com/en/US/docs/solutions/Enterprise/WAN_and_MAN/V3PN_SRND/V3PN_SRND.html
http://www.cisco.com/en/US/docs/solutions/Enterprise/WAN_and_MAN/V3PN_SRND/V3PN_SRND.html
http://www.cisco.com/en/US/docs/solutions/Enterprise/WAN_and_MAN/V3PN_SRND/V3PN_SRND.html
http://www.cisco.com/en/US/docs/ios/sec_secure_connectivity/configuration/guide/sec_ipsec_antireplay.html
http://www.cisco.com/en/US/docs/ios/sec_secure_connectivity/configuration/guide/sec_ipsec_antireplay.html
http://www.cisco.com/en/US/docs/ios/sec_secure_connectivity/configuration/guide/sec_ipsec_antireplay.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



