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Router A
10,1.1.10
PC1
Router B
%% Mac Mt IP Address F M5 MINF X

PC1 0000.0c00.0001 10.1.1.10 255.255.255.0 10.1.1.1
PC2 0000.0c00.1110 10.1.2.10 255.255.255.0 10.1.2.1

BRERER A WECHR (SEBNERHISR )

interface GigabitEthernet 0/0

ip address 10.1.1.2 255.255.255.0
mac-address 4000.0000.0010
standby 1 ip 10.1.1.1

standby 1 priority 200

interface GigabitEthernet 0/1 ip address 10.1.2.2 255.255.255.0 mac-address 4000.0000.0011
standby 1 ip 10.1.2.1 standby 1 priority 200

M2 B NER (FAKER)

interface GigabitEthernet 0/0
ip address 10.1.1.3 255.255.225.0
mac-address 4000.0000.0020
standby 1 ip 10.1.1.1

interface GigabitEthernet 0/1 ip address 10.1.2.3 255.255.255.0 mac-address 4000.0000.0021
standby 1 ip 10.1.2.1
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ko

IRENRIRES BRI ABEBRHSRPHBERT |, BN T BB EIRE RGNS, HMEs A EARER
200 , HEAMNEO LA N EDEHAZSE. EXBIAROP , NBEHSBRAEIEEZV TEENK
FEEHIR MAC tbit  BE SR YR MAC #iiit (BIA), BAENAH. & HSRP IP it I IEE
B9 B 4% MAC #tbiit 3 HSRP EE#L MAC #eiit, ¥R , £ ASINEN2E , BMBERB MAC
ot HRMEES

TRETHERENMNERE B MAC M IP #hitF S , EE T MR X EVS IR IR R



BESR R MAC BHE MAC RIP B
88 A #0 Ethernet 0 /Y

M PC1 2| PC2 WEUIESE PC1 (0000.0c00.0001) HSRP E#L MAC bt 10.1.1.10 10.
(0000.0c07.ac01)
BB AMPC2IREIBE B4 a5 A Ethernet 0 BIA
¥ PC1 3RS (4000.0000.0010) PC1 (0000.0c00.0001) 10.1.2.10 10.
., IR ES A 0 Ethernet 0 B

iﬂ%&%@k&%ugRijnﬁ;P o PC1 (0000.0c00.0001) HSRP E#L MAC bt 10.1.1.10 10.
’ (0000.0c07.ac01)

RAETED K HEFHISERR IP it AY ¥ 88 A Ethernet 0 BIA

iz A (ICMP, Telnet) PC1 (0000.0c00.0001) (4000.0000.0010) 10.1.1.10 10.

KER BB (ICMP, Telnet) 89 % 2% B Ethernet 0 BIA

SR 1P bk BE S PC1 (0000.0c00.0001) (4000.0000.0020) 10.1.1.10 10.

HSRP #REHERRR B 547
SEBIT#1:HSRP& 1Pt ik 4§ & v A B9 IP b

AR THEIRER

Oct 12 13:15:41: $STANDBY-3-DUPADDR: Duplicate address 10.25.0.1
on Vlan25, sourced by 0000.0c07.acl9

Oct 13 16:25:41: $STANDBY-3-DUPADDR: Duplicate address 10.25.0.1
on Vlan25, sourced by 0000.0c07.acl9

Oct 15 22:31:02: $STANDBY-3-DUPADDR: Duplicate address 10.25.0.1
on Vlan25, sourced by 0000.0c07.acl9

Oct 15 22:41:01: %$STANDBY-3-DUPADDR: Duplicate address 10.25.0.1
on Vlan25, sourced by 0000.0c07.acl9

XEEREET —EE TR HSRP R, MKk , SHiRER AR R — MNMERM I (STP) TFEREERH
BRIMAE BRI, XEHFREERRS —NEBERER.

FA, FERBREETYE HSRP EERE. HRAKEERN HSRP HiET. XLEHEIREERIER
£ 30 WevetmEfE. Am , REETEENBESELATERENETRES , X883 ™4
HSRP b3t B sTanpey-3-DUPADDR

X B B 4 B RS B SR BRI BISR B VLAN 25 B9 HSRP IP #4ik ( MAC k3%

0000.0c07.ac19 ) BI¥IEE., BT HSRP MAC ik 2 0000.0c07.ac19 , MFTF R A HEFIZEWE
CEAHNBESD , % HSRP AR N EHEEEH AT active ANEHBUEEBCSHEES
,Fgﬂﬁ%ﬂ?ﬁﬂﬁ'éﬁEMéﬁﬁﬂzﬁﬂﬁmﬁﬁto EZMEBASBULTR, TRESHIZEIREEN
PR 4% 7] B HE

- SBEK STP ®E%

. EtherChannel B¢ & 5] &

. EEM
FERRIX AR IRE R BERT |, 1SR AR XY Catalyst R LAY HSRPHFE HEBR EB 0 FP Ay N PE BERR T IR
o FTEHIEHRRESRITGERTAIMY  HPSEEREER, B/, YERMNIZTREEN B ERPT
BHRHASEHMEHIFZE.

SR LAE R ) B R EABS IR B AR IR BI H B C 248 hello HIEE, BR , IRRIXEHIRHE
BH—M#RGE | AR ELBRBEBERER. BRGERX HSRP #EONRAT B AR
®o WHFIREAZENDE IP it RIE BT A HRZSEibut 224.0.0.2 WATERE.




access-1list 101 deny ip host 172.16.12.3 host 224.0.0.2
access-list 101 permit ip any any

interface GigabitEthernet 0/0

ip address 172.16.12.3 255.255.255.0
standby 1 ip 172.16.12.1

ip access-group 101 in

ROITF#2:HSRPRAFEEY ( XA, A, KT ) W%HSRP-6-STATECHANGE

AREHIUTHIRER

Jan 9 08:00:42.623: $STANDBY-6-STATECHANGE: Standby: 49:
Vlanl49 state Standby -> Active

Jan 9 08:00:56.011: $STANDBY-6-STATECHANGE: Standby: 49:
Vlanl49 state Active -> Speak

Jan 9 08:01:03.011: $STANDBY-6-STATECHANGE: Standby: 49:
Vlanld9 state Speak -> Standby

Jan 9 08:01:29.427: $STANDBY-6-STATECHANGE: Standby: 49:
Vlanl49 state Standby -> Active

Jan 9 08:01:36.808: $STANDBY-6-STATECHANGE: Standby: 49:
Vlanl49 state Active -> Speak

Jan 9 08:01:43.808: $STANDBY-6-STATECHANGE: Standby: 49:
Vlanld9 state Speak -> Standby

Jul 29 14:03:19.441: %HSRP-5-STATECHANGE: VIan10 Grp 110 state Standby -> Active Jul 29 16:27:04.133: %HSRP-5-
STATECHANGE: Vlan10 Grp 110 state Active -> Speak Jul 29 16:31:49.035: %HSRP-5-STATECHANGE: Vlan10 Grp 110 state
Speak -> Standby

XEEERRH BRI 2R A HSRP BHE&EMNE HSRP X &I E| =MNELE HSRP hello #i#E
@Lﬂ’ %/Ro EﬁtHLm%FH%EH%EM standby active g%# E%EH%EEI IJstano'lby B%;Fltt!ﬁﬁlilﬁzm
ENBREERMNEN , MR ITEFZE HSRP |ﬂﬂ%ﬁ¢t€amﬁ,§o HEREEERENEARZHE
4 HSRP hello %, HEZBEBRILMBER |, &4 LﬁHﬁwﬁ%WZMMEmoﬁ%WZ@ﬁE
BENMY., BEEEX , 2ES8TLE xlt_b,ﬁ,maﬁ ENRE, HSRP RAEXRELERE RS CPU
%gﬁ Zzu%%‘*we,ﬁ,m%m?n CPU £ HEME , mIJEWJ%qJMEH,%Fﬁ%E#EE&?\%ﬁ% CPU £/

/\éjbo

BNMERATRESENEERZBER HSRP HiFE. RENNRBSYIEZ A, 4 BB E SR
E’Jl—lrﬂiﬁumi : :R%A Vian l_ﬁJZE'JﬂEuu.Eo 575%15%%5%1 —1‘¥ ) ﬁﬁﬁﬁﬂl[‘ﬁi‘#l‘%ﬁﬂ%ﬁaﬁﬁﬁ?
HSRP'H&UE&E’J%J& y jE,\ %3)= HSRPﬂﬁto

MR FHE 2B EX HSRP HIFELRA T LRBEEN VLAN ERNE ZHRE | & FRSE M
SPD , FHREFEATI RN T2 AR % A BA B EFF AV R

ERMMEEMBFEIER(SPD)AD , BHIEEE KX HECat6500 M LMITL T ai &

(config)#ip spd queue max-threshold 600
!-—- Hidden Command
(config)#ip spd queue min-threshold 500

!-—- Hidden Command

ERIMEZFATI A/ |, FEZE VLAN ZEOEBRXHHRITUTHS



(config-if) #hold-queue 500 in

Ei‘EﬂHSPDﬂ{%%MEUjVJ‘E , ﬂu%#l.‘/ffclear counter interface‘lﬁ:lw'lé-!~ ’ )rl\ljﬁ.l-L;LiﬁF‘/%EDi_i—?&%Eo

ROIT#3:HSRPTE R B F44

e E85 FR A R EH 2R B R — MY HSRP #17 T B BB LA IR B H HSRP XN EARERHER. &
REMWER | BBHEIRSIUTEEMELRER HZRIEW HSRP hello, ZEHFRRILEHER |, FS A1+
MBI IR R E A 9 M UE HSRP BRMSREES 5. MRAMERERRERN , FREZEFE
B VTP &,

Vlan8 - Group 8

Local state is Active, priority 110, may preempt
Hellotime 3 holdtime 10

Next hello sent in 00:00:01.168

Hot standby IP address is 10.1.2.2 configured
Active router is local

Standby router is unknown expired

Standby virtual mac address is 0000.0c07.ac08

5 state changes, last state change 00:05:03

KU #4:HSRPIR A B R F 23 £ SYS-4-P2_WARN:1/Host <mac_address>%E
%% B &A% O <port_1>F%k O <port_2>2 @ # 3

AREHIITHEIRER -

2001 Jan 03 14:18:43 %SYS-4-P2_WARN: 1/Host 00:00:0c:14:9d4:08
is flapping between port 2/4 and port 2/3

Feb 4 07:17:44 AST: %SW_MATM-4-MACFLAP_NOTIF: Host 0050.56a9.1f28 in vlan 1027 is flapping between port Te1/0/7 and
port Te2/0/2

fECatalyst3T#HlH | THLIRE — N EHIMACHHE | MR EHMACH U FE15W ABEH TR | Zit
B, TRENERESTPRE, REVAAE 15 DAEFRBUEVNNKEE , UE2HF
STP MM INEEHEK. NMRHEREEFRMNROZEBSIH MAC #hit & HSRP E#l MAC #bit
, BBA R BR ATRER /> HSRP BEHESEIH A T active

WMRFIRER MAC 3t E HSRP E#L MAC #hsit |, MBI B Al fERBAKIELEMNE R ER, B
EkE, XEXRBWBERITEEER HSRP [&, $3 MAC it B & E N R E 2 4 B R 2
YR E B,

LHIEHERRIELEIRE MR , BERA TSR

AR I ERAA X Catalyst AL HHSRPHFEHERRED 5 P HY B TR o

1. BEEN MAC bt IEBIR (%O ) .

2. Wi A EER EHIMACHE LAY ¥R O o

3. i2% B\ VLAN 1y STP #HIMEEH BRE STP HE.

4. BIEmOFERE. HRNKEAGERERNRESHEN MAC itit =4 B R EER T, X=2H
Tiw O EEN B ERFT A



RBITH5 : ENFHRHBMHSRP (IEfTHSRPHBHABEME N ZHI S 2B RE )

ERFEXN R AT |, AANERBESEETN EEBENINSE cBEATRNERE, LBEIR
RETHSRPELER ( FHSRPIRENEFHE A ) HHSRPIEHBRZ AIEENHGENER, ik
HEPHXMBESRTESHAMNEBIEZ . A, TRSGRASERR (MLS) B, =4
RPHF R BRFEARBEHAARAN , SRERMNEFEZH. ATREER MAC #tit&E
, R R BiEE. RANERRBER , RTINS nERE. BRZITHNEER T
FiwmA R FIENTABEZ, EROAITHAXNHREBHETH , FARTMRELBZHANER,

PR VR 2HE

- BRADFRE MLS % B

- RIRBREE R ENHO LW BIFESH E VR ZEN

CETEZRNBESEESIZE (WRSSHENEFER. Web EFREZFMMKIRE ) HBATMNE
HEIR 752 Cisco LocalDirector 1 Cisco Cache Engine,

CEENENMTAEER N TELER MEFRZERENRMERTRES

X BRASEHNBRIARPEEEZ(CEERE /N, RBHART I U 1Z#EF (CAM) LB W
RINBUUHBERAD . NTFARTE , TNIEENARPEILHBEHIEE, BR , I RH1H
ARPZ{VES AR E RN M)At

AERGHAL AT, HEIERNRFBEESERGIRERAZERRIINEEF (MSFC) 1Y
Catalyst 6500 %%, RALLRHIFER MSFC , BERETAEREMEHEEEMARE MSFC, &AL
0 R BIEE 2R BIE R A REER (RSM), FTIKR#EEHET (GSR) M Cisco 7500, E#FEFEMN
EEIRN EMERO, SEYLERE A VLAN 1 F VLAN 2 £ 5572/ 4B AR iE R,

Catalyst 6500

MSFC-2

Catalyst 6500

21
VLAN 2

Host A Host B
10.1.1.10 10.1.2.10
0000 D00 000 0000 000 0002

ix Lo HH 5 3% B B> MSF B9 show standby s S EE.

MSFCA1

interface Vlan 1



mac-address 0003.6bfl.2a0l

ip address 10.1.1.2 255.255.255.0
no ip redirects

standby 1 ip 10.1.1.1

standby 1 priority 110

interface Vlan 2

mac-address 0003.6bfl.2a0l

ip address 10.1.2.2 255.255.255.0
no ip redirects

standby 2 ip 10.1.2.1

MSFCl#show standby

Vlanl - Group 1

Local state is Active, priority 110

Hellotime 3 holdtime 10

Next hello sent in 00:00:00.696

Hot standby IP address is 10.1.1.1 configured
Active router is local

Standby router is 10.1.1.3 expires in 00:00:07
Standby virtual mac address is 0000.0c07.acOl
2 state changes, last state change 00:20:40
Vlan2 - Group 2

Local state is Standby, priority 100

Hellotime 3 holdtime 10

Next hello sent in 00:00:00.776

Hot standby IP address is 10.1.2.1 configured
Active router is 10.1.2.3 expires in 00:00:09, priority 110
Standby router is local

4 state changes, last state change 00:00:51
MSFCl#fexit

Console> (enable)

MSFC2

interface Vlan 1

mac-address 0003.6bfl.2a02

ip address 10.1.1.3 255.255.255.0
no ip redirects

standby 1 ip 10.1.1.1

interface Vlan 2

mac-address 0003.6bfl.2a02

ip address 10.1.2.3 255.255.255.0
no ip redirects

standby 2 ip 10.1.2.1

standby 2 priority 110

MSFC2#show standby

Vlanl - Group 1

Local state is Standby, priority 100
Hellotime 3 holdtime 10

Next hello sent in 00:00:01.242

Hot standby IP address is 10.1.1.1 configured
Active router is 10.1.1.2 expires in 00:00:09, priority 110
Standby router is local

7 state changes, last state change 00:01:17
Vlan2 - Group 2

Local state is Active, priority 110

Hellotime 3 holdtime 10

Next hello sent in 00:00:00.924

Hot standby IP address is 10.1.2.1 configured



Active router is local

Standby router is 10.1.2.2 expires in 00:00:09
Standby virtual mac address is 0000.0c07.ac02
2 state changes, last state change 00:40:08
MSFC2#exit

*E : EMSFC1L , VLAN 14 FHSRPEIRA , VLAN 28 FHSRPE A, £ MSFC2 L
VLAN 2 & F HSRP active vian 1 HSRP standby A EVHEIAFNAXEZSENEZH IP thit

o

1. %9 , MEEEFEMRNZE, TN A FEH MSFC1 EREBRIANX, 4B FH MSFC2, Ping
B2 BH ARP Ml MAC #3tR X : AEDEREN , AP E RN EMRP TSI EHHES
HSRP#Switch 1 MACH#s 31t FIMACH#b 31t

2. ¥l Aping EH B, XEKREEH A £3E— ICMP echo HFEE. HTFEATH T EIMM
VLAN Lt |, EH AFELEAEN B WHEIHRLZERIANK, EXEWTE , TH A&
MRE—N ARP |, FREMBATHERIAMSSH MAC ik 10.1.1.1. EHl A ARIARRX RiX ARP
Z 51 ARP #l MAC it 5%

3. MSFC1 #WHES , EEHES , FRBEEIRAIEN B, A TEEHES , MSFC1 ¥
EEH B XX ARP ER , RAZENM T EZEZENED, MSFC2 NEZWIRPNFTE
BIEE. 2 MSFC1 MWEH B IKE| ARP RIZRt , AXRINKMNEEN B REMNRIKED,
MAZXEREIRIAMEK , LEMSFC1mEHBEIXARPZ G , £/ RARPHIMACH 1t 3%

4. =4 B BT MSFC1 \EAL A U echo BIEE, EHNBRAEMLTEENAKERE, HTE
MANFAREMVLANL |, EHBES HBRIAMAMSFC2E XM 2Z, 77BN MSFC2 A%
BAa , T4 B XM AEBRIAMK IP #hik 10.1.2.1 ki% ARP, EX#l B mERIAMELKIX
ARP Z 58 ARP 1 MAC #bit 3

5 MEEH B FEFNEHBEEELE MSFC2, MSFC2EIEHAKIEARPIER , BN CEIZE
#EEIVLAN 1, R#N2EHEYVBHMACH IHEFR EMACH It R, FEEH A E echo BIES
ZJEM ARP Ml MAC k3R

6. AFEMEIEEN A, BEMNARTEN,

FEXFRER RS R

ZEAEHN AELENEN B 1T ping RERER. FicE , TV A FENHESRIEE

MSFC1 , =4l B HENNEREE MSFC2 , FELL TN HEHRS, RAEN B @MEXRE
MSFC1 B9 ARP #3RE , #R4L 1 FIREAEH B KR MAC, XRE N EH B & MSFC2 EN HER
MR, MA@ MSFC1 MRl 1 RIEHIEZ. BT ARP BEERIANE/NE , RIbBIAE 5 &
ZIEHAL 1 R EEH B B MAC et (L, RRY2ER D HEEENAZL. ER , KRl 14
ARFEBEN B B MAC NATEBIEESERMBB/HTLE, TBRIFENEN A REEN BB
BREEMEROKREE L. S5, RAEY 1 %8 MAC ititR B4 B, AMttF A
MLS %8,

EHEY AEL Ping TV B5 o8z/E , R ARP fl MAC tthiit &

T 1 MAC T 2 MAC
X4l AARP & it MAC  MSFC1ARP & MSFC2 ARP & it MAC =
VLAN 0 VLAN 0
_ 0000.0c00.0001 _ 10.1.2.10 0000.0c00.0002
10.1.1.1:0000.0c07.ac01 i1 10.1.1.10:0000.0¢00.0001 130 °“C 30 0002 /1
10.1.1.10

0000.0c00.0001

10

10.1.1.3:0003.6bf1.2a0 10.1.2.10:0000.0c00.0001 10



KA EVBHYE NN ERFEIER L2 L EHNANMACHEIE R B G HERIEHERRIE, EH
B EI R R & # R BIMSFC2 MSFC2R I3 RER I #IE® , HEVLAN 1 ERFEREH £, RRHE
MAC it RFXBEN A KB , FELIFHRIEIRERE VLAN 1 FEVFRIBE R H.

SENMERHARBETRMERE, BR  ENMKATRSSHEBIEZANERMLS T, A=
i B 5B AT AR R L ) R

- FEANIRALAY £ MAC Z{LESRITERR 14,400 B ( /06T ) REKAES
- FEEHER LAY ARP B ESCA R (300 ) o
- £ MAC Z1{tetiE M ARP et E N E — B aE,

BT ERS MAC Z{LEtRIERA 14,400 ¥, UTREENESEN

. Cisco I10S ## : mac address-table aging-time <seconds> vlan <vlan_id>

RHITF#6:HSRPE KU IP#s 1 35 £ 8 F R M IP#b 1k

YA AL P TR S M 1FETE interVLAN SHRAT | FFE I sranpey-3-prFrvIel

MERFNERER , HERREI P FFZIREMFE interVLAN g |, B TERIX LS BRUARR
EEEEIR

1. BEBRFESELHTRZBAXANER. NRUERELFERHSE , BTRATSR : #
BRMEE — B XML ZIBR AR RV BR R LAV R, BEERMBEHEREISE — A ARV LAV
BEO
2. BEEFREFELNESEXRA , FARERE LLRT S BRI ORRES,
RPIFHTHSRPE B R 2RO EWMACER

MEEEDS A HSRP WA/ TMRYIED LREKOLZ L , FEH MAC EM , BHETEE
EZANEOLERR—/1 %4 MAC #bit, EUTERZ—F , Z2BO0FRERSEN

- ANINEEAERFRE MAC it BB ERT &KX , MHE MAC #bit FEZbIE R PR T
EipEEO,
- E-ANREEO PRANEER I HIER - VLAN Al S -1 &£EO £,
MIANBERT |, mAREENSBRGEOREIRMAZEAFILEIXA |, MR L E R H Rz FE

B HSRP RASH R,
PRIRTTE

. e 8T LR i standby use-bia @, X5&HIEKHAREABE LU AT HSRP , MR
MAC #e 3t
- BHEEICSRE A HSRP WAV NFEO LMK OZS,
R4|5#9: %interface Hardware ol XS N

MREHEOLBET SN HSRP A |, FRBILERER

%$Interface hardware cannot support multiple groups

WEBEIREERRANELERHRFRAIRN LWVEHRE, BIEMERE T EEA T 8e 52 ARIELPR S,



HEE28 N HSRP AFEAEO LW E—1 MAC thit , Rt AARM MAC BB SRR LS ORI
MAC bt | LB Z 4 HSRP 4,

&R 75 %2 # A standby use-bia FOBRBE® T , ZHSEAEONE (Lt (BIA) EREEE
MAC #hiit , AR &2 B MAC ibit,

HEBRCatalyst32 ¥ 4 W HSRP# B
ARBHSRPIEEHBRER

1. BAEME—BREARRERO IP Myuk

BEARIESA HSRP BRASRASNFREMRTH—/ IP i, 38 , RIESMEAONLERIHIL
BA woe NTRERIEFSMNEONHEIRE , B X show ip interface brief i85 RHIAT :

Router_1#show ip interface brief Interface IP-Address OK? Method Status Protocol Vlan1 192.168.1.1 YES manual up up Vlan10
192.168.10.1 YES manual up up Vlan11 192.168.11.1 YES manual up up

Router_2#show ip interface brief Interface IP-Address OK? Method Status Protocol Vlanl 192.168.1.2 YES manual up up Vlan10
192.168.10.2 YES manual up up Vlan11 192.168.11.2 YES manual up up

2. BiFZ A (HSRP) IP it & AA S

KIFREEN & A (HSRP) IP it MZ AL S EENSE5 HSRP WK HRMEEE., MRBALAS
HSRP & At RPCE , M AT gE5|#E HSRP @&, show standby L HAE REMNEONZAA
MEZH P bt BB, ~AIWOT :

Router_1#show standby VIan10 - Group 110 State is Active 2 state changes, last state change 00:01:34 Virtual IP address is
192.168.10.100 Active virtual MAC address is 0000.0c07.ac6e (MAC In Use) Local virtual MAC address is 0000.0c07.ac6e (v1
default) Hello time 3 sec, hold time 10 sec Next hello sent in 0.144 secs Preemption enabled Active router is local Standby router is
192.168.10.2, priority 109 (expires in 10.784 sec) Priority 110 (configured 110) Group name is "hsrp-VI10-110" (default) FLAGS:
0/1 Vlanll - Group 111 State is Active 2 state changes, last state change 00:00:27 Virtual IP address is 192.168.11.100 Active
virtual MAC address is 0000.0c07.ac6f (MAC In Use) Local virtual MAC address is 0000.0c07.ac6f (v1 default) Hello time 3 sec,
hold time 10 sec Next hello sent in 2.096 secs Preemption enabled Active router is local Standby router is 192.168.11.2, priority
109 (expires in 8.944 sec) Priority 110 (configured 110) Group name is "hsrp-VI11-111" (default) FLAGS: 0/1 Router_2#show
standby VIan10 - Group 110 State is Standby 1 state change, last state change 00:03:15 Virtual IP address is 192.168.10.100
Active virtual MAC address is 0000.0c07.ac6e (MAC Not In Use) Local virtual MAC address is 0000.0c07.ac6e (v1 default) Hello
time 3 sec, hold time 10 sec Next hello sent in 1.088 secs Preemption disabled Active router is 192.168.10.1, priority 110 (expires
in 11.584 sec) Standby router is local Priority 109 (configured 109) Group name is "hsrp-VI10-110" (default) FLAGS: 0/1 Vlan11 -
Group 111 State is Standby 1 state change, last state change 00:02:53 Virtual IP address is 192.168.11.100 Active virtual MAC
address is 0000.0c07.ac6f (MAC Not In Use) Local virtual MAC address is 0000.0c07.ac6f (v1 default) Hello time 3 sec, hold time
10 sec Next hello sent in 2.352 secs Preemption disabled Active router is 192.168.11.1, priority 110 (expires in 9.120 sec) Standby
router is local Priority 109 (configured 109) Group name is "hsrp-VI11-111" (default) FLAGS: 0/1

3. RIFSMEOMWEZ A (HSRP) IP it REZFTHE

KU A (HSRP) IP #iit RESHMEO LEER IP it RE, show standby P REBHRER
HRESE, RAWT :

Router_1#show standby VIan10 - Group 110 State is Active 2 state changes, last state change 00:01:34 Virtual IP address is
192.168.10.100 Active virtual MAC address is 0000.0c07.ac6e (MAC In Use) Local virtual MAC address is 0000.0c07.ac6e (v1
default) Hello time 3 sec, hold time 10 sec Next hello sent in 0.144 secs Preemption enabled Active router is local Standby router is
192.168.10.2, priority 109 (expires in 10.784 sec) Priority 110 (configured 110) Group name is "hsrp-VI10-110" (default) FLAGS:



0/1 Vlanll - Group 111 State is Active 2 state changes, last state change 00:00:27 Virtual IP address is 192.168.11.100 Active
virtual MAC address is 0000.0c07.ac6f (MAC In Use) Local virtual MAC address is 0000.0c07.ac6f (v1 default) Hello time 3 sec,
hold time 10 sec Next hello sent in 2.096 secs Preemption enabled Active router is local Standby router is 192.168.11.2, priority
109 (expires in 8.944 sec) Priority 110 (configured 110) Group name is "hsrp-VI11-111" (default) FLAGS: 0/1 Router_2#show
standby Vlan10 - Group 110 State is Standby 1 state change, last state change 00:03:15 Virtual IP address is 192.168.10.100
Active virtual MAC address is 0000.0c07.ac6e (MAC Not In Use) Local virtual MAC address is 0000.0c07.ac6e (v1 default) Hello
time 3 sec, hold time 10 sec Next hello sent in 1.088 secs Preemption disabled Active router is 192.168.10.1, priority 110 (expires
in 11.584 sec) Standby router is local Priority 109 (configured 109) Group name is "hsrp-VI110-110" (default) FLAGS: 0/1 Vlan11 -
Group 111 State is Standby 1 state change, last state change 00:02:53 Virtual IP address is 192.168.11.100 Active virtual MAC
address is 0000.0c07.ac6f (MAC Not In Use) Local virtual MAC address is 0000.0c07.ac6f (v1 default) Hello time 3 sec, hold time
10 sec Next hello sent in 2.352 secs Preemption disabled Active router is 192.168.11.1, priority 110 (expires in 9.120 sec) Standby
router is local Priority 109 (configured 109) Group name is "hsrp-VI11-111" (default) FLAGS: 0/1

4 {a et iF A standy use-biadp &

BRIESIEMEN LA E T HSRP , &I standby use-bia PN iZ R A TFEKRER. tHSEANE
e AHE BIA MTA2ER HSRP MAC it FF HSRP A, ESRHFMEH | m%ﬁ%mﬁﬂ
(SRB) &t FEMARA , AL standby use-bia S AV EZ I HERE T T ARP Eaﬁima@
HMAFEFER RIF) #F. EXTEMENENINFEEIERBAETH ARP, standby use-bia i
‘gﬂ@% — PN EEEMPRARE ARP. ZFAKHBRTERRMEENRAI[EELNNRE ARP HiE

5. WifpRFIRER

WIFEMA HSRP WE# LBREMN BRI SIREARTEEHZED LERENEM HSRP ik, 455!
o, BUER TRHREREE FM EFA BB MEAN 2Bt (224.0.0.2), EE , RIFBHRR
HSRP #% 0 1985 By UDP R BB KRBT IE. HSRP 1 FH I b 1k R O 12 X Z 4Kk 2 8] X% hello 21
BE. ERNRIESZE L H show access-lists i , LI AR LEBNHRIIR, ROAWT :

Router_l#show access-1lists
Standard IP access list 77
deny 10.19.0.0, wildcard bits 0.0.255.255
permit any
Extended IP access list 144
deny pim 238.0.10.0 0.0.0.255 any
permit ip any any (58 matches)

B. BiE Catalyst Fast EtherChannel 1+ 4kEl &

1. B PR E

MRAPYAKER HSRP BBHEE , FRIKHAS[AIRY LW PRERE, BEE N AN PHER
E

- desirable
. auto ( B3l )
- off
- nonegotiate ( JEHE )
RURENPHEXNRTREHENPY T E,

LHIEHER HSRP HERY |, M desiranie LLECE A SAFRES SMRAL IR O o0& IE 193 I KAV R
R Z# Cisco 10S BHBRTZIFHANE , B HEHER[IRYEEIRE N FHE,



I FIEEE 802.1Q(dot1q) P #ERX, R HHFIFEREEN FAMBNAEVLANFMIE, BT

BIAER T BRI RAFRIZAH VLAN | Z&ith VLAN BL B R ICE &S B LEEAY VLAN T 35iEE
o fE , WIERA S BREE PR W HE BN VLAN , BAIAE VLAN 2B R EBHHE
AF STP RS , A ERAHSIEENIHOMCEA. & Hshow interfaces <interface> trunkdn & , AR
BERKEENRESE, REWMT :

L2Switch_1#show interfaces gigabitEthernet1/0/13 trunk Port Mode Encapsulation Status Native vlan Gil1/0/13 on 802.1q trunking
1 Port Vlans allowed on trunk Gi1/0/13 1-4094 Port Vlans allowed and active in management domain Gi1/0/13 1,10-11,70,100,300-
309 Port Vlans in spanning tree forwarding state and not pruned Gi1/0/13 1,10-11,70,100,300-309

Router_1#show interfaces gigabitEthernet1/0/1 trunk Port Mode Encapsulation Status Native vian Gil/0/1 on 802.1q trunking 1
Port Vlans allowed on trunk Gil/0/1 1-4094 Port Vlans allowed and active in management domain Gi1/0/1 1,10-
11,100,206,301,307,401,900,3001-3002 Port Vlans in spanning tree forwarding state and not pruned Gi1/0/1 1,10-
11,100,206,301,307,401,900,3001-3002

2. Wi Fast EtherChannel ( i8O8 ) Bl

WMRAwOFEEERE HSRP IRHES , BRI BN LB EtherChannel BBE., EEA — %
AR AT AR A QS E A B R desirable, 2 — AT UL FEMUTER

- £
- desirable
- auto ( B3 )
B2, BEATRAH , EOFTRKOBENKA -

Router_1#show etherchannel summary Flags: D - down P - bundled in port-channel | - stand-alone s - suspended H - Hot-standby
(LACP only) R - Layer3 S - Layer2 U - in use f - failed to allocate aggregator M - not in use, minimum links not met u - unsuitable
for bundling w - waiting to be aggregated d - default port A - formed by Auto LAG Number of channel-groups in use: 0 Number of
aggregators: 0 Group Port-channel Protocol Ports ------ + + + Router_1#
Router_2#show etherchannel summary Flags: D - down P - bundled in port-channel | - stand-alone s - suspended H - Hot-standby
(LACP only) R - Layer3 S - Layer2 U - in use f - failed to allocate aggregator M - not in use, minimum links not met u - unsuitable
for bundling w - waiting to be aggregated d - default port A - formed by Auto LAG Number of channel-groups in use: 0 Number of
aggregators: 0 Group Port-channel Protocol Ports ------ + + + Router_2#

SREXRIIMACHHIL R =

IUF HSRP BEH S R LAY MAC bt R 2B FHE HSRP E#L MAC it MY BIA B9 B
o 25 L show standby iR IRELEE L MAC #tbiit, show interface Gp B RHEWE BIA. LT R
T

Router_1#show standby Vlan10 - Group 110 State is Active 2 state changes, last state change 00:37:03 Virtual IP address is
192.168.10.100 Active virtual MAC address is 0000.0c07.ac6e (MAC In Use) Local virtual MAC address is 0000.0c07.ac6e (v1
default) Hello time 3 sec, hold time 10 sec Next hello sent in 0.768 secs Preemption enabled Active router is local Standby router is
192.168.10.2, priority 109 (expires in 10.368 sec) Priority 110 (configured 110) Group name is "hsrp-VI10-110" (default) FLAGS:
0/1 Vlanll - Group 111 State is Active 2 state changes, last state change 00:35:56 Virtual IP address is 192.168.11.100 Active
virtual MAC address is 0000.0c07.ac6f (MAC In Use) Local virtual MAC address is 0000.0c07.ac6f (v1 default) Hello time 3 sec,
hold time 10 sec Next hello sent in 1.472 secs Preemption enabled Active router is local Standby router is 192.168.11.2, priority
109 (expires in 8.336 sec) Priority 110 (configured 110) Group name is "hsrp-VI11-111" (default) FLAGS: 0/1

Router_1#show interfaces vlan 10 VIan10 is up, line protocol is up , Autostate Enabled Hardware is Ethernet SVI, address is
d4e8.801f.4846 (bia d4e8.801f.4846) Internet address is 192.168.10.1/24 MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255 Encapsulation ARPA, loopback not set Keepalive not supported ARP type: ARPA,
ARP Timeout 04:00:00 Last input 00:00:00, output 00:00:01, output hang never Last clearing of "show interface" counters never
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: 0 Queueing strategy: fifo Output queue: 0/40 (size/max) 5
minute input rate O bits/sec, 0 packets/sec 5 minute output rate O bits/sec, O packets/sec 9258 packets input, 803066 bytes, 0 no
buffer Received 0 broadcasts (0 IP multicasts) 0 runts, O giants, 0 throttles 0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored



3034 packets output, 368908 bytes, 0 underruns Output O broadcasts (0 IP multicasts) O output errors, 2 interface resets 0
unknown protocol drops 0 output buffer failures, 0 output buffers swapped out

L2Switch_1#show mac address-table address 0000.0c07.ac6e Mac Address Table Vlan Mac
Address Type Ports ---- -=-----m-=- —ocmcmmm cmeee 10 0000.0c07.ac6e DYNAMIC Gi1/0/13 Total Mac Addresses for this criterion: 1
L2Switch_1#show mac address-table address 0000.0c07.ac6f Mac Address Table Vlan Mac
Address Type Ports ---- -=-----m-=- —ocmcmmm cmeee 11 0000.0c07.ac6f DYNAMIC Gi1/0/13 Total Mac Addresses for this criterion: 1

BFSHBKE CAM E{LatE , UEBERENZEREE, NRNESEFT STP RAERNEEE (M
IWBRTR 158 ) , WRMEHRATERFE STP g, ROMTHEMT :

L2Switch_1#show mac address-table aging-time vlan 10 Global Aging Time: 300 Vlan Aging Time ---- ---------- 10 300
L2Switch_1#show mac address-table aging-time vlan 11 Global Aging Time: 300 Vlan Aging Time ---- ---------- 11 300

C. WiEEEEE

MR HSRP ANB ZMEHRRG T ESNRE |, MIXLHBFT 2 —HMEAM HSRP WS AR
W E hello BiEE. MERRBAELKMELEREENSEZRAFLBEIHSBULER. PR HSRP
HEERT , HS AW HSRP X &2 MR ¥R IP E#. K show standby & LM IEE#E
o MBIAT :

Router_1#show standby Vlan10 - Group 110 State is Active 2 state changes, last state change 00:54:03 Virtual IP address is
192.168.10.100 Active virtual MAC address is 0000.0c07.ac6e (MAC In Use) Local virtual MAC address is 0000.0c07.ac6e (v1
default) Hello time 3 sec, hold time 10 sec Next hello sent in 0.848 secs Preemption enabled Active router is local Standby router is
unknown Priority 110 (configured 110) Group name is "hsrp-VI10-110" (default) FLAGS: 0/1 Vlan11 - Group 111 State is Active 2
state changes, last state change 00:52:56 Virtual IP address is 192.168.11.100 Active virtual MAC address is 0000.0c07.ac6f
(MAC In Use) Local virtual MAC address is 0000.0c07.ac6f (v1 default) Hello time 3 sec, hold time 10 sec Next hello sent in 0.512
secs Preemption enabled Active router is local Standby router is unknown Priority 110 (configured 110) Group name is "hsrp-VI11-
111" (default) FLAGS: 0/1

Router_2#show standby Vlan10 - Group 110 State is Init (interface down) 2 state changes, last state change 00:00:42 Virtual IP
address is 192.168.10.100 Active virtual MAC address is unknown (MAC Not In Use) Local virtual MAC address is 0000.0c07.ac6e
(v1 default) Hello time 3 sec, hold time 10 sec Preemption disabled Active router is unknown Standby router is unknown Priority
109 (configured 109) Group name is "hsrp-VI10-110" (default) FLAGS: 0/1 Vlan1l - Group 111 State is Init (interface down) 2 state
changes, last state change 00:00:36 Virtual IP address is 192.168.11.100 Active virtual MAC address is unknown (MAC Not In
Use) Local virtual MAC address is 0000.0c07.ac6f (v1 default) Hello time 3 sec, hold time 10 sec Preemption disabled Active router
is unknown Standby router is unknown Priority 109 (configured 109) Group name is "hsrp-VI11-111" (default) FLAGS: 0/1

1.REEARS

REEO, RIIREFEEE HSRP HWEOMYLTF w/w REA , ML T REFFR

Router_1#show ip interface brief Interface IP-Address OK? Method Status Protocol Vlanl 192.168.1.1 YES manual up up Vlan10
192.168.10.1 YES manual up up Vlanl1l 192.168.11.1 YES manual up up Router_2#show ip interface brief Interface IP-Address
OK? Method Status Protocol Vlanl 192.168.1.2 YES manual up up Vlan10 192.168.10.2 YES manual administratively down down
Vlan11 192.168.11.2 YES manual administratively down down

MREAEOEEE ELTF down/down IRAS |, HEKBSBEFAREERIHA X HEOSEMN no
shutdown 5% . RHIWMT :

Router_2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router_2 (config) #interface vlan 10

Router_2 (config-if)#no shutdown

Router_2 (config-if) #end

Router_2#configure terminal Enter configuration commands, one per line. End with CNTL/Z. Router_2(config)#interface vlan 11
Router_2(config-if)j#no shutdown Router_2(config-if)#end



Router_2#show ip interface brief Interface IP-Address OK? Method Status Protocol Vlan1 192.168.1.2 YES manual up up Vlan10
192.168.10.2 YES manual up down Vlan11 192.168.11.2 YES manual up up

ZIU%E':F'E—ED&L:.F down/down up/down qua: Cisco IOS H’\#E’\JB"Q}Q*ILFE% , E%%*Tﬁ/*ﬁl
BRT2HATIER -

$LINK-3-UPDOWN: Interface "interface", changed state to up
$LINK-3-UPDOWN: Interface "interface", changed state to down

Router_l#show log

3d04h: $STANDBY-6-STATECHANGE: Standby: 0: Vlanl0 state Active-> Speak

3d04h: $LINK-5-CHANGED: Interface Vl1anl0, changed state to down

3d04h: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl0O, changed state to down

KERO, BHM HSRP NEAZ BN ERASREMIER, RBEABKRIEINTT 7 EMERE
AEREOLEERER ?FANEAXAEREY 2REROESEEEMEIR , WTH
TR :

Router_2#show interface vlan 10 Vlan10 is down, line protocol is down , Autostate Enabled Hardware is Ethernet SVI, address is
1880.90d8.5946 (bia 1880.90d8.5946) Internet address is 192.168.10.2/24 MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255 Encapsulation ARPA, loopback not set Keepalive not supported ARP type: ARPA,
ARP Timeout 04:00:00 Last input 00:00:10, output 00:00:08, output hang never Last clearing of "show interface" counters never
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: 0 Queueing strategy: fifo Output queue: 0/40 (size/max) 5
minute input rate 0 bits/sec, 0 packets/sec 5 minute output rate 0 bits/sec, 0 packets/sec 1243 packets input, 87214 bytes, 0 no
buffer Received 0 broadcasts (0 IP multicasts) 0 runts, 0 giants, 0 throttles 0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored 23
packets output, 1628 bytes, 0 underruns Output 0 broadcasts (0 IP multicasts) 0 output errors, 2 interface resets 0 unknown
protocol drops 0 output buffer failures, 0 output buffers swapped out

2. BERRSE IR O 65IR
KEX GG O R ERMEME R, RHUATHRSHRERL

- show logging

- show interfaces <interface> counters

- show interfaces <interface> status
XEGSAUHEEBEERRIMEMRE 2B FEEER

XN T aERITF/RABR , A TTHERIERH :

L2Switch_1#show logging Syslog logging: enabled (0 messages dropped, 5 messages rate-limited, O flushes, 0 overruns, xml
disabled, filtering disabled) No Active Message Discriminator. No Inactive Message Discriminator. Console logging: level
informational, 319 messages logged, xml disabled, filtering disabled Monitor logging: level debugging, 0 messages logged, xml
disabled, filtering disabled Buffer logging: level debugging, 467 messages logged, xml disabled, filtering disabled Exception
Logging: size (4096 bytes) Count and timestamp logging messages: disabled File logging: disabled Persistent logging: disabled No
active filter modules. Trap logging: level informational, 327 message lines logged Logging Source-Interface: VRF Name: Log Buffer
(10000 bytes): *Jul 26 17:52:07.526: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/13, changed state to up *Jul 26
17:52:09.747: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/13, changed state to down *Jul 26 17:57:11.716: %SPANTREE-7-
RECV_1Q_NON_TRUNK: Received 802.1Q BPDU on non trunk GigabitEthernet1/0/16 VLAN307. *Jul 26 17:57:11.716:
%SPANTREE-7-BLOCK_PORT_TYPE: Blocking GigabitEthernet1/0/16 on VLANO0307. Inconsistent port type. *Jul 26
17:57:13.583: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/16, changed state to up *Jul 26 17:57:16.237: %LINK-3-
UPDOWN: Interface GigabitEthernet1/0/16, changed state to down *Jul 26 18:02:16.481: %SPANTREE-7-
RECV_1Q_NON_TRUNK: Received 802.1Q BPDU on non trunk GigabitEthernet1/0/16 VLAN307. *Jul 26 18:02:16.481:
%SPANTREE-7-BLOCK_PORT_TYPE: Blocking GigabitEthernet1/0/16 on VLANO0307. Inconsistent port type. *Jul 26
18:02:18.367: %LINK-3-UPDOWN: Interface GigabitEthernet1/0/16, changed state to up *Jul 26 18:02:20.561: %LINK-3-
UPDOWN: Interface GigabitEthernet1/0/16, changed state to down

& Hishow interfaces <interface> statusin S LA ER AN ERNEITRR. R~EWT :



L2Switch_1#show interfaces gigabitEthernet 1/0/13 status Port Name Status Vlan Duplex Speed Type Gi1/0/13 connected trunk a-
full a-1000 10/100/1000BaseTX

Emliﬁ?&%connected\ notconnectﬁ%errdisable?yu%4}{1’&% notconnect , '\L%*ﬁﬁl_ﬂiﬁ Eﬂ.éﬁ%’éi':]a
. REFANBERETEY, MRMRAR crrdisable , BEEBITHHREREFEELZER. &
XEFMEER |, HSHIKECisco IOSF & ERErdisablelis DIRES,

tbim O RN+ A VLAN BER ? FRAEZENS —wENE— VLAN BB . MRFFEREEN
gk | T R7ARIE 4R EY P um BB AR B B RY VLANG

BREMNTEENM? MRERENEMLET —Na-, WZKORENAFDERENNT., BN

, MEEEREMEHRELRE, TRESBNEEMNIN , SRMIKNRESTATE, MR-

MR OBEN BFHE , NSRS —RELARENBFHE. WR-IHEERENSER

EEZEI?;% , B—im B AR ITIERID, WRE T —mBENDE , Bt E —mAERLE , NP
B TIPS i&*inEo

L2Switch_1#show interfaces gi1/0/13 counters errors Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize OutDiscards Gil/0/13 0
0 0 00 0 Port Single-Col Multi-Col Late-Col Excess-Col Carri-Sen Runts Gil/0/13 0 0 0 0 0 O

RBBRD align-err, FCS-Err 3 Runts ? X &4 Rim A MERREZ 2 HNWEESIN T TR, 15
ERiZzim ARWEEMNTIRE , ERHBEBHXLEHER,

K show mac B URIFKRARBERBES ., nFMouc FIIERIES TR O L IZUFNE HRY 21,
AR BEEINHE, KINITESRETREZOBBEEHEFREL , URXEBEIRER
A HIEFREN — 250 nrn-piscrd, In-Lost Ml Out-Lost it ERTEHRXFEMERHRTESR
HEEEHE,

L2switch_1#show interfaces gil/0/13 counters Port InOctets InUcastPkts InMcastPkts InBcastPkts Gi1/0/13 304933333 1180453
1082538 14978 Port OutOctets OutUcastPkts OutMcastPkts OutBcastPkts Gil/0/13 282752538 276716 824562 588960

3. Wik IP %

OIE IP E#E, MHEXEHSEIIZEZEHSRPIER X HIP ping. XEBITREFMABEENEEEL, ¥
[& ping X 1E enable X F A A, ROIGTHMENT :

Router_1#show run interface vlan 10 Building configuration... Current configuration : 141 bytes ! interface VIan10 ip address
192.168.10.1 255.255.255.0 standby 110 ip 192.168.10.100 standby 110 priority 110 standby 110 preempt end Router_2#show run
interface vlan 10 Building configuration... Current configuration : 120 bytes ! interface Vlan10 ip address 192.168.10.2
255.255.255.0 standby 110 ip 192.168.10.100 standby 110 priority 109 end Router_1#ping 192.168.10.2 repeat 1500 Type escape

sequence to abort. Sending 1500, 100-byte ICMP Echos to 192.168.10.2, timeout is 2 seconds:
T T AT

1/2/9 ms

ME/N HSRP B HI 27K H B EX E4KHY ping LBEEZNHEMNE.


https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html

ABRERCER

KREXRIREFHE HSRP XNEE AN RO R, SH8ETRIEIER LN AR ARNRE
, MAMIRZ T EZZRBERANREN , e~ LR @R, WINREFFE [EERQN (UDLD)
FEN . UDLD (NEEEN IR XIFIIEER T ATAH. UDLD EFHBEXETE L2 E , SBEE
HREACERER  UNRERSEEBNSE BN @RS, ROIWTHETT :

AEXE SMBIT—MNEET#EARBSUDLDYIRE , EABUATEANES.

5% —MNMEUDLDZ 7] A B9 A BY T IR iE 5 () 6% 2% #9358 51 2 £ A Cisco R LA (CDP), /5 CDP &%
— N RO ERERFENG R, MRIAFEBRN—RERXNHABRE , FERRBZZANE
%, AEREARENEA,

Router_1#show cdp Global CDP information: Sending CDP packets every 60 seconds Sending a holdtime value of 180 seconds
Sending CDPv2 advertisements is enabled Router_1#show cdp neighbors gi1/0/1 detail Device ID:
L2Switch_1.cisco.com Entry address(es): IP address: 192.168.70.1 IPv6 address: 2001:420:140E:2101::1 (global unicast) IPv6
address: FE80::2FE:C8FF:FED3:86C7 (link-local) Platform: cisco WS-C3650-12X48UR, Capabilities: Router Switch IGMP
Interface: GigabitEthernet1/0/1, Port ID (outgoing port): GigabitEthernet1/0/13 Holdtime : 173 sec Version : Cisco I0S Software
[Denali], Catalyst L3 Switch Software (CAT3K_CAA-UNIVERSALK9-M), Version 16.3.8, RELEASE SOFTWARE (fc3) Technical
Support: http://lwww.cisco.com/techsupport Copyright (c) 1986-2019 by Cisco Systems, Inc. Compiled Wed 13-Feb-19 03:00 by
mcpre advertisement version: 2 VTP Management Domain: 'CALOnet' Native VLAN: 1 Duplex: full Management address(es): IP
address: 192.168.70.1 Spare Pair PoE: Yes, Spare Pair Detection Required: No Spare Pair PD Config: Disable, Spare Pair PSE
Operational: No Total cdp entries displayed : 1

5. Rt B R MRS E

BESR T

- XJEAAM 10/100/1000 Mb ¥R T /£ XX T B3t i it 17 B & F BB HEBR

. k& Cisco |I0S¥ & LK Errdisableii 0 A ZS

. HEBR Cisco Catalyst ¥ HLEY NIC Fr7 4 (7]

- HEBR Cisco Catalyst R¥R41EY NIC FREM R T HFBUE SRR IRE 2
- BEBR R #R #L3m O B 3% O (7]

D. £8=/& HSRP iz

MEBHSRPIASINEE KX , BEHASE LEAHSRP debugin & (EBAERT ) UAMEHSRPES)
o WEBETAIBREERL HSRP iE TR A A IBWMEIEN, WRBIZE Cisco BARZFRS
B3R, BIWEREER., AdHEEE R HSRP IRAEER , URIFHAM HSRP hello BIEE S 1T,

1. ¥ HSRP iz,

f£Cisco |IOSH , {# A ¥ debug standby/s AAHSRPiEiRX AL, X FRISMR, XML AN

|, WERFEER. BIER , B ABERF RN HSRP 5B 2525 LU E A 8] (8] FE 132 WA
% HSRP hello iEE, MRKHERKE hello FIEE |, & AT LUK S AR EH hello HIFEE
EMEER TR,

we HH
debug standby /5 i HSRP &1

Rl TREIT


https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/10591-77.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/ethernet/10561-3.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/69980-errdisable-recovery.html
https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-6500-series-switches/17053-46.html
https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-6500-series-switches/17053-46.html#ustand
https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-6500-series-switches/12027-53.html

Router_1#debug standby HSRP debugging is on Jul 29 16:12:16.889: HSRP: VI10 Grp 110 Hello out 192.168.10.1 Active pri 110
vIP 192.168.10.100 Jul 29 16:12:16.996: HSRP: VI11 Grp 111 Hello in 192.168.11.2 Standby pri 109 vIP 192.168.11.100 Jul 29
16:12:17.183: HSRP: VI10 Grp 110 Hello in 192.168.10.2 Standby pri 109 vIP 192.168.10.100 Jul 29 16:12:17.366: HSRP: VI11
Grp 111 Hello out 192.168.11.1 Active pri 110 vIP 192.168.11.100 Jul 29 16:12:18.736: HSRP: VI10 Interface adv in, Passive,
active 0, passive 1, from 192.168.10.2 Jul 29 16:12:19.622: HSRP: VI10 Grp 110 Hello out 192.168.10.1 Active pri 110 vIP
192.168.10.100

2. %4 HSRP A ( BIEZALAF/R VLAN BREIMEH )

Cisco 10S R 12.0(3) 5l A debug condition , & St iFiR1E#E O A 58I IE debug standby
WERH. ZWBHEAE Cisco 10S HHFMRA 12.0 5| A# debug condition R,

DA
AP 1 E Hg
debug condition standby <interface> <group> /8 Fi A ®IHSRP %4181 (0-255)

BOXTRAILAXE HSRP WAEMEO., AR E[HA (M0 E255), JUNFTEENAHRE
debug condition, XA FEFMAMN W BCHABIFIRAIL. 49US A debug standby , = BE4E FAEA
Bttt . MREFRFEEZM debug condition , N RMAEREOD LWFAEAERBREH. WREFE
E4—1% H debug condition , N BB #EFTE % A debug condition , XI & F iRt H #1733 E,
TPl EHmENT

Router_l#debug condition standby vlan 10 110

Condition 1 set

Router_1#

Jul 29 16:16:20.284: V110 HSRP110 Debug: Condition 1, hsrp V110 HSRP110 triggered, count 1
Router_1l#debug standby

HSRP debugging is on

Router_1#

Jul 29 16:16:44.797: HSRP: V110 Grp 110 Hello out 192.168.10.1 Active pri 110 vIP 192.168.10.100
Jul 29 16:16:45.381: HSRP: V110 Grp 110 Hello in 192.168.10.2 Standby pri 109 vIP 192.168.10.100
Jul 29 16:16:47.231: HSRP: V110 Grp 110 Hello out 192.168.10.1 Active pri 110 vIP 192.168.10.100
Jul 29 16:16:48.248: HSRP: V110 Grp 110 Hello in 192.168.10.2 Standby pri 109 vIP 192.168.10.100

3. {581 HSRP @i zh &k

Cisco 10S B 12.1(1) A0 7 18588 HSRP i 2i8E, A THBKIEAMNEE | HEN
HSRP iR ZhEEFRFIEH Hello HE PR FEF BBFHMRBES . SECEBRSERUE
Cisco BAXFFTREM—E Tt , ERRINEH.

W B

debug standby L RFIE HSRP iR, BHMNHBEE
debug standby errors &£~ HSRP 1%

debug standby events [[all] | [hsrp |TT3R | track]] [detail] &£ R HSRP E#

debug standby packets [[all | terse] | (B4 |BZE | hello | resign]] o =
[detail] &% HSRP $iEa

debug standby terse ERERBEMHSRPEIR, SHH?
Aol nRmENT

Router_2#debug standby terse HSRP: HSRP Errors debugging is on HSRP Events debugging is on (protocol, neighbor,
redundancy, track, ha, arp, interface) HSRP Packets debugging is on (Coup, Resign) Router_2# *Jul 29 16:49:35.416: HSRP: VI10
Grp 110 Resign in 192.168.10.1 Active pri 110 vIP 192.168.10.100 *Jul 29 16:49:35.416: HSRP: VI10 Grp 110 Standby: i/Resign
rcvd (110/192.168.10.1) *Jul 29 16:49:35.416: HSRP: VI10 Grp 110 Active router is local, was 192.168.10.1 *Jul 29 16:49:35.416:
HSRP: VI10 Nbr 192.168.10.1 no longer active for group 110 (Standby) *Jul 29 16:49:35.417: HSRP: VI10 Nbr 192.168.10.1 Was
active or standby - start passive holddown *Jul 29 16:49:35.417: HSRP: VI10 Grp 110 Standby router is unknown, was local *Jul 29



16:49:35.417: HSRP: VI10 Grp 110 Standby -> Active *Jul 29 16:49:35.418: %HSRP-5-STATECHANGE: Vlan10 Grp 110 state
Standby -> Active *Jul 29 16:49:35.418: HSRP: Peer not present *Jul 29 16:49:35.418: HSRP: VI10 Grp 110 Redundancy "hsrp-
VI10-110" state Standby -> Active *Jul 29 16:49:35.419: HSRP: VI10 Grp 110 Added 192.168.10.100 to ARP (0000.0c07.ac6e) *Jul
29 16:49:35.420: HSRP: VI10 IP Redundancy "hsrp-VI10-110" standby, local -> unknown *Jul 29 16:49:35.421: HSRP: VI10 IP
Redundancy "hsrp-VI10-110" update, Standby -> Active *Jul 29 16:49:38.422: HSRP: VI10 IP Redundancy "hsrp-VI10-110" update,
Active -> Active

& AT LAGE A 452 O A1/50 HSRP 4B S8 st AR 1kt 18 1t o HH AT 308

[y B
debug condition interface interface BREOZHAR

debug condition standby <interface> <group> /8 /| HSRP &1z

EARRGIF | BRERMASZEFERN HSRP 4

Rotuer_2#debug condition standby vlan 10 110 Condition 1 set Router_2#debug condition interface gigabitEthernet 1/0/1 vlan-id
10 Condition 2 set Router_2#debug standby HSRP debugging is on Router_2# *Jul 29 16:54:12.496: HSRP: VI10 Grp 110 Hello
out 192.168.10.2 Active pri 109 vIP 192.168.10.100 *Jul 29 16:54:15.122: HSRP: VI10 Grp 110 Hello out 192.168.10.2 Active pri
109 vIP 192.168.10.100 *Jul 29 16:54:17.737: HSRP: VI10 Grp 110 Hello out 192.168.10.2 Active pri 109 vIP 192.168.10.100 *Jul
29 16:54:18.880: HSRP: VI10 Nbr 192.168.10.1 is passive *Jul 29 16:54:20.316: HSRP: VI10 Grp 110 Hello out 192.168.10.2
Active pri 109 vIP 192.168.10.100 *Jul 29 16:54:20.322: HSRP: VI10 Grp 110 Coup in 192.168.10.1 Listen pri 110 vIP
192.168.10.100 *Jul 29 16:54:20.323: HSRP: VI10 Grp 110 Active: j/Coup rcvd from higher pri router (110/192.168.10.1) *Jul 29
16:54:20.323: HSRP: VI10 Grp 110 Active router is 192.168.10.1, was local *Jul 29 16:54:20.323: HSRP: VI10 Nbr 192.168.10.1 is
no longer passive *Jul 29 16:54:20.324: HSRP: VI10 Nbr 192.168.10.1 active for group 110 *Jul 29 16:54:20.324: HSRP: VI10 Grp
110 Active -> Speak *Jul 29 16:54:20.325: %HSRP-5-STATECHANGE: Vlan10 Grp 110 state Active -> Speak *Jul 29
16:54:20.325: HSRP: Peer not present *Jul 29 16:54:20.325: HSRP: VI10 Grp 110 Redundancy "hsrp-VI10-110" state Active ->
Speak *Jul 29 16:54:20.326: HSRP: VI10 Grp 110 Removed 192.168.10.100 from ARP *Jul 29 16:54:20.326: HSRP: VI10 Grp 110
Deactivating MAC 0000.0c07.ac6e *Jul 29 16:54:20.327: HSRP: VI10 Grp 110 Removing 0000.0c07.ac6e from MAC address filter
*Jul 29 16:54:20.328: HSRP: VI10 Grp 110 Hello out 192.168.10.2 Speak pri 109 vIP 192.168.10.100 *Jul 29 16:54:20.328: HSRP:
VI10 Grp 110 Hello in 192.168.10.1 Active pri 110 vIP 192.168.10.100 *Jul 29 16:54:23.104: HSRP: VI10 Grp 110 Hello out
192.168.10.2 Speak pri 109 vIP 192.168.10.100 *Jul 29 16:54:23.226: HSRP: VI10 Grp 110 Hello in 192.168.10.1 Active pri 110
vIP 192.168.10.100 *Jul 29 16:54:25.825: HSRP: VI10 Grp 110 Hello in 192.168.10.1 Active pri 110 vIP 192.168.10.100 *Jul 29
16:54:25.952: HSRP: VI10 Grp 110 Hello out 192.168.10.2 Speak pri 109 vIP 192.168.10.100 *Jul 29 16:54:28.427: HSRP: VI10
Grp 110 Hello in 192.168.10.1 Active pri 110 vIP 192.168.10.100 *Jul 29 16:54:28.772: HSRP: VI10 Grp 110 Hello out
192.168.10.2 Speak pri 109 vIP 192.168.10.100 *Jul 29 16:54:30.727: HSRP: VI10 Grp 110 Speak: d/Standby timer expired
(unknown) *Jul 29 16:54:30.727: HSRP: VI10 Grp 110 Standby router is local *Jul 29 16:54:30.727: HSRP: VI10 Grp 110 Speak ->
Standby *Jul 29 16:54:30.727: %HSRP-5-STATECHANGE: Vlan10 Grp 110 state Speak -> Standby *Jul 29 16:54:30.728: HSRP:
Peer not present *Jul 29 16:54:30.728: HSRP: VI10 Grp 110 Redundancy "hsrp-VI10-110" state Speak -> Standby *Jul 29
16:54:30.728: HSRP: VI10 Grp 110 Hello out 192.168.10.2 Standby pri 109 vIP 192.168.10.100 *Jul 29 16:54:31.082: HSRP: VI10
Grp 110 Hello in 192.168.10.1 Active pri 110 vIP 192.168.10.100 *Jul 29 16:54:33.459: HSRP: VI10 Grp 110 Hello out
192.168.10.2 Standby pri 109 vIP 192.168.10.100 *Jul 29 16:54:33.811: HSRP: VI10 Grp 110 Hello in 192.168.10.1 Active pri 110
vIP 192.168.10.100 *Jul 29 16:54:36.344: HSRP: VI10 Grp 110 Hello out 192.168.10.2 Standby pri 109 vIP 192.168.10.100 *Jul 29
16:54:36.378: HSRP: VI10 Grp 110 Hello in 192.168.10.1 Active pri 110 vIP 192.168.10.100 *Jul 29 16:54:38.856: HSRP: VI10 Grp
110 Hello in 192.168.10.1 Active pri 110 vIP 192.168.10.100 *Jul 29 16:54:38.876: HSRP: VI10 Grp 110 Hello out 192.168.10.2
Standby pri 109 vIP 192.168.10.100 *Jul 29 16:54:41.688: HSRP: VI10 Grp 110 Hello out 192.168.10.2 Standby pri 109 vIP
192.168.10.100 *Jul 29 16:54:41.717: HSRP: VI10 Grp 110 Hello in 192.168.10.1 Active pri 110 vIP 192.168.10.100

E. 4 A i R BERR

MERH STP MBRFREM TREALPHLE HSRP XNEAKEEEBE, ATXMAEEEE , 840
ShERNEDRHEET. STP RBEES B BXNR, EEWM MAC RFE—B. FIAEXLHETRNF
MEANMLE | 5512 HSRP, HSRP fEiREE 8L STP [ — /MK,
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FRAREMZPHNEEIRYMFERE LEE STP, FiETE8EXRIMMANNBRRNFLE, &
BIE TR AT2RAY1E -

4

& Hshow spanning-treef i T AEEBFFAEXLEEE. BRIAMBRT , @S ERFAEVLANHWILER, B
2, MREFEATSRMAVLANGS | MIETAEHMVLANE S . HEHRR STP MER |, thE
BREEEA.

#&fEshow spanning-treefii H P12 XX = MR BT RN B FREN ., XETNSIFIFTESHE
M EIREM AT ChL, BiEHRITSESRMFMETEE , b HI IR EET— SN IRM
FrEiER. TR ESESEMFHERE T4 EBNEEMNETER, CELTUBIEFERATF
TR RV SIRA S B B,

AR TIEMETFREFHEITRER , BENFBVLANEASTP, MREIETRMNE LEH
STP , AT LARs LM, MRBAFRRYSELBHEMRRY —EHFE , ABRGUE—Y
HEIRE , AR R E M. EREBERERN , STP URIFEEFRAN, MRER STP S
T MEPNERPRE | NTREESERE HROFE,

LU 2show spanning-tree s 4 19 #i i 7R

L2Switch_1#show spanning-tree vlan 10 VLANOO10 Spanning tree enabled protocol rstp Root ID Priority 32778 Address
00fe.c8d3.8680 This bridge is the root Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec Bridge ID Priority 32778 (priority
32768 sys-id-ext 10) Address 00fe.c8d3.8680 Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec Aging Time 300 sec
Interface Role Sts Cost Prio.Nbr Type -------------m-mmn oo ——- Gil/0/3 Desg FWD 4 128.3 P2p
Gil1/0/10 Desg FWD 4 128.10 P2p Edge Gil1/0/11 Desg FWD 4 128.11 P2p Gi1/0/13 Desg FWD 4 128.13 P2p Gil1/0/14 Desg FWD
4 128.14 P2p Gil/0/15 Desg FWD 4 128.15 P2p Gi1/0/16 Desg FWD 4 128.16 P2p Gi1/0/35 Desg FWD 4 128.35 P2p
L2Switch_1#show spanning-tree vlan 11 VLANOO11 Spanning tree enabled protocol rstp Root ID Priority 32779 Address
00fe.c8d3.8680 This bridge is the root Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec Bridge ID Priority 32779 (priority
32768 sys-id-ext 11) Address 00fe.c8d3.8680 Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec Aging Time 300 sec
Interface Role Sts Cost Prio.Nbr Type -----------=-m-m-mn oo ——- Gil/0/3 Desg FWD 4 128.3 P2p
Gil1/0/10 Desg FWD 4 128.10 P2p Edge Gi1/0/11 Desg FWD 4 128.11 P2p Gi1/0/13 Desg FWD 4 128.13 P2p Gil1/0/14 Desg FWD
4 128.14 P2p Gil/0/15 Desg FWD 4 128.15 P2p Gi1/0/16 Desg FWD 4 128.16 P2p Gi1/0/35 Desg FWD 4 128.35 P2p
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Router_2#show interfaces gi1/0/1 controller GigabitEthernet1/0/1 is up, line protocol is up (connected) Hardware is Gigabit
Ethernet, address is 1880.90d8.5901 (bia 1880.90d8.5901) Description: PNP STARTUP VLAN MTU 1500 bytes, BW 1000000
Kbit/sec, DLY 10 usec, reliability 255/255, txload 1/255, rxload 1/255 Encapsulation ARPA, loopback not set Keepalive set (10 sec)
Full-duplex, 1000Mb/s, media type is 10/100/1000BaseTX input flow-control is on, output flow-control is unsupported ARP type:
ARPA, ARP Timeout 04:00:00 Last input 00:00:00, output 00:00:04, output hang never Last clearing of "show interface" counters
never Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: 0 Queueing strategy: fifo Output queue: 0/40
(size/max) 5 minute input rate 33000 bits/sec, 31 packets/sec 5 minute output rate 116000 bits/sec, 33 packets/sec 9641686
packets input, 1477317083 bytes, 0 no buffer Received 1913802 broadcasts (1151766 multicasts) O runts, O giants, O throttles O
input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored 0 watchdog, 1151766 multicast, O pause input O input packets with dribble
condition detected 10702696 packets output, 4241534645 bytes, 0 underruns Output 3432 broadcasts (0 multicasts) O output
errors, 0 collisions, 2 interface resets 9582 unknown protocol drops 0 babbles, 0 late collision, 0 deferred 0 lost carrier, 0 no carrier,
0 pause output O output buffer failures, 0 output buffers swapped out Transmit GigabitEthernet1/0/1 Receive 4241534645 Total
bytes 1477317083 Total bytes 10562003 Unicast frames 7727884 Unicast frames 4229489212 Unicast bytes 1291270617 Unicast
bytes 137261 Multicast frames 1151766 Multicast frames 11812065 Multicast bytes 91096867 Multicast bytes 3432 Broadcast
frames 762036 Broadcast frames 233368 Broadcast bytes 94949599 Broadcast bytes 0 System FCS error frames O IpgViolation
frames 0 MacUnderrun frames 0 MacOverrun frames 0 Pause frames 0 Pause frames 0 Cos 0 Pause frames 0 Cos 0 Pause
frames 0 Cos 1 Pause frames 0 Cos 1 Pause frames 0 Cos 2 Pause frames 0 Cos 2 Pause frames 0 Cos 3 Pause frames 0 Cos 3
Pause frames 0 Cos 4 Pause frames 0 Cos 4 Pause frames 0 Cos 5 Pause frames 0 Cos 5 Pause frames 0 Cos 6 Pause frames 0
Cos 6 Pause frames 0 Cos 7 Pause frames 0 Cos 7 Pause frames 0 Oam frames 0 OamProcessed frames 0 Oam frames 0
OambDropped frames 38144 Minimum size frames 4165201 Minimum size frames 4910833 65 to 127 byte frames 3126489 65 to
127 byte frames 1237675 128 to 255 byte frames 750243 128 to 255 byte frames 1029126 256 to 511 byte frames 1279281 256 to
511 byte frames 2205966 512 to 1023 byte frames 103668 512 to 1023 byte frames 1280952 1024 to 1518 byte frames 205229
1024 to 1518 byte frames 0 1519 to 2047 byte frames 11575 1519 to 2047 byte frames 0 2048 to 4095 byte frames 0 2048 to 4095
byte frames 0 4096 to 8191 byte frames 0 4096 to 8191 byte frames 0 8192 to 16383 byte frames 0 8192 to 16383 byte frames 0
16384 to 32767 byte frame 0 16384 to 32767 byte frame 0 > 32768 byte frames 0 > 32768 byte frames 0 Late collision frames 0
SymbolErr frames 0 Excess Defer frames 0 Collision fragments 0 Good (1 coll) frames 0 ValidUnderSize frames 0 Good (>1 coll)
frames O InvalidOverSize frames 0 Deferred frames 0 ValidOverSize frames 0 Gold frames dropped 0 FcsErr frames 0 Gold frames
truncated O Gold frames successful 0 1 collision frames 0 2 collision frames 0 3 collision frames 0 4 collision frames 0 5 collision
frames 0 6 collision frames 0 7 collision frames 0 8 collision frames 0 9 collision frames 0 10 collision frames 0 11 collision frames 0
12 collision frames 0 13 collision frames 0 14 collision frames 0 15 collision frames 0 Excess collision frames LAST UPDATE 2384
msecs AGO
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L2Switch_1#show spanning-tree vlan 10 detail VLANOO10 is executing the rstp compatible Spanning Tree protocol Bridge Identifier
has priority 32768, sysid 10, address 00fe.c8d3.8680 Configured hello time 2, max age 20, forward delay 15, transmit hold-count 6
We are the root of the spanning tree Topology change flag not set, detected flag not set Number of topology changes 8 last change
occurred 03:21:48 ago from GigabitEthernet1/0/35 Times: hold 1, topology change 35, notification 2 hello 2, max age 20, forward


https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/10556-16.html
https://www.cisco.com/c/zh_cn/support/docs/lan-switching/spanning-tree-protocol/10556-16.html

delay 15 Timers: hello 0, topology change 0, notification 0, aging 300 Port 3 (GigabitEthernet1/0/3) of VLANOO010 is designated
forwarding Port path cost 4, Port priority 128, Port Identifier 128.3. Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680 Designated port id is 128.3, designated path cost O Timers:
message age 0, forward delay 0, hold 0 Number of transitions to forwarding state: 1 Link type is point-to-point by default BPDU:
sent 6066, received 0 Port 10 (GigabitEthernet1/0/10) of VLANOO010 is designated forwarding Port path cost 4, Port priority 128,
Port Identifier 128.10. Designated root has priority 32778, address 00fe.c8d3.8680 Designated bridge has priority 32778, address
00fe.c8d3.8680 Designated port id is 128.10, designated path cost 0 Timers: message age 0, forward delay 0, hold 0 Number of
transitions to forwarding state: 1 The port is in the portfast mode by portfast trunk configuration Link type is point-to-point by default
BPDU: sent 6063, received 0 Port 11 (GigabitEthernet1/0/11) of VLANOO10 is designated forwarding Port path cost 4, Port priority
128, Port Identifier 128.11. Designated root has priority 32778, address 00fe.c8d3.8680 Designated bridge has priority 32778,
address 00fe.c8d3.8680 Designated port id is 128.11, designated path cost 0 Timers: message age 0, forward delay 0, hold 0
Number of transitions to forwarding state: 1 Link type is point-to-point by default BPDU: sent 6066, received 0 Port 13
(GigabitEthernet1/0/13) of VLANOO1O0 is designated forwarding Port path cost 4, Port priority 128, Port Identifier 128.13. Designated
root has priority 32778, address 00fe.c8d3.8680 Designated bridge has priority 32778, address 00fe.c8d3.8680 Designated port id
is 128.13, designated path cost 0 Timers: message age 0, forward delay 0, hold 0 Number of transitions to forwarding state: 1 Link
type is point-to-point by default BPDU: sent 6066, received 3 Port 14 (GigabitEthernet1/0/14) of VLANOO10 is designated
forwarding Port path cost 4, Port priority 128, Port Identifier 128.14. Designated root has priority 32778, address 00fe.c8d3.8680
Designated bridge has priority 32778, address 00fe.c8d3.8680 Designated port id is 128.14, designated path cost 0 Timers:
message age 0, forward delay 0, hold 0 Number of transitions to forwarding state: 1 Link type is point-to-point by default BPDU:
sent 6066, received 3 Port 15 (GigabitEthernet1/0/15) of VLANOO010 is designated forwarding Port path cost 4, Port priority 128,
Port Identifier 128.15. Designated root has priority 32778, address 00fe.c8d3.8680 Designated bridge has priority 32778, address
00fe.c8d3.8680 Designated port id is 128.15, designated path cost 0 Timers: message age 0, forward delay 0, hold 0 Number of
transitions to forwarding state: 1 Link type is point-to-point by default BPDU: sent 6067, received 0 Port 16 (GigabitEthernet1/0/16)
of VLANOO10 is designated forwarding Port path cost 4, Port priority 128, Port Identifier 128.16. Designated root has priority 32778,
address 00fe.c8d3.8680 Designated bridge has priority 32778, address 00fe.c8d3.8680 Designated port id is 128.16, designated
path cost 0 Timers: message age 0, forward delay 0, hold 0 Number of transitions to forwarding state: 1 Link type is point-to-point
by default BPDU: sent 6067, received 0 Port 35 (GigabitEthernet1/0/35) of VLANOO010 is designated forwarding Port path cost 4,
Port priority 128, Port Identifier 128.35. Designated root has priority 32778, address 00fe.c8d3.8680 Designated bridge has priority
32778, address 00fe.c8d3.8680 Designated port id is 128.35, designated path cost O Timers: message age 0, forward delay 0, hold
0 Number of transitions to forwarding state: 1 Link type is point-to-point by default BPDU: sent 6067, received 0
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L2Switch_1#show run interface TenGigabitEthernet1/1/5 Building configuration... Current configuration : 279 bytes ! interface
TenGigabitEthernet1/1/5 switchport trunk allowed vian 300-309 switchport mode trunk storm-control broadcast level 30.00 storm-
control multicast level 30.00 storm-control unicast level 30.00 spanning-tree guard root end L2Switch_1#show storm-control
broadcast Key: U - Unicast, B - Broadcast, M - Multicast Interface Filter State Upper Lower Current Action Type --------- ===-=-=-=---- -~
---- Tel/1/5 Forwarding 30.00% 30.00% 0.00% None B Tel/1/7 Link Down 30.00% 30.00% 0.00%
None B Tel/1/8 Forwarding 10.00% 10.00% 0.00% None B L2Switch_1#show storm-control multicast Key: U - Unicast, B -
Broadcast, M - Multicast Interface Filter State Upper Lower Current Action Type
---- Te1/1/5 Forwarding 30.00% 30.00% 0.00% None M Tel/1/7 Link Down 30.00% 30.00% 0.00% None M
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L2Switch_1#configure terminal Enter configuration commands, one per line. End with CNTL/Z. L2Switch_1(config)#spanning-tree
portfast bpduguard L2Switch_1(config)#end
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