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FFHADSCPHRICFIENRE
FHRBARNBERBERBERRE
B Wireshark# 172 41
HESPR YT EFMERE
HXEER

b))

AR Y FBIEWAN | E 5B 7ESD-WAN Edge R EZIE QN | 10{TRSI R LB,
FTRFH
EXR

Cisco BWIB THLUTEE :

e
R

- BRI HE W EH M (SD-WAN)

- AR BIEEHIRE vManage BB IR
- Wireshark

- Microsoft Excel

ERRAH
AP ERET U TREMELRA :

. C8000VHRZx17.03.04

. vManageh 4x20.3.4

- Wiresharkhx4%2.6.3
AXHPHNEENEETHESREREFNRZFREN. AXEPEANFMARERVEXAR
(BN BE, MREBHNMELTENRS , FRRETHRAEGSHEER N,

R



N TEBERRER | AP N BNSREPAMAERZ2RSKBIUDSCP)IFEHERE , U

HEERB RO BIERZ, DSCPAATHRARE , BN ENABHEIEZHRLEH T IPsecti k.
EFENBESRE , ©FE RO EE A NWANFER R E AR REMNFERE B #R,

AR R QA TR R BESERR B R, ZEAHIF , M10.0.0.10%110.0.2. 100 ICMPREF X

71100/Rping , WEFR. ARFIRBER , BERERZRKURFIERNERT b AAR YR ESE
BRE R

10.0.0.10 v . 192.168.23.149 192.168.28.240 10.0.2.10
N 8y,
LY R
cEdge1 cEdge3

SR EE
BRRR

1. N TFBEIWANRERRE , FEEAHRSIRACL) (HEFEKE ) FREMCHELERER
HIDSCP{E. EARHIF , EADSCP 27,

2. (RCREE , ERBRARNKIE IR AEMIRIRE B B Fris R A i 0 LAV RIES.

EE . AABSMBMBIERS D HAIZITHRS |, {8 7] £ AvManage$ B IR,

1. WIRBIRE , EWiresharkFITFFiX LR UK ITEE,
2. ZIEEEEWireshark P R A , LE REEMNHRIEE , ARNERITHE,
3. Microsoft Excel i F KB IR , AR ATE M,

EADSCPiRiC A ik

R mER LR BRI SR ( WARHIHHICcEdget ) |, HFERA T 3% B 2R A EAISD-WANER 2 £
O, iITAR.

B AETHHEURIERER BRI ZARKE, 1X 7] LU 45 show sdwan policy access-list-
counters> kK &,

policy

access-1ist mark_dscp_27
sequence 10

mat ch

source-ip 10.0.0.10/ 32
destination-ip 10.0.2.10/32



1
action accept

count MARK DSCP_27_ COUNT (optional counter to verify packets that hit the policy)
set

dscp 27

!

1

1

defaul t-acti on accept

sdwan
interface G gabitEthernet3
access-list mark_dscp_27 in

ERABRARNBRBRHBR AR

3 : W{a]7ECisco I0S XEF Bl E MR A XN BIE IR , UHREB BN NZHIES , 5%
fnZCisco I0SFCisco 10S XEH #r A =2k 3E B i3k (Embedded Packet Capture for Cisco
|IOS and Cisco I10S XE)#t & =4l

¥ - MAERAACLRREHIWANLEKREPC , A NEPCHIPPSIER R %I r] 823121000,

Pl
fEcEdge1McEdge3 LELE TACL , AAEARSIHF RENRE B WM F EHRE,
E:WAN IPtbit A T3 i8R, BZ NaETATRRAREMEXANRKE | MENACLITIESE

FRRIEFAIWAN IP, 7] A T 4 X It 5 i B9 o5 5 Rshow sdwan app-fwd cflowd flows #lshow
sdwan policy service path, S M EIZ4BIEDRERA T #F @R ZM4,

ip access-list extended CAP-Filter
10 permit ip host 192.168.23.149 host 192.168. 28. 240

teat , WA EHER LS EHHER  HEEBMSE £ RE100/Kping.

#ping vrf 10 10.0.2.10 rep 100
Type escape sequence to abort.

Sendi ng 100, 100-byte | CWP Echos to 10.0.2.10, tineout is 2 seconds:
| A T T T T A O A R O A A A A O |

Success rate is 100 percent (100/100), round-trip mn/avg/max = 1/1/4 ns

ENRABEHRELBRARERREER , FEEWireshark I FHIRES T RREFTHIRER.

B3 Wireshark#t 1749 47

EWireshark 3] FFcEdge 1R/ , BLXUMEREFLINES , AHRESHHBLEHEESIR
KiEHIping.


https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/zh_cn/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html

ol cuppom - o
Fig Gdt Veew Go Copture Anshoe  Stesticc  Telphomy Wieelss  Took  Help

Am 0 IEEmB ] T Eaaan

(] :

" Souree Dernatan i ES Sequence Dfferengoted Servoes Codepont. SmrePort  DesinesnPart  Seounctunber ik
1 292,168, 23140 192.168.28_288 woh 173 Elats Selecter & 11384 - 13487 Lan-133
20 192.168.23. 148 192.168.28_240 e 168 Clazs Selecter & 12384
ie 192 06828240 e rs Claze Selacter & 12388
e 102.168.28.240 e 148 Clazs Selecter & 1238
51 wor a7 Class Selector & 22386
6 2407977 e 168 Clase Selecter & 22384
7 2.7 e s Clane Selacter & 12384
8 3,323973 e 148 Class Selectsr & 32386
9 3.701857 e 178 Class Selector & 1230
0 4245580 e 148 Clazs Selector & 12386
11 4,769549 e 73 Clazs Selector & 22286
12 4.581555 e 18 Class Selector & 12305
11 5.722954 e 7% Class Selector & 12306
45,5705 o 158 €lass Selector & 1208
15 6.532961 e 17% Class Selector & 12386
16 6,549559 e 168 Class Selector & 12386
17 7. 348589 e 7S Class Selector & 12386
18 7.520999 e 168 Class Selectar & 12386
19 8,197530 e 175 Class Selector & 12386
3 8. 774553 e 148 Class Selector & 12386 + 13447 Len-126
n e 175 Class Selector & 12386 = 12407 Lens122
2 192.168.28.290 we 168 Class Selecter 6 12386 -
n 132.468.28. 348 o 175 Class Selector & 12386 -
n 102.168.28. 248 e 168 Class Selectsr & 12386 =
3 192.168.28. 200 e 175 Class Selecter & 12386 -
% 102.468.28. 348 e 168 Class Selectsr & 12385 =
7 192.168.28. 248 e 175 Class Selector & 12385 =
n 192468, 38. 348 o 168 Class Selecter & 13386 =
» 102.168.28. 248 e 1715 Class Selectsr & 12385 =
n 192.168.28. 240 o 168 Class Selecter 6 22386 -
5 .33 192 168.38. 348 o 175 £lass Selecter & 13386 =
0 10216823 140 102_168.28_248 o 176 Default 12385 =
n 292.168.23. 148 192.168.28. 240 o 176 Default 12386 -
u 10216823 148 102_168.28_348 e 176 Befault 12385 =
" 192.168.23. 148 192.168.28_248 o 176 Default 12385 =
£ 19216823148 192 B6E_28.248 e 178 Default 12384 =
2 19216823148 192_168.28_348 o 178 Default 12388 =
1 192.168.23. 148 192.168.28_240 e 178 Default 12384 =
m 292,168 23, 1a8 192.168.38_348 e 174 Default 12384 =

£ & /R3S 27ip.dsfield.dscp == 27 L 3R , ERFRHBRAER100MHEL , FEER
DSCPFI{E£ &R R27,

- dabed o == 37 B -]+
e Souce Costruten Protsced Langh £ Sequance ufrerated Sarvions Codepont brcerert  DestratonPort  Sequecetamier ks e
451 55,44196) 193.168.30.149 197.168.38.358 3 176 2 12096 = 12487 Lenm134
452 55,445976  192.168.20.149 192,164.28.240 e 176 i 12386 + 12487 Lenw134
453 55,448566  191.168.10.148 152.168.28. 240 we it ” 12386 + 11487 Len=134
434 35, 450965 190.163.70. 149 192.168.28.240 e 176 7 12086 + 13407 Lenw1}4
435 35,4204 192.164.20.149 192,268, e 176 7 12386 + 13407 Len=134
458 5.454583  102.148.79.140 192.148.28. 240 e 176 Pl 13388 + 13487 Lonel2d
457 S5,A00 192.148.23.140 192.168.28. 240 e 176 kol 12386 + 12487 Len=12%
ASE 35.456877 193.148.33.148 162,148, 38. 240 e 176 ” 13588 + 13487 Lonel®é
459 55.457968  192.168.23.149 162.168.28. 240 oo 126 n 12386 = 12487 Lenn134
460 55,455905  192.168.23.149 192.164.28.240 e 176 7 12396 = 12487 Lenwi24
461 55,461966 192.168.73.149 192.168.28.248 ee 176 n 12386 + 12487 Lene134
467 55,463965  190.163.70.149 192.168.28.240 e 176 7 12396 + 12407 Lens14
46N 55465564 197.168.70.149 192.164.78. 240 we 76 m 1206 + 12487 Len=1M
464 55466571 192.164.20.149 192.168.29.240 e 76 7 12386 + 13407 Lan=134
AGT 3R AGTRED  197.148.70.049 197, 168.38.240 we 76 ” 12386 =+ 12407 Len=134
468 95.480081  102.148.79.140 192.148.28. 240 3 176 ” 13388 + 12487 Lone13d
467 35470068 192.168.73.140 192.168.28. 240 e 176 el 12586 + 12487 Lenel34
468 S5.4TITE 102.168.23.149 192.168.28. 248 e 176 ” 12386 = 12487 Len=134
469 S5.471967 192.168.73.149 192.168.28. 248 ee 176 n 12386 + 12487 Lene134
470 55,4436 192.163.23.149 192.164.28. 240 e 176 i 12386 = 12487 Lens134
471 55,475573 19116810148 152.168.28. 248 e it n 12386 + 12487 Len=134
472 35.476965 19116370149 192.164.28.240 e 176 7 12386 + 12407 Lenw14
47D 35 ATII) 190.164.20.149 192.148.28.240 e 176 7 12086 + 13407 Lene1l4
474 35480562 192.148.23.148 e 17 7 12386 - 13487 Lene134
473 35.481569  191.145.10.140 e 176 7 13386 + 12487 Lensl34
ATE 35.484075  103.144.39.140 e 176 7 13586 + 13487 Lone134
477 S5.485967 192.168.73.140 e 176 n 12986 + 12487 Lenel®s
ATE S5,487966 192.168.23.149 e 126 il 12386 = 12487 Lenmi24
479 55,488503 193.168.30.149 3 176 ” 12386 + 11487 Lene134
430 55,491963  192.163.20.149 3 176 n 12386 = 12407 Len=134
481 55.588561 197.164.13.149 e 76 mw 12386 = 12487 Len=124
482 55.510959  192.163.70.149 192.168.28.240 e 76 7 12086 + 13407 Lens14
483 35, 301966  193.164.30.149 192,168.20.240 e 176 7 12386 + 13407 Len=134
AB4 55513065 102.148.23.240 193.168.38. 240 e 7% n 12388 + 12487 Len=134
483 35314072 191.168.70.140 19.168.28. 240 e 176 7 12386 + 12487 Lenel34
4S8 35316071 192.148.33.148 192.168.28. 240 e 176 7 13586 + 12487 Lone134
487 S5.517563 192.168.33.148 182.168.28. 248 ee 176 ” 12386 + 12487 Lene13s
488 55.523959  192.168.23.149 192.168.28. 280 e 176 il 12386 = 13487 Lene134
489 55,504366  191.168.13.149 193,168, 38. 248 e 176 ” 12386 + 13487 Lene134 =
! e o = = e ik b i i .
Frame 431 176 bytes on wire (1400 bits), 176 bytes captured (1408 bits)
Enharnat 11, Sro: Weears B4iaf 43 (00:50:50:04z04245), Dits Whemre Siedib? (09:50:6:4cedibT)
Intarmat Protocol Versicn 4, Sec: 19.168.23.149, Dut: 192.168.25.240
» User Datagrem Protocel, Src Port: 13386, Dat Ports 12407
» Data (134 bytes)
B0 54 56 B4 e b7 6 S0 56 84 af 45 08 00 45 6c PV P ¥ £ L =

@ 7 capan Pachen L«:- Prafie: Delnit

EIHM P REDSCPEN —EFER T |, FTLE BirER LEABRTEIERR.
EHMBERT , XFAEE , flaEE 2 HinternetiE B BRDSCPENEIR
RESPRII BT &R

Tie BN , #ALAERAESPFSIERIFIARE
EEEHETPWESPFIIS |, BHRB AL HRITE R , WTAR.

o



12386

12386
Mark/Unmark Packet Ctrl+M 12386
' 12386
Ignore/Unignore Packet Ctrl+D 12386
Set/Unset Time Reference Ctrl+T 12386
Time Shift... Ctrl+Shift+T 12386
12386
Packet Comments » e
Edit Resolved Name 12386
12386
Apply as Filter » 12386
12386

i 2
Prepare as Filter -
Conversation Filter » 12386
Colorize Conversation > 12386
SCTP > 12386
12386
Follow » 12386
12386

»
COpy 12386
Protocol Preferences » 12386
12386
e
Show Packet in New Window 12386

£ Current field FR ¥ % | HEZFEHPEAUDPENCAP , iM\ FTHIFIRFIERE,



M Wireshark - Decode As...

Field Value Type Default Current
UDP port 12386 Integer, base 10 (none) |(none)
3GPP2 AN
A1
ACDR
ACtrace
ADP
ADwin
ALC
AMP
+ -] »| @
[oc [ sae | [copyfion || cancel || rieb
TG IEFEOK,
‘ Wireshark - Decode As...
Field Value Type Default Current

UDP port 12386 Integer, base 10 (none) UDPENCAP

F£Wireshark Packet Details ( WiresharkEiig @ #FHER ) #7 , BRIFBIE ZHIEncapsulating
Security Payload3fs , &£&ESP Sequence.



A7Q B8 ARRGTR 147 1AR 23 144 142 1AR 2R 244 Fsp 17/

> Frame 464: 176 bytes on wire (1408 bits), 176 bytes captured (1488 bits)

> Ethernet II, Src: VMware_84:af:45 (©0:50:56:84:af:45), Dst: VMware_84:e2:b7 (00:50:56:84:e2:b7)
Internet Protocol Version 4, Src: 192.168.23.149, Dst: 192.168.28.240

> User Datagram Protocol, Src Port: 12386, Dst Port: 12487

UDP Encapsulation of IPsec Packets

Encapsulating Security Payload

ESP Sequence: 319

L8 S HESP Sequence , Af5ik#Fapply as?l , X#¥ , ESP SequenceR 7] LA#L J3 Wireshark i &
TREBHYPacket ListEZp 5 A #Y— 5,

456 55.< ESP
457 55. Expand Subtrees ESP
458 55.¢ Collapse Subtrees ESP
459 55.¢ Expand Al ESP
£
ool Tk Collapse All e
461 55. ESP
462 55. Apply as Column Ctrl+ Shift+ ESP
463 55, ESP
464 55.¢ Apply as Filter > ESP
Sz Prepare as Filter ’ ==
466 55.4 ESP
467 55.¢ Conversation Filter > ESp
468 55.¢ Colorize with Filter > ESP
469 55.¢ Follow b ESP
478 55.4 ESP
471 55.¢ Copy > ESP
472 55.¢ ESP
473 55.¢ Show Packet Bytes... Ctrl+Shift+0 ESP
474 55.¢ Export Packet Bytes... Ctrl+Shift+X EsP
Wiki Protocol Page -
Frame 464: 176 byt ) ] 8 bits)
Ethernet II, Src: ' Filter Field Reference e _84:e2:b7 (@
Internet Protocol ° Protocol Preferences » .240
User Datagram Prot:
Encapsulating Secu Go to Linked Packet
— - d Packet in New Window
ESP Sequence: 3.

3¥:cEdge1 L BIE BHESP SPIZ0x040001dc. XA T BirEIR EHTIERS.



> Frame 464: 176 bytes on wire (1408 bits), 176 bytes captured (1408 bits)

» Ethernet II, Src: VMware_84:af:45 (00:50:56:84:af:45), Dst: VMware_84:e2:b7
Internet Protocol Version 4, Src: 192.168.23.149, Dst: 192.168.28.240
User Datagram Protocol, Src Port: 12386, Dst Port: 12407

UDP Encapsulation of IPsec Packets
v [ ] =& ' = i - - .

SP SPI: @x@40@0ldc (67109340

ESP Sequence: 319

T BériER , EE LIRS RFATE HUDPENCAP , A E REFEEFHESPFIS,

—BBIEBE RESPFHIS | KEE —NMEIRMESP SPIFT AAES =/ NMERATIESR , BMXERZ
SPIF LB Fr ERENRE

BFAE , EEFANMNESFYSHNEFESEFRIC TDSCP 27,

R a
Fie Bdt View Go Cophwe Ansbe Sustics Teephony Woess Tock e
dm;® BB a+=ET 5 E0qan . . = =
: k= | : T i8] LLLY.
N [ vt g == 37 9+
e oo o
e o Cobeiort._ Serbrt Gotrebonbit  Seamalinte e - — —— — — <
I 2 N (”I_h""""""::: 2 192.148.28.340 s i 303 pefault e (5Pl
e - A = 1 (£5Y
7% 8 77 !uwr-tmluml{-"_-'_‘—‘—.m ’ :wi::
76 0 37 5P (STeubdinl - plediating
i g 37 ESE [ SHT o ) 1 9P (L1
e m 5P (SPTepen1ic) = — et
% N 5 (8. 26} = x L
e s 2 E55 (3 oacbabnorsc) e s oo Y G
i e /:24:}*"“"“’“’ 197.148.28, 240 e e n 7 3 (S
i e s B 102,148, 38. 108 e it aue e (o
k 26 ¥ e 192,168,328, 200 s 17 ny 7 el
s n7 a7 USP (ST iid ) 2 g i 1N S k(T
) s 27 ESP [UPT-Suba1ds ) = 2 e ™ e o (9;_.
7% 0 37 5P [SPTebubn1dc) =
e e ne 7 £ (5P
% e 3 ESP (SPT-ublebii) = == === 5 (1
I m ESP [SPTAbaNNLEC) = i s 7 S (S
% St a7 5P (ST anidc ) s e N 27 e (5P
% s 37 P = o S )
i = ERLr TR i) 19.148.38, s 17 mn e (o1
': j:: = ::_: 's“:ll_‘""'*"'::] 143.148.38. 300 s 1 323 3 5 (L1
e Sy = :wr*lutnl 1«] 192.168.28. 200 e 1% o S (ShIa
b = 5 (o m: 193.148.28,240 s i 34 27 e (5P
g 152.148.30. 106 e 1 s 1 [
je Lt R T=haanr) i~ 192,148 28, 240 (33 e 0e 17 T3 (WPl
« » < >
Frame 4311 176 bytes on wire (1808 BiRs), 176 Bytes capfured (LOBE Bits) Frame 4432 176 bytes on wire (1488 bits), 176 bytes captured (1888 bits)
Ethermet 13, Secs Vebeare_B4af 145 (001501561841a1 145, DSt VMaare BALE2IDT (BOES01561B41E21T) Etharnat 1, Sre: Vhasre_BAiafie (00:38:56:840:a7:45), DIE: Ware_BAte2tbT (00:30:56:04:a2iET)
Internrt Protecel Vershos 4, Srci 2. 06820148 Teti 192.148.28. 340 Iatarnet Protocal Verslon 4, Srci 192,168.20.040, But: 192.168.30.240
Urer Dutagraa Protocal. Sec Pert: 11IB6, Dut PErt: 10807 Usér Datagres Protocal, Sed Porti 12086, Dit Porti 13407
VOF Escapiulation of IPiec Packets - e Incapsulation of IPsec Packets
- Encaprulating Secerity Paylosd
ESP SPI: GwbAOMILEC (6THOIIE0)

X fh B ] BATEWireshark P F 358K , t 0] BAfE A Microsoft Excel#t 1TiX fi L&
A T EAMicrosoft Exceli# TR , EEXNHMNERBTUS , UERIERMNERFPWEIES.
ERERT |, F—MAXEIESNESPFESIH306 , WRTEHIESHES451,

A

Am2® REReEZF S EQQQH
N |ip.dsfield.dscp == 27 [X] -] +

Mo. Time Source Destination Protocol  Length ESP Sequence Different A
[ 451 55.441963 192.168.23.149 192.168.28.240 ESP 176 306 27

452 55.445976 192.168.23.149 192.168.28.248 ESP 176 387 27

453 55.448966 192.168.23.149 192.168.28.248 ESP 176 3es8 27

454 55.450965 192.168.23.149 192.168.28.248 ESP 176 3e9 27

455 55.452964 192.168.23.149 192.168.28.240 ESP 176 310 27

456 55.454963 192.168.23.149 192.168.28.249 ESP 176 311 27

457 55.455970 192.168.23.149 192.168.28.240 ESP 176 312 27

458 55.456977 192.168.23.149 192.168.28.248 ESP 176 313 27

RERPHRE —MEXBIESHNESPFHIN405 , BIEE4HRS 15500



548 55.608962

403 27

192.168.23.149 192.168.28.240 ESP 176
549 55.6@9969 192.168.23.149 192.168.28.2408 ESP 176 404 27
550 55.61096@0 192.168.23.149 192.168.28.240 ESP 176 405 27

£ BfRIRP |, E-MEXBIEIXN N TESPF 3068y REIR , (BLLHIR P R HIE 2463,

461 60.522028 192.168.23.149 192.168.28.248 ESP 168 487 Class S¢
462 60.715026 192.168.23.149 192.168.28.248 ESP 175 408 Class St
463 60.999008 192.168.23.149 192.168.28.240 ESP 176 3e6 27
464 61.003006 192.168.23.149 192.168.28.240 ESP 176 3e7 27
RE—MIXBIES LI ZESPFSI405 , ©REIEE564,
5b¥ bl.1bbUbZ 1YZ.1b8.Z3.13Y 192.1b8.28.240 ESP 1/6 443 2/
561 61.166043 192.168.23.149 192.168.28.240 ESP 176 4e4 27
562 61.166043 192.168.23.149 192.168.28.240 ESP 176 405 27
563 61.431029 192.168.23.149 192.168.28.240 ESP 168 409 Class St
564 61.584021 192.168.23.149 192.168.28.248 ESP 175 410 Class S¢
WE , BTANE-NMERETI S |, FERXEEEREES.
SR> HBEa S B>EACSY...
A CAP.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Open Ctrl+0 ER O SIE_QAQQEH
Open Recent »
Merge... Destination Protocol Length
Import from Hex Dump... 149 192.168.28.240 ESP 176
Close Ctrl+W 149 192.168.28.240 ESP 176
149 192.168.28.240 ESP 176
Save Ctrl+S 149 192.168.28.240 ESP 176
St A Ctrl+Shift+S 149 192.168.28.240 ESP 176
149 192.168.28.240 ESP 176
File Set » 149 192.168.28.240 ESP 176
149 192.168.28.240 ESP 176
Export Specified Packets... 149 192.168.28.240 ESP 176
Export Packet Dissections 4 As Plain Text... 240 ESP 176
: .240 ESP 176
Export Packet Bytes... Ctrl+Shift+X As CSV.., 240 ESp 176
Export PDUs to File... As "C" Arrays... .240 ESP 176
Export TLS Session Keys... -240 ESP 176
As PSML XML... .240 ESP 176
Export Objects »
S AsPDMLXML..  |.240 ESP 176
Print... Ctrl+P As JSON... -240 ESP 176
. 240 ESP 176
Quit Ctr+Q 149 192.168.28.240 ESP 176
= 0 wz>+149 192.168.28.240 ESP 176
548 55.608962 192.168.23.149 192.168.28.240 ESP 176

i%##CapturedfRange , £RangeFEF R AMNE - MEXBFE LI RE —MHEXBEINTBE.
f£File Name ( X#H& ) FERTPWMAXHE , A E TSave(RTF).



*

Quick access

Desktop

Libraries

‘-_:-I

This PC

N

Network

M Wireshark - Export Packet Dissections

Savein:

X
I Desktop v @ F @
Name a Status Date modified
No items match your search.
L4 >
File name: CAP1_slice v Save
Save as type: :CSVCmaSq:adedV&mmnay}('_cm v Cancel
Help
Packet Range Pack:
@®Captured (O Displayed P
(O All packets 880 100 £
(O Selected packet 1 1 Pz
Marked packets 0 0 D
First to last marked 0 0 —
@ RE“QBI I451'550 100 100 D P
- [JE:

Remove lgnored packets

X< IR B Ecapture 2 L ES BT,



Ml Wireshark « Export Packet Dissections "
Savein: | [l Deskicp 2| [ O el s

* Mame Ctatus Date miodified

M ernd sl our fearch,
Cuick acoess

[
Diesitop

= |
Librasies

4

This PC

¢ ;

Metveork
Fils name: [L‘API_.iDr “"'l I Sare I
Save & bype: C5V Comma Separsted Valses summany) "o Cancel
Heip
Padoet Rarge Facke
®Cactured () Dplaryed EHra
()Ml packets 04 1 E
i) Selecied packet i s
Wlark = pachoets
A
Firsi do Laat rrseb el
®) Range: (453554 10z Clra
Remgve lgrored packets L&

TEMicrosoft Excel R 3T F B ANCSVILH,

EIREIRCSVE | ZFEHAXLSXER,

Save As

@ Recert ’I‘ & Desktop
lC.ﬂP]_«:Iice

Cisco | Excel Warkboak (*xlsx)

ERBEDR , BE+AFSLUMNEM TR, HHHBNCAP2 slice.

i | 485 55.51497 192.168.2:192.168.2EESP 176 340 27 ESP (SP1=0x040001dc)

486 55.51697 192.168.2:192.168.2¢ ESP 176 341 27 ESP (SPI1=0x040001dc)

487 55.51796 192.168.2: 192.168.2ESP 176 342 27 ESP (SPI=0x040001dc)
CAP1_slice @

FTFFCAP2 CSVX#H#ECTRL +ait #E £ 8 , HCTRL + cEHiZ 3,

[F';- Save



S EICAP1 slice.xIsx3#+ , FECAP2_slicefy S = MATF L , FEFIKFE S MME(CTRL + v)FI &
L&A,



File Home

o & Cut

o [BCopy ~

Paste

Insert

Fage Layout

Calibn

w43 Farmat Fainter

Clpboard

B
i

=

I

o s W b o P e

EEUERRUERESEEBNEREER

F]

CAP1_slice

I

| CAPZ slice |

Formulas

C

1]
il

CAPT_sheesxb = Say

View Help
#r - 3 Wrap Text General -
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ANno

-Time -Source
60.99901 192.168.2:192.168.2¢ ESP
61.00301 192.168.2:192.168.2f ESP
61.00506 192.168.2:192.168.2¢ ESP
61.00706 192.168.2:192.168.2¢ ESP
61.00905 192.168.2:192.168.2¢ ESP
61.01006 192.168.2:192.168.2f ESP
61.01105 192.168.2:192.168.2¢ ESP
61.01305 192.168.2:192.168.2 ESP
61.01406 192.168.2:192.168.2 ESP
61.01606 192.168.2:192.168.2 ESP
61.01806 192.168.2:192.168.2 ESP
61.02106 192.168.2:192.168.2¢ ESP
61.02205 192.168.2:192.168.2¢ ESP
61.02306 192.168.2:192.168.2¢ ESP
61.02506 192.168.2:192.168.2¢ ESP
61.02605 192.168.2:192.168.2¢ ESP
61.02805 192.168.2:192.168.2{ ESP
61.02906 192.168.2:192.168.2¢ ESP
61.02906 192.168.2:192.168.2¢ ESP
61.03005 192.168.2:192.168.2¢ ESP
61.03206 192.168.2:192.168.2¢ ESP
61.03306 192.168.2:192.168.2¢ ESP
61.03505 192.168.2:192.168.2¢ ESP
61.03606 192.168.2:192.168.2¢ ESP
61.03905 192.168.2:192.168.2¢ ESP
61.04105 192.168.2:192.168.2¢ ESP
61.04206 192.168.2:192.168.2¢ ESP
61.04406 192.168.2:192.168.2 ESP
61.04606 192.168.2:192.168.2¢ ESP
61.06305 192.168.2:192.168.2L ESP
61.06505 192.168.2:192.168.2¢ ESP
61.06705 192.168.2:192.168.2 ESP
61.06905 192.168.2:192.168.2¢ ESP
61.07105 192.168.2:192.168.2 ESP
61.07105 192.168.2:192.168.2¢ ESP
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Destinatic Protocol Length  ESP Seque Differenti Source Po Destinatic Info

IR [EICAP1_slice T &%k 7 832 — 1 & 7y COMPARE_ESP_SEQUENCE®Y# 5.

A B | c | 0 | E | F | 6 | | | | J |
1 |No. Time Source  Destinatic Protocol Length  ESP Seque Differenti Source Po Destinatic Info
2 451 55.44196 192.168.2:192.168.2£ ESP 176 306
3 452 55.44598 192.168.2:192.168.2£ ESP 176 307
. AEA EE 4AOAT 1A% 1£0 A% 1A% 1£0 AErEn 17e ana

L

Sequence Number
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)

FERE R AL AR

-Sequence‘N
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI1=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI1=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI1=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI1=0x040001dc)
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=IF(ISNA(VLOOKUP(G2,CAP2_slice!G:G , 1,FALSE)),"MISSING","PRESENT")
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=IF{ISNA(VLOOKUP(G2,CAP2_slice GG, 1,FALSE)),"MISSING", "PRESENT")
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55.44196 192.168.2:192.168.2{ ESP 176] 306] 7

55,4455 192.168.2: 192, 168, 2L ESP !.76.
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Sequence Number
ESP (5P I=0x040001dc])
ESP [SPI=0x040001dc)
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| A B | c | b | E | F | 6 | H | I | J | K| L LM ]
1 |No. Time Source  Destinatic Protocol Length  ESP Seque Differenti Source Po Destinatic Info Sequence Number
2 451 55.44196 192.168.2:192.168.26ESP 176 306 27 ESP (SPI=0x040001dc)
3| 452 55.44598 192.168.2:192.168.2L ESP 176 307 27

ESP (SPI=0x040001dc)

EEFIOT2 , HRENRBFEZEAKARNEZEENETA,
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PRESENT

X fe || =IF{ISNA(VLOOKUR(G2,CAP2_slice!G:G,1,FALSE]),"MISSING","PRESENT")
B C D E F G H | 1) K L M M Q P Q R 35 T u v w

Time Source  Destinatic Protocol Length  ESP Seque Differenti Source Po Destinatic Info Sequence Number COMPARE _ESP_SEQUENCE

31 55.44196 192.168.2: 192.168.2EESP 176 306 7 ESP (SPI=0x040001dc) PRESENT

52 55.445598 192.168.2% 192.168.2EESP 176 307 27 ESP (SP=0n040001dc)

¥3 5544897 192.168.2:192.168.20ESP 176 308 7 ESP |SP1=0x040001dc)

3 5545097 192.168.2: 192.168.2E ESP 176 309 7 ESP (SPI=0x040001dc)

35 5545296 192.168.2: 192.168.2E ESP 176 310 27 ESP (SPI=0x040000dc)

36 55.45496 192.168.2: 192.168.2EESP 176 311 27 ESP [SP=0n040001dc)

37 55.45597 192.168.27 192.168.2E ESP 176 312 7 ESP (SPI=0x040001dc)

¥ 5545698 192.168.2: 192.168.2(ESP 176 313 7 ESP (5P1=0x040001dc)

59 55.45797 192.168.2: 192.168.2EESP 176 314 27 ESP (SP=0n020001dc)

30 55.45898 192.168.27 192.168.26ESP 176 315 27 ESP (SPI=0x040001dc)

31 55.45197 192.168.2: 192.168.2E ESP 176 316 7 ESP (SPI=0x040001dc)

52 55.46397 192.168.2: 192.168.2EESP 176 317 27 ESP SP1=0x080001dc)

53 55.46596 192.168.2: 192.168.2EESP 176 318 27 ESP [SP1=0x040001dc)

¥ 5546697 192.168.27 192.168.2E ESP 176 319 7 ESP (5PI1=0x040001dc)

¥ 5546796 192.168.2: 192.168.2E ESP 176 3N 7 ESP | SPI=0x040001dc)

36 55.46996 192.168.2: 192.168.2EESP 176 n 27 ESP (SP=0n040001dc)

37 5547097 192.168.2% 192.168.2E ESP 176 322 27 ESP [SPI=0x040001dc)
2T DIUULT T ATLAVOLD LTLAUO. LLCOF armw 7% “r COF | IF I=UAsUUUAUL | .I'I\ml 1
540 55.60496 192.168.27192.168.2 ESP 176 395 27 ESP (SPI=0x040001dc) _PRE.SENT
541 55.60596 192.168.2:192.168.2¢{ ESP 176 396 27 ESP (SPI=0x040001dc) PRESENT
542 55.60696 192.168.2:192.168.2{ ESP 176 397 27 ESP (SPI=0x040001dc) PRESENT
543 55.60696 192.168.2:192.168.2{ ESP 176 398 27 ESP (SPI=0x040001dc) PRESENT
544 55.60696 192.168.2:192.168.2{ ESP 176 399 27 ESP (SPI=0x040001dc) PRESENT
545 55.60796 192.168.2:192.168.2{ ESP 176 400 27 ESP (SPI=0x040001dc) PRESENT
546 55.60796 192.168.2:192.168.2 ESP 176 401 27 ESP (SPI=0x040001dc) _PRESENT_
547 55.60896 192.168.2:192.168.2{ ESP 176 402 27 ESP (SPI=0x040001dc) PRESENT
548 55.60896 192.168.2:192.168.2{ ESP 176 403 27 ESP (SPI=0x040001dc) PRESENT
549 55.60997 192.168.2:192.168.2{ ESP 176 404 27 ESP (SPI=0x040001dc) PRESENT
550 55.61096 192.168.2:192.168.2{ ESP 176 405 27 ESP (SPI=0x040001dc) PRESENT
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4/Z DLULDUD 19Z2.108.2: 192.108.2¢ ESV 1/0 315 27 ESF [dPI=UXuguuULac)
473 61.01806 192.168.2:192.168.2¢ ESP 176 316 27 ESP (SPI=0x040001dc)
474_61.02106 192.168.2: 192.168.26 ESP 176 317 27 ESP (SPI=0x040001dc
475 61.02205 192.168.2:192.168.26 ESP 176 318 27 ESP (SPI=0x040001d(
476 61.02306 192.168.2:192.168.28 ESP 176 319 27 ESP (SPI=0x040001d
477 61.02506 192.168.2:192.168.26 ESP 176 320 27 ESP (SPI=0x040001d(
478 61.02605 192.168.2:192.168.26 ESP 176 321 27 ESP (SPI=0x040001d(
479 61.02805 192.168.2:192.168.2¢ ESP 176 322 27 ESP (SPI=0x040001d(
480 61.02906 192.168.2:192.168.28 ESP 176 323 27 ESP (SPI=0x040001d«
481 61.02906 192.168.2:192.168.26 ESP 176 324 27 ESP (SPI=0x040001d(
482 61.03005 192.168.2:192.168.2¢ ESP 176 325 27 ESP (SPI=0x040001d(
483 61.03206 192.168.2:192.168.2¢ ESP 176 326 27 ESP (SPI=0x040001d(
484 61.03306 192.168.2:192.168.28 ESP 176 327 27 ESP (SPI=0x040001d¢
485 61.03505 192.168.2:192.168.2¢ ESP 176 328 27 ESP (SPI=0x040001dc)
436 61.03606 192.168.2:192.168.26 ESP 176 329 27 ESP (SPI=0x040001dc)
487 61.03905 192.168.2:192.168.2¢ ESP 176 330 27 ESP (SPI=0x040001dc)
488 61.04105 192.168.2:192.168.2¢ ESP 176 331 27 ESP (SPI=0x040001dc)
489 61.04206 192.168.2:192.168.2¢ ESP 176 332 27 ESP (SPI=0x040001dc)
430 61.04406 192.168.2:192.168.2¢ ESP 176 333 27 ESP (SPI=0x040001dc)
491 61.04606 192.168.2:192.168.2€ ESP 176 334 27 ESP (SPI=0x040001dc)
492 61.06305 192.168.2:192.168.2¢ ESP 176 335 27 ESP (SPI=0x040001dc)
493 61.06505 192.168.2:192.168.2¢ ESP 176 336 27 ESP (SPI=0x040001dc)
434 61.06705 192.168.2:192.168.2¢ ESP 176 337 27 ESP (SPI=0x040001dc)
495 61.06905 192.168.2:192.168.2¢ ESP 176 338 27 ESP (SPI=0x040001dc)
496 61.07105 192.168.23192.168.2¢ ESP 176 339 27 ESP (SPI=0x040001dc)
497 61.07105 192.168.2:192.168.2¢ ESP 176 340 27 ESP (SPI=0x040001dc)
498 61.07205 192.168.23192.168.26 ESP 176 341 27 ESP (SPI=0x040001dc)
499 61.07605 192.168.2:192.168.2£ ESP 176 342 27 ESP (SPI=0x040001dc)
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460 55.45898 192.168.2:192.168.2¢ ESP 176 315 27 ESP (SPI=0x040001dc) PRESENT
461 55.46197 192.168.2:192.168.2¢ ESP 176 316 27 ESP (SPI1=0x040001dc) PRESENT
462 55.46397 192.168.2:192.168.2¢ ESP 176 317 27 ESP (SPI1=0x040001dc) PRESENT
463 55.46596 192.168.2:192.168.2¢ ESP 176 318 27 ESP (SPI=0x040001dc)
464 55.46697 192.168.2:192.168.2¢ ESP 176 319 27 ESP (SPI=0x040001dc)
465 55.46796 192.168.2:192.168.2¢ ESP 176 320 27 ESP (SPI1=0x040001dc)
466 55.46996 192.168.2: 192.168.2¢ ESP 176 321 27 ESP (SPI=0x040001dc)
467 55.47097 192.168.2:192.168.2¢ ESP 176 322 27 ESP (SPI=0x040001dc)
468 55.47198 192.168.2:192.168.2¢ ESP 176 323 27 ESP (SPI1=0x040001dc)
469 55.47297 192.168.2:192.168.2¢ ESP 176 324 27 ESP (SPI=0x040001dc)
470 55.47497 192.168.2:192.168.2¢ ESP 176 325 27 ESP (SPI1=0x040001dc)
471 55.47597 192.168.2:192.168.2¢ ESP 176 326 27 ESP (SPI1=0x040001dc)
472 55.47697 192.168.2:192.168.2¢ ESP 176 327 27 ESP (5PI1=0x040001dc)
473 55.47896 192.168.2:192.168.2£ ESP 176 328 27 ESP (SPI1=0x040001dc) PRESENT
474 55.48096 192.168.2:192.168.2¢ ESP 176 329 27 ESP (SPI=0x040001dc) PRESENT
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Time Source  Destinatic Protocol Length
55.46596 192.168.2:192.168.28 ESP 176
55.46697 192.168.2:192.168.28 ESP 176
55.46796 192.168.2:192.168.2{ ESP 176
55.46996 192.168.2:192.168.2 ESP 176
55.47097 192.168.2:192.168.2 ESP 176
55.47198 192.168.2:192.168.28 ESP 176
55.47297 192.168.2:192.168.28 ESP 176
55.47497 192.168.2:192.168.2§ ESP 176
55.47597 192.168.2:192.168.2 ESP 176
55.47697 192.168.2:192.168.2¢ ESP 176
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ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
ESP (SPI=0x040001dc)
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https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/zh_cn/support/index.html
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