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BRERAR11

hostname Routerll

!

interface FastEthernet0/0

ip address 192.168.10.1 255.255.255.0
!-—- Connected to Router2l. ! interface FastEthernet0/1
ip address 172.16.11.1 255.255.255.0 !--- Connected to
PIX1. ! router ospf 1 log-adjacency-changes network
192.168.10.0 0.0.0.255 area 0 default-information
originate metric 5 route-map check-default !/--- A
default route is advertised into OSPF conditionally
(based on whether the link !--- from Routerl2 to ISP-A
is active), with a metric of 5. router bgp 64496 no
synchronization bgp log-neighbor-changes network
192.168.10.0 neighbor 172.16.12.2 remote-as 64496 ![---
Configures Routerl2 as an 1BGP peer . distance bgp 20
105 200 !--- Administrative distance of 1BGP learned
routes 1s changed from default 200 to 105. no auto-
summary ! ip route 172.16.12.0 255.255.255.0
172.16.11.10 !--- Static route to 1BGP peer, because it
is not directly connected. ! access-1list 30 permit
0.0.0.0 access-1list 31 permit 172.16.12.2 route-map
check-default permit 10 match ip address 30 match ip
next-hop 31

PR EHE%12

hostname Routerl?2

!
interface FastEthernet0/0

ip address 172.16.13.2 255.255.255.0

! --- Connected to Routerl4 (ISP-A). ! interface
FastEthernet0/1 ip address 172.16.12.2 255.255.255.0 !/--
- Connected to PIX1. ! router bgp 64496 no
synchronization neighbor 172.16.11.1 remote-as 64496
neighbor 172.16.11.1 next-hop-self neighbor 172.16.11.1
default-originate route-map check-ispa-route !/--- A
default route is advertised to Routerll conditionally
(based on whether the link !--- from Routerl2 to ISP-A
is active). neighbor 172.16.11.1 distribute-list 1 out
neighbor 172.16.13.4 remote-as 64500 !/--- Configures
Routerl4d (ISP-A) as an eBGP peer. neighbor 172.16.13.4
route-map adv-to-ispa out no auto-summary ! ip route
172.16.11.0 255.255.255.0 172.16.12.10 !--- Static route
to iBGP peer, because it 1is not directly connected. !
access-list 1 permit 0.0.0.0 access-list 10 permit
192.168.10.0 access-1list 20 permit 10.10.20.0 0.0.0.255
access-list 21 permit 172.16.13.4 ! route-map check-
ispa-route permit 10 match ip address 20 match ip next-
hop 21 ! route-map adv-to-ispa permit 10 match ip
address 10

BREER 14 (ISP-A)

hostname Routerl4d
!
interface Ethernet0/0
ip address 172.16.13.4 255.255.255.0




interface Ethernet0/1

ip address 10.10.20.1 255.255.255.0

!
router bgp 64500

network 10.10.20.0 mask 255.255.255.0
neighbor 172.16.13.2 remote-as 64496
!--- Configures Routerl2 as an eBGP peer. !

P& R 8R21

hostname Router2l

!

interface FastEthernet0/0

ip address 192.168.10.2 255.255.255.0

!-—- Connected to Routerll. ! interface FastEthernet0/1
ip address 172.16.21.1 255.255.255.0 !--- Connected to
PIX2. ! router ospf 1 network 192.168.10.0 0.0.0.255
area 0 default-information originate metric 30 route-map
check-default !--- A default route is advertised into
OSPF conditionally (based on whether the link !--- from
Router22 to ISP-B is active), with a metric of 30. !
router bgp 64496 no synchronization network 192.168.10.0
neighbor 172.16.22.2 remote-as 64496 !--- Configures
Router22 as an 1BGP peer. ! ip route 172.16.22.0
255.255.255.0 172.16.21.10 !--- Static route to 1iBGP
peer, because it is not directly connected. ! access-
list 30 permit 0.0.0.0 access-list 31 permit 172.16.22.2
route-map check-default permit 10 match ip address 30
match ip next-hop 31 !

B 8822

hostname Router22

!

interface FastEthernet0/0

ip address 172.16.23.2 255.255.255.0

!--- Connected to Router24 (ISP-B). ! interface
FastEthernet0/1 ip address 172.16.22.2 255.255.255.0 !--
- Connected to PIX2. ! router bgp 64496 no
synchronization bgp log-neighbor-changes neighbor
172.16.21.1 remote-as 64496 !--- Configure Router2l as
an 1BGP peer. neighbor 172.16.21.1 next-hop-self
neighbor 172.16.21.1 default-originate route-map check-
ispb-route !--- A default route is advertised to
Router2l conditionally (based on whether the link !---
from Router22 to ISP-B is active). ! neighbor
172.16.21.1 distribute-list 1 out neighbor 172.16.23.4
remote-as 64503 neighbor 172.16.23.4 route-map adv-to-
ispb out ! ip route 172.16.21.0 255.255.255.0
172.16.22.10 !--- Static route to 1BGP peer, because it
is not directly connected. ! access-1list 1 permit
0.0.0.0 access-list 10 permit 192.168.10.0 access-list
20 permit 10.10.30.0 0.0.0.255 access-list 21 permit
172.16.23.4 ! route-map check-ispb-route permit 10 match
ip address 20 match ip next-hop 21 ! route-map adv-to-
ispb permit 10 match ip address 10 set as-path prepend
10 10 10 !/--- Route map used to change the AS path
attribute of outgoing updates.

BR8] 24 (ISP-B)

hostname Router24
1




interface Loopback0

ip address 10.10.30.1 255.255.255.0

!
interface FastEthernet0/0

ip address 172.16.23.4 255.255.255.0
!
router bgp 64503

bgp log-neighbor-changes

network 10.10.30.0 mask 255.255.255.0
neighbor 172.16.23.2 remote-as 64496
!--- Configures Router22 as an eBGP peer. !

PIX1

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

ip address outside 172.16.12.10 255.255.255.0

ip address inside 172.16.11.10 255.255.255.0

!--- Configures the IP addresses for the inside and
outside interfaces. access-list acl-1 permit tcp host
172.16.12.2 host 172.16.11.1 eq bgp

!--—- Access 1list allows BGP traffic to pass from outside
to inside. access-list acl-1 permit icmp any any !---
Allows ping to pass through for testing purposes only.

access-group acl-1 in interface outside

nat (inside) 0 0.0.0.0 0.0.0.0 0 O

!--- No NAT translation, to allow Routerll on the inside
to initiate a BGP session !--- to Routerl2 on the
outside of PIX. static (inside,outside) 172.16.11.1
172.16.11.1 netmask 255.255.255.255 !--- Static NAT
translation, to allow Routerl2 on the outside to
initiate a BGP session !--- to Routerll on the inside of
PIX. route outside 0.0.0.0 0.0.0.0 172.16.12.2 1 route
inside 192.168.10.0 255.255.255.0 172.16.11.1 1

PIX2

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

ip address outside 172.16.22.10 255.255.255.0

ip address inside 172.16.21.10 255.255.255.0

!--- Configures the IP addresses for the inside and
outside interfaces. access-list acl-1 permit tcp host
172.16.22.2 host 172.16.21.1 eq bgp

!--- Access 1list allows BGP traffic to pass from outside
to inside. access-list acl-1 permit icmp any any !---
Allows ping to pass through for testing purposes only.

access-group acl-1 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.22.2 1

route inside 192.168.10.0 255.255.255.0 172.16.21.1 1
nat (inside) 0 0.0.0.0 0.0.0.0 0 O

!--- No NAT translation, to allow Router2l on the inside
to initiate a BGP session !--- to Router22 on the
outside of PIX. static (inside,outside) 172.16.21.1
172.16.21.1 netmask 255.255.255.255 ! -- Static NAT
translation, to allow Router22 on the outside to
initiate a BGP session !--- to Router2l on the inside of
PIX.

BiE



ER AL D ATEIAE BRER ERIZTT.
il

moRHERER (R ) (OIT) FEFEEL show 5B, A OIT JEFX show ti B

ez g

LMW BGP 2EHTITR , LA RMEMAERFEIMEY ISP-A #ITHHA. ZERouter11 LR
BGP%&. '©MRouter125REXERIABEH0.0.0.0/0 , T—BkN172.16.12.2,

Routerll# show ip bgp

BGP table version is 14, local router ID is 192.168.10.1
Status codes: s suppressed, d damped, h history, * wvalid, > best, 1 -

Origin codes: i1 - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*>i0.0.0.0 172.16.12.2 100 0 i

*> 192.168.10.0 0.0.0.0 32768 i

0
B BGP 3REX#Y 0.0.0.0/0 BMIABHASLEERHKTD , WERKASE 11 £H show ip route K4 H
PiRo

Routerll# show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 172.16.12.2 to network 0.0.0.0

C 192.168.10.0/24 is directly connected, FastEthernet0/0
172.16.0.0/24 is subnetted, 2 subnets

S 172.16.12.0 [1/0] via 172.16.11.10

C 172.16.11.0 is directly connected, FastEthernet0/1

B* 0.0.0.0/0 [105/0] via 172.16.12.2, 00:27:24

I 1EZERouter21 EMBGPX., BiAEXRouter23REVER AR H .

Router21# show ip bgp

BGP table version is 8, local router ID is 192.168.10.2

Status codes: s suppressed, d damped, h history, * valid, > best, 1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>i0.0.0.0 172.16.22.2 100 0 i

*> 192.168.10.0 0.0.0.0 32768

0
DEFEKREL BGP RIMAMIABHRE L RERBEER 21 HEEHEKRTP,

Router2l1l# show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 192.168.10.1 to network 0.0.0.0

C 192.168.10.0/24 is directly connected, FastEthernet0/0
172.16.0.0/24 is subnetted, 2 subnets

C 172.16.21.0 is directly connected, FastEthernet0/1

S 172.16.22.0 [1/0] via 172.16.21.10

O*E2 0.0.0.0/0 [110/5] via 192.168.10.1, 00:27:06, FastEthernet0/0

B2 21 R BRIARR A RET OSPF 3REWM ( 1553 0.0.0.0/0 BBHK o BBHNE , BLEETR
, B—MNERIARRHEET BGP MEEH 2 22 3REWAY , {8 show ip route R E TR , MIABHRE
i OSPF ZREWH .

BT B 2T 21 MBATAANRIREL OSPF BRUIABRH , HILZRIARHEREHEMHES 21 F : BBH
2% 22 (JBX iBGP ) MEEM=R 11 (BT OSPF ) , BMHARESENEAEFNERERNRARE
FEREKRP. OSPFRNEERER 110, MIBGPHEEIERE 7200, FHit , OSPFEIMNIMIARES
ZERIEHRP , AN110/0T200, BXREHEFENFARESR , FSFICiscolt M 25+ AYEX HIAE

o

R BR

{52 FA 4S80 20 W] BR BREC B HUE
XA EEMER 12 M ISP-A ZE# BGP £1&,

Routerl2 (config)# interface fas 0/0

Routerl2 (config-if)# shut

1w0d: $LINK-5-CHANGED: Interface FastEthernet0/0,
changed state to administratively down

1w0d: $LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0,
changed state to down

BREHER 11 % B8 BGP MERHER 12 SREXAIRINBEH .

Routerll# show ip bgp

BGP table version is 16, local router ID is 192.168.10.1

Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal
Origin codes: i1 - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 192.168.10.0 0.0.0.0 0

KERouter! L AHK., BRIARABESOSPF ( BEIEE110 ) 3RE , T —Bk N Router21,

Routerll# show ip route

! --- Output suppressed. Gateway of last resort is 192.168.10.2 to network 0.0.0.0 C
192.168.10.0/24 is directly connected, FastEthernet0/0 172.16.0.0/24 is subnetted, 2 subnets S
172.16.12.0 [1/0] via 172.16.11.10 C 172.16.11.0 is directly connected, FastEthernet0/1 O*E2
0.0.0.0/0 [110/30] wvia 192.168.10.2, 00:00:09, FastEthernet0/0


/c/zh_cn/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/8651-21.html

i R ETE RN TE L. Y, WNEENR 7 H#EKEBES 11 FHY distance bgp 20 105
200 RES S RENEHER 11 LHNEHEROKN,

It an o EBRIA Jdistance bgp 20 200 200 , FEiZGHH , eBGPEIHEENEEEE N
20 , IBGPEI AN EEEE 7200 , AiBGPH B EEIEREIX200,

LR HES12HISP-AZ B8R BIR BT |, BERHER 1M MEEHEF 128 I iBGPIRENER ARG, BR

, BT LiBGPIREXM B M BIABE EIEE 2200 , At EA2EROSPFIREVIEEH ( BR110/MTF
200) , XAEHEIMIEHEET 21 BMEA 22 NERVMEHILRERE ISP-B , BMEMNKHES 12
B ISP-A (e EFIEEHR Rt EFRLREIE | 5N BGP RN KHNEEEEEXR NN
REB <X (IGP) FREEFMIE. EAHIF | IGP £ OSPF , FItiEZEERE 105 (EF 105 M F
110 ) o

£ % distance bgp S SHIFMAES | ES I BGP S, X BGP NEZBEIMFHAER , TSHE
BETHNZEIHRERFER BGP #ITHERAE - BERH ) .

R 2

FEUBRY , BEEZR 11 R5EHES 14 (ISP-A) WiE# eBGP W& |, BRHES 21 5 HES 24
(ISP-B) HE$ eBGP ¥ &k, IKH=EE 12 MEHER 22 725 BGP X% , ERE1m ISP =4 IP
EE, BT eBGP NEATREZEEREMNLE , EIt neighbor ebgp-multihop a5 A TS 58 B H
2%, neighbor ebgp-multinop 75 EBGPHER & = ERIAK —BkeBGPPRHI , BN ©FeBGPHIEEH
S ERETTUOMBRINE1ESR N, EltH RS , eBGPAEHEEIM , Ak ESENRASLEE
neighbor ebgp-multihop 3 , SAETTLEEXR N3, i, EERHSIMPIX LR EFEHSEKE , KR
25 118Eping @R RS 14(ISP-A)#111E172.16.13.4 , H IR EZ A ES2158Eping @ #% A 2524 (ISP-B)#r it
172.16.423.4,

RIAMBERT |, PIX TR Internet 2 4IE S 7MY (ICMP) #3842 ( £4X H ping o &X ) B,
ERF ICMP BB a2 , {5 access-list T , MIETF— PIX BEHATR. B access-list i S
HiFMES | BESEPIXBAEAEZEBGDS.

BRERKE LR 1 PAVEE  BRHeR 12 F ISP-A Z EKY SRR 4L 5 T RE A ER 22 M ISP-B 2 A AV 6%
B% , X ISP-A $EERXFAIRY | ISP-B 8558 A TARE AWM K UG R &
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- BREE812

. BREI28 14 (ISP-A)
. B EHES21

. BREB822

- PIX1

- PIX2

B

hostname Routerll
!
interface FastEthernet0/0
ip address 192.168.10.1 255.255.255.0

!-—-- Connected to Router2l. ! interface FastEthernet0/1
ip address 172.16.11.1 255.255.255.0 !--- Connected to
PIX1. ! router bgp 64496 no synchronization bgp log-

neighbor-changes network 192.168.10.0 neighbor
172.16.13.4 remote-as 64500 neighbor 172.16.13.4 ebgp-




multihop 3 !--- To accept and attempt BGP connections to
external peers that reside on networks that !--- are not
directly connected. neighbor 172.16.13.4 route-map set-
pref in !--- Sets higher local-preference for learned
routes. neighbor 172.16.13.4 route-map adv_to_ispa out
neighbor 192.168.10.2 remote-as 64496 neighbor
192.168.10.2 next-hop-self no auto-summary ! ip route
172.16.12.0 255.255.255.0 172.16.11.10 ip
routel72.16.13.4 255.255.255.255 172.16.11.10 !---
Static route to eBGP peer, because it is not directly
connected. ! access-1list 20 permit 192.168.10.0 ! route-
map set-pref permit 10 set local-preference 200 ! route-
map adv_to_ispa permit 10 match ip address 20 !

BEEHER12

hostname Routerl2

!

interface FastEthernet0/0

ip address 172.16.13.2 255.255.255.0

!-—- Connected to ISP-A. ! interface FastEthernet0/1 ip
address 172.16.12.2 255.255.255.0 !--- Connected to
PIXI1. ! ip route 172.16.11.0 255.255.255.0 172.16.12.10
ip route 192.168.10.0 255.255.255.0 172.16.12.10

SR ER 14 (ISP-A)

hostname Routerl4

!

interface Ethernet0/0

ip address 172.16.13.4 255.255.255.0

!

interface Ethernet0/1

ip address 10.10.20.1 255.255.255.0

!

router bgp 64500
no synchronization
network 10.10.20.0 mask 255.255.255.0

neighbor 172.16.11.1 remote-as 64496

neighbor 172.16.11.1 ebgp-multihop 3

!--- To accept and attempt BGP connections to external
peers that reside on networks that !--- are not directly
connected. neighbor 172.16.11.1 default-originate !/---
Advertises a default route to Routerll. no auto-summary
! ip route 172.16.11.1 255.255.255.255 172.16.13.2 [---
Static route to eBGP peers, because it is not directly
connected.

B EER21

hostname Router2l

!

interface FastEthernet0/0

ip address 192.168.10.2 255.255.255.0
!-—-- Connected to Routerll. ! interface FastEthernet0/1
ip address 172.16.21.1 255.255.255.0 !--- Connected to
PIX2. ! router bgp 64496 no synchronization network
192.168.10.0 neighbor 172.16.23.4 remote-as 64503
neighbor 172.16.23.4 ebgp-multihop 3 !/--- To accept and
attempt BGP connections to external peers that reside on
networks that !--- are not directly connected. neighbor
172.16.23.4 route-map adv_to_ispb out neighbor
192.168.10.1 remote-as 64496 neighbor 192.168.10.1 next-




hop-self no auto-summary ! ip route 172.16.22.0
255.255.255.0 172.16.21.10 ip routel72.16.23.4
255.255.255.255 172.16.21.10 !--- Static routes
configured to reach BGP peer. ! access-1list 20 permit
192.168.10.0 ! route-map adv_to_ispb permit 10 match ip
address 20 set as-path prepend 10 10 10

B 8822

hostname Router22
!
interface FastEthernet0/0
ip address 172.16.23.2 255.255.255.0

!-—-- Connected to Router24 (ISP-B). ! interface
FastEthernet0/1 ip address 172.16.22.2 255.255.255.0 !/--
- Connected to PIX2. ! ip route 172.16.21.0

255.255.255.0 172.16.22.10 ip route 192.168.10.0
255.255.255.0 172.16.22.10

%88 24 (ISP-B)

hostname Router24

!

interface Loopback0

ip address 10.10.30.1 255.255.255.0

!

interface FastEthernet0/0

ip address 172.16.23.4 255.255.255.0

! --—- Connected to Router22. ! router bgp 64503 no
synchronization bgp log-neighbor-changes network
10.10.30.0 mask 255.255.255.0 neighbor 172.16.21.1
remote-as 64496 neighbor 172.16.21.1 ebgp-multihop 3 !--
- To accept and attempt BGP connections to external
peers that reside on networks that !--- are not directly
connected. neighbor 172.16.21.1 default-originate !---
Advertises a default route to Router2l. no auto-summary
! ip route 172.16.21.1 255.255.255.255 172.16.23.2 [---
Static route for BGP peer Routerll, because 1t 1is not
directly connected.

PIX1

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

ip address outside 172.16.12.10 255.255.255.0

ip address inside 172.16.11.10 255.255.255.0
access-list acl-1 permit tcp host 172.16.13.4 host
172.16.11.1 eq bgp

!-- Access list allows BGP traffic to pass from outside
to inside. access-list acl-1 permit icmp any any !--
Allows ping to pass through for testing purposes only.

access-group acl-1 in interface outside

nat (inside) 0 0.0.0.0 0.0.0.0 0 O

static (inside,outside) 172.16.11.1 172.16.11.1 netmask
255.255.255.255

route outside 0.0.0.0 0.0.0.0 172.16.12.2 1

route inside 192.168.10.0 255.255.255.0 172.16.11.1 1

PIX2

nameif ethernet0 outside securityO
nameif ethernetl inside securityl100




ip address outside 172.16.22.10 255.255.255.0

ip address inside 172.16.21.10 255.255.255.0
access-list acl-1 permit tcp host 172.16.23.4 host
172.16.21.1 eq bgp

!-- Access 1list allows BGP traffic to pass from outside
to inside. access-1list acl-1 permit icmp any any !--
Allows ping to pass through for testing purposes only.

access-group acl-1 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.22.2 1

route inside 192.168.10.0 255.255.255.0 172.16.21.1 1
nat (inside) 0 0.0.0.0 0.0.0.0 0 O

static (inside,outside) 172.16.21.1 172.16.21.1 netmask
255.255.255.255

BiE

BHE=E ISP-A M ISP-B W4T EBWE R, ERRAHEE 11 MEEHEE 21 LHY show ip bgp
summary S THRHBIAE 25125 ISP-A fl ISP-B i) BGP £i&.

Routerll# show ip bgp summary

BGP router identifier 192.168.10.1, local AS number 10

BGP table version is 13, main routing table version 13

network entries and 5 paths using 568 bytes of memory
BGP path attribute entries using 420 bytes of memory
BGP AS-PATH entries using 48 bytes of memory

BGP route-map cache entries using 0 bytes of memory

O O N I b

BGP filter-list cache entries using 0 bytes of memory
BGP activity 43/264 prefixes, 75/70 paths, scan interval 15 secs

Neighbor \Y AS MsgRcvd MsgSent ThlVer InQ OutQ Up/Down State/PfxRcd
172.16.13.4 4 64500 1627 1623 13 0 0 02:13:36 2
192.168.10.2 4 64496 1596 1601 13 0 0 02:08:47 2

Router21# show ip bgp summary
!-—- Output suppressed. Neighbor V AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
172.16.23.4 4 64503 1610 1606 8 0 0 02:06:22 2 192.168.10.1 4 64496 1603 1598 8 0 0 02:10:16 3

BHEE 11 i BGP RERHRA T —Bk ISP-A 172.16.13.4 BB A& (0.0.0.0/0),

Routerll# show ip bgp

BGP table version is 13, local router ID is 192.168.10.1

Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal
Origin codes: i1 - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 0.0.0.0 172.16.13.4 200 0 20 i
*> 10.10.20.0/24 172.16.13.4 0 200 0 64500 1
*>110.10.30.0/24 192.168.10.2 0 100 0 64503 1
* 1192.168.10.0 192.168.10.2 0 100 0 i
*> 0.0.0.0 0 32768 1

MEKR ERouter21 EHBGPER. ©EMS:0.0.0.0/08H : —MMISP-BIRA , T—BkH

172.16.23.4 , 3—NBIIBGPIRA , AL LR N200, B TFAMAELERRS , RLEKARF21HIE
iBGPIRAMEH , A CAFZBEHETEIIKARP, X BGP BREENFAFE |, HSH
BGP BERZRBE L,



/c/zh_cn/support/docs/ip/border-gateway-protocol-bgp/13753-25.html

Router21# show ip bgp

BGP table version is 8, local router ID is 192.168.10.2
Status codes: s suppressed, d damped, h history, * valid, > best, 1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

* 0.0.0.0 172.16.23.4 0 64503 1
*>i 192.168.10.1 200 0 64500 i
*>110.10.20.0/24 192.168.10.1 0 200 0 64500 1
*> 10.10.30.0/24 172.16.23.4 0 0 64503 1
*> 192.168.10.0 0.0.0.0 0 32768 i

* 1 192.168.10.1 0 100 0 i

B BR

XA AE 11 # ISP-A BGP &%,

Routerll (config)# interface fas 0/1
Routerll (config-if)# shut

4w2d: SLINK-5-CHANGED: Interface FastEthernet0/1,
changed state to administratively down
4w2d: $LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1,
changed state to down
4dw2d: $BGP-5-ADJCHANGE: neighbor 172.16.13.4 Down BGP Notification sent
4dw2d: $BGP-3-NOTIFICATION: sent to neighbor 172.16.13.4 4/0 (hold time expired)0 bytes

& hold-down timer ( 180 ¥ ) ZIHirt , eBGP Z ISP-A I 21ExH,

Routerll# show ip bgp summary

!-—— Output suppressed. Neighbor V AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
172.16.13.4 4 64500 1633 1632 0 0 0 00:00:58 Active 192.168.10.2 4 64496 1609 1615 21 0 O
02:18:09

BEE 2 ISP-A BUBERE <P |, BREAES 11 % 0.0.0.0/0 , ET—8kH 192.168.10.2 ( BEHEE 21) , X
2B BGP EHBKHARPIREN ., X EMEHMREBET KA 21 AFE ISP-B, AT
HATR :

Routerll# show ip bgp

BGP table version is 21, local router ID is 192.168.10.1

Status codes: s suppressed, d damped, h history, * valid, > best, 1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>i10.0.0.0 192.168.10.2 100 0 64503 i
*>110.10.30.0/24 192.168.10.2 0 100 0 64503 i
* 1192.168.10.0 192.168.10.2 0 100 0 1
*> 0.0.0.0 0 32768 i

Router21# show ip bgp

BGP table version is 14, local router ID is 192.168.10.2
Status codes: s suppressed, d damped, h history, * valid, > best, 1 - internal
Origin codes: i - IGP, e - EGP, ? - incomplete



Network Next Hop Metric LocPrf Weight Path

*> 0.0.0.0 172.16.23.4 0 64503 i

*> 10.10.30.0/24 172.16.23.4 0 0 64503 1

* > 192 168.10.0 0.0.0.0 0 32768 1
192.168.10.1 100

JEi‘I PIX/ASA X BGP 88 ER MD5 %ﬁgﬁﬁE

PIX 6.x Bl

EEREMEE BN , B E BGP #1THMRIE, B UEER BGP XN &4 2 B/ MD5
EMHRIE , X ﬂﬂEFHR‘IER‘I%WZIEﬂE’J TCP EE L RIZENE—BH TR, £H BGP &4
%Y ﬁﬁﬁﬂ SEE MD5 BRRIE ; BN , FefEelZBRBIER, MD5 &R KRIEAE
B &K Cisco IOS EA1¢$EZ$H*A§T£ TCP L?%J:?;Z KB — M MD5 HE, RS HRIFRER
, HFEE—BTHEBEISMRIE , FERBRES,

HIE&ER MD5 S RIEARE 2RI PIX By KIEH BGP X]‘%ﬁilﬁ # BGP BEZHEE PIX FFE
B, BMETE BGP B2 EREH TCP WF5IST 2. XERAIMINERTE PIX PrXiELE
£ TCP HEHLASIS ke : #HE%E%)\?&E@ZHU%EE& AW TCP F5l5,

MD5 S RIER AT TCP {4 IP Rk, TCP Rk M%#E (iB5S M RFC 2385 ), TCP fERAXLLEHK
& (23 TCP F%|5H ACK 3 ) & BGP SBEO T GIZE 128 MM HD, BWHEWLBESTE TCP IR
SLEMFERNBIEST, BRIABIT , XT8N TCP & , PIX #HA—MNEHIF XN F 55 H TR
B, EXEN BGP XN&4Ew |, TCP ERARKBFFISKEIE 128 (L MD5 WS #FH1BH BT I8 %15
SREEZBEEH, EEKN BGP NEHREBZHKIEIFE , TCP A PIX E8HM F5I5RKeIE
128 LY MD5 B %R |, AFhESSZBREEFEENHRHFLHELER,

BT TCP F3{EEM PIX Bk , Rt FBEFTEM , 3 H BGP BEH TCP ZF Z¥IFEIHL
FELLTHEREE MD5 RER.

$TCP-6-BADAUTH: Invalid MD5 digest from 172.16.11.1:1778 to 172.16.12.2:179

{# A static (inside,outside) 172.16.11.1 172.16.11.1 netmask 255.255.255.0 norandomseq i+ £Y
norandomseq X@&F T R UL A B , HFELE PIX X TCP FHIE#TMB. L RHFIi%A
norandomseq <& FH A E :

BEHER11

hostname Routerll

!

interface FastEthernet0/0

ip address 192.168.10.1 255.255.255.0
!-—- Connected to Router2l. ! interface FastEthernet0/1
ip address 172.16.11.1 255.255.255.0 !--- Connected to
PIX1. ! router ospf 1 log-adjacency-changes network
192.168.10.0 0.0.0.255 area 0 default-information
originate metric 5 route-map check-default !--- A
default route is originated conditionally, with a metric
of 5. ! router bgp 64496 no synchronization bgp log-
neighbor-changes network 192.168.10.0 neighbor
172.16.12.2 remote-as 64496 neighbor 172.16.12.2
password 7 08345C5A001A1511110D04

!--- Configures MD5 authentication on BGP. distance bgp
20 105 200 !--- Administrative distance of 1BGP-learned
routes 1is changed from default 200 to 105. !--- MD5



http://www.ietf.org/rfc/rfc2385.txt

authentication is configured for BGP. no auto-summary !
ip route 172.16.12.0 255.255.255.0 172.16.11.10 !/---
Static route to i1BGP peer, because it is not directly
connected. ! access-1list 30 permit 0.0.0.0 access-1list
31 permit 172.16.12.2 route-map check-default permit 10
match ip address 30 match ip next-hop 31

BEEHER12

hostname Routerl2
!
interface FastEthernet0/0
ip address 172.16.13.2 255.255.255.0

!-—- Connected to ISP-A. ! interface FastEthernet0/1 ip
address 172.16.12.2 255.255.255.0 !/--- Connected to
PIX1. ! router bgp 64496 no synchronization neighbor

172.16.11.1 remote-as 64496 neighbor 172.16.11.1 next-
hop-self neighbor 172.16.11.1 default-originate route-
map neighbor 172.16.11.1 password 7
08345C5A001A1511110D04

!--- Configures MD5 authentication on BGP. check-ispa-
route !--- Originate default to Routerll conditionally
if check-ispa-route is a success. !--- MD5
authentication is configured for BGP.

neighbor 172.16.11.1 distribute-list 1 out

neighbor 172.16.13.4 remote-as 64500

neighbor 172.16.13.4 route-map adv-to-ispa out

no auto-summary

!

ip route 172.16.11.0 255.255.255.0 172.16.12.10

!--- Static route to iBGP peer, because it 1s not
directly connected. ! access-list 1 permit 0.0.0.0
access-list 10 permit 192.168.10.0 access-1list 20 permit
10.10.20.0 0.0.0.255 access-1list 21 permit 172.16.13.4 !
route-map check-ispa-route permit 10 match ip address 20
match ip next-hop 21 ! route-map adv-to-ispa permit 10
match ip address 10

PIX1

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

ip address outside 172.16.12.10 255.255.255.0

ip address inside 172.16.11.10 255.255.255.0

access-list acl-1 permit tcp host 172.16.13.4 host
172.16.11.1 eqg bgp

!--—- Access 1list allows BGP traffic to pass from outside
to inside. access-list acl-1 permit icmp any any !---
Allows ping to pass through for testing purposes only.

access-group acl-1 in interface outside

nat (inside) 0 0.0.0.0 0.0.0.0 0 O

static (inside,outside) 172.16.11.1 172.16.11.1 netmask
255.255.255.255 norandomseq

!--- Stops the PIX from offsetting the TCP sequence
number. route outside 0.0.0.0 0.0.0.0 172.16.12.2 1
route inside 192.168.10.0 255.255.255.0 172.16.11.1 1

PIX/ASA 7xB E B4




AEDERAUTHERE

AS 64496 T,

) 10.10.20.0/24

; g5
: : e AS 64500
( | 2 I
- 1T216.13.4

Router 14
I5P-A

WIRREE YA MD5 B RKIEH BGP XMELiER |, PIX/ASA IRA 7.x RESMRASE| AN
Ptk BINERT , PIXIASA MK 7.x RESMRASCEEBTIREMN TCP BEiRF S RENME
TCP MD5 &1 , ¥ B NOP I =¥ B mfpk, K/NFE, XFHEMH M BGP MD5 & #5
i, A BESBEBNMINERBFLHIKUTENEIREER

000296Apr 7 2010 15:13:22.221 EDT:%TCP-6-BADAUTH:No MD5 digest from 172.16.11.1(28894) to
172.16.12.2(179)

7T IR I H A MD5 S HRIER BGP 2iF , BIERIT =ZMEE

- 2 TCP R3S RNk

- EZFH TCPMD5 £IMEE

- ENEEZ AN NAT
class-map # access-list A FiE R %M AR TCP F S HEYILIIEER A FER MD5 MM EEE
ENFEEZAMRE, tcp-map ATEEEAFHIRITERR | EZIK@IJ':FEI]ﬂJiﬁIﬁﬁ?é 19 ( TCP
MD5 &I ) ., class-map # tcp- map P A R R A B R AR B 2 — 205 Y policy-map &
EE—&., AREH service-policy s B BIEEE.

AE . EXNZHARZEIZRA NAT WEEH no nat-control i S LE.,

ERRAR 7.0 RESRAF , ASA WERIABE R no nat-control , EFBAERINE R T&E ASA BWEA
EEAEZFEBET NAT M, iR ASA BWERIAIRE A no nat- controlo ﬁ?@lﬂﬂﬁn B |, 5 nat-
control, 15 nat-control #BEINIT , BHLMABE R BGP &AM NAT, i —JLXEW%HD%%B
EOzEfEA static P TR

static (inside, outside) 172.16.11.1 172.16.11.1 netmask 255.255.255.255

PIX/ASA 7.x/8.x

ciscoasa# sh run
: Saved

ASA Version 8.2(1)

!

hostname ciscoasa

domain-name example.com

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted



//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/no_72.html#wp1653062
//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/no_72.html#wp1653062

names

!--- Configure the outside interface. interface
Ethernet0/0 nameif outside security-level 0 ip address
172.16.12.10 255.255.255.0 ! !--- Configure the inside
interface. interface Ethernet0/1 nameif inside security-
level 100 ip address 172.16.11.10 255.255.255.0 ! !--
Output suppressed. !--- Access list to allow incoming
BGP sessions !--- from the outside peer to the inside
peer access-list OUTSIDE-ACL-IN extended permit tcp host
172.16.12.2 host 172.16.11.1 eq bgp

!--- Access list to match BGP traffic. !--- The next
line matches traffic from the inside peer to the outside
peer access-list BGP-MD5-ACL extended permit tcp host
172.16.11.1 host 172.16.12.2 eq bgp

!--- The next line matches traffic from the outside peer
to the inside peer access-list BGP-MD5-ACL extended
permit tcp host 172.16.12.2 host 172.16.11.1 eq bgp

1
!--- TCP-MAP to allow MD5 Authentication. tcp-map BGP-
MD5-OPTION-ALLOW
tcp-options range 19 19 allow
1
!--- Apply the ACL that allows traffic !--- from the
outside peer to the inside peer access-group OUTSIDE-
ACL-IN in interface outside
!
asdm image disk0:/asdm-621.bin
no asdm history enable
arp timeout 14400

route outside 0.0.0.0 0.0.0.0 172.16.12.2 1

route inside 192.168.10.0 255.255.255.0 172.16.11.1 1
http server enable

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup
linkdown coldstart

crypto ipsec security-association lifetime seconds 28800
crypto ipsec security-association lifetime kilobytes
4608000

telnet timeout 5

ssh timeout 5

console timeout 0

threat-detection basic-threat

threat-detection statistics access-list

no threat-detection statistics tcp-intercept

1
class-map inspection_default
match default-inspection-traffic
class-map BGP-MD5-CLASSMAP

match access-list BGP-MD5-ACL
!
!
policy-map type inspect dns preset_dns_map
parameters

message-length maximum 512
policy-map global_policy




class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
class BGP-MD5-CLASSMAP

1
service-policy global_policy global
prompt hostname context

: end

BRERAR11

set connection random-sequence-number disable
set connection advanced-options BGP-MD5-OPTION-ALLOW

Cryptochecksum: 64ea55d7271el9eea87c8603ab3768a2

Routerll#sh run

hostname Routerll

!

ip subnet-zero

!

interface Loopback0

no ip address

shutdown

!

interface Loopbackl

ip address 192.168.10.1 255.255.255.0
!

interface Ethernet0

ip address 172.16.11.1 255.255.255.0
!

interface Serial0

no ip address

shutdown

no fair-queue

!

interface Seriall

no ip address

shutdown

!
interface BRIO

no ip address
encapsulation hdlc
shutdown

!
router bgp 64496

no synchronization

bgp log-neighbor-changes
network 192.168.10.0
neighbor 172.16.12.2 remote-as 64496

!--- Configures MD5 authentication on BGP.

neighbor




172.16.12.2 password 7 123456789987654321

!--- Administrative distance of iBGP-learned routes 1is
changed from default 200 to 105. !--- MD5 authentication
is configured for BGP. distance bgp 20 105 200

no auto-summary

!

ip classless

!--- Static route to iBGP peer, because it 1s not
directly connected. ip route 172.16.12.0 255.255.255.0
172.16.11.10

ip http server

I -—-- Output suppressed

BEEER12

Routerl2#sh run
hostname Routerl2

!

aaa new-model

!

ip subnet-zero

!

interface Ethernet0

ip address 172.16.13.2 255.255.255.0
!

interface Ethernetl

ip address 172.16.12.2 255.255.255.0
!

interface Serial0

no ip address

no fair-queue

!

interface Seriall

no ip address

shutdown

!
router bgp 64496

no synchronization

bgp log-neighbor-changes

neighbor 172.16.11.1 remote-as 64496

!--- Configures MD5 authentication on BGP. neighbor
172.16.11.1 password 7 123456789987654321
neighbor 172.16.11.1 next-hop-self

!--- Originate default to Routerll conditionally if
check-ispa-route is a success

neighbor 172.16.11.1 default-originate route-map check-
ispa-route

neighbor 172.16.11.1 distribute-list 1 out

neighbor 172.16.13.4 remote-as 64500

no auto-summary

1

ip classless

!--- Static route to iBGP peer, because it 1s not
directly connected. ip route 172.16.11.0 255.255.255.0
172.16.12.10 ip http server ! access-list 1 permit
0.0.0.0 access-list 10 permit 192.168.10.0 access-list
20 permit 10.10.20.0 0.0.0.255 access-list 21 permit




172.16.13.4 route-map check-ispa-route permit 10 match

ip address 20 match ip next-hop 21 ! route-map adv-to-
ispa permit 10 match ip address 10 ! !--- Output
suppressed

X8 14 (ISP-A)

Routerld#sh run
hostname Routerl4d

1

!

ip subnet-zero

!

interface Ethernet0

ip address 172.16.13.4 255.255.255.0
!

interface Ethernetl

ip address 10.10.20.1 255.255.255.0
!
interface Serial0

no ip address

shutdown

no fair-queue

!
interface Seriall

no ip address

shutdown

!
router bgp 64500

bgp log-neighbor-changes

network 10.10.20.0 mask 255.255.255.0

!--- Configures Routerl2 as an eBGP peer. neighbor
172.16.13.2 remote-as 64496 ! !--- Output suppressed ip
classless

WiE

show ip bgp summary S HRHRASRRIERRIN , HFECHEKEHEE 11 L2 BGP £1%,

Routerll#show ip bgp summary

BGP router identifier 192.168.10.1, local AS number 64496
BGP table version is 8, main routing table version 8

3 network entries using 360 bytes of memory

3 path entries using 156 bytes of memory

2/2 BGP path/bestpath attribute entries using 248 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory
0 BGP filter-list cache entries using 0 bytes of memory
BGP using 764 total bytes of memory

BGP activity 25/22 prefixes, 26/23 paths, scan interval 60 secs

Neighbor \Y AS MsgRcvd MsgSent ThlVer InQ OutQ Up/Down State/PfxRcd
172.16.13.2 4 64496 137 138 8 0 0 02:01:16 1
Routerll#

HXER

- BGP X &
- BGP B {EREFIRFEN
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