HRP BN - BRI 5 RIERE 5K

B3

&
E i 2R R AP

s =5
B 5

R

ACL =5l

FF & RH ACL

ACL % BBIES

XS 114

iV

Cisco |0S B £ IP X
BB IS

= =51

HXES

1Lk

AN ERbRERY 5 R H SR (ACL) RIEEENZWHERAR, EMiREBACLEBR/IMLER
EiRERENXEMEE , BERATRREEREZHIERRERE , HELHMPERE.

ERl R R

HR

EIEEHBZINIHXRERN (BANESEY ) , EMRERTFACLATEBEMEZA DR,
XL |Pv4 A IPv6 ACL R4 M\ANERIRG RIFR B Efti ik Mettb it , IR AMBRED ., BB, ACLAWE
MR RERTEY , REESHRFC 1918, RFC 3330 & Hdmid it.

B R BR UV AR AT A T KSR

- R RBZBEIEHBFNBER
- BRI R R R 1B AR AR B AL BB BR AL R BR R
HEEFESTH , A2 HERE L BRELBHR , REINEREHE .

B2 , BRALESS (RP) AMEFNBRLXANEIE  TESEEAML, TEEHSFHE (W
Z427 [SSH] ) MIMEZEBEHIER (FlnELMEEFEDIL (SNMP) ) o LA, EW Internet 134
SHEMIY (ICMP) B9THFN IP I LA ERE#H RP #TAE, B , REANBFEFEEERERE
AR R ER A E, EEEEMNLANFIANTIE - A R XML (BGP) W&Ek, 7ERFRigHET L
IR PR (B 2NE R B %% [GRE] = IPv6 over IPv4 F33& ) . B FEENRXHEESR ICMP
B ( HlanE R ESRFAAE ICMP ) MA FEREREHNEERE (TTL) THEE,



AXE FicE , ICMPEE R THEEELRS(DoS) K , FENELER VKRB NEIF,

FiE RP MiAMAEEHEDEITHMEREH, KT RPHIEHRFERITELERARIH. FHS
CPU A , RAS RS EL S ENBBEINBRAMDNEF . BEE MR IR EA 1% fE#E B 2F
MEE , D EEEEHFRREERNTFS IR, KEIPRNRETTEB T RERIRER
&, ZRELEHRABEBRE (AS) N A O L,

AXHERN T REERTESREERNEEMIREREFNSE, FOREMRESESEBILIRE
o BEIRMEMRIT ACL KIME— B #Y 2 PR &I 1MCANRE AT A5 B R B B A iR e IR R RV E R 5l .

MEERIRERE DS T X

- TR HBFNRREE R , FFREED
- FRAEREDEEE L - BRAAR BB ARREEEE ( RN RMSBIEM )
- R MSNERIR 77 [ B9 A B AR 55 25 S AR 55

EAXHF , REEEEMRENFIERE  BERETRRE,

BR
L8N SRR ARRIAEM RERY -

- I ACL (rACL)Cisco 12000% 7500k iFi 3 iR T B 8 E ZIRPH BB TRIrACL , T FkE
TR, VAR ATFHEENNEER , HES BHBLAEEACL, BZSH GSR : HX
HAEES |, 15T R WA R R 6 5 &

- BHRBEHER ACLEYE L R AFARBHEIZEONRIUREN ACL |, IELRKERE AN H i
FIERE (XMARAN ) , B MRPEHSE. b ACL FEi8% L5 rACL ELL , BRItk
ERE , RN EHBNEXEREAEEZN.

ENEMIRKE ACL TR EACL TN A TRE&N LS. N TRSRMEE (SP)ME
, X2 AS Mii4. bt ACL TER TR AZFEM R ZZEMNRE, BEERMIZHEACLATED
F | BEREFERE T SRR B0 1R M ZE 8 R 17 6]t 22 (B B ESRARR M. ACL MR EIFTE A5
EXEE ENBEEMENED (flNNSFEE, BREES ) AXVEERTICLSER
RHERT ACL FF £ MEBE.

ACL 75l

AR IPv4 H IPv6 15 R FIRIZHART ACL AREERVELEIS B VR 2 MSRERAVRBl. FEEABET
A RNEEFAGEEEENXLERR ACL, ENE IPv4 M IPv6 i | FEMBXW MG
FRo

IPv4 7RGl

!--- Anti-spoofing entries are shown here. !--- Deny special-use address sources. !--- Refer to
RFC 3330 for additional special use addresses. access-1list 110 deny ip host 0.0.0.0 any access-
list 110 deny ip 127.0.0.0 0.255.255.255 any access-list 110 deny ip 192.0.2.0 0.0.0.255 any
access-1list 110 deny ip 224.0.0.0 31.255.255.255 any !--- Filter RFC 1918 space. access-list 110
deny ip 10.0.0.0 0.255.255.255 any access-1list 110 deny ip 172.16.0.0 0.15.255.255 any access-
list 110 deny ip 192.168.0.0 0.0.255.255 any !--- Deny your sSpace as source from entering your
AS. !--- Deploy only at the AS edge. access-list 110 deny ip YOUR_CIDR_BLOCK any !/--- Permit
BGP. access-list 110 permit tcp host bgp_peer host router_ip eq bgp access-list 110 permit tcp
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host bgp_peer eq bgp host router_ip !--- Deny access to internal infrastructure addresses.

access-1list 110 deny ip any INTERNAL_INFRASTRUCTURE_ADDRESSES !--- Permit transit traffic.
access-list 110 permit ip any any
IPv6 T

I IPV6 TR BIRENT RV BRI FIRRA A

!--- Configure the access-1list. ipv6 access-list iacl !--- Deny your space as source from
entering your AS. !--- Deploy only at the AS edge. deny ipv6 YOUR_CIDR_BLOCK_IPV6 any !---
Permit multiprotocol BGP. permit tcp host bgp_peer_ipv6 host router_ipvé6 eq bgp permit tcp host
bgp_peer_ipv6 eq bgp host router_ipv6 !--- Deny access to internal infrastructure addresses.
deny ipvé6 any INTERNAL_INFRASTRUCTURE_ADDRESSES_IPV6 !--- Permit transit traffic. permit ipvé
any any

EE . LogkRBEFULARRBEMEEDNNUAFERNE Wb HAFHAEE. 2R log X@FXNT ACL
wHRFARETRUERNNE  E3SHPERZBFHN ACL B8N CPUNERAR, 5
HERIEZRMEXWEETZMELAEMR. MAB , £/ log XEFHEXNEERIFRIIREAVNEESEZR
Cisco Express Forwarding (CEF) X, MRRERRIXLEHED,

FRARF ACL

— iR, BEtiRiE ACL 0 N EANMERS

R IEEFOR AT ASIR b 31 4915 B S MINEBIRIE AASHY 45 78 68 A tth ik R S EROm 5% B 3R
: RFC 3330 EX T ATRE R B IRMIPvA4S BRE A ik, RFC 1918 E X AE Internet LER T
IR HEEY IPv4 REBHbHEZEE], RFC 3513 EX T IPv6 SR, REC 2827 A O
EIEE,
- REERM S ML AR A ASIRRE
- BT REEM b IFTE R A SRR RN deny B8
- AT AEFEMEREBFNFER TRENFTEEHERN permit iE4
Eiig 5 ACL P RE—1THB AP ARE : permitip any any for IPv4Flpermit ipv6 any any
any for IPv6, L& BHEEARMBIPHIHBEIROREAT , HEEF A USLETNARFEMAH
e &,

FARAEMIZERT ACLINHNE—SRTHREENIN. REASIMEREBEBEESR , LD
REEE |, AT R, Bl , EEABATFN AL EEHNE BGP, REERBAUEEERED
B EMIZ R EENAE R, fltl , MREK B OEMIZHERHEE FHGRERE |, BB4t
EEHEE A GIPIN47 (GRE), BEH , MBL I OEMIZHEREHEET LM IPV6 over IPv4 B8 |, BRL
tEER AL 41 (IPV6 over IPv4),

A LAE 23 ACL REBIFFREEM NN, 23K ACL AT A FEER IR BN SN
permit IBAARK. EXTEFIIRK , ES#E Cisco IOS® H4hHFM IP X EHIK . A show
access-list in TR RIFRIEFIZKE (ACE) v ¥ , SURIAXTBHIML. EHNEADILOIZE permit iF
AZE , BAREHTREMATRRENSER.

BN | bt IPv4 ACL AT BN ERBEE R GRE. IPSec (ESP) M IPv6 B&& ( IP i 41 ) ,

access-1list 101 permit GRE any infrastructure_ips
access-1list 101 permit ESP any infrastructure_ips
access-1list 101 permit 41 any infrastructure_ips
access-list 101 permit ip any infrastructure_ips log
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!--- The log keyword provides more details !--- about other protocols that are not explicitly
permitted.

access-list 101 permit ip any any

interface <int>
ip access-group 101 in

It IPv6 ACL TR THRERSEEAN GRE M IPSec (ESP),

ipv6 access-list determine_protocols

permit GRE any infrastructure_ips_ipv6

permit ESP any infrastructure_ips_ipv6

permit ipvé any infrastructure_ips_ipv6é log

I-—— The log keyword provides more details !--- about other protocols that are not explicitly
permitted. permit ipv6 any any interface <int> ipv6 traffic-filter determine_protocols in

BRTHEBOHNI , ERERREMIREIEZER , AAIXR ACL RIFNZHE, EitiZiEitiz=HE
BEATHRBMEARDBHASR (HIURERFED,. [RISEEIUNEEZEMIRERS ) HE
M Ital, BT XEihi AT EMIRME ACL WBHFRESD , R LCERXE. NRAREMIX Lyt
7 ¢A % Classless Interdomain Routing (CIDR) 3R.

FEAR BRI ANt |, ATLAMI R ERRHE ACL BAARFIMY |, HERPF i, BRT EERFS , ACL
ETTEERT Internet ERERBN TR RERHE—ETEHL,

. MIFIEHE RFC 1918 Z2/H],
- BAUELE RFC 3330 & LAY A 45 7k F 1 st 31k 22 () RO R st ot O B4R 2.
- BN AR BIRSIRER. (B ZERTEERRA AS ABHBESHIR. )
FEN ACL XREABMATAEAOEA, AXESHMARFE , FSHNEBBIEENEE RHIE

FAN
2o




SRC:127.0.01

DST: any SRC: valid

OST: Fx (any R)

SRC: valid

SRC: eBGP peer DST: external to AS

DST: CR1 eBGF

ACL M4 B BiES

ACL €8 — fragments xBF , ATBARI TN BRBRESLBTH. WRZEL fragments X
BF EFERBACLHNE4EEEN , EE I EBIEENFENHBTBRIOZEESKEB permit
=} deny EBANENE, B2 , B3R fragments <BF , TS| ACL EHL 3548 =R A IEAD
BAEB. LTHXNT IPv4 F IPv6 ThRIZIRM S —REEH , FREIZAET |, IPv4 ACL AFHESE 3
BHME 4 ZEADRMER fragments REBF |, IPv6 ACL RAWHESE 3 BiEARNMEA fragments K&
Fo

WA RS ERIEDNB SR (Bl FO > 0 ) WIE4 RS (DoS) A RMFAANRIP R, &
ACLEYFF 3L 4b i F SE4D 24 1 BRI Deny i B A AT LB S AT A JEA A B B E I i ss. EMOMERT
, BN ASFUREESER , MR ACL F127 deny fragment 54 , M TREA TR ZLTE,

Fltn | FEEELED IPVAACL :

access-list 110 deny tcp any infrastructure_IP fragments
access-list 110 deny udp any infrastructure_IP fragments
access-list 110 deny icmp any infrastructure_IP fragments
<rest of ACL>

FX LR B ARINE] ACL JF K AT EE R IERN I8 7 R UG [RI D BR 2R |, MIEH BRBIBE RS m A R



LME B ARZ deny fragment BAKEWEHN ACL I F—1T. A TEMMN (BABIERPHIL (UDP),
TCP 1 ICMP ) #4385 ACL FRY S imitE , Bt LR ACL ea BB B TR K EH#H 1T 9 2K,

X2 IPv6 B9 —NAJ LERAY R -

ipv6 access-list iacl
deny ipv6 any infrastructure_IP fragments

£ IPv6 ACL FFkiRm itk 5k B ATE4E A 3EM 1R R G R DG ER. W LEPTR | IPV6 iGRIZIRA
AWHESE 3 REBEAAFEMA fragments KEF,

M TS HEEB T O/ ORERZA D BRBES , RIEEE AR 2 B3 & /OB i i 7] 1R 48
ANRFERE , AFDBRINEFEELREEMIRBACLAP EEEIEMNKZEAND .

BREATHEANIL , FSRIEREZEGSIRMN P 5 &,

BB Ty

HEEBEM IR ACLE , BERRBXRANUTRANXE :

- BREIREEHH permit/deny B9, W FERMACL , XA FEHLAFENN , HEEH
Hh 1k Z2 (8] 2470 32 B $E 42 1B AR I o
. ACL e FAMR, EZE ACL 8l , BEFEWEHA RIS,
MEE—# , RNBUESEDBEBE 2 EEREREDPX BZIT#HTUR,

By %
Cisco 10S B#H & IP #hi

Cisco |10S B HFLLT IP thHiX -

- 1-1CMP

- 2-IGMP

- 3-GGP
-4-1Pin IP #%
-6-TCP

- 8-EGP

- 9-IGRP

- 17 - UDP

- 20 - HMP

- 27 - RDP

- 41— IPv6 in IPv4 B3i&E
- 46 - RSVP

- 47 - GRE

- 50 - ESP

- 51-AH
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- 53 - SWIPE

- 54 - NARP
-55-1IP B3

- 63 - A REM
- 77 - Sun ND
-80-ISOIP

. 88 - EIGRP

- 89 - OSPF

- 90 — Sprite RPC
- 91 -LARP

. 94 — 5 KA9Q/NOS # A IP over IP
- 103 -PIM

- 108 - IP [E4¢

- 112 -VRRP

- 113 -PGM

- 115 -L2TP

- 120 - UTI

- 132 -SCTP

ik 21

Cisco BWERARTHEXEKR, MREMNEBEMIRE ACL , BTAMLFNDI , FEMSM
ERMIREHE b atZ= R, A TIEEHER T —MEAEREBERF ACL WRSFH %,

1. B 93 ACL #RiRE R EAML. BB —NACL , FEAFHRIEMZEIZRZNFED
AP, A ACL B R any , BirFRSREERMIRHE IP 2H, LRI RF X TE
MF B AR SIR, EATFRESE , EZ A Fip any any(IPv4)Ripv6 any
any(IPve)W R E—1T. EMNEREREREMEFEAMLEML, MEABRIBRRH#TON , U
BEREMHLATRESZBASZHITES. X : RElogxBFEMETXHWACLGHIEMAE S
ERNME , BEFEARXBFNACLRXENT SR IAESBAEAESE MEHEBCPUFEAER
BE. MEB , £/ log XBFFHX EH R I REFDHBIESEA Cisco Express Forwarding
(CEF) XX#t, MRRERGRIXLEHFED, NYUFTERNFEERER log XEF , LERBIX K
ER#tTo%,

2. ERCHERBEAHF TR AL ERR RP iR, —BSRIFHACLTENEEEH
RHMHAEES |, 5 Hpermit any sourceZPEBrACLEI Btk et | HAFNIMUER, EMW
FHR1, BEXBFHEBPEMXRTEREFIXRENBRBRINEZEE, A ERKELEM
LOREBRAIEE R A EMNAMEEANEE S, Ik ACL N&/E—1T452 permit ip any
any (IPv4) Spermit ipv6 any any (IPv6) i§4 , FREAFPHFRRM. Ltk ACL BLAMRMHER
R, HATNEIRFRRAT THIELERE,

3. R&IRMb, —BEERTHLTAFNMIL , T TH —SIE |, RAFIX LA E
KR, Bl | WA LABE ¥ i fo iR SAE0 BGP 8B4 E GRE X &bk, B BRIE T FE{EM
RS EVIER T 48N T KBS |, BRI ES I 7] B iR MY 1% & RIRH TR Hl,

4. REIACLER B Fritht, (AE)ELE Internet FRFIRMME (ISP) AIEEER R A B EMMUEA
BT IASE B ARt XNERAKM A TR T ERE MM BERN B it ut e,

ik vl

IPv4 Rl



It 1Pv4 REILE RE T I T 4t R B B 28 8V EAHIRHE ACL :

. ISP #iit 3R 7 169.223.0.0/16,
. ISP EREi&HER A 169.223.252.0/22,
. B HESAVIRE A 169.223.253.1/32,
- BHASRE—IMNEKAR , ©5 169.254.254.1 3% ( F4t 169.223.252.1) .

SRR EMIRERI ACL ETRIEMFERKRITR. ACLAWAINBCGPERTABNFH , RHERK
%‘u SRR , HBH L EMIRIES BT E A,

|
no access-1list 110
|

!--- Phase 1 - Anti-spoofing Denies !--- These ACEs deny fragments, RFC 1918 space, !--- invalid
source addresses, and spoofs of !--- internal space (space as an external source).

I

! --- Deny fragments to the infrastructure block. access-1list 110 deny tcp any 169.223.252.0
0.0.3.255 fragments access-list 110 deny udp any 169.223.252.0 0.0.3.255 fragments access-list
110 deny icmp any 169.223.252.0 0.0.3.255 fragments !--- Deny special-use address sources. !---
See RFC 3330 for additional special-use addresses. access-list 110 deny ip host 0.0.0.0 any
access-1list 110 deny ip 127.0.0.0 0.255.255.255 any access-1list 110 deny ip 192.0.2.0 0.0.0.255

any access-list 110 deny ip 224.0.0.0 31.255.255.255 any !--- Filter RFC 1918 space. access-list
110 deny ip 10.0.0.0 0.255.255.255 any access-1list 110 deny ip 172.16.0.0 0.15.255.255 any
access-1list 110 deny ip 192.168.0.0 0.0.255.255 any !--- Deny our internal space as an external
source. !--- This is only deployed at the AS edge access-list 110 deny ip 169.223.0.0
0.0.255.255 any !trrrrrrprrpprrrprrrprrpprrrprrpprrrprrrptrlil 1--- Phase 2 - Explicit Permit ! --
- Permit only applications/protocols whose destination !--- address is part of the
infrastructure IP block. !--- The source of the traffic should be known and authorized.

!

!--- Note: This template must be tuned to the network’s !--- specific source address
environment. Variables in !--- the template need to be changed.

!--- Permit external BGP. access-list 110 permit tcp host 169.254.254.1 host 169.223.252.1 eg
bgp access-list 110 permit tcp host 169.254.254.1 eq bgp host 169.223.252.1 !
trrrrrrrrrrrrrrrrrrpprrrrrrrrrrrprrrrrrrrrrrrprrrrrrrrrrll /--—- Phase 3 - Explicit Deny to
Protect Infrastructure

access-1list 110 deny ip any 169.223.252.0 0.0.3.255
|

!--- Phase 4 - Explicit Permit for Transit Traffic

access-list 110 permit ip any any

IPv6 %l
It IPv6 ROIERETIHF uH R IR R ESAV E AR ACL :

P BELLA ISP FIEBARIZRH 7 2001:0DB8::/32,
. ISP BT MEER R IEA IPv6 BIZRIRF 2001:0DB8:C18::/48,
- B—NIR IPv6 ik 2001:0DB8:C18:2:1::1 H 5B #5 IPv6 #hsit 2001:0DB8:C19:2:1::F Xf &
# BGP X & HEs,
S THEMIERAT ACLETHHMNEERRT XK. ACL RAFAZZIHIN BGP S/IBX E4XE
, B REIRIEIERS | HFBFIEX BEREER FTE SR A,



no ipvé access-1list iacl

ipv6 access-1list iacl
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrre

! --- Phase 1 - Anti-spoofing and Fragmentation Denies !--- These ACEs deny fragments and spoofs
of !--- internal space as an external source. !--- Deny fragments to the infrastructure block.
deny ipv6 any 2001:0DB8:C18::/48 fragments !--- Deny our internal space as an external source.
!--- This is only deployed at the AS edge. deny ipvé6 2001:0DB8::/32 any
trrrrrprrrprrrprrrprrrprrrprrrprrrrrrrrrrrrtl f—-—— pPhase 2 - Explicit Permit !--- Permit only
applications/protocols whose destination !--- address 1is part of the infrastructure IP block. !-
-- The source of the traffic should be known and authorized. !--- Note: This template must be
tuned to the !--- specific source address enviromment of the network. Variables in !--- the
template need to be changed. !--- Permit multiprotocol BGP. permit tcp host 2001:0DB8:C19:2:1::F
host 2001:0DB8:C18:2:1::1 eq bgp permit tcp host 2001:0DB8:C19:2:1::F eqg bgp host
2001:0DB8:C18:2:1::1 ttrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrl I-—— Phase 3 -
Explicit Deny to Protect Infrastructure deny ipv6 any 2001:0DB8:C18::/48
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrd - Phase4 —EXpllClt Permlt for

Transit Traffic permit ipv6 any any

HXER

- HRSNERZFRE
. BRFH (RFC)
- BARZEFHHH - Cisco Systems
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