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BATFAERBEBANBRESHIROEIN  debug platform software fed switch active <punt | inject>$1E 2%

RE <start | stop>

B = 4o % show platform software fed switch active <punt | inject> packet-car
IR B <brief | detail>
B ek X A /N R ER 3 B debug platform software fed switch active <punt | inject> packet-ca

buffer [circular] limit <#packets>
show platform software fed switch active <punt | inject> packet-car
display-filter <filter>
OISR ALEZE&, || , MAEES. Bl “cdp ||(ipv.src==
10.1.1.11 && tcp.port == 179) || stp"
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Cat 9k#debug platform software fed switch active punt packet-capture start
Punt packet capturing started.

Cat 9k#debug platform software fed switch active punt packet-capture stop
Punt packet capturing stopped. Captured 263 packet(s)

Cat 9k#show platform software fed switch active punt packet-capture brief
Punt packet capturing: disabled. Buffer wapping: disabled



Total captured so far: 263 packets. Capture capacity : 4096 packets

—————— Punt Packet Number: 1, Timestamp: 2020/04/10 18:15:53.499 ------
interface : physical: G gabitEthernet1/0/1[if-id: 0x00000008], pal: Vlan20 [if-id: 0x00000076]
nmetadata : cause: 29 [RP handled | CWP], sub-cause: 0, g-no: 6, linktype: MCP_LINK TYPE IP [1]
ether hdr : dest mac: 084f. a940.fab56, src nmac: 380e. 4d77. 4f 66
ether hdr : vlan: 20, ethertype: 0x8100
ipvd hdr : dest ip: 10.11.0.3, src ip: 10.11.0.3
i pv4 hdr : packet len: 40, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port: 3785, src port: 49152

—————— Punt Packet Number: 2, Timestamp: 2020/04/10 18:15:53.574 ------
interface : physical: G gabitEthernet1/0/1[if-id: 0x00000008], pal: VlIan20 [if-id: 0x00000076]
nmetadata : cause: 45 [BFD control], sub-cause: 0, g-no: 27, linktype: MCP_LINK TYPE IP [1]
ether hdr : dest mac: 084f. a940.fab56, src nmac: 380e. 4d77. 4f 66
ether hdr : vlan: 20, ethertype: 0x8100
ipvd hdr : dest ip: 10.11.0.1, src ip: 10.11.0.1
i pv4 hdr : packet len: 40, ttl: 254, protocol: 17 (UDP)

Cat 9k#show platform software fed switch active punt packet-capture detailed
F340. 04. 11- 9300- 1#$e fed switch active punt packet-capture detail ed

Punt packet capturing: disabled. Buffer wapping: disabled

Total captured so far: 263 packets. Capture capacity : 4096 packets

------ Punt Packet Nunber: 1, Tinestanp: 2020/04/10 18:15:53.499 ------
interface : physical: G gabitEthernet1/0/1[if-id: 0x00000008], pal: VlIan20 [if-id: 0x00000076]
nmetadata : cause: 29 [RP handled | CWP], sub-cause: 0, g-no: 6, linktype: MCP_LINK TYPE IP [1]
ether hdr : dest mac: 084f. a940.fab56, src nmac: 380e. 4d77. 4f 66
ether hdr : vlan: 20, ethertype: 0x8100
ipv4d hdr : dest ip: 10.11.0.3, src ip: 10.11.0.3
i pv4 hdr : packet len: 40, ttl: 255, protocol: 17 (UDP)
udp hdr : dest port: 3785, src port: 49152

Packet Data Hex-Dunp (length: 68 bytes)

084FA940FA56380E 4D774F668100C014 080045C00028CC8E 0000FF11DA5A0A0B
00030A0B0003CO00 OEC90014B6BEOOOO0 0000000000010009 6618000000000000
D54ADEEB

Doppl er Frane Descri ptor

f dFor mat = 0x4 syst enirt | = 0Oxc
| oadBal Hashl = 0x10 | oadBal Hash2 = 0x2
spanSessi onMap =0 f or war di nghbde =0
dest Mbdl ndex = 0x1 ski pl dl ndex = 0x38
srcGn = 0x1 gosLabel =0
srcCos = 0x4 i ngressTransl at edVl an = 0x5
bpdu =0 spanHi story =0
sgt =0 f peFi r st Header Type =0
srcVl an = 0x14 rcpServiceld = 0x3
weepSki p =0 srcPort Lel ndex =0
crypt oPr ot ocol =0 debugTagl d =0
vrfld =0 sal ndex =0
pendi ngAf dLabel =0 destd i ent = Oxb
appl d =0 final Stationl ndex =0
decrypt Success =0 encrypt Success =0
rcpM scResul ts =0 st ackedFdPr esent =0
spanDirection =0 egressRedirect = 0x1
redi rect | ndex =0 excepti onLabel = 0x20
dest Gpn = 0x1 inlineFd = 0x1
suppr essRef Pt r Updat e =0 suppressRewiteSi deEfects = 0
cmi 2 = 0x320 currentRi = 0Ox1
currentDi =0 dr opl pUnr eachabl e =0
srcZonel d =0 srcAsicld =0
ori gi nal Di = 0x5338 original R =0



srcL3lfl ndex = Ox2f dst L3I f | ndex = Ox2f
dst M an =0 frameLengt h = 0x44
fdCrc = Ox4c t unnel Spokel d =0
i sPtp =0 i eee1588Ti neSt anpVal i d =0
i eeel588Ti neSt anp55_48 =0 | vxSour ceRl ocl pAddr ess =0

sgt Cachi ngNeeded

|
o

Doppl er Frane Descri ptor Hex-Dunp :
0000010044004002 8004424000000100 0000000040000100 0000230514000000
0000000000000030 0020000000000B00 380000532F000100 0000002F00000000

ERIFHIRN RS |, AT -85

Cat 9k#show platform software fed switch active punt packet-capture status
Punt packet capturing: enabled. Buffer wapping: enabled (wapped 0 tines)
Total captured so far: 110 packets. Capture capacity : 6000 packets
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Cat 9k#debug platform software fed switch active punt packet-capture buffer ?
circular Circular capture
limt Nurmber of packets to capture

SR E MR

E-MEAXEEERRRHEINEF XN BIESHE ( BMINKRPHL4096NMNHER ) o —BRE
ZHEXARDERE , RARBEESHES (ZEFEEER ) .

Cat 9k#debug platform software fed switch active punt packet-capture buffer limit ?
<256-16384> Nunber of packets to capture

Cat 9k#debug platform software fed switch active punt packet-capture buffer limit 5000

Punt PCAP buffer configure: one-time with buffer size 5000...done

ER B MR

FENMEFRXEBRTRANBEIREF/AEDX ( MIAZHPEKRPHL4096NMNEERZ ) o —BHRE
BHREFXANRSE , BHRERSEEPXPRFIHEERR (ZPEEE ) -

Cat 9k#debug platform software fed switch active punt packet-capture buffer circular ?
limt Nunber of packets to capture

Cat 9k#debug platform software fed switch active punt packet-capture buffer circular limit ?
<256-16384> Nunber of packets to capture

Cat 9k#debug platform software fed switch active punt packet-capture buffer circular limit 6000
Punt PCAP buffer configure: circular with buffer size 6000...done

KRG, ALMERMERNSHBBIRETHRESHIK,

Cat 9k#debug platform software fed switch active punt packet-capture start
Punt packet capturing started.

Cat 9k#show platform software fed switch active punt packet-capture status



Punt packet capturing: enabl ed. Buffer wapping: enabled (wapped 0 tines)
Total captured so far: 110 packets. Capture capacity : 6000 packets

Cat 9k#debug platform software fed switch active punt packet-capture stop
Punt packet capturing stopped. Captured 426 packet(s)

Cat 9k#show platform software fed switch active punt packet-capture brief
Punt packet capturing: disabled. Buffer w apping: enabled (wapped O tines)
Total captured so far: 426 packets. Capture capacity : 6000 packets

------ Punt Packet Nunber: 1, Tinestanp: 2020/04/10 23:37:14.884 ------

interface : physical: G gabitEthernet1/0/1[if-id: 0x00000008], pal: VlIan20 [if-id: 0x00000076]
nmetadata : cause: 29 [RP handled | CWP], sub-cause: 0, g-no: 6, linktype: MCP_LINK TYPE IP [1]
ether hdr : dest mac: 084f. a940.fab56, src nmac: 380e. 4d77. 4f 66

ether hdr : vlan: 20, ethertype: 0x8100

ipv4d hdr : dest ip: 10.11.0.3, src ip: 10.11.0.3

i pv4 hdr : packet len: 40, ttl: 255, protocol: 17 (UDP)

udp hdr : dest port: 3785, src port: 49152

------ Punt Packet Nunber: 2, Tinestanp: 2020/04/10 23:37:14.899 ------

interface : physical: G gabitEthernet1/0/1[if-id: 0x00000008], pal: Vlan20 [if-id: 0x00000076]
nmetadata : cause: 45 [BFD control], sub-cause: 0, g-no: 27, linktype: MCP_LINK TYPE IP [1]
ether hdr : dest mac: 084f. a940.fab56, src nmac: 380e. 4d77. 4f 66

ether hdr : vlan: 20, ethertype: 0x8100

ipvd hdr : dest ip: 10.11.0.1, src ip: 10.11.0.1

i pv4 hdr : packet len: 40, ttl: 254, protocol: 17 (UDP)

udp hdr : dest port: 3785, src port: 49152

--sni p--

B RNRREE
Punt/inject FEDSE S T & EMBE M A MRS RAREET.
EREE

ERAHEILIRERNERE , TUNERITER , LMERERERNBHER.

Cat 9k#show platform software fed switch active punt packet-capture display-filter "ip.src==
10.11.0.0/24" brief

Punt packet capturing: disabled. Buffer w apping: enabled (wapped 0 tines)

Total captured so far: 426 packets. Capture capacity : 6000 packets

------ Punt Packet Nunber: 2, Tinestanp: 2020/04/10 23:37:14.899 ------

interface : physical: GgabitEthernet1/0/1[if-id: 0x00000008], pal: VlIan20 [if-id: 0x00000076]
metadata : cause: 45 [BFD control], sub-cause: 0, g-no: 27, linktype: MCP_LINK TYPE I P [1]
ether hdr : dest mac: 084f.a940.fa56, src mac: 380e.4d77. 4f 66

ether hdr : vlan: 20, ethertype: 0x8100

ipv4d hdr : dest ip: 10.11.0.1, src ip: 10.11.0.1

i pv4 hdr : packet len: 40, ttl: 254, protocol: 17 (UDP)

udp hdr : dest port: 3785, src port: 49152

------ Punt Packet Nunber: 4, Tinestanp: 2020/04/10 23:37:15.023 ------

interface : physical: GgabitEthernet1/0/1[if-id: 0x00000008], pal: VlIan20 [if-id: 0x00000076]
metadata : cause: 29 [RP handled |ICWP], sub-cause: 0, g-no: 6, linktype: MCP_LINK TYPE IP [1]
ether hdr : dest mac: 084f.a940.fa56, src mac: 380e.4d77. 4f 66

ether hdr : vlan: 20, ethertype: 0x8100

ipv4d hdr : dest ip: 10.11.0.3, src ip: 10.11.0.3

i pv4 hdr : packet len: 40, ttl: 255, protocol: 17 (UDP)

udp hdr : dest port: 3785, src port: 49152
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Cat 9k#show platform software fed switch active punt packet-capture display-filter-help
FED Punj ect specific filters :

abrwbE

6.
Generi

7.

8.

9.
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45,
46.
47.
48.
49.

fed
fed
fed
fed
fed
fed

c filters supported

arp
boo
cdp
eth
eth
eth
eth
eth
eth
gre

. cause
.linktype
.pal _if_id
.phy_if_id
. queue

. subcause

tp

. addr
. dst
.ig
.src
.type

icnp

i cnp. code
icnp. type

i cnpv6

i cnpv6. code
i cnpv6. type

ip
ip.
ip.
ip.
ip.
ip.
ip.
ip.
ip.
i pv
i pv
i pv
i pv
i pv
i pv
i pv
stp
tcp

tcp.
tcp.
tcp.

udp

udp.
udp.
udp.

vl a
vl

addr

dst

fl ags. df
fl ags. nf
frag_offset
proto
src

ttl

6

6. addr
6. dst

6. hlim
6. nxt
6. pl en
6.src

dst port
port
srcport

dst port
port
srcport
n.id

an

MR
EFHBRBESZE , TUEL—NTEESE  URBHHREERE.

FED punt or inject cause
FED I i nktype

FED platforminterface ID
FED physical interface ID
FED Doppl er hardwar e queue
FED punt or inject sub cause

Is this an ARP packet

DHCP packets [ Macro]

Is this a CDP packet

Does the packet have an Ethernet header
Et hernet source or destinati on MAC address
Et hernet destination MAC address

IG bit of ethernet destination address (broadcast/nulticast)
Et hernet source MAC address

Et hernet type

Is this a GRE packet

Is this a | CVP packet

| CVP code

| CVP type

Is this a | CMPv6 packet

| CWPv6 code

| CMPV6 type

Does the packet have an | Pv4 header

| Pv4 source or destination |P address
| Pv4 destination | P address

| Pv4 dont fragnent flag

I Pv4 nore fragnents flag

| Pv4 fragnent offset

Protocol used in datagram

| Pv4 source | P address

IPv4d tine to live

Does the packet have an | Pv4 header

| Pv6 source or destination |P address
| Pv6 destination |P address

IPv6 hot limt

| Pv6 next header

| Pv6 payl oad | ength

| Pv6 source | P address

Is this a STP packet

Does the packet have a TCP header

TCP destination port

TCP source OR destination port

TCP source port

Does the packet have a UDP header

UDP destination port

UDP source OR destination port

UDP source port

VIlan I D (dotl1lqg or qing only)

Is this a VXLAN packet



C9300#debug platform software fed switch active punt packet-capture set-filter "ip.src==
10.1.1.0/24 && tcp.port == 179"

Filter setup successful. Captured packets will be cleared

C9300#show platform software fed switch active punt packet-capture status
Punt packet capturing: disabled. Buffer wapping: enabled (wapped O tines)
Total captured so far: O packets. Capture capacity : 6000 packets

Capture filter "ip.src== 10.1.1.0/24 && tcp.port 179"

C9300#debug platform software fed switch active punt packet-capture clear-filter
Filter cleared. Captured packets will be cleared

C9300#show platform software fed switch active punt packet-capture status
Punt packet capturing: disabled. Buffer wapping: enabled (wapped O tines)
Total captured so far: O packets. Capture capacity : 6000 packets

BRBAHRBERE(17.6.X)HEF

M17.6.17F %8 , BRI EEEFBRNEAREBEREHROBEIHITHF.

Switch#show platform software fed switch active punt packet-capture cpu-top-talker ?
cause- code occurences of cause-code

dst _i pv4d occurrences on dst_ipv4

dst _i pv6 occurrences on dst_ipv4

dst 14 occurences of L4 destination

dst _nmac Cccurrences of dst_mac

eth_type Cccurrences of eth_type

incom ng-interface occurences of incom ng-interface
i pv6_hopl t occurences of hoplt

pr ot ocol occurences of |ayer4 protocol
src_dst_port occurences of |ayer4 src_dst_port
src_i pv4d occurrences on src_ipv4

src_i pvé occurrences on src_i pv6

src_|4 occurences of L4 source

src_mac Cccurrences of src_mac

sunmary occurences of all in summary

ttl occurrences on tt

vl an Cccurrences of vlan

Swi t ch#show platform software fed switch active punt packet-capture cpu-top-talker dst_mac
capturing: disabled.

Punt packet

Buf f er wrappi ng: disabl ed

Total captured so far: 224 packets. Capture capacity : 4096 packets
Sr.no. Val ue/ Key Cccurrence
1 01: 80: c2: 00: 00: 00 203
2 01: 00: Oc: cc:cc: cc 21

Swi t ch#show platform software fed switch active punt packet-capture cpu-top-talker summary
capturing: disabled.

Punt packet
Tot al

L2 Top Tal kers:
224 Source mac
203 Dest mac
L3 Top Tal kers:

L4 Top Tal kers:

Internal Top Tal kers:
224 Interface
224 CPU Queue

captured so far:

Buf f er wrappi ng: disabl ed

224 packets. Capture capacity : 4096 packets

00: 27: 90: be: 20: 84
01: 80: c2: 00: 00: 00

FortyG gabit Et hernet 2/ 1/ 2
Layer2 control protocols
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https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-xe-16/213549-troubleshoot-high-cpu-usage-in-catalyst.html
/content/dam/en/us/products/collateral/ios-nx-os-software/ios-xe/nb-09-ios-xe-secure-open-flex-aag-cte-en.pdf
https://www.cisco.com/c/zh_cn/support/docs/switches/catalyst-3850-series-switches/117594-technote-hicpu3850-00.html
https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html
https://www.cisco.com/c/zh_cn/support/index.html
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