BEBRISE 3.2F1WindowsH B & £k Dot1x|a] &
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TR
=R

Cisco BB THUTER :

- RERF T RE BRI (PEAP)
- PEAP 802.1x

£ RV 4E ¢+
AXEPHERETUTREFE IR

- BRIB MRS 512 (ISE)MRA
« BHRC1117 Cisco I0S® XE#H# , ix4~17.12.02
o fEAWindows 10894122~ &8 fitg

AXHEPNEEHRETREXRENEFNRZEEN, AXEFEANARERZRANERAR
(BN ) BB, MREHMBLTENRS , FRRETRAERTHBERE,
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GIG 0/1/0 e p—
-

ISR 1100 NAD ISE 3.2 with
WINDOWS ENDPOINT

AUTHENTICATING AUTHENTICATOR PSN Persona Enabled Node
™ 4% B
[

RAITUTHSRETEE
SBR1BEISR 11008 HES-
B2 MESRSEIZE3.2,
BE=% : BEWindowsA iR A,

$E1:B=EISR 11008% S

REBDRAEDFENADS BEEdOtIXERSTHEREE,



aaa
aaa
!
aaa
aaa
aaa
aaa
!
aaa

AEE N TFEZIVRISERE , FRECEAPSNAEHNTRNIP, B USHRE
Administration > System > Deploymenti& I+ T B ISE3R /3 A Ltk Th&E,

new-model
session-id common

authentication dotlx default group ISE-CLUSTER
authorization network default group ISE-CLUSTER
accounting system default start-stop group ISE-CLUSTER
accounting dotlx default start-stop group ISE-CLUSTER

server radius dynamic-author

client A.B.C.D server-key <Your shared secret>

radius server ISE-PSN-1

address ipv4 A.B.C.D auth-port 1645 acct-port 1646
timeout 15

key <Your shared secret>



aaa group server radius ISE-CLUSTER
server name ISE-PSN-1

|

interface GigabitEthernet0/1/0
description "Endpoint that supports dotlx"
switchport access vlan 15
switchport mode access
authentication host-mode multi-auth
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
dotlx pae authenticator
spanning-tree portfast

TS  BESHRSSIE3.2,

2. alEHFIATEHRIEHNMKZIZE,
Add the Network Device to ISE Network DevicesZ4 o

BHAJIRATT R,

Network Devices

|_] Dug te _'] Generate PAC

IP/Mask Profile Name Location

ISEM £ 1% &

MAE , NEEBHNADIEERN , FHAMMEIRE R TERRISERIP,

Selected 0



Administration - Network Resources
Network Devices Network Device Groups MNetwork Device Profiles External RADIUS Servers More

Network Devices
» ISR1100

Default Device

; . : Network Devices
Device Security Settings

Name ISR1100

Description

IF Address

Device Profile 8 Cisco
Model Name

Software Version

KERE—H , [ TR EHRadius Authentication Settings. 1T BT Ro

SFINZENADE B T AL B4,

v RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shared Secret

(] Use Second Shared Secret

Second Shared
Secret

CoA Port

RADIUS Ei B

REFEER
2. b.EERTNARETEHRIENF D,




AR N THREAREEENTE , FEAREMISER#E & HRIE,

SMIEE>FHEESAIRTF, SIZANMEH , NIERCIZEMNA NiseUsers,

Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

* New User Identity Group
Identity Groups

Eel Identity Group

* Name iseUsers|
Endpoint |dentity Groups

Description

User Identity Groups




“B 4B Bl R
& FHSubmitiz4l,
BTk , SMFEAdministration > Identity Management > Identityi& I+,

# HAdd,

Administration - [dentity Management
Identities Groups External Identity Sources Identity Source Sequences Settings

Users

Network Access Users

Latest Manual Network Scan Res...

Selected 0 Total 0

Status Username -~ Description First Name LastName Email Address User Identity Groups

Mo data avallable

“FA R T
ERVIEFZERN—E D , LAFPWEHFL, REIFFERAFRiseiscool,

> New Network Access User

v Network Access User

* Username iseiscool

Status ¥ Enabled

Account Name Alias

SEERF BB

T—HRANCNENAFBEERE, VainillalSE97H T ILLE R,

Adr




~ Passwords

Password Type: Internal Users

Password Lifetime:

With Expiration
Password will expire in 60 days

.’:;. Never Expires

Password Re-Enter Password

* Login Password ~ ssseeeee

Enable Password

R RolEE

A F 28t BliseUsers4A.

~ User Groups

iseUsers

AFEDE
2. c.BLERBEE
EMEISEXE>FME>FRILE,

ALAMERRMIAREE S, AT , EAROP , QIBTREE WAL, NRBEHTIRNXDHE
BY T HERRBE |,

MREBAERMHMSESR , WA A KLEEAREENTEER, RRTRER , REEFELS
BAFIT

Insert new row above

ARPIFEENFRMGREL8021x , XREISEMHBEFMEENFRMG. BT , RRELER,



Conditions Studio
Library Editor

Wired_802.1X

Catalyst_Switch_Local_Web_»A
uthentication

Switch_Local_Web_Authentica
tion

Switeh_Web_Authentication
Wired_802.1X
Wired_MAB

Wireless B0O2.1X%

KUYEITHEE

&fG , %E#Default Network Access preconfigured allowed protocols service.

Palicy - Policy Sets

Palicy Sets

Status Policy Set Name Description Conditions

(-] Wired_802.1x

S Default Default policy set

Click Save.
2. d.BL & B 010U TR RE,
RN IZ MR EANETL,

Wired Wired_802.1X

Allowed Protocols | Server Sequence

Default Network Access

Hits

Actions

View




RIT & 13 10 IE R
KRii+BE#R.

< Authentication Policy (1)

Status  Rule Name Conditions Hits  Actions

#  Options

i B 5 15 56 1IE SR

REHRIERE D EEH , flERANS S BRI,
R LET S 1350 U SR B A9 S 51 £ 9+ B AT,

R] LA f5E P Bt B Y T G B S £+ Wired Dot 1x ISE.
&E, BEEAST , NTHRIRPERHNIBAF

v Authentication Policy (1)

Status  Rule Name Conditions L Hits Actions

Internal Users

“ QOptions

If Auth fail

] Internal Authentication
If User not found

If Procass fail

B R
R
BRPCRIEM O T REES, RITHET+ER.



Policy - Policy Sets

» Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions

< Authorization Paolicy (1)

Results

Status Rule Name Conditions Profilas Sacurity Groups

BARE
RERRMPBKBE DR |, EUREE RS ERNBISER &,
ERHHBENRBOUERY | ERERETITH+ET.
LHIBIEN AP RlseUserstAH — &5

FE4RERRT , $EClick to add an attribute#B 4o

%R 5 9 HE R

MiAE R | $%iRHH 5040 MM InternalUserid 82,

Hits Actions




Library

Internallser-ldentityGroup

e B @2 F

BYOD_is_Registered Dictionary Attribute

Catalyst_Switch_Local_Web_A All Dictionaries Attribute

uthentication
AD ExternalGroups

Compliance_Unknown_Devices CWA CWA_ExternalGroups

Compliant_Devices IdentityGroup Description

IdentityGroup Narme
EAP-MSCHAPvZ

InternalUser IdentityGroup

EAP-TLS
PassivelD PassivelD_Groups

UK BE Y Condition Studio

‘EEEqualsizE &,

MUser Identity Groups TR 5|k |, 1EFHIseUsers,

Library

InternalUser-ldentityGroup
Ml ol e i e L e L Equals User ldentity Groups:iseUsers =
5G

BYOD_is_Registered

Catalyst_Switch_Local_Web_A
uthentication

Compliance_Unknown_Devices

Compliant_Devices

EAP-MSCHAPv2

EAP-TLS

ROURBERA B




8 FHUse,
B, GBRERI S5 EA R 5 5% IS 2 BIResult Authorization Profileo

AR EEER, ERISEN S ARIENAMA L HIERF FMHISEUsers—EB B LK
DotIxZREEEE , LLBTIRAY B ENIABRAN KRG, B X4 R DenyAccess,

ISEEBI AWHREEXHRITHREE, EFETE,



Authorization Paolicy (1)

Results

Status Rule Name Conditions Profiles

-] Intarnal ISE Users

-]

BRNEBKETR

Click Save.

ISERVELE E T o

F=% : WindowsZAHiER A Bl E
3. a.7EWindows £ /5 B % dot1x,

MWindows#E FE1=$T Fr Services,

Security Groups

Hits

Actions




All Apps Documents Web More «
Best match
(| = Services q’
I System :

Micre
Search the web

Services
L service - See more search results System

ServiceNow - American technology

company
Open

services e
Run as administrator

service titan login Open file location

L service fusion login Pin to Start
Apps Pin to taskbar
% Component Services

Settings

) Do not allow Microsoft to use your
voice to improve speech services

&9 Use online services with Narrator

Windows18 3R

1£ServicesFIFRMESZD , #EIWired Autoconfigs.

G8# 2 & “Wired AutoConfig” H £ R E M.



Wired AutoConfig Properties (Local Computer) X

General LogOn Recovery Dependencies

Service name:  dot3svc
Display name: Wired AutoConfig

Description: sponsible for performing |IEEE 802.1X A

uthentication on Ethemet interfaces. f your cument ~
srad natuads Aarlrvmard arfarmae BNT 1Y

Path to executable:
CAWINDOW Shsystem32\svchost .exe Kk LocalSystemNetwork Restricted p

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

5 e [

R ED



& ALkAutoConfig (DOT3SVC)BRSS R FE A M O _EHMATIEEE 802 1X S B RIE,

BEEFoEFEE,
A7 RFIRFS 79 Stopped, B HFF LR,



Service Control X

Windows is attempting to start the following service on Local Computer...

Wired AutoConfig

Cloge

BR &5l

RfE , BEHOK,

Z AR EEIET,
x*:'f;. Windows Update Enablesthe.. Running Manual (Trig... Local Syste...
&1 Windows Update Medic Service Enables rem... Manual Local Syste...
'-f,;'f-_. WinHTTP Web Proxy Auto-Discovery Service WinHTTPi..  Running Manual Local Service
=*1Wired AutoConfig The Wired A... Running Manual Local Syste...
E:\r‘ WLAN AutoCenfig The WLANS... Manual Local Syste...
'-53;;_‘; WMI Performance Adapter Provides pe... Manual Local Syste...
-f.;‘f:. Work Folders This service .., Manual Local Service

BLENERBERS

3. b. BB EEIINAD B A RIFE(ISR 1100)8WindowsZ 2 A BN,
EESES  KIEH , RAREATENER.

RE it EHE R,

ERFT ML Internet RE.

Troubleshoot problems

Open Network & Internet settings

NN 3082004




HAMEEZEO G , AR ETIEZEDISR Gig 0/1/0M A AMEO, B EHPropertiesit I,

B &5 Authentication &Ik,



@ Ethernet Properties

Newoting [ubetston | s
Connect using:
& Intel(R) Ethemet Connection (4) 1219-LM

| Configure... |

This connection uses the following tems:

a Client for Microsoft Networks

43 File and Printer Sharing for Microsoft Networks
4P QoS Packet Scheduler

4 Intemet Protocol Version 4 (TCP/IPv4)

L] 4 Microsoft Network Adapter Muttiplexor Protocol
2. Microsoft LLDP Protocol Driver

4. Intemet Protocol Version 6 (TCP/IPv6)

<

>

Description

network .

Install...  Uninstal Properties

Allows your computer to access resources on a Microsoft

| Cancel

BOLLARE &

& Enable IEEE 802.1X authentication& % 1E,



Y Ethernet Properties

Networking Authentication Sharing

Select this option to provide authenticated network access for
this Ethemet adapter.

/| Enable |EEE 802.1X authentication

Choose a network authentication method:

Microsoft: Protected EAP (PEAP) v|| | Ssetings

Remember my credentials for this connection each
time I'm logged on

Fallback to unauthorized network access

Additional Settings...

BORRIENARKMEN



1% $#Protected EAP (PEAP),

BUH % P Remember my credentials for this connection each time I'm logged onit I

BHRE,



Protected EAP Properties X

When connecting:

[ ] verify the server's identity by validating the certificate

Connect to these servers (examples:srv1;srv2;.*\.srv3\.com):

Trusted Root Certification Authorities:
] AAA Certificate Services A
Baltimore CyberTrust Root

Class 3 Public Primary Certification Authority

COMODO RSA Certification Authority

DigiCert Assured ID Root CA

DigiCert Global Root CA

DigiCert Global Root G2 v
< >

Notifications before connecting:

Tell user if the server's identity can't be verified

Select Authentication Method:

‘Secured password (EAP-MSCHAP v2) |[ configure... |

/| Enable Fast Reconnect
Disconnect if server does not present cryptobinding TLV
Enable Identity Privacy

OK | | Cancel

PEAPIE M



Interface:
ITF-ID:

MAC Address:

IPv6 Address:
IPv4 Address:
User-Name:
Status:

Domain:

Oper host mode:
Oper control dir:
Session timeout:
Common Session ID:
Acct Session ID:
Handle:

Current Policy:

Local Policies:

GigabitEthernet0/1/0
0x08767COD
8c16.450d.f42b
Unknown

Unknown

iseiscool <---------
Authorized <---------
DATA

multi-auth

both

N/A
22781F0A0000000C83E28
0x00000003

0xc6000002

POLICY_Gi0/1/0

The username configured for Windows Native Supplicant

An indication that this session was authorized by the PSN

461

Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Security Policy:

Server Policies:

Method status Tist:
Method

dotlx

Should Secure

State

Authc Success <------

An indication that dotlx is used for this authenticati



ISER&

S 3 /E> Radius >3/ B H &+,

AP BFREIE | AR EH B F Riseiscools

Operations - RADIUS

Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Cliant Stopped Responding Repeat Counter

Refresh Show Within
Naver v Latest 20 records - Last 3 hours

Status Details Repea... |dentity Endpoint ID Endpoint... @ Authentication Policy Authc
iseiscool ¥ Endpoint ID Endpoint Pr Authentication Policy Autho
Mar 28, 2024 07:04:35.4.., i Wired >> Internal Authentication Wired

Mar 28, 2024 07:04:35.3... Unknown Wired »> Internal Authentication

Last Updated: Thu Mar 28 2024 01:29:12 GMT-0600 (Central Standard Time) Records Shown: 2

ISESERY B &

Operations - RADIUS

Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeat Counter

Show Within
e Latest 20 records - Last 3 hours

Authorization Policy Authoriz... IP Address Network De... Device Port Identity Group Posture ..
IP Addrass
Wired »> Internal ISE Uzers ParmitAce...

Wired »>> Inbérnal ISE Users PermitAce.., ISR1100 User ldentity Groups:is

Last Updated: Thu Mar 28 2024 01:34:18 GMT-0600 (Central Standard Time) Records Shown: 2

ISESRR B E




FAER  EHRENET , Ko A RRHIBEER

- BRRILAYATE B,

- AR,

o Kimmacitit,

- B HRRENSHRIERE,

- BRI REEERIRDURRE,

- BNEEXHER,

« MBISEXIXRADIUSIE R M KZIR % -

- RIRFTIEZNEO,

- BEYEHRIINAFNE DA,

- B HHRIEFNREERSERT S(PSN),

HUEHEER

1 -IREUSESRR B EHAE R

SMERE> Radius >t HEIRTF , REGRIPRES - AMIIE , REAVAFEZIE | &

MACH#EEEIE |, SRERKIMEEARZ IR,

58] Operations > Radius > Live logs > Desired authentication > Live log details.
EE-—RH , —BEFERTSORIE , FREERER.

E—MER  AFRARRAF AR ABERIR,

Operations - RADIUS

Live Logs Live Sesslons

Misconfigured Supplicants Misconflgured Network Davices RADIUS Drops

Endpoint.. Endpeoint.. Authenticatlon Pelicy

AR AFRFAGE

AR ASHAERRE , ELBFINFORIEAY , 22 HERNAF B

Cllent Stoppad Respg




Overview

Event

Username iseiscoool

Endpoint Id <ENDPOINT MAC ADDRESS>®

Endpoint Profile

Authentication Policy Wired == Internal Authentication

Authorization Policy Wired

Authorization Result

BLE5

okt

RE , ER—XNBERAGES , ' FORIEFAEE T R AUKIEROBERRE, RE
FRERMEBRT =R,

Event
Failure Reason

Check whether the subject is present in any one of the chosen
identity stores. Note that some identity stores may have been
skipped due to identity resoultion settings or if they do not
support the current authentication protocol.

Resolution

Root cause Subject not found in the applicable identity store(s).

Username iseiscooonl

SHRIEFHAER

ElZEHR , BRRIAMNERRATAFREHESIR , B2, MRAFPTREISERSIE |, =
FISELEZRIEAFFETHMEME ( SILILDAPTRAD ) A , b & HIBLEEIR,

Steps# 4



Evaluating Identity Policy
Selected Identity Source - Internal Users
Looking up User in Internal Users IDStore = iseiscoool

The user is not found in the internal users identity store

Subject not found in the applicable identity store(s)

The advanced option that is configured for an unknown
user is used

The 'Reject’ advanced option is configured in case of a
failed authentication request

Inner EAP-MSCHAP authentication failed
Prepared EAP-Failure for inner EAP method

Authentication failed and the advanced options are
ignored

Frepared EAP-Request with another PEAP challenge
Returned RADIUS Access-Challenge

Received RADIUS Access-Request

RADIUS is re-using an existing session

Extracted EAP-Response containing PEAP challenge-
response

Open secure connection with TLS peer
PEAP authentication failed

Prepared EAP-Failure

Returned RADIUS Access-Reject

ISEZZRADIUS 2 E HiEIE TR,




B A ALK BIATER -

« WNERBUMATFHHN
- SSLEFIRE.

- EREAPTT £,
- EAPHE#ERE,

LRGP, ATLERISENINIEA T L S B RIENAE S B, REBAF , Bt , ISEEAERE

% T Access-Reject.
F-NHER | ISEEE AMNEKREE L (Policy Set Allowed) M ZEFAPEAP,
2 -CERPEAP

AL FLAMWERNBEFMAERER , RELETREIRBEE“PEAP is not allowed in the Allowed
Protocols” ( SSFHIMXAR TR A FPEAP )

Event

Failure Reason

Ensure that the PEAP protocol is allowed by ISE in Allowed

Resaolution
Protocols.

The client's supplicant sent an EAP-Response/NAK packet
rejecting the previously-proposed EAP-based protocol, and
regquesting to use PEAP instead. However, PEAP is not allowed
in Allowed Protocols.

Root cause

Username Iseiscool

I ESEAEERE

HHEIRBREZHER , BRTERSMBKM>RE TE>FHRIE> R TFHOHNL. RIERESEERGR
InAllow PEAP,



Dictionaries Conditions

Authenticatlon
Allowed Protocols

Authorization

Profiling

Posture

Client Provisioning

Allowed Portocols&f %

Results

w

Allow EAP-TLS

'_'| Allow Authe

|_] Enable Stateless Session Resume

Session ticket time to live

Proactive session ticket update will occur after 90

Allow LEAP

|| Allow PEAP

PEAP Inner Methods
Allow EAP-MS-CHAPv2

Lo
& Allow Password Change Retries 1

Allow EAP-GTC

Allow Password Change Retries 1

Allow EAP-TLS
[_] atlow Authentication of expired certifica
cryptobinding TLV

[ Allow PEAPYO only for legacy clients

B=MER  FORBRIERK , BRAKRGKFEFEISELES.

tion of expired certificates to allow certificate renev

Policy « Policy Elements

| in Authorization Palicy

Hours

% of Time To Live has expired

(Valid Range 0 to 3)

(valid Range 0 to 3)

s to allow certificate renewal in Authori

SMEISKEF AT FAREE. ERABNFORIENIER , AREX HERAESR.



Authentication Details

Source Timestamp 2024-04-20 04:37:42.007
Received Timestamp 2024-04-20 04:37:42.007
Policy Server ISE PSN

Event

Failure Reason

Check whether the proper server certificate is installed and
configured for EAP in the Local Certificates page (
Administration > System > Certificates > Local Certificates ).
Also ensure that the certificate authority that signed this server

Resolution certificate is correctly installed in client's supplicant. Check the
previous steps in the log for this EAP-TLS conversation for a
message indicating why the handshake failed. Check the
OpenSSLErrorMessage and OpenSSLErrorStack for more
information.

PEAP failed SSL/TLS handshake because the client rejected

Root cause .
the ISE local-certificate

Username iseiscool

R HEEHAEE
LiRiEg A TR PEAPRSERIES.

BRI EE | FEFERBNWindowsE g P RIE L FISEUEBAICAU T EERAFIER>ZE
FERRIEB TR E S RER T ENIEL>ZFEENRIEB TR NI D Ho

BEEWindowsiEREEHEREE , W LEWindowsi® & LiF R EEZ D

& Manage computer certificates

&% Manage file encryption certificates

Windows# Rz 4




3-ISE TCP#f#TE ( HIFETHIR)

EHEDERRE , BB SH R LA T, ERMSERRESHRTEMET RMT QIVEMED
L3#1T7,

EEtkTE | FSMBIERESTZET T E>General Tools> TCP#4i%,

Operations - Troubleshoot

Diagnostic Tools Download Logs Debug Wizard

Ganeral Tools
RADIUS Authentication Troubl... TC P D um p

eacsioiietnen Belicu ol The TCP Dump utility page is to monitor the contents of packets on a network interface and troubleshoot problems on the network as they appear
Evaluate L:or-riguraﬁun Validat...

TR T Rows/Page 0 W 1] 10 0 Total Rows
Agentiess Posture Troublesho...
» Star
EndPoint Debug
TCP Dump Host Name Network Interface Filter File Name Repository File S... Number

Sassion Trace Tests

No data found.

TrustSac Tools

TCP Dumpif4%

B HAJJIRH T iR B E pcap.

> New

Add TCP Dump
Add TCP Dump packet for monitoring on a network interface and troubleshoot problems on the network as they appear.

Host Name
ISE PSN

Metwork Interface
GigabitEthernet 0 [Up, Running]

Filter

E.g: ip host 10.77.122.123 and not
10.177.122.119

File Name
ISEPCAP




TCPEHfE Bl

Repository

File Size

10

Limit to
1

Time Limit
5

[ ] Promiscuous Mode

TCP Dumpip4%
EEISEdtIEpcap , BATEH AL T EIE -

o ERFEERpcapB T <o

o %EEH FpcapWISET =1EO,

- MREEWHRBERE , BEATIES |, ISEQREM—LTRA,

- Hpcapinf. EZESF , BIIEH TISEPCAP,

- ERTEME , MRREFFHE , WHRRKRTFEISERBIEE EHTMGUITH,

o WA, MBEMSE | FHiERpcapXHF KD,

- MEXE | FHBES14MNXH , Bt RpcapBE XKD | BEENEIE—DNFXH,
« MRFEE , WJLIEKpcaphY i EEIRATE,

&Ja , £ &iSave £H,



TCP Dump

The TCP Dump utility page Is to monitor the contents of packets on a network interface and troubleshoet problems on the network as they appear

Host Namae Network Interface Filter Flla Nama Repository Flle 5.. Numberof.. TimeLUimit Promiscuous M... Status

ISE PSN GigabliEthernet O [Up, Run... ISEPCAP NEW

RE , ERpcap/ERRMAEE , LA RIZEY,

8§ Startfg , StatusH4F E X HIRUNNINGIRES,

AR SPCAPATETRESH , 2EHKXMZIHNEFEEZHIRNTH. Z/E , BIATE
PCAPH & ZIRADIUS, 2iENTFHEER.

HEPCAPZ{THMHIRFT RN EIERR , SEllpcapise. BIXERE H # &iStop.



3 -1 MNSERE

MRFEERANDN , ISERREFANRERFEIENEH
ERIXERE , EEMERE-RE-RE>RRIMAS

Operations . Reports

S — RADIUS Authentications

From 2024-04-14 00:00:00.0 To 2024-04-21 20:14:56.0

My Reports Reports exported in last 7 days O

Reports

Audit

Device Administration ? Logged At RADIUS Status Detalls Identity

Dlagnostics
Last 7 Days v X |dentity
Endpeints and Users

Guast h 2024-04-20 05:10:59.176

Ui il L 2024-04-20 05:00:53.153

TrustSec
2024-04-20 04:50:59.135

- -5 . - 13,
Schadulsd Reports 2024-04-20 04:40:59.087

ISE$R

i
ok
NS

it



Endpoints and Usars o

Agentless Posture

Authentication Summary

Cllent Provisioning
Current Active Sessions
Endpoint & Logical Profi...

Endpoint Scripts Prowvisl...

External Mobile Device ...
Manual Certificate Provi...

PassivelD



KBRS, BUNERHER24NNLEHE. ENEFERTHNSHRIE, MRIEEREES
TS HORIERATRAM , ELAFETEERETHNEORIEISITIERERSITHSHRIEHTL
Ro LA LERARADIUSE B RIER &SI B A,

ZREAFEEEZRKIORWHESEE. W, KRESNHFHRILARE AR FHERRS.

Operations « Reports

Logged At RADIUS Status Detalls Idantity Endpoint ID Endpoint Profile Authorization Rule

|dentity

RADIUS

BHWIEHE
3-3 MR 4 AR EY L i

B4 ERRE, SR ESEY% (Rejected)’ 3 “E B M (Released)" & imik & . TEISEER
EFNAAPSNT R LEHEAPIES |, RAEPEAPE M RIIF B AMBNXENAREH, AIURE
RS  MAREXRNBFREMAES , BLAEEFIKIEL B REEISEIES,

Rejected OR Released Endpoints
From 2024-03-22 00:00:00.0 To 2024-04-21 20:30:41.0

Reports exported In last 7 days O

Changed At Endpoint ID Status Fallure Reason

X Last 30 Days ¥ X

2024-04-10 21:17:00.64 8C:16:45:00:F4:28 Released

2024-04-10 21:11:34.05 8C:16:45:0D:F4:28 Rejected 12321 PEAP falled SSL/TLS handshake because the client rejected the ISE local-certlficate

2024-04-10 20:57:42.11 8C:16:45:00:Fd:2B Rejected 12321 PEAP failed SSL/TLS handshake because the client rejected the ISE local-certificate

B RIS
3-4 RADIUSiE kIR &

HRASEFAERREN , BECALSE EXERBRT , ISEF2BRBFFILE , ARNERE
BEQXERETHK. ISEEAMBRZERIENICKBFEIRBEX — K. HIEHMNMEZRZIERET
ZZISERY , BRWT :



Operations : Reports

RADIUS Accounting

From 2024-04-14 00:00:00.0 To 2024-04-21 20:28:47.0

Reports exported In last 7 days 0O

Logged At Details Account Status Type Identity Endpoint ID

Last 7 Days ™ X

2024-04-20 01:40:50.31

2024-04-20 01:37:25.22

2024-04-20 01:27:42.012

2024-04-20 01:24:38.128

2024-04-19 23:33:11.907

2024-04-19 23:24:51.744
RADIUSIE kIR &

SS5EHRIEHMERE

XLERISERHNERANBRRS, SATEERERZI0RNIBHRE. FRRED , EANFRI
TER:

s RRIHNBESORIEMABSHRIENA D L.

Authentication Summary

From 2024-04-21 00:00:00.0 To 2024-04-21 20:41:18.0

Filters:
Match All . of the following rules.

Tima Range - Is exactly (or equals). Last 30 Days

Chart: Passed Authentications By Day

2024-04-20 0..2024-04-19 0..2024-04-10 0..2024-04-00 0...2024-03-28 0..2024-03-27 0..2024-03-25 0...2024-03-22 0...

Failed Authessications Passed Authanticstions

B&R : RREEN S HRIE

- BRNEHRIERY , EREXS , FEUTUERETECEESTFARIE.




Authentications By Day and Quick Link

Day Passed Falled Total Falled (%) Avg Response Tima (ms) Peak Response Time (ms)

R MRIE G453 1T B WAL

- BRMERZTEHRWIE  HERSIIERF , EEXRBERS , EERBRD,

Authentications By Failure Reason

Fallure Reason

iled to negotiate EAP bacause PEAP not allawed In the Allowed

rejected the ISE local-certficate

BHERRLITH S 0K

- RIATEERZESNRIEPERANFGE,

Authentications By ldentity Group

Identity Group Passed Fallad Falled (%) Avg Response Time (ms) Paak Response Time

RegisteredDevices -] 5171 171

BREHARTEHRIE

- MAPSNEIWES BRI,



AR ERATANENEES , REAT—MPSN; BER , W TRANIE , WHBEXT

Authentications By ISE Server

Server assed Falled otal Falled (%) Avg Respanse Time (ms) Peak Response Time (ms)

4 - |SEEIR
f£ISE Dashboard T , Alarms¥ % & R E 6 F,
LT R BB T REHERRIY L NSEE IR,

Unknown NAD —Z FEM B IRE XN K im# 1T H B RIEH B HEISER , 2E REER, BR , ISEF
T , EXREFRADIUSER, REILNERR , RYUBMERFIMBREZERANIPSISEEAM



KPR

A Unknown NAD

REINAD

Supplicant® P imE LN —HiERABEFEREN , 2 RENER , KSHNARRNERS
BEHR K FEELHHREMBE,

:: ALARMS

supplicant stopped responding

ER T 5 1L R

Active directoryiZ i T B % B 5] Bl— {F B Active Directory RIE A B8 , MR BEEHEFHHI
R, REEZTE , BNEINER. R, E2THRADLEEZE AN S HRIEAKNER,

L

:: ALARMS

A Active diractory diagnostic tool found Issues

AD12 i 2k

COA ( BINEH ) XM - ISERHIZNREMCoA , WEHRSTESHEMAMERE K CoAlr M IEE R
HH B0 ] B B O AR



A COA Falled

Coa%k M
5- ISERHEERM B EWE

ERETHRBHBRIEISENFAGSE , X008 AR P AEXmabFdotIxEBAY A THHE -
A& : dot1x/mab
ERENFARINNEM,

* runtime-AAA (prrt-server.log)
 nsf (ise-psc.log)
» nsf-session (ise-psc.log)

EFEAMHIEFRES , EEETEBEMBIPSNER T XMW EMRRIEHFEHITEE, BTN
I EEFRIMER, 25 , B4 ZISEX 2 > EHERR>1E1E [ $>18id B BB &E>%FPSN
> 8 HEditiR4,

HMERT—IMRE, RGELRF[E

Debug Level Configuration

Compenent Name #  Log Level Description Log file Name
INFO RBAC
WARN
INFO
INFO
INFO
INFO

INFO

INFO

INFO

INFO

INFO

WA ATERE

HAHBHRIIT , BRUFFIHNENE, EESNMAERFFFEELXNDEBUG. REEX



Debug Level Configuration

Component Name ~  Log Level Description Log file Name
runtim

runtime-AAA AAA runtime messages (prrt) prrt-server.log
runtime-config AAA runtime configuration | 52¢ prrt-server.log
runtime-logging customer logs center messages (prrt) prrt-server.log

va-runtime Vulnerability Assessment Runtime messages varuntime.log

EITITAAAL R E
EREMUNEES , BEADEBUGK TR , EEEREEAMHEE LR,

Debug Level Configuration

Component Name Log Level Description Log file Name
debug

nsf DEBUG NSF related messages ise-psc.log
nsf-session DEBUG Session cache messages ise-psc.log

prri=JNI DEBUG prrt policy decision request processing layer related ... prrt-management.log

runtime-AAA DEBUG AAA runtime messages (prrt) prrt-server.log

Wi AEEE

MREFEVJESDMEE , B LS EIEEZRISE Menu > Operations > Troubleshoot > Download
Logs > Appliance node list > PSN /5 FIDEBUGS > Debug Logs A T & B &o

EXHERT , BB Eprrt-server.logHlise-psc.logd T FHdot1xHmabEl B, BHMTFEHHNBAER
ag L B A&,

RELTUHEGPRARNASEXHEATRE (UEBXEETR) .




Support Bundle Debug Logs

Debug Log Type Log File

v ise-psc (16) (111 MB)

ise-psc (all logs)

MPSNTI R B &
Support Bundle Debug Logs
;:‘ Delete

Debug Log Type Log File

~ prrt-server (1) (7.8 MB)

prrt-server (all logs)

> pxcloud (4) (20 KB)

Debug Logsf 4

6 - ML IRAYISEE IR

EB S —MNMET A AT REMACH 1 SHIPH BN L iRIREIDEBUGE &, &I UUEAin /R BiXISET

Z=<o0

SMEISERE>FRE-HEDR>ZH TE>EHN T E>K iR,

Description

Main ise debug log messages

Description

Protocol Runtime runtime configuration,
debug and customer logs messages

7.8 MB




QOperations - Troubleshoot

Diagnostic Tools Download Logs Debug Wizard

General Tools v Endpoint Debug
RADIUS Authentication Troubl...
Exgcute Network Daviee Com...

Evaluate Configuration Validat...
Status: Stopped
Posture Troubleshooting

Agentless Posture Troublesho... ® MAC Address 8C:16:45:00:F4: 2B

EndPoint Debug

TCP Dump Automatic disable after 10 Minutes

Session Trace Tasts

Selected 0 Total 0

TrustSec Tools

File Name #  Host Name Modified Date Size (Bytes)

E3 A
RERMAFMENLIREEUTFRBRAE, BEHEFH.

KRG , BELEHE B E HContinue,

Endpoint Debug

Status: B Processing ...
MAC Address 8C:16:45:0D:F4:2B

Automatic disable after Minutes

Selected 0 Total 1
Delete Files
File Name Host Name Modified Date Size (Bytes)

ISE PSN Apr 22 21:15 40441

;%Jﬁ , ifﬁstopo
BREUMEPERNEENXHE,




Selected 1 Total 1

File Name ~.  Host Name Modified Date Size (Bytes)

ISE PSN Apr 22 21:17 67959712

BB EFETDEBUGHEN B HRIEAR , MAFEEMDebug Log Configuration/g A &1

o

AR BTARFRAEFIRSPZHRELERNS , REEFRE - N ETEN BEIXMH
, BYIER A SEEERZNEANEAETEN G TERABLEN AR, METEHAISET
HEEMN B EWERR D AR,

7 -FRZRADIUSHIE A



FRuser passwordZ B¢\ , RadiusBiIEBFNE., B2 , BEERIFRIENZFE, SHMEIWireshark
> Preferences > Protocols > RADIUS , AERIISEFRMEE R FEANRADIUSEER4R | BlajE
BERAFRENBES, 2k , BRI RRADIUSEIEE.

Wireshark - Preferences

ProtoBuf
PTP
PTP/IP
PULSE
PVFS
Q.931
Q932
QUAKE
QUAKE2
QUAKE3
QUAKEWORLD
Quic

R3
RADIUS
RANAP
RDP

RDT
RedbackLI
RELOAD
RELOAD FRA...
Riemann
RIP

RIPng

— e

RADIUS Protocol

Shared Secret ' YourSharedSecret]

Validate Accounting Request and Response Authenticator
Show AVP Lengths
Disable extended attribute space (RFC 6929)

UDP port(s) 1645,1646,1700,1812,1813,3799

Wireshark Radiusi%&Iin
8 -ME R Z W EHEBRG T

— T H B THERRISR 1100 B LNADRE LHY R &

— 1fE fshow aaa serversBEBAAAIRSE SR HRISEREB AU R B AIMMNEZREZHIE,

Router>show aaa servers

RADIUS: id 1, priority 1, host 10.88.240.80, auth-port 1645,
State: current UP, duration 2876s, previous duration Os
Dead: total time 0Os, count O

acct-port 1646, hostname

Platform State from SMD:
SMD Platform Dead: total

current UP, duration 2876s, previous duration Os
time Os, count O

Platform State from WNCD (1) : current UP, duration 3015s, previous duration Os
Platform State from WNCD (2) : current UP, duration 3015s, previous duration Os
Platform State from WNCD (3) : current UP, duration 3015s, previous duration Os
Platform State from WNCD (4) : current UP, duration 3015s, previous duration Os
Platform State from WNCD (5) : current UP, duration 3015s, previous duration Os
Platform State from WNCD (6) : current UP, duration 3015s, previous duration Os
Platform State from WNCD (7) : current UP, duration 3015s, previous duration Os



Platform State from WNCD (8) : current UP, duration 3015s, previous duration Os
WNCD PTatform Dead: total time Os, count OUP

Quarantined: No

Authen: request 11, timeouts 0, failover 0, retransmission O

Response: accept 1, reject 0, challenge 10

Response: unexpected 0, server error 0, incorrect 0, time 33ms
Transaction: success 11, failure O

Throttled: transaction 0, timeout 0, failure O

Malformed responses: 0

Bad authenticators: 0

Dotlx transactions:

Response: total responses: 11, avg response time: 33ms
Transaction: timeouts 0, failover 0
Transaction: total 1, success 1, failure O

MAC auth transactions:

Response: total responses: 0, avg response time: Oms
Transaction: timeouts 0, failover 0O

Transaction: total 0, success 0, failure O

Author: request 0, timeouts 0, failover 0, retransmission 0
Response: accept 0, reject 0, challenge 0
Response: unexpected 0, server error 0, incorrect 0, time Oms
Transaction: success 0, failure 0

Throttled: transaction 0, timeout 0, failure O
Malformed responses: 0

Bad authenticators: 0

MAC author transactions:

Response: total responses: 0, avg response time: Oms
Transaction: timeouts 0, failover 0O
Transaction: total 0, success 0, failure O

Account: request 6, timeouts 4, failover 0, retransmission 3
Request: start 1, interim 0, stop O
Response: start 1, interim 0, stop O

Response: unexpected 0, server error 0, incorrect 0, time 27ms
Transaction: success 2, failure 1

Throttled: transaction 0, timeout 0, failure O

Malformed responses: 0

Bad authenticators: 0

Elapsed time since counters last cleared: 47m
Estimated Outstanding Access Transactions: 0

Estimated Outstanding Accounting Transactions: 0
Estimated Throttled Access Transactions: 0

Estimated Throttled Accounting Transactions: 0

Maximum Throttled Transactions: access 0, accounting 0O

Consecutive Response Failures: total O
SMD Platform : max O, current O total O
WNCD PTatform: max 0, current O total O
IOSD Platform : max O, current O total O

Consecutive Timeouts: total 3
SMD Platform : max O, current O total O
WNCD PTatform: max 0, current O total O



IOSD Platform : max 3, current O total 3

Requests per minute past 24 hours:
high - 0 hours, 47 minutes ago: 4
Tow - 0 hours, 45 minutes ago: 0O
average: 0

Router>

82EEFRIKMOMA., FHARFEE. NATLENACL, BORIEFENEFHRYNER , FEASDS

show authentication sessions interface <interface where the laptop is attached>1# 4015 &,

Router#show authentication sessions interface gigabitEthernet 0/1/0 details
Interface: GigabitEthernet0/1/0

IIF-ID: Ox01D9BEFB

MAC Address: 8c16.450d.f42b

IPv6 Address: Unknown

IPv4 Address: Unknown

User-Name: 1iseiscool

Status: Authorized

Domain: DATA

Oper host mode: multi-auth

Oper control dir: both

Session timeout: N/A

Common Session ID: 22781F0A0000000C0777AECD
Acct Session ID: 0x00000003

HandTe: 0x0a000002

Current Policy: POLICY_Gi0/1/0

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)
Security Policy: Should Secure

Server Policies:

Method status Tist:
Method State
dotlx Authc Success

Router#

8-3ERIILR/EEFRERaaalFIBLEWT , HiE1Tshow running-config aaa.

Router#sh run aaa

|

aaa authentication dotlx default group ISE-CLUSTER

aaa authorization network default group ISE-CLUSTER

aaa accounting system default start-stop group ISE-CLUSTER
aaa accounting dotlx default start-stop group ISE-CLUSTER
!

aaa server radius dynamic-author

client <A.B.C.D> server-key Cisc0123



|

i

radius server COHVSRADISEO1-NEW

address ipv4 <A.B.C.D> auth-port 1645 acct-port 1646
timeout 15

key Cisc0123

|

!

aaa group server radius ISE-CLUSTER

server name COHVSRADISEO1-NEW
!

1
1
!
aaa new-model

aaa session-id common
|
|

Router#

8-4% —/NE i+ Rtest aaa group radius server <A.B.C.D> iseiscool VainillalSE97 legacy,

Router#test aaa group radius server <A.B.C.D> iseiscool VainillaISE97 Tlegacy
User was successfully authenticated.

Router#

9 -MFZiRFZ XA

debug dot1x all - & RFiBdot1x EAPEE

- debug aaa authentication -& "k HAAAR AR FH & HRILRARXER

« debug aaa authorization -&E RAAAR M FIRE R

debug radius authentication - X A F & BRI IR BIER W FHER
debug radius - E BB BES N FMER

HXEER
. BENEAREBANTR



https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



