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ERRNAH
AP ERET U THRIRA :

- EEE T B etk FME £k F B Windows PN AT EHL(PC) L 2R BRI S RE T WE K A2 1.0.0-
2hR

 EERZUEBHER(ISR)L , RA2 L HEE(ASR)1000, Catalyst 8300, 8500
9000:Cisco I0S-XE 17.3.2

. £ Catalyst 820011100 L : Cisco IOS-XE 17.4.1
- RS B2 (CSR)MISREE L F E FH 4 FCatalyst 8000vHCisco I0S-XE 17.4.1

AXHFNEENRETREZRERETNZEREN. AT ERANAEEESNEEAR
th (BN ) BE. MEEHNELTENRS , BERETHRAERSNEERAE,

[

AT BEEREAREH SV AR AR T HAh i s NI E | X LR TEUR T B5 B
2R ATE R B P £%

- BHERET ER SRV AIEE AR F(CSLU)ERE S B R S e M- EESR(CSSM).
- B HEREEEETICSSM,

- E#EFICSLURYER 87 5 CSLUMI T iE #2,
- BREHBRREETICSSM , RiZBCSLU,

3% 87BN CSLUEEBICSSM

FEHIdF |, MERR = BEFEIECSLUERZICSSM, CSLUR N ECSSMIEBE <.
AENBNANHERX S ERERTENES,

Connected to CS5M Through CSLU
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FEWFES | 7= mRPIESEEFCSLUA K BSR4 5 (REST) ik RS 31 SCSLURYBIE.
RENBEIFREXAFBZERUMBEMBERERE, SEBNRE,

BB

SHW1BRICSLURE , AEERBMENT=R,
$ =% : %#ZProduct Instance Initiated only , /5 E X B E BEHIEIPHbL,

Add Product

Hiost bdentifier

s -

Heal 5 soguined

Product Instance initiated only =

B=F : ERERLE O FERMBEERE N csluo

Devi ce(config)# |icense smart transport cslu

#m% : M AEBCSLU IP#sAICSLU URL.

Devi ce(config)# license smart url cslu http://<cslu-ip>:8182/csl u/vl/ pi
BRS : BEHTTPHEMEANEQ,

51. AU T SEREXREHTTPHEMNED !

Device(config)# ip http client source-interface interface-type-nunber

5.2. MR FEAVRFEIIACSLU , A2 Acslu-localfE T Wipit st |, MEEMEH LT85 Noslu-
localifs N E B 4T :

Devi ce(config)# ip host vrf Nane_VRF cslu-local cslu-ip-address

BRY : BHBEENEABERRE. RIEASHREBLERETIER,

Devi ce# |icense smart sync

*Apr 14 12:08: 06. 235: %SMART_LI C- 6- POLI CY_I NSTALL_SUCCESS: A new | icensing policy was



successfully installed

XA ERE
FEWHEP , CSLUBBI 5= REFINEBRE , MRRHEEER.
CSLUEAM B EMIU(NETCONF), ESIRSEMEEIHIL(RESTCONF), Google Remote

Procedure Calls(gRPC)#lAnyther Next Generation(YANG)#EE FHREST Application Programming
Interfaces(API)iE # 27= B3 61,

[T e
SH1ERARFLE  RESHWEILERESE (NETCONF, RESTCONFEREST API ) ,
=S . BRICSLURMEH%ZEAdd Single Product,

F=H . RBESMEERESE (NETCONF, RESTCONFEREST API ) #HX M {E{AICSLU
Initiatedi &£ T , HE L EEME ™= REHIH 1P,

Add Product

CSLU innimed - NETCONF

CELY Intized - RESTCONF

CELY InRiated - REST AP

L . W7 @BEHI"(Product Instances)Fll TR AIE R EFMEVIER , A FMEActions for
Selected and Collect Usage.

Product Instances

Add Single Product Actions for Selected.., Rafresh Product instance List
B o Remove Last Contact Aderts
Filter By HostP. SNor. Em Filter By Last Contact Filter By Adets.
B nsnw Cuhdgqaga B
Autharization Code Request

O ez e
D 10.194 234 158 Ee

iterns per page: 5 - 1-30l3 1< £ 3 41|

FEY  RUERBESTRIZT MR T ATEEAERE.



Product Instances

BAY  BEMREL | BXAEINTFAIRBRZERI BT,

*Nov 18 23:22:12.929: %SMART_LI C- 6- PCLI CY_I NSTALL_SUCCESS: A new |l icensing policy was
succesfully installed

B H BRIE £ BCSSM
EUAIE , BTUR TN RROIFICSSMOBRSEEES , 3 AOARM TR LR L
BEERE, BT TavaScriptt RETEISON) B B AR EB LA BB R (HTTP)HE

B, AEFmEPIFMCSSMZ E 3 #
- Call-homet&#i757%, Call-home N X BREEMHRME T B FERHNETWebHBH, ®

SE
Ly ca

Directly Connected to CSSM

\ Product Instance )
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o |-

F'rcrdur:t Instance

o

Product Instance

CSSM on Cloud




HRekmT EER
Hic i 25 3R

SR BEBELRZHTTPEHENEO,

Device(config)# ip http client source-interface interface-type-nunber

BoF  RERERAEREXNIEN T ITIEER S %,

Devi ce(config)# |license smart transport smart
F=F T ANEERS —RFREMR(URL)IRENMINE.
BAERFANEEREURLIRENRIAME , BEANTHT :

Devi ce(config)# license smart url default

32.MRAFEARBIFRERCSSM , MFEERMEREMNKE

Devi ce(config)# |icense smart proxy X X X X port XXXX

SWF : EERIKS MELKS TMCSSMERF T , HEHIEKN T,

Cisco Software Central > Smart Software Licensing B BU Production Test

Smart Software Licensing Feedback Support Help

Alerts Inventory Convert to Sman Licensing Reports Preferences On-Prem Accounts Activity

Virtual Account: Mex CATS West @ Vapr @ Minor  Hide Alerts
General Licenses Product Instances Event Log

Virtual Account

Description TAC CATS West Account

Default Virtual Account No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Uses Export-Controlled Description Created By Actions

OWIDOTFjMDAZDWKZ 2021-May-13 02:29:05 (in 30 Allowed asamancoe-691058171 asamanoo Actions

Token o X

OGQ2ZY)gSYIELZTEXNOOY TlyLWE 1MTEINDMxY|BmMDFRMDUOLTEZMT
Y20Tk5%0AMzUI0TdEbIFRZHIMLySSQXINNHIMWDIXWmZ4MGxUUK1
TOW1sZzI0byBxTFRJ%0ALZNJWT0%30D%0A

(] 1 diem -
Press cirl + ¢ to copy selected lext to clipboard

SFHP  ERERNTHEEMRE



Devi ce# license smart trust idtoken id_token_value {local| all} [force]
ALY . 7Eshow license statusin THRIIREREEH, EMEHNAKE , ETrust Code
Installed#f 75 £ , A5 A EM B HAE T ZAB,

Devi ce# show |icense status
Transport:

Type: Smart

URL: https://smartreceiver.cisco.comlicservicel/license
Pr oxy:

Not Confi gured

<sni ppet >
Trust Code Installed: Feb 10 20:56:02 2021 UTC
<sni ppet >

Call-homef% i 5 =B B
BEESR

SR EELEHTTPEHENED,

Device(config)# ip http client source-interface interface-type-nunber

B=F : Fcall-homeZ B EE X NFIENFAEE R 5 %,

Devi ce(config)# license snmart transport call hone

B=F BT AIEERURL,

3.1. EiRBIFAEEREURL , BEHERAUTHS :

/

Devi ce(config)# |icense smart url https://tools.cisco.comits/servicel/oddce/services/ DDCEServi ce
3.2. MNREMERAE B MER(VRF) , N ATUEEVRFEcall-home EERRRERD |, LURFIER
HVRF:

Devi ce(config)# call -hone
Devi ce(cfg-cal | -honme) # source-interface interface-type-nunber
Devi ce(cfg-call-hone)# vrf Nanme_of VRF

3.3. MRAFERAREBIFRCSSM , NEZFREBAMEICal-homeFLEF , HEHAZEOHEMCE :

Devi ce(config)# call-home
Devi ce(cfg-cal | -hone)# source-interface interface-type-nunber
Devi ce(cfg-call -honme)# http-proxy "X X X X' port XXXX

SN : EERIKS MELK S TMCSSMERF T , HEHI LN T,



Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity

Virtual Account: Mex CATS West
General Licenses Product Instances Event Log

Virtual Account
Description TAC CATS West Account

Default Virual Account Ne

Product Instance Registration Tokens

The registration tokens below can be used to register new product mstances to this virual account

Token Expiration Date Uses Export-Contralied
OWIDOTFNDAIZDVKE 2021-May-13 02:25:05 (in 30 Allowed

Description

asamanoo-591058171

@ X

OGQ2YgSYIELZTExNIOOY TlyLWE 1MTEINDMxY[BEmMDFhMDUOLTEZMT
Y20Tk5%0AMzUI0TdEbIFRZHIMLySSQXINNHIMWD (WML 4MGxUUK1

TOW1sZzI0byBxTFRJ%0ALZNJWTO0%3D%0A

i i f o I dm il " 1
Fress ol + ¢ o copy seecied lex] o cipboarnd

SRS : ERAERNTEEMRZ,

Devi ce# license smart trust idtoken id_token value {local| all} [force]

$B/F : fEshow license statusiP T HRITLZERBIER, EHRHNAKE , ETrust Code

Installed&f % £ , A EM B BIEHIZARMB,

Devi ce# show | icense status
Transport:
Type: Cal | home

URL: https://tools.cisco.comits/service/oddce/ services/ DDCEServi ce

Pr oxy:
Not Confi gured
<sni ppet >
Trust Code Installed: Feb 10 20:56:02 2021 UTC
<sni ppet >

B CSLUR 3% Fa 87 5 CSLUMT T ¥ 2

B BU Production Test
Feedback Support Help
& ao 21) Minor Hide Alerts
Created By Actions
asamanoo Actions

CSLUMCSSMZ HRVBE AL S XN PR RIEMER , XEX4BRE , AB LAFICSLUSK

CSSMZ M T,

LRI | CSLUNBIR A S CSSMUTT I AL B T,

S



CSLU Disconnected from CSSM

\_Product Instance Windows CSSM on Cloud

s =
D -

L Product Instance J

\ <
g Usage data file

. Product Instance |

BB

SWMIECSLUL | SMEFREH , AR51%EZEDownload All For Cisco,

. Cisco Smart License Utility
C5LY  Product Instances Edit  Help

Diowwenlizad All Product Instance List Cirl=%
Upload Product Instance List Ctrl+ L
Send All To Cisco Ctrl+Enter
- Download All For Cisco Ctrl+Shift+5
Upload From Cisco Ctrl+Shift<U

Product Instances

$=¥ : ECSSM L , SfnZIReports , Af5Fi%FUsage Data Files,
B=% . FEMCSLUTE/ I,



Cisco Software Central = Smart Software Licensing

Smart Software Licensing

Alerts nventary Caonvert to Smart Licensing Reporns Preferences On-Prem Accounts
Reports
Report Usage Data Files Reporting Policy Synch File for Device Controllers

Devices can be configured to report the features that they are using,

This usage then determines which licenses are needed, in erder to be compliant,

Upload Usage Data

@ Usage Data File Reported Virtual Account

Reporting Status

0 results found

NS . THRERWBEIAXHE. ©ETEUsage Data FilesFl&RH,

#B BU Production Test

Feedback Support Help

Devices Acknowledgement

Mo Records to Display

SESL : #CSLUL , EMEBFmEH  REEEMEBN L&, LEMNCSSMTHMFEIA 4,

. Cisco Smart License Utility
CSLY  Product Instances  Edit  Help

Download All Product Instance List

Upload Product Instance List
Sand All To Cisco

- Download All For Cisco

Upload From Cisco

tri+5

Ctrl=U

Ctrl+Enter

Ctrl+5Shift+5 I

Ctrl+Shift+1) |

Product Instances

PR AR RIEEBICSSM , EREFECSLU

AP | B~ mRAI5SCSSMETTTEE |, F BRFREAEMREXARFRAH. FBER

R T R BT T,
45 B



Mo Connectivity to CSSM and Mo CSLU

¢ ™

.‘_

=3 - 0

+_5 [ sage
~ q E i

\ Product Instance

CE5M on Cloud

{ R

oy Usage ¥
@ o it - E data file

Y Product Instance y

~
@ g E Usage

\_ Product Instancea

BC 5 R

FBESS LRE SRR TF TR T EHRFERE,

Devi ce(config)# license smart transport off
Devi ce(config)# exit

Devi ce# copy running-config startup-config

SF=F T AHENERBERRFEbootflashMAI XA R |, FFEMBEHBFFEE,

Devi ce# |icense smart save usage all file bootflash:all_rumtxt
Devi ce# copy bootflash:all _rumtxt tftp://X X. X X/ all _rumtxt

$=% : £CSSM L , SHnZIReports , it#¥Usage Data X L 1£ 58 H 25 8 2 #9 f55 F B3804

Cisco Software Central = Smart Software Licensing #@ BU Production Test
Smart Software Licensing Feedback Support Help
Alerts nventary Caonvert to Smart Licensing Reporns Preferences On-Prem Accounts Activity
Reports
Report Usage Data Files Reporting Policy Synch File for Device Controllers
Devices can be configured to report the features that they are using,
Thig usage then determines which licénses are needed, in erder to be compliant,
Upload Usage Data o

@ Usage Data File Reported Virtual Account Reporting Status Devices Acknowledgement

0 results found

Mo Records to Display

SWP : TRAERNEINX 4 REAREIRE,
BEY  ERHFL , SAXHARBRELEKREER,

Devi ce# |icense snmart inmport bootflash: ack_usage. t xt
I mport Data Successful



*Apr 14 12:08:06.235: %SMART_LI C- 6- POLI CY_I NSTALL_SUCCESS: A new | icensing policy was
succesfully installed

Hrir
ERAER D ATEIAE BRER ERIZTT.
EFFEHRIN L BRI CSSMEBEMN=mEH, T ERMBEIARE K EMB RS R

o

FBRISMEFREH , AGEEREPROIMRBNFIS, BLHERZHUDIEREHIRY
o

Devi ce# show | icense ud
UDI : PID: | SR4451- X/ K9, SN: FOC17513VMVB

Cisco Software Cenfral > Smart Software Licensing HB BU Production Test

Smart Software Licensing Feedoack Support Help

Alerts Inventory Convert to Smart Licensing Reporis Preferences On-Prem Accounts
Virtual Account: Mex CATS West @ Maior @D Minor | Hide Alerts

General Licenses Product Instances Event Log

Authorize License-Enforced Features G> FOCI7513VME Qo

Name Product Type Last Contact Alerts Actions

UDI_PID:ISR4451-X/K9; UDI_SN.FOC17513VM8E 4400I1SR 2021-Mar-18 21:21:59 Actions «

Showing 1 Record

=2 : £ HAshow license statusi®if if AJiF £ EM EEIRS,

Devi ce# show | icense status

Smart Licensing Using Policy:
St at us: ENABLED

<sni ppet >

Pol i cy:

Policy in use: Installed On Mar 18 21:20:38 2021 UTC
Pol i cy nanme: SLE Policy

Reporting ACK required: yes (Custoner Policy)

Unenf or ced/ Non- Export Perpetual Attributes

First report requirenment (days): 30 (Custoner Policy)
Reporting frequency (days): 60 (Custonmer Policy)
Report on change (days): 60 (Custoner Policy)

Unenf or ced/ Non- Export Subscription Attributes:

First report requirenment (days): 120 (Custoner Policy)
Reporting frequency (days): 150 (Custoner Policy)
Report on change (days): 120 (Custoner Policy)
Enforced (Perpetual /Subscription) License Attributes:
First report requirenment (days): 0 (Cl SCO default)
Reporting frequency (days): 90 (Custonmer Policy)
Report on change (days): 60 (Custoner Policy)



Export (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (Cl SCO default)
Reporting frequency (days): 30 (Customer Policy)
Report on change (days): 30 (Custoner Policy)

M scel | aneous:
Custom I d: <enpty>

Usage Reporting:

Last ACK received: Mar 18 21:20:38 2021 UTC
Next ACK deadline: May 17 21:20:38 2021 UTC
Reporting push interval: 30 days

Next ACK push check: Feb 23 20:24:13 2021 UTC
Next report push: Mar 30 15:45:55 2021 UTC
Last report push: Mar 18 21:16: 38 2021 UTC
Last report file wite: <none>

<sni ppet >

TR HEBR
A5 R UGB T T R R B TR,

1. FEFACSLUGER CSLURIMNERERICSSM), smartreceiver.cisco.comfltools.cisco.com (B i 1
BICSSM#A M) i R IEFAYDNSHEAT

Devi ce# nsl ookup csl u-1 ocal
Devi ce# nsl ookup smartreceiver.ci sco.com
Devi ce# nsl ookup tool s.cisco.com

2. R ECSLUGE CSLUMRMEREBICSSM), smartreceiver.cisco.com#ltools.cisco.com(E #E
EBCSSMIEIMHIESE,

Devi ce# ping cslu-Ilocal
Devi ce# ping snmartreceiver. ci sco.com
Devi ce# ping tools.cisco.com

3REIRO443ZRAENCSSMA K , HEAEREEEBICSSMA T,

Devi ce# telnet smartrecei ver.cisco.com 443
or

Devi ce# tel net tools.cisco.com 443

4EATANBRBRIEEMNZRIEFERNAE , ARBESES.

Devi ce# debug |icense ?

agent Li cense agent information
core Li cense Core

errors Li cense warnings and errors
events Li cense Events

feature License feature

i pc Li cense | PC communi cati on

HXRfER
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https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-xe-17/217047-enable-license-boot-level-and-addon-on-c.html
https://www.cisco.com/c/zh_cn/support/index.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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