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@D Direct cloud access Qa
Cisco product sends usage information directly over the =
internet. No additional components are needed. ot Fny
ar [ % I
o ;onlrect cloud access through an HTTPs proxy =
s | Cisco Producls send usage information over the internet via a {u?
@ -f‘_c—: Proxy Server — Smart Call Home Transport Gateway (Free (=5
% a VM Download) or off-the-shelf Proxy (such as Apache), R
| HITTRs. Prasy
'1::— :oMediated access through an on-premises collector -
2 | connected ca
o Cisco Products send usage information to a local connected N m—l
collector, which acts as a local license authority. Periodically, an - —> =
exchange of information will be performed to keep the databases in Cisea "TTP® Smant Sofware  Cisea e =3
sync Product Manager sstoling
EQMediated access through an on-premises collector - Fe S8
| disconnected = R e
Cisco Products send usage information to a local disconnected - — ﬂ 3.“"_._,..7‘*
collector, which acts as a local license authority. Once a month, & —- ——
an exchange of human readable information will be performed to Gisto HTTPS Smant Softare g —
Product Manager sateilie eyt

keep the databases in sync.
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Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#license smart enable

N B keSS AREFRENES Call-home.

N4

F=2F : Htools.cisco.comPiL E I & R4 (DNS)RFBRHBSENKE.

Router(config)#ip name-server X.X.X.X
or
Router(config)#ip host tools.cisco.com X.X.X.X

B=5 NERERERAEESRERTTE,
B FERE R4 EEES (M F https://software.cisco.com/#) , SR Ja St B & B Ei 4 B 1 28 26

Do
o ERRFEIF , RAENERIIKF TR HRFIERELKS
o %EEGenerali+ , AFEENew Tokeno

Cisco Software Central > Smart Software Licensing English [ Change | ; Hello [0 Smart Account Name
Smart Software Licensjng Feedback Support Help
2 ! 2 = . Questions Aboul Licensing?
Alerts | Inventory  License Conversion  Reports | Preferences = Salelliles | Aclivity
Try ouwr Virtual Assistant
Virtual Account: Virtual Account 1 = €D Major Minor  Hide Alerts
General Licenses Product Instances Event Log

Virtual Account
Description: Account 1

Default Virtual Account: No

Product Instance Registration Tokens

The registration takens below can be used 10 register new product inslances to this virlual account
Mew Token...
Token Expiration Date Description Export-Controlled Created By Actions
ZpgxNzd)YjctOWRhMCOOM2ZI0L.. 3 Expired Token 1 Allowed User 1 Actions «
ZTg2M|BjMzUNZUONI00MDdKL..B  Expired Allowed User 1 Actions =

- B Ui BA H 1 E T AL TIESRSH R
. R‘HEJ%JH:AH& TV m/E A AT S HEHE e, XAWESEMPIREPIERS MBIV AL

- ERCIETHE, QIETEE , EREH,


https://tools.cisco.com/
https://software.cisco.com/
https://software.cisco.com/

Create Registration Token @

This will create a token that is used to register product instances, so that they can use licenses from this virtual account. Once it's created, go to
the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account: CORE TAC
Description : Test Token
+ Expire After 30 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses: 20

The token will be expired when either the expiration or the maximum uses is reached

Allow expori-contrelled functionality on the producis registered with this token €

EM% : EdCall-homeBit & ( Wik )
ERiACall-HomelL & XA Bl B B LUEMHE R . & 0] BATE B4R 3 IE 24 BT Y Call-Home Bt i XA BL &

Router#show run | sec call-home

service call-home

call-home

! If contact email address in call-home is configured as sch-smart-Ticensing@cisco.com
! the email address configured in Cisco Smart License Portal will be used as
contact email address to send SCH notifications.

contact-email-addr sch-smart-Ticensing@cisco.com

profile "CiscoTAC-1"

active

destination transport-method http

no destination transport-method email

BRS  EATHEBECSSMEMRE .

Router#license smart register idtoken < token from CSSM portal > force



AR forcexBF VARSI ITEMSZH. MBKREA , FMIRTRFEEZEKNE,

BARYL  RIIRFRABEEWEIMEICSSM,

Router#show Ticense status
Smart Licensing is ENABLED

Registration:

Status: REGISTERED

Smart Account: TAC Cisco Systems, Inc.

Virtual Account: CORE TAC

Export-Controlled Functionality: Allowed

Initial Registration: SUCCEEDED on Sep 01 12:54:22 2017 UTC
Last Renewal Attempt: None

Next Renewal Attempt: Feb 28 12:54:22 2018 UTC

Registration Expires: Sep 01 12:49:04 2018 UTC

License Authorization:
Status: AUTHORIZED on Sep 01 12:54:28 2017 UTC
Last Communication Attempt: SUCCEEDED on Sep 01 12:54:28 2017 UTC



Next Communication Attempt: Oct 01 12:54:28 2017 UTC
Communication Deadline: Nov 30 12:49:12 2017 UTC

{55 A B 0 B& R %5 & (VRF) BV B 32 CSSMA 8]

MRIRZFEAVRFEIACSSM , NIFEEECall-HomeBl E XA B E TEERVRFAMRED, ERE
IR, MAHITEECSSMIGAH S FHLSTR1BSE®I, RE , FAEBNVRFIRZEO RS
Call-homefit B A1 [E]CSSM URL, X B LAMgmt-intf VRF # B9 & $2 0 GigabitEthernet0 3 i,

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)#call-home
Router(cfg-call-home)#source-interface gigabitEthernet 0
Router(cfg-call-home)#vrf Mgmt-intf

FRASPEAVRFINEREOEEFRHTTPEOD, KEELFWHTTPMHTTPSHE.,

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip http client source-interface gigabitEthernet 0

NHSEVRFELEDNS :

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip name-server vrf Mgmt-intf X.X.X.X

SERVRFELESE , ATASERIT EECSSMI R % # S REM S R6.
EARENERZCSSMIHA

MEZEERERSHFZMNECSSMHTTPSIEE , NI FEEZ R EECSSMiG A" — 1 R SR 1T
B4 , H7£Call-homekl & B Ehttp-proxyis o

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#call-home

Router(cfg-call-home)#http-proxy "10.118.47.99" port 8080



SSMRA &R T3 [F]

LEHERE A EERBEES@mMFANLE, MTTEREZIBRIEENCSSM, EXHELL I8
, B MR BMERESSMAM . THESSMA TR ZRAER XA TILTEEZ A,

HSSMARBRS RS RBEENEESRUT ¢
SR ERE LEERAERETT,

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#license smart enable

S

AR ket 2B ARMERNARSCall-home.

BH  BREEY EENCSSMA RS BFERE.

Router#ping X.X.X.X
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to X.X.X.X, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/9/10 ms

N orE . MESEDNSEEE |, WA LUER T RS AL ARS B IP R AT 5 & FR.

B=% | NSSMABRIRAE BHT T hEo

3.1&%SSMARS &R,

cisco e @ Hello Satelite Admin

Smart Licensing

Pradust lngtance Registzation Takens

32T MG
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ERERRALTHEEMN> R EAFS HEBINESERE,
ERE T,

BIRTHE |, EECopy S HIH IR TR,

Create Registration Token

This diaiog will enerate th 1oken fequined 10 TRQI5er YOUr PrOaUC! NSIANCES wilh YOUr ACCoun
Loeal Virtual Arcour Detaut
TEST_TOKEN

1 Darys

valop Datwean 1 and #5, ud CIR00 ACOMMAnGE # mi

s
U Mt of Uses —— 3§

T Akt el B GBI D% T BTSYBL0N OF 11 MLNSTIET LS4 18 ABRCHOT

[ Al s pn-onl B Rchondiy o he pioducti Hgalined wlh N Biken O

FMNL . £18% LBECall-home,

EE A A E RS 25 M9 IP#E 3k (http://X. X. X X/Transportgateway/services/DeviceRequestHandler) & X
destination address httpan % , H il ERER AR P L,

Router (config)#call-home

Router(cfg-call-home)#profile CiscoTAC-1

Router(cfg-call-home-profile)#destination transport-method http
Router(cfg-call-home-profile)#destination address http http://X.X.X.X/Transportgateway/services/DeviceR
Router(cfg-call-home-profile)#no destination address http https://tools.cisco.com/its/service/oddce/ser
Router(cfg-call-home-profile)#active

Router(cfg-call-home-profile)#exit

Router(cfg-call-home)#contact-email-addr test@cisco.com

Router(cfg-call-home)#service call-home

Router (cfg-call-home)#end

FhP : TESLA-TrustPointE £ = L BLiErevocation-check none,

Router#configure terminal
Router(config)#crypto pki trustpoint SLA-TrustPoint
Router(ca-trustpoint)#revocation-check none

FBAY | FAMNEK#SSMK RN H EEMRE

Router#license smart register idtoken < token from SSM On-Prem portal > force



SR 7RI REZREESEBIMBISSMAERERE,

Router#show 1license status
Smart Licensing is ENABLED
Utility:
Status: DISABLEDData Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: CalThome

Registration:

Status: REGISTERED

Smart Account: manudiaz

Virtual Account: Default

Export-Controlled Functionality: ALLOWED

Initial Registration: SUCCEEDED on Jan 20 15:22:12 2020 UTC
Last Renewal Attempt: None

Next Renewal Attempt: Sept 30 14:22:12 2021 UTC
Registration Expires: Oct 19 04:35:44 2021 UTC

£ AVRFEL E K SSMA ZB 7 =)
MRFEAVRFRIGRISSMAZEE |, MIAMBEERVRF , UEIREMNEBHVRFERKE K,
HAITSSMNZBIHRIER D FHILZ TR | BEEIDSES,

SB1FE A ERNVRFARE O RECall-HomeEL B |, BRI UATERED L5 BISSM On-Prem :

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#call-home
Router(cfg-call-home)#source-interface gigabitEthernet 0
Router(cfg-call-home)#vrf Mgmt-intf

B2H  EASEAVRFIIEREOEERhttpE MmO

Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip http client source-interface gigabitEthernet 0

B=% AR EVRFEIEDNS,
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Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip name-server vrf Mgmt-intf X.X.X.X X.X.X.X

EXEEYG , A SRR ITSSMA SR 1 & (9 S5 F S H6.
$$ 2 1 0] iE i B8 (SLR)

SLRINEEMFEBAEB IR R LIFBRH AL, MEETEENFEREEEIAER, WIEEEER
2PMEPLEER  AREEEERTFUIIFHNEELEZTE., AEBREERELECER}CHK
BEASLRI R,

N B RABERTREASLR, EUREITEREDEE.
N. 522 Cisco 10S XE 16.11.1aR B B HA L 4 SLRAHF ATEE .

BEERFPEESLR , FEMBEHBFIHIARCSSMITFRITXES R

$B1: NSLRELE K AL, BT Alicense smart reservation 755 , F{#Hlicense smart
reservation request locali& >k SLRIh 8E,

o MREMBEHAF AR TR , 4B Alicense smart reservation request allo

Router# enable
Router# configure terminal
Router(config)# license smart reservation
Router(config)# exit
Router# license smart reservation request Tocal
UDI: PID:ASR1002-X,SN:JAE170XXXXX
Request code: CB-ZASR1002-X:JAE17010XXXX-AXxFL8XXXX-XX

N s RAERTAREBASLR. LBHAE 1B RILINEE,
~ AR EEUHITRETIEE SR |, Ei=1Tlicense smart reservation cancelfii o

ECSSMLE , FEREMFERF AL,

=4 : B https://software.cisco.com/#& FEICSSM, BAMEH B BEREZIEZERXITF,

B=H  RERFIRTF. NEBIKS TRIIRS , EREAEREKS,
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I : MLicensesiktIl+ ik License Reservation,

Cisco Software Central > Smart Software Licensing English [ Change ] & Heflo @l Smart Account Name

Smart Software Licensing Feedback Support Help

. Questions About Licensing?
Aers Inventery Convert 10 Smart Licensing Repors Preferences Saleliites Activity

Try our Virlual Assistant

J Minar Hida Alarts

Virtual Account: Virtual Account 1 v

General Licenses Product Instances Event Log

By Mame By Tag
3w Manage License Tags License Reservation... O B Show License Transactions | Search by License o,

Advanced Search v

License Billing Purchased In Use Balance  Alerts Actions
@ ASAVI0 Standard - 1G Prepaid 1 1 0 Licenses Expiring Aclions =
(@ ©3850 High Port DNA Advantage Prepaid 20 '] +20 Licenses Expiring Aclions =
(® C3850 High Port DNA Essentials Prepaid 20 0 + 20 Licenses Expiring Actions «
® C3850 Low Port DNA Advantage Prepaid 20 0 +20 Licenses Expiring Actions -
@ C3850 Low Port DNA Essentials Prepaid 20 0 +20 Licenses Expiring Aclions -
@ C3850-DNA-A-12 Prepaid 20 4] + 20 Licenses Expiring Actions »
@  C3850-DNA-A-24 Prepaid 40 0 +40 Licenses Expiring Actions
@  C3850-DNA-A-4E Prepaid 20 0 20 Licenses Expiring Aglions =
® C3850-DNAE-12 Prepaid 20 0 +20 Licenses Expiring Actions
@ C3850-DNA-E-24 Prepaid 20 3 17 Licenses Expiting Actions =

a
a
v
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B HRABFRABIL , HARMMENEHF[ERNTRRFERRDY , RAEEET -5,

Smart License Reservation

STEP 1 STEP 2 STEP 3 STEP 4

Enter Request Code Select Licenses Review and confirm Authorization Code

You can reserve licenses for product instances that cannot connect to the Internet for security reasons
“ou will begin by generating a Reservation Request Code from the product instance.
To learn how to generate this code, see the configuration guide for the product being licensed.
Once you have generated the code:
1) Enter the Reservation Request Code below
2) Select the licenses to be reserved
3) Generate a Reservation Authorization Code
4) Enter the Reservation Authorization Code on the product instance to activate the features

+ Reservation Request Code:

To learn how to enter

5 code, see the configuration guide for the product being licensed

Cancel Nex

AT . kP Reserve a Specific LicensefE , HEFTFAIEARBMREMENRE T TIERE,



Smart License Reservation

STEP v STEP 2 STEP 3 STEP 4

Enter Request Code Select Licenses Review and confirm Authorization Code

Product Instance Details

Product Type ASR1000
uDI PID: ASR1002-X
UDI Serial Number, JAETTOXCOCCK

Licenses to Reserve

In order to continue, ensure that you have a surplus of the licenses you want to reserve in the Virtual Account

(@ Reserve a specific license

License Expires Purchased Available Reserve
Level 1 Supports substitution
ASR 1000 FoundationSuitesK9 Entitiement multiple terms 5 3 0
ASR_1000_Advipservices never 18 9 )
ASR_1000_Ipbase -never- g 4 0

Cancel

SR 7T NFREHABINETF PR R RN,

Smart License Reservation

STEP ’[ v ster D STEP 3 STEP 4

Enter Request Code

Select Licenses Review and confirm Authorization Code
Product Instance Details
Product Type: ASR1000
uDI FID ASR1002-X
UDI Serial Number: JAETORN

Licenses to Reserve

License Expires Quantity to Reserve
Level 1

ASR 1000 FoundationSuitesk9 Entitlement - 1
ASR 1000 FoundationSu

0sKY Entiioment

Cancel Back Generate Authorization Code

N g ENRERSERSIRRBE  BRABIHE—BEEY , BEIEREZRB, NRR

=

KW, BYMERR BN 2RI ANMEZEE (GLO) A I 2 BN, & UERRGLO.

9 B

F IR 81%£4FCopy to Clipboard & #|XBBHDownloadE N X 4, BEEFABIAXHEFEEHNIEZ
DAREE pE T 72


https://www.cisco.com/c/en/us/support/licensing/licensing-support.html

Smart License Reservation

STEP ° STEP STEP STEP 4

Enter Request Code Select Licenses Review and confirm Authorization Code

The Reservation Authorization Code below has been generated for this product instance.
Enter this code into the Smart Licensing settings for the product, to enable the licensed features

Product Instance Details

Product Type: ASR1000
uDI PID ASR1002-X
UDI Serial Number JAETOXXK

Authorization Code

=specificPLR=<authorizationCode=<flag=A=/flag==version=C<=/version==piid=6bd2 c5bb-e458-4214-833f-169682e9d5e 5 </piid><limestamp= 163735896857 8 <timestamp=<entitlements=>
=antitiement><tag=regid.2014-12_com.cisco.ASE_1000_FoundationSuitek9_Enfitlement, 1.0_b97 125cb-103c-42 12-8b45-19fh359ccc22=itag=<count= 1 </count=<startDate=</startDafe>
<endDate></endDate><licenseType=PERPETUAL</licenseType=< Iepla,-Na'ne -ASR 1000 FoundationSuitesk9 Entitlement < IdisplayName><tagDescription=ASR 1000 FoundationSuitesk9
Entitiement</tagDescription><subscriptionl D></subscriptionlD></entitlement></entitlements></authorizationCode>

=signature=MEY CIQDejdrzJnG+aEwZgk34PxgiuF 4p22Y X IMgkSj0UuYBofQIhANXIcEX OmD2 2299y dHX miSgBwG2TwQ2uaaM57JCewya</signature==udi=P.ASR 1002-

X, SJAE1T0XO0 = /udi==/specificPLR=

ow to enter this code, see the configuration guide for the product being licensed

Download as File Copy to Clipboard m

WMREESLR , AL THRLERNB XA, MREEXKAFAIERE(PLR) , WA AE &) H %
TERE

SR OB FIBMEE HFEAREMSlicense smart reservation install file bootflash : <SLR file>,

Router#enable
Router#1license smart reservation install file bootflash:

MRFE , BULUREEREHPRENFANE , FREBFAEARS. REQSER—NRERG
, AIMFECSSM A it A% ACH = BEM BR1Z 7= @ 356

Router#enable
Router#1license smart reservation return local

B EVF AL &
BIEMREE , IRFE , B ERM RV ANEEHAE

S B1: BT https://software.cisco.com/#& F BRI ERERHEER, BXAFERABRRREHNAFREN
BEEREITF,

BH  SMEIRTRTF , RBEMNELK S TR SR PIEREREREKS .
B=%  NEBRFIETFH , WEEERNRFIAERERE.



https://software.cisco.com/#

Y : ikFUpdate Reserved License,
BRY  EBREEHRNITFALE,
BARE B Next( FT—%),

ST 7INERZHBINEM FHIERERBENB. RSEEE RAuthorization Codeitll+, REE R
4+ R RINEB,

IR 8i%#ECopy to ClipboardiE W LA E FIBH T HRABERN X4, BEEFFRB I EFHBE
g%,

S| OBFEFMHRR

S 101z 1Tlicense smart reservation install file@p 5 o

Router#enable
Router#1license smart reservation install file bootflash:

BUHE F A4 E 1% vl Uk 7 88

ENRZFICHEMSEF ANERE , BLFTECLIFIREIVFAIIETE , FMCSSMAHIBRSEHI,
SR BRI ERUHEMATIRE

FH  EMBRIFAETE TN |, E6 Hlicense smart reservation returnis &

Router#1icense smart reservation return Tocal
This command will remove the license reservation authorization code and the device will transition
back to the unregistered state. Some features may not function properly.
Do you want to continue? [yes/no]: yes
Enter this return code in Cisco Smart Software Manager portal:
UDI: PID:ISR4351/K9,SN:FD0210305DQ
CBURR4-cTgMun-arvYME-gta6ir-ygnXQm-yMKxWM-2ajywD-5kADgZ-a33

#E =% . Bidhttps://software.cisco.com/#& FECSSM,

EME  EBERFEB R, NEBIKS TSRS | ERENEERKS,
BRS  EFmRAETFF , ERERUHEMNRE |, BERAE,
BARET  EEMIBR,

S 7. HIR T, WAREHE,
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HUEHEER

1% % o3& R ATtools.cisco.com

RIERBRENEBEHNVRFELBEAREAEE TDNSIRS . MREEFE |, BHaABEDS
DNS%H :

Router(config)#ip host tools.cisco.com 72.163.4.38 173.37.145.8

~ EE : IP#3E72.163.4.38F1173.37.145.8 A F i [A]tools.cisco.com. DNSHEEAT G A LAE giiX L&
BE, EFIRECSAMIZTRZEIA,

A8 £ 5tools.cisco.comi@fE

- HRELE T FlinternetfI BIAE A,
« BRIZRBEMCSSMZ B& B A EERKE,
- WRIBO443F80 KM E,

Router#telnet tools.cisco.com 443
Trying tools.cisco.com (72.163.4.38, 80)... Open

. FAVRF#TTelnet,

Router#telnet tools.cisco.com 443 /vrf Mgmt-intf
Trying tools.cisco.com (72.163.4.38, 443)... Open

VAR TR EMRES

HiGEEAE ATAM (ATH ) 6, RELTRS. 2B A RRIIK P b AT
WAER TR | 2REXWER,

Router#show Ticense all

License Authorization:
Status: OUT OF COMPLIANCE on Mar 25 15:00:27 2019 CDT
Last Communication Attempt: SUCCEEDED on Mar 25 15:12:32 2019 CDT
Next Communication Attempt: Mar 26 03:12:31 2019 CDT
Communication Deadline: Jun 23 15:06:30 2019 CDT



« BERASHME/RPURS | B30 5 8EMK 5 78 10 IE FpY VF il E S E MK A
- HiRFLTHRSEH , ESSRAHRERNEITHER

EeEir AR
A] i F #& R Call-Home R & BE1F A S A7) B Ay L8 218 -

* debug call-home trace

* debug call-home error

* debug call-home smart-licensing all
+ debug ip http client all

« debug crypto pki <FfHIE£I>

+ debug ssl openss| <Fr & x>
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/smart-licensing/qsg/b_Smart_Licensing_QuickStart/b_Smart_Licensing_QuickStart_chapter_00.html
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BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
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