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BRER

AR A RREER EERNEM debugin TERRIRES BUSERE, X HHdebugdh w28l , iF
5% 13 8 FA Debug i S &8 55 o

AN, WEAREEHTAXHN R

172160724 gl =" 10.0.7.23/24 ol 17216.0.34/24

17216421  172.16.012 100223 100323 17216334 17216434
Router 1 Router 2 Router 3 Router 4

IPHIEE 8589 B A B iE
. DA,
ping af 1

pingfit T EHRRIEZ A G R MEHRERNIEEERN G L, SERA—RIH Internet 2 HE B X
(ICMP) B EEUBEATHE :

- ERENRL TENERIFENRS.
- AT EEHNBENEREE.
- BEEER.
%ngﬂ‘?‘%ﬁ?ﬁﬂ-4‘ﬂbﬁtﬁﬁ-4‘@ﬁﬁ*ﬁlﬁ@ , REETNE, REEUATIHERT , ping 2
Theg -

- BEERIEER, HAE
- BFRBEB IR AR T S B E AY B E] PR R B BRI ER B 2R, 7E Cisco BEEHER £, ML AT
MINERFRY .
FTEE M ping BIFEZTHY TTL Eo

T HEH R R4FE ~3 FAdebug ip packet detailds 5 /58 pingii &

T EE~ B AHEE L FAdebug ip packet detailin S8 , TRES HECPURIAR, XTgEa
SRS ETREME PR,

Rout er 1#debug ip packet detail
| P packet debugging is on (detail ed)

Rout er 1#ping 172.16.0.12
Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 172.16.0.12, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/6/8 ns

Rout er 1#

Jan 20 15:54:47.487: |P. s=172.16.12.1 (local), d=172.16.0.12 (Serial0), len 100
sendi ng

Jan 20 15:54:47.491: ICMP type=8, code=0

!-—— This is the ICMP packet 172.16.12.1 sent to 172.16.0.12.


https://www.cisco.com/c/zh_cn/support/docs/ios-nx-os-software/ios-software-releases-121-mainline/12778-ping-traceroute.html#usingdbg

!l-—— ICMP type=8 corresponds to the echo message. Jan 20 15:54:47.523: |P. s=172.16.0.12
(Serial0), d=172.16.12.1 (Serial0), len 100, rcvd 3 Jan 20 15:54:47.527: ICMP type=0, code=0

!-—- This is the answer we get from 172.16.0.12. !--- ICMP type=0 corresponds to the echo reply
message.

!--- By default, the repeat count 1is five times, so there will be five

!--- echo requests, and five echo replies.

AREMICMPEEE

|@£¥e x=

0 [E] 75 N &

3 destination unreachable code 0 =RE T EEE1 =FE W T EEE2 =T EEIA3 =i O T & Z:
=EES B , DFE5 =REHXNK

4 REP

5 EERARBEO =MENEEQHER1 =NV EEQHIER2 =RFLENEEQLHRER , ME3
MENEKBENEE@QBHFER

6 Fik sk

8 Eh

9 ez /N

10 B& FHBR 18 K

11 time-exceeded code 0 =& EFSEER1 =2 BREArtEEET

12 S E B

134 timestamp-request

14 timestamp-reply

15 EREXR

16 EENE

17 mask-request

18 mask-reply

31 IR
32 BHEEMD
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BNMIRERTME RS R ESTNERERN.

U W T BARFAE4E R PDU
8] RIS ( BARAL ) o

M BT Ko

? RABIERRE,

& BT HEIN AR,

7o 3£ ping
BT R Pping BIPHAL | T2 B I 9 B,

R

THR -ZEXRKIBping= R R, ENATUHEERBARE , AR MIZREUT A HE R IR [ E
o WRBIFEMZHRINE —EER :



172.16.0.34/24

17216121  172.16.012 100223 100323 17216334 17216434
Router 1 Router 2 Router 3 Router 4

& H 25

Routerl#

!

interface SerialO

ip address 172.16.12.1 255.255.255.0
no fair-queue

cl ockrate 64000
!

Router2#

!

interface Serial0

i p address 10.0.2.23 255.255.255.0
no fair-queue

cl ockrate 64000

!

interface Seriall

ip address 172.16.0. 12 255.255. 255.0
!

Router3#

!

interface Serial0

i p address 172.16. 3. 34 255.255.255.0
no fair-queue

!

interface Seriall

i p address 10.0. 3.23 255.255.255.0
!

Router4d#

!

interface SerialO

i p address 172.16. 4. 34 255.255.255.0
no fair-queue

cl ockrate 64000
!

2i# M\Router1 ping Router4:

Rout er 1#ping 172.16.4.34

Type escape sequence to abort.

Sending 5, 100-byte | CMP Echos to 172.16.4.34, tineout is 2 seconds:
Success rate is 0 percent (0/5)

&

Rout er 1#debug ip packet
| P packet debugging is on



¥E  EEFRAHEE L FAdebug ip packetin B ET , JRESHECPURIAR, XAgiaSH
MRE E TR = M B T,

Rout er 1#ping 172.16.4.34

Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 172.16.4.34, tineout is 2 seconds:

Jan 20 16:00: 25.603: |P: s=172.16.12.1 (local), d=172.16.4.34, |len 100, unroutable
Jan 20 16:00:27.599: |P: s=172.16.12.1 (local), d=172.16.4.34, |len 100, unroutable
Jan 20 16:00:29.599: |P: s=172.16.12.1 (local), d=172.16.4.34, |len 100, unroutable
Jan 20 16:00:31.599: |P: s=172.16.12.1 (local), d=172.16.4.34, |len 100, unroutable
Jan 20 16:00:33.599: |P: s=172.16.12.1 (local), d=172.16.4.34, |len 100, unroutable
Success rate is 0 percent (0/5)

B T Router! LXBETEMBHBDI , RLEFANERBESLEE@TL , NS B HI T3
EHHS\’I§\0

B Router1 A INEEAEEH -

Rout er 1#configure terminal
Enter configuration commands, one per line. End with CNTL/Z
Rout er 1(confi g) #ip route 0.0.0.0 0.0.0.0 Serial0

©£8R .

Rout er 1#debug ip packet detail
I P packet debugging is on (detail ed)

Rout er 1#ping 172.16.4.34

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 172.16.4.34, tineout is 2 seconds:
U uu

Success rate is 0 percent (0/5)

Jan 20 16:05:30.659: |IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100
sendi ng

Jan 20 16: 05: 30. 663: | CVMP type=8, code=0

Jan 20 16:05:30.691: IP: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 56
rcvd 3

Jan 20 16: 05: 30. 695: | VP type=3, code=1

Jan 20 16:05:30.699: |IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100
sendi ng

Jan 20 16:05: 30. 703: | CVP type=8, code=0

Jan 20 16:05:32.699: |IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100
sendi ng

Jan 20 16:05: 32. 703: | CVP type=8, code=0

Jan 20 16:05:32.731: |IP: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 56
rcvd 3

Jan 20 16:05: 32. 735: | CVP type=3, code=1

Jan 20 16:05:32.739: |IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100
sendi ng

Jan 20 16:05: 32. 743: | CVP type=8, code=0

#ERouter2 L HEL T LRI :

Rout er 2#debug ip packet detail



| P packet debugging is on (detail ed)

Rout er 2#
Jan 20 16:10:41.907: |IP: s=172.16.12.1 (Seriall), d=172.16.4.34, |len 100, unroutable
Jan 20 16:10:41.911: | VP type=8, code=0

Jan 20 16:10:41.915: |P: s=172.16.0.12 (local), d=172.16.12.1 (Seriall), len 56, sending
Jan 20 16:10:41.919: ICMP type=3, code=1
Jan 20 16:10:41.947: |P: s=172.16.12.1 (Seriall), d=172.16.4.34, |len 100, unroutable

Jan 20 16:10: 41. 951: | VP type=8, code=0

Jan 20 16:10:43.943: |P: s=172.16.12.1 (Seriall), d=172.16.4.34, |len 100, unroutable

Jan 20 16:10: 43.947: | VP type=8, code=0

Jan 20 16:10:43.951: |P: s=172.16.0.12 (local), d=172.16.12.1 (Seriall), len 56, sending
Jan 20 16:10: 43. 955: | VP type=3, code=1

Jan 20 16:10:43.983: |P: s=172.16.12.1 (Seriall), d=172.16.4.34, |len 100, unroutable

Jan 20 16:10: 43.987: | VP type=8, code=0

Jan 20 16:10:45.979: |P: s=172.16.12.1 (Seriall), d=172.16.4.34, |len 100, unroutable

Jan 20 16:10: 45. 983: | VP type=8, code=0

Jan 20 16:10:45.987: |P: s=172.16.0.12 (local), d=172.16.12.1 (Seriall), len 56, sending
Jan 20 16:10: 45. 991: | VP type=3, code=1

Router1[@Router2 IE# &% 7 H#IEA |, {BRouter2 A& Z0{a 15 Bl #b 31k 172.16.4.34, Router2[a]
Router1 & 3% [B] —%&“unreachable ICMP”E &,

#£Router2fRouter3 L /5 A & HE E I (RIP):

Rout er 2#

router rip

network 172.16.0.7
network 10.0.7.23
Rout er 3#

router rip

network 10.0.7.23
network 172.16.0. 34

+
&

Rout er 1#debug ip packet
| P packet debugging is on

Rout er 1#ping 172.16.4.34

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICVWP Echos to 172.16.4.34, tineout is 2 seconds:

Jan 20 16:16:13.367: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0Q), len 100
sendi ng.

Jan 20 16:16:15.363: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0Q), len 100
sendi ng.

Jan 20 16:16:17.363: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0Q), len 100
sendi ng.

Jan 20 16:16:19.363: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0Q), len 100
sendi ng.

Jan 20 16:16:21.363: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0Q), len 100
sendi ng.

Success rate is 0 percent (0/5)

Router1@ Routerd KA BIEE , {BRouterd T K IiE RN &

Router4 £ gE HHERAY [A] &R -



Rout er 4#debug ip packet
| P packet debugging is on

Rout er 4#

Jan 20 16:18:45.903: |P: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:18:45.911: |P: s=172.16.4.34 (local), d=172.16.12.1, |en 100, unroutable

Jan 20 16:18:47.903: |P: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:18:47.907: |P: s=172.16.4.34 (local), d=172.16.12.1, |len 100, unroutable

Jan 20 16:18:49.903: |P: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:18:49.907: |P: s=172.16.4.34 (local), d=172.16.12.1, |len 100, unroutable

Jan 20 16:18:51.903: |P: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:18:51.907: |P: s=172.16.4.34 (local), d=172.16.12.1, |len 100, unroutable

Jan 20 16:18:53.903: |P: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

Jan 20 16:18:53.907: |P: s=172.16.4.34 (local), d=172.16.12.1, |len 100, unroutable

BSR4 EIICMPRUE S | AT 172.16 12 1M RZ  BHETCREBMLRNENRE | Ei
CEM T,

B Routerd M HNEEAEEH -

Rout er 4(confi g) #ip route 0.0.0.0 0.0.0.0 SerialO

WE , MBALMEERHR :

Rout er 1#ping 172.16.4.34

Type escape sequence to abort.
Sending 5, 100-byte | CMP Echos to 172.16.4.34, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 32/35/36 s

BEOXH

XMERTEOAELEFEIA, T—PMRHAIRZHMRouter1 ping Routers:

Rout er 1#ping 172.16.4.34

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 172.16.4.34, tineout is 2 seconds:
uuu

Success rate is O percent (0/5)

HTEEHEERN , HESHRWE, =idping Router2:

Rout er 1#ping 172.16.0.12

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 172.16.0.12, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/4/4 ns

ELE—/RAIS | [EEHERouter2MRouter3Z B, —fAIBERRouter3 LW E/TIEA B XA -



Rout er 3#show ip interface brief

Serial 0 172.16.3. 34 YES manual up up
Seriall 10.0.3.23 YES manual adninistratively down down
XRBEZ R

Rout er 3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z

Rout er 3(confi g) #interface seriall

Rout er 3(confi g-if)#no shutdown

Rout er3(config-if)#

Jan 20 16:20:53.900: 9% NK-3-UPDOMN: Interface Seriall, changed state to up

Jan 20 16:20:53.910: 9% . NEPROTO 5- UPDOAN: Li ne protocol on Interface Seriall,
changed state to up

Access-list %

EZES |, XA iFtelneti 218 1d 32 O Serial03 A Router4.,

Rout er4(confi g)# access-list 100 permit tcp any any eq telnet
Rout er 4(confi g) #interface serial0
Rout er4(config-if)#ip access-group 100 in

Rout er 1#configure terminal

Enter configuration comrands, one per line. End with CNTL/Z

Rout er 1(confi g) #access-1ist 100 permit ip host 172.16.12.1 host 172.16.4.34
Rout er 1(confi g) #access-1ist 100 permit ip host 172.16.4.34 host 172.16.12.1
Rout er 1(confi g) #end

Rout er 1#debug ip packet 100

| P packet debugging is on

Rout er 1#debug ip icmp

| CMP packet debugging is on

21i#ping Router4:

Rout er 1#ping 172.16.4.34

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 172.16.4.34, tineout is 2 seconds:
U uu

Success rate is 0 percent (0/5)

Jan 20 16:34:49.207: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100
sendi ng

Jan 20 16:34:49.287: |P. s=172.16.4.34 (Serial0), d=172.16.12.1 (Serial0), len 56
rcvd 3

Jan 20 16:34:49.291: |ICWP: dst (172.16.12.1) administratively prohibited unreachable
rcv from172.16.4. 34

Jan 20 16:34:49.295: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100
sendi ng

Jan 20 16:34:51.295: |IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100
sendi ng

Jan 20 16:34:51.367: |P. s=172.16.4.34 (Serial0), d=172.16.12.1 (Serial0), len 56
rcvd 3

Jan 20 16:34:51.371: | CWP: dst (172.16.12.1) administratively prohibited unreachable
rcv from172.16.4. 34

Jan 20 16:34:51.379: |IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 100
sendi ng



access-list T T RKEHRLE —/NBEXdeny all, XER&E# ARouterd £ Serial 03 OWICMPHES
BIE4 | MRouter 42 [ RIAEBIE I H IR A IEICMP“administratively prohibited unreachable”H &
, fldebug SEE PR, RS R =2 Eaccesslistip T HFMLELIT :

Rout er 4(confi g) #access-1ist 100 permit icmp any any

b at S AT DL (ARP) R

ERGRF , XRUKMEE

Router1 \

172.16.100.

172.16.100.0/24

Router4 AR DI BT ER

Rout er 4#ping 172.16.100.5

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 172.16.100.5, tineout is 2 seconds:

Jan 20 17:04:05.167: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100
sendi ng

Jan 20 17:04:05.171: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100
encapsulation failed.

Jan 20 17:04:07.167: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100
sendi ng

Jan 20 17:04:07.171: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100
encapsul ation fail ed.

Jan 20 17:04:09.175: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100
sendi ng

Jan 20 17:04:09.183: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), len 100
encapsul ation fail ed.

Jan 20 17:04:11.175: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100
sendi ng

Jan 20 17:04:11.179: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), len 100
encapsul ation fail ed.

Jan 20 17:04:13.175: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |en 100
sendi ng

Jan 20 17:04:13.179: |P: s=172.16.100.4 (local), d=172.16.100.5 (Ethernet0), |len 100
encapsul ation fail ed.

Success rate is 0 percent (0/5)

Rout er 4#



FEARTRHIF |, pingH T “encapsulation failed” B E M EZE1T. XE K&K H 2T AELNEBHMNEO
iy, 373 ?&E@ BRMENMARE, EXMERT , BFE T Fibu BT HARP) THERE,

ARPR —Tf AT RE2F it ( MACHEIE ) RRETEISEIF Mt ( IPH#hyE ) BIFH. & LAfE Ashow
arpii T HITRE :

Rout er 4#show arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 172.16.100.4 - 0000. Oc5d. 7a0d ARPA  EthernetO
Internet 172.16.100.7 10 0060. 5¢cf 4. a955 ARPA Et her net O

IRE“F R AMEE |, {BiX)R /5 Adebug arpfp+ :

Rout er 4#debug arp
ARP packet debugging is on

Rout er 4#ping 172.16.100.5

Type escape sequence to abort.
Sending 5, 100-byte |ICWP Echos to 172.16.100.5, tineout is 2 seconds:

Jan 20 17:19:43.843: |P ARP: creating inconplete entry for |P address: 172.16.100.5
interface EthernetO

Jan 20 17:19:43.847: |P ARP:. sent req src 172.16.100.4 0000. 0c5d. 7a0d
dst 172.16.100.5 0000.0000.0000 EthernetO.

Jan 20 17:19:45.843: | P ARP: sent req src 172.16.100.4 0000. 0c5d. 7a0d
dst 172.16.100.5 0000. 0000. 0000 EthernetO.

Jan 20 17:19:47.843: |P ARP: sent req src 172.16.100.4 0000. 0c5d. 7a0d
dst 172.16.100.5 0000. 0000. 0000 EthernetO.

Jan 20 17:19:49.843: |P ARP: sent req src 172.16.100.4 0000. 0c5d. 7a0d
dst 172.16.100.5 0000. 0000. 0000 EthernetO.

Jan 20 17:19:51.843: |P ARP: sent req src 172.16.100.4 0000. 0c5d. 7a0d
dst 172.16.100.5 0000. 0000. 0000 EthernetO.

Success rate is 0 percent (0/5)

BIEMNAEEE R , Routerd/ IBHESHNHEH L AZI U AM T Eitb it FFFF.FFFF.FFFF, X8

, 0000.0000.0000%% ‘RRouter4 & B45172.16.100.5F9MACHb 31t , H T EARAIFERARPEH E
FEEMACHEHE , B ke £ F0000.000.0004E 79 M2 O Ethernet 0% tHEY S~ 3BMi AR B9 S BF , Hif
&) BENMAC H 5t 3 B F172.16.100.5, BRZEBEER , MIMACEshow arp % 50 1 b 9 Pk 3 R 2
THRIEATTE :

Rout er 4#show arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 172.16.100.4 - 0000. Ochd. 7a0d ARPA Et hernet 0
Internet 172.16.100.5 0 Incomplete ARPA

Internet 172.16.100.7 2 0060. 5¢cf 4. a955 ARPA Et hernet 0

E—IMILHENNRZE , M ARP RFBFRUEFTESRE, AEMACH I REARPERF
, ping?ﬁéEE:F“encapsulatlon failed” i & M.

HER
BRUERT , MBELERYARMTRFERIISE , N ping LM :

Rout er 1#ping 172.16.0.12

Type escape sequence to abort.



Sendi ng 5, 100-byte |ICMP Echos to 172.16.0.12, timeout is 2 seconds:

Success rate is 0 percent (0/5)

EERBRRERIBEREENME L, MORTBHN, ETUERYT Bping E3ULRIAE :

Rout er 1#ping

Protocol [ip]:

Target | P address: 172.16.0.12
Repeat count [5]:

Dat agram si ze [ 100] :

Ti meout in seconds [2]: 30

Ext ended commands [n]:

Sweep range of sizes [n]:

Type escape sequence to abort.
Sending 5, 100-byte |ICWP Echos to 172.16.0.12, tineout is 30 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 1458/ 2390/ 6066 ns
BRY Bping T EMEER , BSH T H#Y BpingM ¥ Etracerouted T

T E—=NROIF , SERENET |, pingRIERZH.

AR FHERMEESAY.

IEWERY Rt

ROIR—NMERZR

10.0.0.0/24

o 10.0.0.1 10.0.0.1 172.16.0.12

Router1 Router?
17216.012

10.0.0.0/24
IETAY IR 4

ERouter1 EARIILANEEO

Rout er 1(confi g) #interface ethernet0
Rout er1(config-if)#ip address 10.0.0.1 255.255.255.0

MLAN LB =, AT B pingi@Router1, MRouter1 8] Lpingi@Router2, {EMLAN ERIUE R |, F8E
pingi@Router2,

AT LM Router1 ping i@ Router2 , R ANERINER T , BRFEREHZEON IP #iit/ERN ICMP 3
FEaSHH R, Router2} & BHLFLANMER, MRECATEERBLNENEES , eTFHENM
A B ZBIESD,


https://www.cisco.com/c/zh_cn/support/docs/ip/routing-information-protocol-rip/13730-ext-ping-trace.html

Rout er 1#debug ip packet
| P packet debugging is on

W EAE~K AR L EFAdebug ip packetin BB , AIBESHSCPURIAR, XAHELSH
MBE B T R = M & T,

Rout er 1#ping 172.16.0.12

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICWP Echos to 172.16.0.12, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/7/9 ns
Rout er 1#

Jan 20 16:35:54.227: |P: s=172.16.12.1 (local), d=172.16.0.12 (Serial0), |len 100, sending
Jan 20 16:35:54.259: |P: s=172.16.0.12 (Serial 0), d=172.16.12.1 (Serial0), len 100, rcvd 3

F—ANEERAIEN , B EENBIESN R 2172.16.12.1, EELKELANNHKIES | £
Ry Bping:

Rout er 1#ping

Protocol [ip]:

Target | P address: 172.16.0.12

Repeat count [5]:

Dat agram si ze [ 100] :

Ti meout in seconds [2]:

Ext ended commands [n]: vy

Source address or interface: 10.0.0.1

Type of service [0]:

Set DF bit in |IP header? [no]:

Validate reply data? [no]:

Data pattern [ OxABCD] :

Loose, Strict, Record, Timestanp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICWP Echos to 172.16.0.12, tineout is 2 seconds:

Jan 20 16:40:18.303: IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial0), |en 100,
sendi ng.

Jan 20 16:40:20.303: |IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial0), len 100,
sendi ng.

Jan 20 16:40:22.303: |IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial0), len 100,
sendi ng.

Jan 20 16:40:24.303: |IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial0), len 100,
sendi ng

Jan 20 16:40:26.303: |IP: s=10.0.0.1 (local), d=172.16.0.12 (Serial0), |en 100,
sendi ng.

Success rate is 0 percent (0/5)

R, Rt R10.0.0.1 , FEFERER, KEKEE , BEREBIWE, EfRLEB | BFE
Router2 8 7 iN#§E10.0.0.009 & ., EAHMN R | $HpinghVi& % 1E LA ENE 204d] [6] ping BY IR & 3% B

R o

BRARIESH

HELWM AR HRN | BHFZHEPHRINHRTER, NRTEZEENNEFRDHEITE I
, BRI EEAZEONE ARSI PR LSFLE, HRALERELES  ERFEEELMNE



BEAERENMERHT , CAEBHZBERSNBERRTESEMANRIIAE, NR@AKIICH
, HEFBES.

BARBEOLTIERS , BEHTEARINEET S | BT ZpingBit %, &L HAshow
interfacef *’*E’f“)\z:‘éﬁo

Rout er 1#show interface Serial0/0/0
Serial0/0/0 is up, line protocol is up

MIU 1500 bytes, BW 1984 Kbit, DLY 20000 usec
reliability 255/255, txload 69/255, rxload 43/255
Encapsul ati on HDLC, | oopback not set
Keepal i ve set (10 sec)
Last input 00:00: 02, output 00:00:00, output hang never
Last clearing of "show interface" counters 01:28:49
Input queue: 76/75/5553/0 (size/ max/drops/flushes);
Total output drops: 1760
Queuei ng strategy: C ass-based queueing
Qut put queue: 29/1000/64/1760 (size/ max total/threshol d/ drops)
Conversations 7/129/256 (active/ max active/ max total)
Reserved Conversations 4/4 (allocated/ max all ocat ed)
Avai | abl e Bandw dth 1289 kil obits/sec

! -—- Output supressed

Ma P TUEER , MARSIEZFRRE, FSRBERE ARSI E 7 M A S E 5 E A 5 A
/5 A B E Z 5 AT R R R

traceroute 55

traceroute o ATERBRESEARICIIN BHRNERRANEH. 8% ( HMEHFR
C ) ELZFEE A To 3w O #e ik & 3% F P B E ki (UDP) BiiEik =51,

EET=EANEER , 8- BERBEE—MEIRERN 1 WIFERE (TTL) &, TTLER 1, &
SEBERIERBHINE - ERASERILEEN, AF , ZEHBLLU—% ICMP EiEE
(TEM) #4TIRAL |, IERZBIEHR ST H.

MENEERNA=%UDP HE , S5 UDPEEM TTLEHIREN 2, XSHE—AKHFERM
ICMP TEM, LtERBREFE , BRHFEETIREREES —NE . EE?izlt;b%&ﬁ}E%iiﬁﬁrﬂ BiREM
FHTHED , JHits E(IEIICMPi#‘ﬁIZIT—I HE , HERTTRRO ;| WEHALXS Traceroute 2
ﬁﬁﬂj bEEEZEIJ{n?o

tan T ELE B RIZRER ICMP BEDEERR | BUIRAX BIRE 2K B #rP7 R A KR ERAY IR ER

Rout er 1#traceroute 172.16.4.34

Type escape sequence to abort.
Tracing the route to 172.16.4.34

1 172.16.0.12 4 nsec 4 nsec 4 nsec
2 10.0.3.23 20 nsec 16 nsec 16 nsec
3 172.16.4.34 16 nsec * 16 nsec


https://www.cisco.com/c/zh_cn/support/routers/800-series-routers/products-tech-notes-list.html

Jan 20 16:42:48.611: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28
sendi ng

Jan 20 16:42:48. 615: UDP src=39911, dst=33434

Jan 20 16:42:48.635: |P: s=172.16.0.12 (Serial 0), d=172.16.12.1 (Serial0), len 56
rcvd 3

Jan 20 16:42:48. 639: ICMP type=11l, code=0

!--- ICMP Time Exceeded Message from Router2. Jan 20 16:42:48.643: |P: s=172.16.12.1 (local),
d=172.16.4.34 (Serial0), len 28, sending Jan 20 16:42:48.647: UDP src=34237, dst=33435 Jan 20
16: 42: 48. 667: | P: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 56, rcvd 3 Jan 20

16: 42: 48. 671: |1 CWP type=11, code=0 Jan 20 16:42:48.675: |P: s=172.16.12.1 (local), d=172.16.4.34
(Serial0), len 28, sending Jan 20 16:42:48.679: UDP src=33420, dst=33436 Jan 20 16:42:48. 699

IP: s=172.16.0.12 (Serial0), d=172.16.12.1 (Serial0), len 56, rcvd 3 Jan 20 16:42:48.703: | CW
type=11, code=0

XREEATTLARENE —MNBESIFY, EXRMI4 | E—NEEHEEE(Router2(172.16.0.12)) EHF I
B9, ABHEE(172.16.12.1) % Eltype=11 ICMPH &, XX BTt HE L.,

Jan 20 16:42:48.707: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28
sendi ng

Jan 20 16:42:48.711: UDP src=35734, dst=33437

Jan 20 16:42:48.743: |P. s=10.0.3.23 (Serial0), d=172.16.12.1 (Serial0), len 56
rcvd 3

Jan 20 16:42:48. 747: ICMP type=11l, code=0

!-—- ICMP Time Exceeded Message from Router3. Jan 20 16:42:48.751: |P: s=172.16.12.1 (local),
d=172.16.4.34 (Serial0), len 28, sending Jan 20 16:42:48. 755: UDP src=36753, dst=33438 Jan 20
16:42:48.787: |IP: s=10.0.3.23 (Serial0), d=172.16.12.1 (Serial0), len 56, rcvd 3 Jan 20
16:42:48.791: | CWP type=11, code=0 Jan 20 16:42:48.795: |IP: s=172.16.12.1 (local), d=172.16.4.34
(Serial0), len 28, sending Jan 20 16:42:48.799: UDP src=36561, dst=33439 Jan 20 16: 42: 48. 827

I P: s=10.0.3.23 (Serial0), d=172.16.12.1 (Serial0), len 56, rcvd 3 Jan 20 16:42:48.831: |CW
type=11, code=0

Xt FTTL=289Router3(10.0.3.23) , & HIAARIKT 2

Jan 20 16:42:48.839: |P: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28
sendi ng

Jan 20 16: 42: 48. 843: UDP src=34327, dst=33440

Jan 20 16:42:48.887: |P: s=172.16.4.34 (Serial0), d=172.16.12.1 (Serial0), len 56
rcvd 3

Jan 20 16:42:48. 891: ICMP type=3, code=3

!--- Port Unreachable message from Router4. Jan 20 16:42:48.895: |P: s=172.16.12.1 (local),
d=172.16.4.34 (Serial0), len 28, sending Jan 20 16:42:48.899: UDP src=37534, dst=33441 Jan 20
16: 42:51.895: IP: s=172.16.12.1 (local), d=172.16.4.34 (Serial0), len 28, sending Jan 20
16:42:51.899: UDP src=37181, dst=33442 Jan 20 16:42:51.943: |P: s=172.16.4.34 (Serial0),
d=172.16.12.1 (Serial0), len 56, rcvd 3 Jan 20 16:42:51.947: |CMP type=3, code=3

ETTL=8301ERT , ZR&LZEERouterd, XX , HFwmAOKLN , Et Routerd [ Router! &iE[E
type=3 ( B#RF KB E ) M code=3 ( RRWOAFRAIE ) B ICMP JEE,

T &5 H T tracerouteds T i H P AT 8E H I F 7T,

IP Traceroute X 4~F%&F
& iR
nn msec FHFEAT R, EERENFNESNERNE , LEW RN
* NS 5B e
A EEMEL (HlWMiFEGIR )
] EHNE ( BARAN)

I R P rp B s



¥ A AE

E ] RAIPr

R 4& A |38
R AR
et
RABIFEDRE

N =TS IC

HERE

&I LAME A ping Ftracerouted S IREVAEIRETEI(RTT), X2 AZEMANE B EHIREBEEFMEMNIE
o XBETATLARB T MRS EMVIER, BER , XEMFTHTHREITFETEER,

BIESEMERBSIASN , BEES4BESHER TR, LERSTLERE LBESNE
BEHEERNE, XTEREHBHNEERR, BYEN , NEASHEINKBESHITEHR, BN
EWpingfHERR DA RS RS,

R TUHBAX—K , XRMRouter1 ping Router2 =4 :

Rout er 1#ping 172.16.0.12

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 172.16.0.12, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/4/4 ns
RTT RARMER, £ Router2 EFH 7T — LA BRENINEEZ G , =M Router1 ping
Router2,

Rout er 1#ping 172.16.0.12

Type escape sequence t0 abort.
Sending 5, 100-byte |ICMP Echos to 172.16.0.12, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 24/25/28 s

LbEt , RTT EEZ N, Router2fiH &I , AR BTN Eping. NiAMEHBF RN EF L ER

FRBEIRBINRE,
i7 Router1 \7 —

PCA PCB

RE , RESHTRERR , AHERRSML LRV HARLE, EXMEHAMT



| =ty | e_l e |

Router1 Router? Router3

B M 435
H

o
A

ol

MRouter1 ping Router3:

Rout er 1#ping 10.0.3.23

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICMP Echos to 10.0.3.23, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 32/32/32 s

AEBETRouter2# THRIER ., fERouter2 b5 AHRERER IR

Rout er 1#ping 10.0.3.23

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 10.0.3.23, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 32/32/36 s

L& EFRAXS, X2ERN , £ Router2 £ , HIFSNELETHIRAILER,

{#/ Debug W%

f£/ debug HZH , S HHEX Debug AN EERL.

A FRdebugdi &R T £ Fpingstraceroute i S T & X £ 41BN, XEHS AR B EHE
BREFE, B2  EEFHESD , BN ST ER. MREH CPU TIEETHRE K RELBTRE
NWEZBIHBIRNBED , WEelTREES tEENREFELIZT. BRNAETUE

debug BHXEBABOEERAZRD. —NAFERERAHRIRUBDEEERENBERRE RN

S =
E,

AT

Rout er 4#debug ip packet ?

<1-199> Access |i st
<1300- 2699> Access |ist (expanded range)
det ai | Print nmore debuggi ng detai

Rout er 4#configure terminal
Rout er 4(confi g) #access-1ist 150 permit ip host 172.16.12.1 host 172.16.4.34
Rout er 4(confi g) #°z

Rout er 4#debug ip packet 150
| P packet debugging is on for access list 150

Rout er 4#show debug
CGeneric I P:



| P packet debugging is on for access list 150

Rout er 4#show access-list
Extended | P access list 1

permt ip host 172.16.12.1 host

50

172.16.4. 34 (5 matches)

fERECERT , Routerd _ITENE 15 R 5 &R 150 LB AV E S . MRouter1#i{TpingiRE2 S HE

RHE

Rout er 4#

Jan 20 16:51:16.911: IP:
rcvd 3

Jan 20 16:51:17.003: IP:
rcvd 3

Jan 20 16:51:17.095: IP:
rcvd 3

Jan 20 16:51:17.187: |P:
rcvd 3

Jan 20 16:51:17.279: |P:
rcvd 3

RIBNEZRFRHKBRouterd , RAXEHTFEEEHRSIRTEE, BEEEA] ,

s=172.

s=172.

s=172.

s=172.

s=172.

16. 12.

[EN

16.12.1

16. 12.

[EN

16. 12.

[EN

16.12.1

Rout er 4( confi g) #access-1ist 150 permit
Rout er 4( confi g) #access-1ist 150 permit

ZR .

Jan 20 16:53:16.527: |IP:
rcvd 3

Jan 20 16:53:16.531: IP:
sendi ng

Jan 20 16:53:16.627: |P:
rcvd 3

Jan 20 16:53:16.635: |P:
sendi ng

Jan 20 16:53:16.727: |P:
rcvd 3

Jan 20 16:53:16.731: IP:
sendi ng

Jan 20 16:53:16.823: IP:
rcvd 3

Jan 20 16:53:16.827: |P:
sendi ng

Jan 20 16:53:16.919: IP:
rcvd 3

Jan 20 16:53:16.923: | P:
sendi ng

s=172.

s=172.

s=172.

s=172.

s=172.

s=172.

s=172.

s=172.

s=172.

s=172.

16.12.1

16. 4. 34

16.12.1

16. 4. 34

16.12.1

16. 4. 34

16.12.1

16. 4. 34

16.12.1

16. 4. 34

(Serial0), d=172.16.4.34
(Serial0), d=172.16.4.34
(Serial0), d=172.16.4.34
(Serial0), d=172.16.4.34

(Serial0), d=172.16.4.34

ip host 172.16.12.1 host
ip host 172.16.4.34 host

(Serial 0), d=172.16.4.34

(local), d=172.16.12.1 (Serial 0),

(Serial 0), d=172.16.4.34

(local), d=172.16.12.1 (Serial 0),

(Serial 0), d=172.16.4.34

(local), d=172.16.12.1 (Serial 0),

(Serial 0), d=172.16.4.34

(local), d=172.16.12.1 (Serial 0),

(Serial 0), d=172.16.4.34

(local), d=172.16.12.1 (Serial 0),

(Serial0), len 100
(Serial0), len 100
(Serial0), len 100
(Serial0), len 100
(Serial0), len 100
EA
172.16.4.34
172.16.12.1
(Serial0), len 100
|l en 100,
(Serial0), len 100
| en 100,
(Serial0), len 100
| en 100,
(Serial0), len 100
| en 100,
(Serial0), len 100
| en 100,

f2{Kdebug@ T EMK S —F 5 EZREHFIRER , HEXARIR/EEAshow logii & /RiX L5H
B .

/BN .

Rout er 4#configure terminal
Rout er 4(confi g) #no logging console
Rout er 4( confi g) #1logging buffered 5000

Rout er 4(confi g) #°z

Rout er 4#debug ip packet
| P packet debugging is on



Rout er 4#ping 172.16.12.1

Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 172.16.12.1, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 36/ 36/ 37 s

Rout er 4#undebug all
Al'l possi bl e debuggi ng has been turned off

Rout er 4#show log
Sysl og | oggi ng: enabl ed (0 nessages dropped, O flushes, 0 overruns)
Consol e | oggi ng: di sabl ed
Moni tor 1 ogging: |evel debugging, 0 nessages | ogged
Buf fer | oggi ng: |evel debugging, 61 nessages | ogged
Trap logging: level informational, 59 message |ines |ogged

Log Buffer (5000 bytes):

Jan 20 16:55:46.587: |P: s=172.16.4.34 (local), d=172.16.12.1 (Serial0), len 100
sendi ng

Jan 20 16:55:46.679: |P: s=172.16.12.1 (Serial0), d=172.16.4.34 (Serial0), len 100
rcvd 3

ping Ftracerouteir T 2 EAWEARERF , ATHA THRMEFRIWHE, MI1EEESZH, MEIE

2 RN T.

HXRfER

. T ¥ BpingM¥ Etraceroutedn
. BEARX¥HF - Cisco Systems
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BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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