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Prerequisites

Requirements



There are no specific requirements for this document.

Components Used
AXEPHEERET THEH R

. Cisco 10S 15.1(2)T= A £
- ThEeSEAF Wi - HEME(BIE&Z £ & UC) Cisco I0SEREE R B H M (ISR)-G2
- ThEe&E/AF TTiE : Cisco IOS ISR EREZ S
. Cisco Unified &S & E28(CUCM)AR#<8.0.1.100000-4 8k LA £
. IPEBIE AR ARO.0(2)SR1S - LRI M2 4118 (SCCP) R B £
FNFEELBHWCUCMMBRAN XN BIE—KT LK , BEMIXLSER

1. $TFFLURL : https:// <CUCMARZ5#5IP Address>:8443/cucreports/systemReports.do
2. EBRE—NCMEFREITIR>ERFIRE>ThEE . REITRAME,
BT e & R AR A B4

. Cisco IOS Router Release 15.1(4)M4
- Call Managerhx4<8.5.1.10000-26
- IPEBIERRA89.1(1)SR1S

The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.

Configure

I BREFENEEN TEREEAHRNIIEE,

Note:EEAa TERTE ( NEIMA,T ) IRMEXANBLIAAEARTHEARES.

R &

AFAXHHINEIE—Cisco IPEIFE, Cisco IOSEEHERENZEEEFIHIUE(SSL) VPNR K H
CUCMERBEM X,

192.168.100.100 10.198.16.144 172.16.250.34

-‘\._ I|
y R .' )

CUCM SSLVPN Gatewa!,r Cisco IP Phone

SSL VPN ST AR EC


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

Lt ER S iR AT B B Cisco IOSHEH K BF N T 7AW AWESSL VPNER,
FLAERSR

1. £KE 1024 N F T K EHIRivest Shamir Adelman (RSA)4E :

Rout er (confi g) #crypto key generate rsa general -keys | abel SSL nodul us 1024

2. tIZAXEFNEER , FEMBESSL RSARH :

Rout er (confi g) #crypto pki trustpoint server-certificate
enrol | nent sel fsigned

usage ssl -server

seri al - nurmber

subj ect - name CN=10. 198. 16. 144

revocation-check none

rsakeypair SSL

3. " ERERGHER , FREICEXIUEHALST :

Rout er (confi g) #crypto pki enroll server-certificate
% I nclude an I P address in the subject nane? [no]: no
Generate Self Signed Router Certificate? [yes/no]: yes

Router Self Signed Certificate successfully created

4. Enable (event) FE i iE# X 22 EHEAIAnyConnecti2F &2, BIEFRTHILEFSE, BR , ’E
BFSE, VPNBRETRIRIL, #HEFEASHTNEFHRHRA T AECisco.com. LRHIEEFAMR
7<3.1.3103,

FEE |HHICisco IOSHRAF |, IXRa T H Tenable (event)iZF 3 :

Rout er (confi g) #webvpn install svc fl ash: anyconnect-w n-3. 1. 03103-k9. pkg

R, EREFTHICisco IOSKRA , XE®S :

Rout er (confi g) #crypt o vpn anyconnect flash:/webvpn/anyconnect-w n-
3.1.03103- k9. pkg sequence 1

5. BLiEVPNM >, Webvpn gateway AT H 7L IEMNFAFHISSLIERE,

Rout er (confi g) #crypt o vpn anyconnect flash:/webvpn/anyconnect-w n-
3.1.03103-k9. pkg sequence 1

Note:{F — AP I X BEFEEME FMENBFEENED , AENKFEEZBNE
OXRRERHER. MW THTERBEEIATHMNMALED TRIERSNEF K.
6. EMERANT D EIPHE U B F PRy A bt | S A1EERT

Rout er (confi g) #crypt o vpn anyconnect fl ash:/webvpn/anyconnect-w n-
3.1.03103- k9. pkg sequence 1

EAAATNERYEL R



MO EREFTEN TEHEAAARSFHAHEEN 7T RIEEHBENR S, MRITRIERRE
FUEBRINIERE | RHEN T MBS

e A P SR EE
B FH 2R AY AN b 20 4R B 2 — NN EBAAABR S5 2R BT AR TIAGLE ¢
A TEEXRGEEE | wHA

Rout er (confi g) #crypt o vpn anyconnect flash:/webvpn/anyconnect-w n-
3. 1. 03103- k9. pkg sequence 1

- BT BEINER —MZEAAA RADIUSHRS 28 |, IR A ¢

Rout er (confi g) #crypt o vpn anyconnect flash:/webvpn/anyconnect-w n-
3. 1. 03103- k9. pkg sequence 1

AC R AR 0 SCAI4A SRR
EMETXATATELEEVPNEZNEM , Hla0

- EANBANURL , &R
- ERREBANHRI T 2B b ik
- £ B IRNAUE T &
XL REAAAANLER F ik £ T XA 7RG

Rout er (confi g) #crypt o vpn anyconnect flash:/webvpn/anyconnect-w n-
3.1.03103- k9. pkg sequence 1

BIPHEERSBEEMNIAELSC)NERE iR iEN

o HEREFTEN TEERENETINENE A RRIENG S, A, I THITIH , EXREFIE
PSR AR

- HIEEFEEBMIC) - MICSTEFTAT7941 , 7961 HE BB Cisco IPEEEHE. MICsRHCisco
Certificate Authority (CA)&F#2,048UXBIUEF ., 7 TCUCMBEZRIEMICIALE , EEHIANIEE
E1246%FE A B L EE W CAIEFECAP-RTP-001, CAP-RTP-002F1Cisco_Manufacturing_CA.
AT IAERERERE , B FATR , R HEFERLIAER P iRRE.

-LSC -, B INERMEZENG , REZLEXLSCHAECUCMMEEE 2 RINERE, LSCHE
Cisco IPEIER A %4 , HCUCMIAENL XK EIhEE(CAPF) E AZHREF. XREZZEW
FE(SERAMICsHER).

BE BTENNZLXE , Ciscolt BibEEFEAMICSHLSCREMTNIFENFER. GE
Cisco IPEiEN T EAMICstEmER LM A/ (TLS)IAILE , EHMB W , BAREBE R,
FEUEE RIS , LSCHATHR TRIEHIE,

Br SFRENFRNERCHNREFEAREINLE , ERNEMAAANIE, MREEHPE—
EANGTE-—ELETXUT , SaElEL,

EREFERN THRERFIRIES

B A 2R AR RERICAPFIAIESN T RIEMIPEIEAILSC, A TIRBLINENEBHR/ LRETY | B
FTERIXLESIR



1. ECUCMIRERSE(OS) EEM T,

2. i&$F & 2> Certificate Management.
Note: tt {i & t ¥ 3 i & T CUCMAR AR,

3. ERIAUEMFRICCAPF |, H B T &.pemX . RETCHERN.XXH

4. — Bcertifcate 1R , EOIEERBZN—FNEER , FERIUSCAPFREER , MER
XEB, HRTRH Abase-64mBCAILLH , SFHRMERIT—RIEFEH BT TN .pemXHF
ST,
Rout er (confi g) #crypto pki trustpoi nt CAPF
enrol | rent termna
aut hori zati on usernane subj ect nane conmmbnnane
revocati on- check none
Rout er (confi g) #crypt o pki authenticate CAPF
Rout er (confi g) #
<base-64 encoded CA certificate>
qui t

EENE

RN NEL TR B L , FIRERIZHEL R,

- HEPIREKRRE , ExRusername TR N T EIFKHREXERENAFL B, X

- A BFIESREHRE N —IEBHESRCRLUBERES

BRT , eEAXERF(CN).
WER. Bt , BRIER KM
, EERARE , HFEAHBRAEMREPK)FIRE RIS

Jun 17 21:49:46.695: CRYPTO PKI: (A0076) Starting CRL revocation check

Jun 17 21:49:46.695: CRYPTO_PKI: WMatching CRL not found

Jun 17 21:49:46.695: CRYPTO PKI: (A0076) CDP does not exist. Use SCEP to
query CRL.

Jun 17 21:49:46.695: CRYPTO PKI: pki request queued properly

Jun 17 21:49:46.695: CRYPTO PKI: Revocation check is conplete, 0O

Jun 17 21:49:46.695: CRYPTO PKI: Revocation status = 3

Jun 17 21:49:46.695: CRYPTO PKI: status = 0: poll CRL

Jun 17 21:49:46.695: CRYPTO PKI: Renmpbve session revocation service providers
CRYPTO_PKI : Bypassi ng SCEP capabilies request 0

status = 0: failed to create GetCRL
enrol | ment url not configured

transaction Get CRL conpl eted

status = 106: Bl ocking chain verification

Jun 17 21:49:46. 695: CRYPTO_PKI
Jun 17 21:49:46. 695: CRYPTO_PKI
Jun 17 21:49:46. 695: CRYPTO_PKI
Jun 17 21:49:46. 695: CRYPTO_PKI
cal | back received status

Jun 17 21:49:46.695: CRYPTO PKI: (A0076) Certificate validation failed

AC R AR 0 T SCAI4H SRR
BB XEORCUTEEURER , RTMR

- IETT &
EERLETXRER TRIERE

Do — > .
nn§§ﬁiﬂﬁ%glzgg

Jun 17 21
Jun 17 21
Jun 17 21

1 49: 46. 695:
1 49: 46. 695:
1 49: 46. 695:

query CRL.

Jun 17 21
Jun 17 21

1 49: 46. 695:
1 49: 46. 695:

CRYPTO_PKI :
CRYPTO_PKI :
CRYPTO_PKI :

CRYPTO_PKI :
CRYPTO_PKI :

(A0076) Starting CRL revocation check
Mat chi ng CRL not found
(A0076) CDP does not exist. Use SCEP to
pki request queued properly

Revocation check is conplete, 0O



Jun 17 21:49:46.695: CRYPTO PKI: Revocation status = 3

Jun 17 21:49:46.695: CRYPTO PKI: status = 0: poll CRL

Jun 17 21:49:46.695: CRYPTO PKI: Renpbve session revocation service providers
CRYPTO_PKI : Bypassi ng SCEP capabilies request 0

Jun 17 21:49:46.695: CRYPTO PKI: status = 0: failed to create Get CRL

Jun 17 21:49:46.695: CRYPTO PKI: enrollment url not configured

Jun 17 21:49:46.695: CRYPTO PKI: transaction GetCRL conpl eted

Jun 17 21:49:46.695: CRYPTO PKI: status = 106: Bl ocking chain verification
cal | back received status

Jun 17 21:49:46.695: CRYPTO PKI: (A0076) Certificate validation failed

SRR R

WS HAT U ERERBLR,

MBS EERHRNAHUNENCUCM

N T NBE RS HIMEA S A NES U &R BN BIEVPNEENE , BRRXESE -

1. R EM T SSLA NI,

Rout er #show webvpn gat eway SSL
SSL Trustpoint: server-certificate

2. S HIAUE,

Rout er (confi g) #crypto pki export server-certificate pemtermnal
The Privacy Enhanced Mail (PEM encoded identity certificate follows:
----- BEG N CERTI FI CATE- - - - -

<out put renoved>

----- END CERTI FI CATE- - - - -

- MNAREHIXAH BREFECER . pemit,

4. ZREEIFWEEES | H HiEES—WOSEE> Security > Certificate Management >1# IAE
>EEIEEBFVPNEES 7 EE L —SREFNOIUEB XM

w

BEVPNRx, 4ANERX#4ECUCM

1. %33} Cisco Unified CMEE,
2. NEHEE | FEEERSE> VPN > VPNFX,



wlialn  Cisco Unified CM Administration
CISCO £, Cisco Unified Communications Solutions

System +  Cal Rowting = HﬂmvlmrmoHFm'

Cisco Unified CM Adr

System version: 8.5.1.10000-26

PN Profile

Please visit the License Report Page for more getaiis. VPN Group

VMware Installation: 2 vCPU Intel{R) Xeon(R) CPU E5540 @ 2.53GHz, VPN Gateway

VPN Feature Configuration

Last Successful Logon: May 12, 2013 9:40:00 AM
3. EVPNMXEEEN , BMX LSRR
HEVPNMXEBMFER , BRARTF. XAURMBEREF. EVPNMXEAFER , BRALRA
(i) EVPNRMXURLEFE , B AL URLE X FEREHES. fEikLocation=FERHIVPNIE$
, IR LA BT N E BRI E IR R Y T WNEEFR IR T B/ INIE,

-VPN Gateway Information

VPN Gateway Name ™ |c;5_ssL_Phnne=
WPN Gateway Description
VPN Gateway URL*

-WPN Gateway Certificates

VPN Certificates in your Truststore | SUBJECT: CN=10.198.16.136,unstructuradName=10.198.16.136 ISSUER: CN=10.196.15.136 unstructuredName= =
SUBIECT: unstructuredMame=ASAS520-C.cisco.com, CHN=ASAS520-C.cisca.com ISSUER: I:rl':-|:|:u'|'|.i::ll:::t:rt,m:,.l::u':‘;‘=1
SUBIECT: C=CR,0=Cigco, 0U=VPN,CN=ASA5520-C cisco.com, unstructuredName=ASAS520-C.cisco.com ISSUER.
SUBIECT: CN=10.198.16.140:8443 ISSUER: CN=10.198.16.140:8443 S/N: e7:82:72:4F

SUBJECT: CN=ASAS510-F-1P-PHONE, unstruckuredName=ASA5510-F.osco.com ISSUER: CN=ASAS510-F-IP-PHOMN -

R
LY oA T SR TGl = jFECT: Cn=10. 108, 16, 144, SERTALNUMEER =FTX 1 3094406+ unstructuredName=R2E11, von.cisca-tae, com 155U

-| save | | Delete | | Copy | | Add New |

4. NREE | FIREGREFME> VPN > VPN4A,

System * Cal Routing + Media Resources + | Advanced Features + | Device + Application *  User Management =  Bulk Admini

ST - -
SAF [

mem[ﬁwﬂﬂ“m EMCC .

Bl Intercompany Media Services k
Falback .
@ Status: Ready = ;
|L VPN ¥ WPH Profile I

-VPN Gateway Information VPR Group

VPN Gateway Name* 105 SSL_Phones VPN Gateway

VPN Gateway Description VPN Feature Configuration

VPN Gateway URL* https://10.198.16.144/SSLPhones

5. EATAATAKVPNRX G , HRBVPNRXERIE L. RETEIXR T B PENMX@E
EEVPNA F BBV FTiE B VPN R o



Q Save xDElete Copy # Add New
—Status

Status: Ready

~VPMN Group Information

VPN Group Name* 105 sSi phones

WPMN Group Description -

—VPN Gateway Information

All Available VPN Gateways

m. | »

1

M

Selected VPN Gateways in this VPN Group™ 105_SSL_Phaones -

»<

—[Savel[Delete ] [ Cﬂp}fl[ﬂddwew]

6. NREE | FIAEBRISHE> VPN > VPNE R X,

System = Call Routing ~ Media Resources « | Advanced Features = | Device = Application ~ User Management v  Bulk Admini

]

SAF

Q Save x Dekte [ Cory T Add e 3
e Intercompany Media Services »
Fallback k
@ Status: Ready - :
VPN 4 PN Profile L
- VPN Group Information WPH Group i
VPN Group Name®  [05_sSL_Phones VPN Gateway
VPN Group Description WPM Feature Configuration

7. A TEEVPNEEXH  FEARES()IFEHNABEFR.



VPN Profile Configuration

LE Save x Delete Copy EII}H Add New

—¥PM Profile Information

Name* 105_S5L_FPhones

Drescription

D Enable &uto MNetwork Detect

- Tunnel Parameters
MTU* 1240

Fail to Connect® 35

|:| Enable Host 1D Check

— Client Authentication

Client Authentication Method* certificate -

"l Enable Password Persistence

—[ Save ] [ Celete ] [ Copy ] [ Add New ]

Enable (event) HEIMB X : MREEBHIE , VPNEIEERETFTP server, MR TIE R #12
3% , Boah#E3VPNiERE, Enable (event) EHFRIRFFRE : WREEBHIE , VPNEFR
CN/Storage[X 15 £& (SAN) ELERVPN R < URLHY ST £ S H MY 1H A (FQDN) AL, & ImTHEIE
B, NRXERBEAERELS , MREASESC)W—NBERAIANL. BRBBFENE XA
YFVPNEFEE TAMVPNEIRH AP & MH8,

ERATEMR R A EE B ER RN HHIPERE

AEBNEEREXHEEEN  EREEAREN TEZRAFTHVPNEE, et AR AN EEN
B8 TG I SO 4 S 0 @ R G B S A



EN————— |
Device - | Application = User Management =  Bulk Administration + Help -

CTl Route Point
Gatekeeper
Gateway
Phone

Trunk

Remote Destination

m Device Settings L Device Defaults

Firmware Load Information
Default Device Profile
Device Profile

Phone Button Template
=oftkey Template

Phone Services i

SIP Profile

Commen Device Configuration

Common Phone Profile

Common Phone Profile Configuration

B Save x Delste Copy %I Reset  Apply Config |:B= Add New

VPN Information

VPM Group 10S_SSL_Phones -
WPMN Profile -IDS_SSL_IE’IHDHE'.-E -
ERTEXENEERERXXHIPETE

MRMNETHERF/AFN—FBEE XM , HEEXIPhone ConfiguratonB 0., EX BN BIERE
XHFE , Bk FEENEENBERE M,



wres * | Device « | Appication * User Management *  Bulk Adminstration + Help -
- CTi Route Point CPAT AT 'O Back To Find/List
Gatekeeper
Config O Galinviy
Il O
Phone 1
MAC ICB64F576113
Trunk i
Desc buto 1000
. Remote Destination
Devi Default = \iew Details
Device Settings (3 | . .
Com £ MNone = = View Details
Phone Button Template* Standard 7962G SCCP -
Softkey Template idaltsc Bhonss >
?Emmm Phone Profile® Standard Commen Phone Pral_lrf,l,g:) -

#Cisco IPEF L RERBEEMNEFH(LSC)

AT LA T&ECisco IPBRF L REBBEEMNIEH. WRFEALSCHER , WTRIAZRFEN
NE, FERLSCZIEIAIEEAManufactererfiZEE+ (MIC) S A = & MBM,

E—PBIELRELSC CUCMERZLERREXNTZE,

BEREEIFUEERNT TERNER

XRERASREBRERES.

Verify

B AR I iE

NTREVPNSIENSITRIBEERSHEN , CEFAXESS , AEREHH BN XE(REE R
VA& FHE BT

RP&/BWBIAIE :

Rout er #show webvpn sessi on user phones context SSL
Session Type : Full Tunnel
Client User-Agent : Ci sco SVC | PPhone Cient v1.0 (1.0)

Usernane : phones Num Connection : 1
Public IP : 172.16.250.34 VRF Nane : None
Context : SSL Policy G oup : SSLPhones

Last-Used : 00:00:29 Created : 15:40:21.503 GV
Fri Mar 1 2013

Session Tineout : Disabled Idle Tineout : 2100
DPD GW Ti nmeout : 300 DPD CL Tinmeout : 300
Address Pool : SSL MIU Size : 1290

Rekey Time : 3600 Rekey Method :

Lease Duration : 43200

Tunnel P : 10.10.10.1 Netmask : 255.255.255.0
Rx | P Packets : 106 Tx | P Packets : 145

CSTP Started : 00:11:15 Last-Received : 00:00: 29


/content/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/200934-Install-an-LSC-on-a-Phone-with-CUCM-Clus.html

CSTP DPD-Req sent : O Virtual Access : 1

Msi e- ProxyServer : None Msie-PxyPolicy : Disabled
Msi e- Exception :

Client Ports : 51534

DTLS Port : 52768

Rout er #

Rout er #show webvpn sessi on context all

WebVPN cont ext name: SSL

Client_Login_Name dient_|P_Address No_of_Connections Created Last_Used
phones 172. 16. 250. 34 1 00: 30: 38 00: 00: 20

EBRE :

Rout er #show webvpn sessi on user SEP8CB64F578B2C context all
Session Type : Full Tunnel
Client User-Agent : G sco SVC | PPhone Client v1.0 (1.0)

User nane : SEP8CB64F578B2C Num Connection : 1
Public IP : 172.16.250.34 VRF Nane : None

CA Trustpoint : CAPF

Context : SSL Policy Goup :

Last-Used : 00:00:08 Created : 13:09:49.302 GV
Sat Mar 2 2013

Session Tineout : Disabled Idle Tineout : 2100
DPD GW Ti neout : 300 DPD CL Tineout : 300
Address Pool : SSL MIU Size : 1290

Rekey Time : 3600 Rekey Method :

Lease Duration : 43200

Tunnel [P : 10.10.10.2 Netnask : 255.255.255.0

Rx I P Packets : 152 Tx | P Packets : 156

CSTP Started : 00:06: 44 Last-Received : 00:00:08
CSTP DPD-Req sent : O Virtual Access : 1

Msi e- ProxyServer : None Msie-PxyPolicy : Disabled
Msi e- Exception :

Client Ports : 50122

DTLS Port : 52932

Rout er #show webvpn sessi on context all

WebVPN cont ext nane: SSL

Client_Login_Name dient_|P_Address No_of_ Connections Created Last_Used
SEP8CB64F578B2C 172. 16. 250. 34 1 3d04h 00: 00: 16

CUCMEE
HIAIPERE 4 40 R A otk 9 TP AL T8 2 R U B B BR IR AR SSLIE 3%,

_ Mhoms [1-4o74)

Find Prong where Devioe Name = beging with = . Find | Clear Filer .! e | ‘—'l
St RiiT oF &flE dedrch bl v

Device Name{Ling) = Custsiptian Crarvitm B e ] Satus 15 bddrais
E SEPODET4IIBELE Aubs 1001 Dalaglt SO0k Unkremn Lriname
E = 4F57 Ayt 1000 Dafalt SCCP Wnkreran Uricngem
= = apsd Aubo 1002 Doafalt SCCP | Begistered with 152165120 100 10.80.10:%
Troubleshoot

#ESSL VPNARSS 22 E9 1Rt



Rout er #show debug

WebVPN Subsyst em

WebVPN (ver bose) debugging is on
WebVPN HTTP debugging is on

WebVPN AAA debugging is on

WebVPN tunnel debugging is on

WebVPN Tunnel Events debugging is on
WebVPN Tunnel Errors debugging is on
Webvpn Tunnel Packets debugging is on

PKI :

Crypto PKI Msg debugging is on

Crypto PKI Trans debugging is on

Crypto PKI Validation Path debugging is on

MEETERY A

1. FE X MCUCMBI Device > Phone.
2. FREBER , BREXNBAMNWebIFE,
3. Rii“Save” , AR RTEARE.

Web Access” | Enabled :) o
4. NXIEES , B ARIENIPu , HEMNEEIHNR L EEREARAE,
bl Console Logs

CISCO Cisco Unified IP Phone CP-7965G { SEPI1D4SB64090 )

5. T#FrE/FS/cache/log *.log3 . console logX B &XxTFHIFNTLMNEETREZES
VPN,

#><Bug

Cisco Bug ID CSCty46387 , 10S SSLVPN : R H F TXREIAE
Cisco Bug ID CSCty46436 , 10S SSLVPN : 3% /= BF 4 10 3F T RS R #1832


https://tools.cisco.com/bugsearch/bug/CSCty46387
https://tools.cisco.com/bugsearch/bug/CSCty46436
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