T4k 5 13 R 428 6l 2R 45 R S PR HE BR

H%

ik

FRFEH

EXR

{55 A B 48 ¢

AL

BHEEE

S FEHEER
ISRFEIRFIWLCM
BERFARWLCM EM N 2
WLCMZ 7 A AR IR 2
WLCM.E X HILAP

Fo £ 15 [EIWLCM L 9 BR3% LA A M
B EWLCMEIRFS

A ECLIEE [ S R ITEIE

LAPA @ISR WLCM3E A — WLCMBE Fi 1 IE B8R iE P
LAPAKEMBIWLCM — R A E RIRE

WLCMH OSiRE

BERWLCM LED

2 1| 25 B 44 F R K K

7% /2 FACDP

5 Rip-helper addressHlip-forward protocolds & EWLCMF AL AP
WLCME BB HEBR 5 T

HXEE

fésT

ARSI BRI B PR SIS R (WLCM) B A R B B R,
ERFH

EXR

Cisco BB THLUTEE :

- THIRBREEA KB (LWAPP),
- BRUOABEWLCMER S SRR G —TLMENERAR, X : MRERFHAS , FHH
REAWLCM , HSH (BRIWLANZFIZE N EEREEIEFE) -
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{E FRY 4B #F
XA ERET AT REMBEARE :

C BITRRAR12.4(11) T BRI 2811 £ K Z L F B A 2R (ISR)MIZ1ThRZ<3.2.116.21HWLCM

. Cisco 1030#ICisco 1232 AGER£AP(LAP)

- IBITRRZAR2.589 B R1802.11a/b/gTo sk /3 13 M (WLAN) ZF /= i & Bl 25

- IBITHRAR3.2H B Rl Z 2 15 A1 HIfR &85 (ACS)
AR AT ENEMNERATRERIEMNIZR, RN BIEHRIIS M T ZFWLCME
ISRFMWLCMZ FHILAPHY TR TR E R

AHEPNESBRETRERRERETNREREN. AXEFEANAERERNIRAR
(BN ) BE. IREEANREXNG , FRRECELTHRAEHSHEERI,

A
BXRAHAN B AER , HSH Cisco BRI TRAM,
BREERE

Cisco WLCM E 7£ 73 /B4l (SMB) M 4 lk 4 S ¥ & = 1244 5& A F Cisco 2800F1Cisco 3800%
HISRHM Cisco 3700FR 5l 3% HHBFHY802.11To & M B fif IR 15 R

Cisco WLCMfECisco ISRFICisco 3700 R 5 HES8E B BB K Z /S MNWLANE A 2 (AP) , HE1L
WLANHEREBFERE, RERAEEMEHERF R, BENREEEYRE K MITEEBEARER
(RRM)ZhgE , EARRERSEZ S (OSS)EBRSTENBI RN , HEHAOSSERMAFMELZSI

ok
Beo

Cisco WLCMECisco Aironet LAP, BRIEZZFHREWCS)MBERLLNBEREZREGFER , X
BFESBRETLEIE, TS MUMAA,

P B BR

AT HEWLCME AN 8] F A M FEHERR P IR o

ISR ZEIRBIWLCM

WLCMIXEU FISRF & LZ2HF .

. Cisco 3725 1 3745 fEH s
. Cisco 2811, 2821 #1 2851 ISR
. Cisco 3825 #1 3845 ISR
MR ERBRIUFIRDPIEENISRZAWEMEMISR , MAFAELENEIWLCM, TR R EBAREH,

X WLCM{XIEMEZERIFE RE P F X5, Cisco 2821 # Cisco 2851 ISR H#y EVM HHEF X
LSRR,

AR EEAN AR REERE —Cisco WLCMo
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WLCMZEE — S KR4 ER,
ISRAFE A Cisco I0SPER AR A 12.4(2)XA1 ( BBEISRE M ) REBARA , ISRFELIRBIWLCM,
BEEARWLCMLENRNTE ?

Cisco WLCMBEF H M B 22256 MBINFE R /B3I, CompactFlashAFFaE /8 3h &S,
LinuxAM#%, Cisco WLCMFIAP A 1T X 4 SA K Cisco WLCMEL & .

Cisco WLCMH #yCompactFlashN 12 =~ Al I 17 E #k,

WLCME B AR HEK ?

WLCMABEEEFTBISRIE & ERIFEIK. 1XCisco 37458 2§ M Cisco 3845 ISR 12 4IB5 18R Y 1
KW (OIR),

WLCM_EZEHLAP

XA X IFLWAPPHI Cisco Aironet AP |, ‘@3ECisco Aironet 1000, 1100F11200%& 5%, Fx%iF
HWIC-AP¥ O+,

I3 RIWLCM _E A i A A &

X2 FHTH. Cisco WLCMER L B /A ZBHOE LA A ik O F 2 %35, NM-WLC ( WLCM#E
B RE— MR AR OERIREEDI VA | 3 ENMER SR ERHE LA M O 2
FEFTH,

BHEWLCMBIRE

MISR% Hishow version® i < , AR ERHBIEFINFIWLCMHA EH L,

2800-ISR-TSWEB#show version

Cisco IOS Software, 2800 Software (C2800NM-ADVSECURITYK9-M), Version 12.4(11)T,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2006 by Cisco Systems, Inc.

Compiled Sat 18-Nov-06 17:16 by prod_rel_team

ROM: System Bootstrap, Version 12.4(lr) [hgluong 1lr], RELEASE SOFTWARE (fcl)

2800-ISR-TSWEB uptime is 50 minutes
System returned to ROM by power-on
System image file is "flash:c2800nm-advsecurityk9-mz.124-11.T.bin"

This product contains cryptographic features and is subject to United States

and local country laws governing import, export, transfer and use.

Delivery of Cisco cryptographic products does not imply third-part y authority

to import, export, distribute or use encryption. Importers, exporters, distributors
and users are responsible for compliance with U.S. and local country laws.

By using this product you agree to comply with applicable laws and regulations.

If you are unable to comply with U.S. and local laws, return this product immediately.



A summary of U.S. laws governing Cisco cryptographic products may be found at:

http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to export@cisco.com.

Cisco 2811 (revision 53.50) with 249856K/12288K bytes of memory.
Processor board ID FTX1014A34X

2 FastEthernet interfaces

1 terminal line

1 Virtual Private Network (VPN) Module

1 cisco Wireless LAN Controller(s)

DRAM configuration is 64 bits wide with parity enabled.
239K bytes of non-volatile configuration memory.

62720K bytes of ATA CompactFlash (Read/Write)

Configuration register is 0x2102

& Hiservice-module wlan-controller slot/port status@iz & SL & WLCMAVIR A .

2800-ISR-TSWEB#service-module wlan-controller 1/0 status
Service Module is Cisco wlan-controllerl/0

Service Module supports session via TTY line 66

Service Module is in Steady state

Getting status from the Service Module, please wait..

Cisco WLAN Controller 3.2.116.21

#3% 7] LA & Hservice-module wlan-controller 1/0 statisticsai S SIZE R WLCMIWERE B S iH{E S,

2800-ISR-TSWEB#service-module wlan-controller 1/0 statistics
Module Reset Statistics:

CLI reset count = 0

CLI reload count = 0

Registration request timeout reset count = 0
Error recovery timeout reset count = 0
Module registration count = 4

ERERERT , B2BIUTHEIR

Router#service-module wlan-controller 4/0 status
Service Module is Cisco wlan-controller4/0
Service Module supports session via TTY line 258
Service Module is trying to recover from error
Service Module status is not available

Or this:

Router#service-module wlan-controller 1/0 status
Service Module is Cisco wlan-controllerl/0
Service Module supports session via TTY line 66
Service Module is failed

Service Module status is not available

HI AR ER T 2EHE B, ITHTACEFI LA — S HERRIL A&,
EERZITEMNER. EBKXCisco TAC , HFSHAERX#F,

& tishow sysinfois & AAZE B XWLCMEiFAE B

BRXTACRY , BFE
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(Cisco Controller) >show sysinfo

Manufacturer's Name. ... ...ttt itmeeeeeeennnnn Cisco Systems, Inc
ProducCt NaIe. . . i oottt ittt ittt ettt ettt eeeeaeenn Cisco Controller
Product VersSion......ceeeeeececcesccccscsscsosans 3.2.116.21

RTOS VeIrSI0M. ittt ittt et e e et e e et e e eeeeeenn 3.2.116.21
Bootloader VersSiom. . ... ..t eemeneneneenenennn 3.2.116.21

=10 B T e L Y Y= DATA + WPS

System Name. . ...t ittt it i et e e et e e e e WLCM

SysStem LoCALIoN. v vttt ettt ettt e e e e
System Contact. .. ...ttt ettt

System ObJeCEID . vttt et e et et e e e 1.3.6.1.4.1.14179.1.1.4.5

B 2V e Bl Y P 60.0.0.2

System Up Time. . .ttt ettt et et et e et et eeeeeean 0 days 0 hrs 39 mins 18 secs
Configured COUNETY . .ttt ettt ettt e et e eeeeannn United States

State of 802.11b NetworKk.........oiiiiiiiieeenn. Enabled

State of 802.11la NetworK........oo i, Enabled

NUmber Of WLANS . & ¢ttt et e e e e e et ettt e e e e eeeeeeeenn 1

3rd Party Access Point SUPPOTrt.......iiiiunnnn.. Disabled

Number of Active Clients............ciiiiiuennn... 0

WA #E CLIFE B @& 3t T IF

EACLIEEMSER (REENMINER ) BEWLCME , EA-keyN B EHTELE, RAEIMT

7t , AR AW Aadmin , M@ Aadmin#TEE, £ TFT—MERET . @A — , RELETE
Enter. REFIRE E—METRE,

(Cisco Controller)

Welcome to the Cisco Wizard Configuration Tool
Use the '-' character to backup

System Name [Cisco_e8:38:c0]: adminn

!--- The user enters adminn instead of admin.

Enter Administrative User Name (24 characters max): -
!--- In order to make the corrections, the user enters -.

System Name [Cisco_e8:38:c0] (31 characters max): admin
!-—— The user 1is again prompted for the system name and !--- then enters the correct system name
admin.

LAPAR @ISR WLCMiF Mt — WLCMBE i R 1IE BRI UE$

NM-AIR-WLC6-K9FHINM-AIR-WLC6-K9=WLCMBEH FIEBRIEP, XSS HWLCNMTH
Cisco/Airespace AP 1T B3 1IE, 2006528 1H E2006F 38220 2B X HKHWWLCMZ ZEIS M,
FlIEREMERGEHNIERESFEWLCNMIERZ, FTEHENIERSSBRSARATLR , Xa%
BE TLWAPPHIAPTE A N A/S<BREM EWLCNM,

BA R BEE KRG , 555 Field Notice : FN - 62379 — T4 LANIZSISE MK E R T BT
Cisco/AirespaceiZ A R HITE R —EHHER , LTHEXLNFMEE, NUNZEH T EH
R ZEURZ K W EEREBESFF S5,

LAPKZEMBIWLCM — REERF KR E
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WLCMAMEL B RERTEFM B, ATAFHER , L LLUFWLCMELE N EANTPIRS 85, MRXK
RENBEMBE , MLAPREWLCM:EM, ECLIOSH , RELEBREHARSNBENAE, R
T A BEARIETE , BFERUTESHEE

Warning! No AP will come up unless the time is set
Please see documentation for more details.

MWLCM CLIX HUA T as R AF S ELERTE) :

(Cisco Controller) >config time manual <MM/DD/YY> <HH:MM:SS>

MRFEWLCMEANTPIRSES , BAEATHS :

config time ntp server <index> <IP Address>

WLCMH OTSIRE

EX WLCM MEFOTE , A WLCM fME— 5 A=/ WLCM EERRRIARE. X BEKEN
EE WLCM FHEANEE , FBSTAMKTTREE,

BRIAFWLCMEBE N H RIMERNER , FSRFWLCMEE N RINRE,

BERWLCM LED

T#&%IH 7 Cisco WLCM LEDEHE X :

LED |[&X

CF |CompactFlashF R4k F5EaIRTS.
il | ZEREBELBER , THERBSIER.
BR | EHESEERTABRR,

il 1 ke wan s e e

EARSRES , BURIBE - EXWALIENER, ATNEERE RS LA NHEBRE
RAFRIZHR,

- AREE ST R - No reply from the TFTP server — tRTFTPIRSZ B FET |, BAURTIL4E
REB. BREUBERBERSHLBEAT TFTP K%,

. Code file transfer failed - Error from server: 32| X#. Aborting transfer — 21 ROSX 4T
TFTPERSSF|HNEIMIABRH , ZLRFBEBRES . BERESER , BRREXHEHE
TFTPRRS 25 EMERIA B Fo

. TFTP Failure while storing in flash! — ¥ TFTPRRSZEF LI B BAT , BLWFLEEIR, — &
TFTP RSB 2EX F A ME I XH KRN GRS, EAHEMTFTPRSHARF. BFZREN
TFTPRSSBFXARFTH, BREBNEATHpd32 2.0/RTFTPIRSE . ETHUTFTPARS 88

BEZ @ Titpd32

- RRESXOHBRREERRE — WREZHARBREBTRAT , NATERREDHIR, HK

REBEARZH,

G
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BXRMAAZWLCM ENEHHNFEMRER , TS FAHKCisco WLANIZHIZFER R4+,

F 3% )2 FCDP

AP TEE3750 ISREREHWLCM EE B ERKAMIHLCDP). BERATHE

(Cisco Controller) >show cdp neighbors
% CDP is not enabled

Fi F° & Hiconfig cdp enable@s LA /S FICDP , B{IABEIATHEIELE.

(Cisco Controller) >show cdp neighbors
% CDP is not enabled

X2 H T Cisco Bug ID CSC89676150 RE3750GERKTL BEMEHIZES X #FCDP , {ECDP
CLIsn S AI T ki HI85, 1X7£4.0.206.0F iR,

f# Hip-helper address Mip-forward protocolis % EMWLCMEMLAP

EAWLCME | LAPR¥EBEIIPFR I #HZXTWLCM, XE2EAWLCMUMAIEKEISRIYFER L
: J«X&LAPJE-%LH:THE’JIP?HL (XtBR— /\15'&?!3’33@1)( ) o WMRERIHNMITIPFR A
, & & Hip helper-address#ip forward-protocol udp 122234

BE , XEBTHENREARPREMBENIPI BN, LPHFFEEOEWLCEEREZEONE
LXE@’[%WLC@EE‘JLAPO

MIELAPFTIERERY 2 O T 12 #ip helper-addressin 5 , 3 Hip helper-addressin 5 2470 $& @] WLCHY
MIE?& s

ip helper-address <Management Interface of the WLC>

ip forward-protocolii T 2 £ BHREF T

ip forward-protocol udp 12223

WLCM# B &
A5 124 T A F HEBRWLCME Bk S debugd S .

ATRIELAPEZEHE MV B RS S :
{# A LA T debugf H IRELAP2 & B WLCMIEA :

- debug mac addr <AP-MAC-address xx:xx:xx:xx:xx:xx> — Bt ELAPHIMAC b ik 1 i o
- debug Iwapp events enable — Ft ELWAPPE 44 1%E 2R,
- debug pm pki enable — Bit E & £ KK EE R E R E I,

LT B HLAPEWLCM:EAAtdebug Iwapp events enablefs £ B RAIM H :

Mon Mar 12 16:23:39 2007: Received LWAPP DISCOVERY REQUEST from AP 00:0b:85:51:5a:e0
to 00:15:2c:e8:38:c0 on port '1'
Mon Mar 12 16:23:39 2007: Successful transmission of LWAPP Discovery-Response to
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AP 00:0b:85:51:5a:e0 on Port 1
Mon Mar 12 16:23:52 2007:
00:15:2c:e8:38:c0 on port
Mon Mar 12 16:23:52 2007:
is 1500, remote debug mode is 0
Mon Mar 12 16:23:52 2007:
(index 49)Switch IP: 60.0.0.3,
12223, intIfNum 1, vlanId 0 AP IP:
next hop MAC: 00:17:94:06:62:98

110

Switch Port:
10.77.244.221,

LWAPP Join-Request MTU path from AP 00:0b:85:51:5a:e0

Successfully added NPU Entry for AP 00:0b:85:51:5a:e0

AP Port: 5550,

Successfully transmission of LWAPP Join-Reply to

Received LWAPP JOIN REQUEST from AP 00:0b:85:51:5a:e0 to

Mon Mar 12 16:23:52 2007:

AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:52 2007: Register
Mon Mar 12 16:23:52 2007: Register
Mon Mar 12 16:23:53 2007: Received

to

00:15:2c:e8:38:c0

Mon Mar 12 16:23:53 2007:

static 0

’

Mon Mar 12 16:23:53 2007:

Updating

10.77.244.221/255.255.255.

Updating

LWAPP event for AP 00:0b:85:51:5a:e0 slot 0
LWAPP event for AP 00:0b:85:51:5a:e0 slot 1
LWAPP CONFIGURE REQUEST from AP 00:0b:85:51:5a:e0

IP info for AP 00:0b:85:51:5a:e0 --
224, gtw 10.77.244.220
IP 10.77.244.221 ===> 10.77.244.221 for

AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:53 2007:
regstring -A regDfromCb -A
Mon Mar 12 16:23:53 2007:
regstring -A regDfromCb -A
Mon Mar 12 16:23:53 2007:

spamVerifyRegDomain RegDomain set for slot 0 code 0

spamVerifyRegDomain RegDomain set for slot 1 code 0

spamEncodeDomainSecretPayload:Send domain secret

WLCM-Mobility<bc,73,45,ec,a2,c8,55,ef,14,1e,5d,99,75,f2,£9,63,af,74,d9,02> to

AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:53 2007: Successfully transmission of LWAPP Config-Message to
AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:53 2007: Running spamEncodeCreateVapPayload for SSID 'WLCM-TSWEB'
Mon Mar 12 16:23:53 2007: Running spamEncodeCreateVapPayload for SSID 'WLCM-TSWEB'
Mon Mar 12 16:23:53 2007: AP 00:0b:85:51:5a:e0 associated. Last AP failure was due to
AP reset
Mon Mar 12 16:23:53 2007: Received LWAPP CHANGE_STATE_EVENT from AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:53 2007: Successfully transmission of LWAPP Change-State-Event
Response to AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:53 2007: Received LWAPP Up event for AP 00:0b:85:51:5a:e0 slot 0!
Mon Mar 12 16:23:53 2007: Received LWAPP CONFIGURE COMMAND RES from AP 00:0b:85:51:5a:
Mon Mar 12 16:23:53 2007: Received LWAPP CHANGE_STATE_EVENT from AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:53 2007: Successfully transmission of LWAPP Change-State-Event
Response to AP 00:0b:85:51:5a:e0
Mon Mar 12 16:23:53 2007: Received LWAPP Up event for AP 00:0b:85:51:5a:e0 slot 1!
Mon Mar 12 16:23:54 2007: Received LWAPP CONFIGURE COMMAND RES from AP 00:0b:85:51:5a:
Mon Mar 12 16:23:54 2007: Received LWAPP CONFIGURE COMMAND RES from AP 00:0b:85:51:5a:
Mon Mar 12 16:23:54 2007: Received LWAPP CONFIGURE COMMAND RES from AP 00:0b:85:51:5a:
Mon Mar 12 16:23:54 2007: Received LWAPP CONFIGURE COMMAND RES from AP 00:0b:85:51:5a:
Mon Mar 12 16:23:54 2007: Received LWAPP CONFIGURE COMMAND RES from AP 00:0b:85:51:5a:
Mon Mar 12 16:23:54 2007: Received LWAPP CONFIGURE COMMAND RES from AP 00:0b:85:51:5a:
LT £ HLAPEWLCME M itdebug pm pki enableds &9 #i H /R4
Mon Mar 12 16:30:40 2007: sshpmGetIssuerHandles: locking ca cert table
Mon Mar 12 16:30:40 2007: sshpmGetIssuerHandles: calling x509_alloc() for user cert

16:30:40 2007:
16:30:40 2007:
O=airespace Inc,

Mon Mar 12
Mon Mar 12
L=San Jose,

sshpmGetIssuerHandles:
sshpmGetIssuerHandles:
CN=000b85515ae0,
MATILTO=support@airespace.com

Mon Mar 12 16:30:40 2007:
L=San Jose,

sshpmGetIssuerHandles:

O=airespace Inc, OU=none, CN=ca,

MAILTO=support@airespace.com

Mon Mar 12 16:30:40 2007: sshpmGetIssuerHandles:
00:0b:85:51:5a:e0

Mon Mar 12 16:30:40 2007: sshpmGetIssuerHandles:
Mon Mar 12 16:30:40 2007: sshpmGetCID: called to

calling x509_decode()

<subject> C=US, ST=California,

<issuer> C(C=US, ST=California,

Mac Address in subject is

Cert is issued by Airespace Inc.

evaluate <bsnDefaultCaCert>

el

el
el
el
el
el
el



12
12
12

16:
16:
16:

30:
30:
30:
12 16:30:40
Mon Mar 12 16:30:40
>bsnOldDefaultCaCert<
Mon Mar 12 16:30:40 2007:
>bsnDefaultRootCaCert<
Mon Mar 12 16:30:40 2007:
>bsnDefaultCaCert<

Mon Mar 12 16:30:40 2007:
Mon Mar 12 16:30:40 2007:
>bsnDefaultCaCert<

Mon Mar 12 16:30:40 2007:
Mon Mar 12 16:30:40 2007:
>bsnOldDefaultCaCert<

Mon Mar 12 16:30:40 2007:
Mon Mar 12 16:30:40 2007:
>bsnOldDefaultCaCert<

Mon Mar 12 16:30:40 2007:
Mon Mar 12 16:30:40 2007:
>bsnOldDefaultCaCert<

Mon Mar 12 16:30:40 2007:
2007/03/12/16:30:40
Mar 12 16:30:40
to
40
40
40
40
40
40

40
40
40

2007:
2007:
2007:
2007:
2007:

Mon Mar

Mon Mar
Mon Mar

Mon Mar

2007:
AP.

2007:
2007:
2007:
2007:
2007:
2007:

Mon
a Cisco cert
12 16:30:
12 16:30:
12 16:30:
12 16:30:
12 16:30:
12 16:30:

send
Mon Mar
Mon Mar
Mon Mar
Mon Mar
Mon Mar

Mon Mar

>cscoDefaul tNewRootCaCert<

12
12
12

16:
16:
16:

30:
30:
30:
12 16:30:40
12 16:30:40
0x15b4c76e
12 16:30:40
Mon Mar 12 16:30:40
>bsnOldDefaultCaCert<
Mon Mar 12 16:30:40 2007:
>bsnDefaultRootCaCert<
Mon Mar 12 16:30:40 2007:
>bsnDefaultCaCert<

Mon Mar 12 16:30:40 2007:
>bsnDefaultBuildCert<

Mon Mar 12 16:30:40 2007:

40
40
40

2007:
2007:
2007:
2007:
2007:

Mon Mar

Mon Mar
Mon Mar
Mon Mar
Mar
CID

Mar

Mon
with
Mon 2007:

2007:

>cscoDefaul tNewRootCaCert<

Mon Mar 12 16:30:40 2007:
>cscoDefaultMfgCaCert<
Mon Mar 12 16:30:40 2007:
>bsnOldDefaultIdCert<

Mon Mar 12 16:30:44 2007:
>bsnDefaultIdCert<
Mon Mar 12 16:30:44
>cscoDefaultIdCert<
12 16:30:44
12 16:30:44
12 16:30:44
Mon Mar 12 16:30:44
CID 15bdc76e

Mon Mar 12 16:30:

2007:

2007:
2007:
2007:
2007:

Mon Mar

Mon Mar

Mon Mar

44 2007:

sshpmGetCID: comparing to row 0, CA cert >bsnOldDefaultCaCert<
sshpmGetCID: comparing to row 1, CA cert >bsnDefaultRootCaCert<
sshpmGetCID: comparing to row 2, CA cert >bsnDefaultCaCert<
sshpmGetCertFromCID: called to get cert for CID 2816f436
sshpmGetCertFromCID: comparing to row 0, certname
sshpmGetCertFromCID: comparing to row 1, certname
sshpmGetCertFromCID: comparing to row 2, certname
ssphmUserCertVerify: calling x509_decode()
ssphmUserCertVerify: failed to verify AP cert

sshpmGetCID: called to evaluate <bsnOldDefaultCaCert>
sshpmGetCID: comparing to row 0, CA cert

sshpmGetCertFromCID: called to get cert for CID 226b9636
sshpmGetCertFromCID: comparing to row 0, certname
ssphmUserCertVerify: calling x509_decode()

ssphmUserCertVerify: user cert verfied using
sshpmGetIssuerHandles: ValidityString (current) :

sshpmGetIssuerHandles: AP sw version is 0x3027415,

sshpmGetCID: called to evaluate <cscoDefaultIdCert>
sshpmGetCID: comparing to row 0, CA cert >bsnOldDefaultCaCert<
sshpmGetCID: comparing to row 1, CA cert >bsnDefaultRootCaCert<
sshpmGetCID: comparing to row 2, CA cert >bsnDefaultCaCert<
sshpmGetCID: comparing to row 3, CA cert >bsnDefaultBuildCert<
sshpmGetCID: comparing to row 4, CA cert

sshpmGetCID: comparing to row 5, CA cert >cscoDefaultMfgCaCert<
sshpmGetCID: comparing to row 0, ID cert >bsnOldDefaultIdCert<
sshpmGetCID: comparing to row 1, ID cert >bsnDefaultIdCert<
sshpmGetCID: comparing to row 2, ID cert >cscoDefaultIdCert<

sshpmGetCertFromHandle: calling sshpmGetCertFromCID()

sshpmGetCertFromCID: called to get cert for CID 15bdc76e
sshpmGetCertFromCID: comparing to row 0, certname
sshpmGetCertFromCID: comparing to row 1, certname
sshpmGetCertFromCID: comparing to row 2, certname
sshpmGetCertFromCID: comparing to row 3, certname
sshpmGetCertFromCID: comparing to row 4, certname
sshpmGetCertFromCID: comparing to row 5, certname
sshpmGetCertFromCID: comparing to row 0, certname
sshpmGetCertFromCID: comparing to row 1, certname
sshpmGetCertFromCID: comparing to row 2, certname

ssphmPublicKeyEncrypt: called to encrypt 16 bytes
successfully encrypted,

called to encrypt 196 bytes

ssphmPublicKeyEncrypt: out is 192 bytes

sshpmPrivateKeyEncrypt:
sshpmGetOpensslPrivateKeyFromCID: called to get key for

sshpmGetOpensslPrivateKeyFromCID: comparing to row 0, certname



>bsnOldDefaultIdCert<

Mon Mar 12 16:30:44 2007: sshpmGetOpensslPrivateKeyFromCID: comparing to row 1, certname

>bsnDefaultIdCert<

Mon Mar 12 16:30:44 2007: sshpmGetOpensslPrivateKeyFromCID: comparing to row 2, certname

>cscoDefaultIdCert<
Mon Mar 12 16:30:44 2007: sshpmGetOpensslPrivateKeyFromCID: match in row 2
Mon Mar 12 16:30:44 2007: sshpmPrivateKeyEncrypt: calling RSA private_encrypt
with 196 bytes
Mon Mar 12 16:30:44 2007: sshpmPrivateKeyEncrypt: RSA_private_encrypt returned 256
Mon Mar 12 16:30:44 2007: sshpmPrivateKeyEncrypt: encrypted bytes: 256

ATRIEWebEHBRENRABS :
£ i LA T debugis T IEWeb & B RIEEWLCM £ BB IRTE T1E

. debug aaa all enable - ELRFATE AAA BB AR,

. debug pem state enable — Bl B K EEBRRAEVN AR,

- debug pem events enable — B B K EEREL4NFR.

- debug pm ssh-appgw enable — Ei BN AR R XK@

. debug pm ssh-tcp enable — Bt B K EE &R tcp LB AR,
THEHRHES —L debug S EIH HIEH

(Cisco Controller) >debug aaa all enable

User userl authenticated
00:40:96:ac:e6:57 Returning AAA Error 'Success' (0) for mobile 00:40:96:ac:e6:57
AuthorizationResponse: Oxbadff97c

structureSize. . ... e e 70

resultCode. . ..ttt e e e 0

ProtocolUsed. . .ottt e e e e e e e 0x00000008

pProxyState. .. e e 00:40:96:AC:E6:57-00:00

Packet contains 2 AVPs:
AVP[01l] ServiCe—TyYD . « vttt ettt ettt et e eeeeeeean 0x00000001 (1) (4 bytes)
AVP[02] Airespace / WLAN-Identifier.............. 0x00000001 (1) (4 bytes)

00:40:96:ac:e6:57 Applying new AAA override for station 00:40:96:ac:e6:57
00:40:96:ac:e6:57 Override values for station 00:40:96:ac:e6:57 source: 48,

valid bits: Oxl gosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1
dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1 vlanIfName: '', aclName:
00:40:96:ac:e6:57 Unable to apply override policy for
station 00:40:96:ac:e6:57 - VapAllowRadiusOverride is FALSE
AccountingMessage Accounting Start: 0xa62700c
Packet contains 13 AVPs:
AVP[0Ll] USEr—-NaIl . .« v v it vttt ettt ettt eeeeennn userl (5 bytes)
AVP[02] NasS—-POrC .. ittt ittt ittt e e e e 0x00000001 (1) (4 bytes)
AVP[03] Nas-Ip-AddresSsS. . v ittt it it 0x0addfd4d2 (172881106) (4 bytes)
AVP[04] NAS-Identifier......... ..., 0x574c4331 (1464615729) (4 bytes)
AVP[05] Airespace / WLAN-Identifier.............. 0x00000001 (1) (4 bytes)
AVP[06] Acct-Session-Id. . .......uiiiiineeunnnnnn 45e84f50/00:40:96:ac:e6:57/9 (28 bytes)
AVP[07] Acct-Authentic....... ... 0x00000002 (2) (4 bytes)
AVP[08] TUNNELl-TyDC. « vt ittt e ettt et et et e eeeeeenn 0x0000000d (13) (4 bytes)
AVP[09] Tunnel-Medium-TyPe. . .. v v v vt mmeeeennnennn 0x00000006 (6) (4 bytes)
AVP[10] Tunnel-Group-Id. . ......uuiiimenneeennnnnn 0x3330 (13104) (2 bytes)
AVP[11l] Acct-StatuUs—TyPe. . i ittt it e e eeeaenn 0x00000001 (1) (4 bytes)
AVP[12] Calling-Station-Id..........uuuuiuenenn. 10.0.0.1 (8 bytes)
AVP[13] Called-Station-Id...........ouiiieinnn... 10.77.244.210 (13 bytes)

when web authentication is closed by user:



(Cisco Controller) >

AccountingMessage Accounting Stop: Oxa

Packet contains 20 AVPs:

627c78

AVP[0L1l] USer-Name. . o v vttt ittt e e ettt tteeee e eeeeaenn userl (5 bytes)

AVP[02] NaS—POTt .. ittt ittt ittt et eeeeeeen.n 0x00000001 (1) (4 bytes)

AVP[03] Nas-Ip-AddressS . . v i v ittt ittt e e eeeeenn 0x0ad4df4d2 (172881106) (4 bytes)
AVP[04] NAS-Identifier.......... ..., 0x574c4331 (1464615729) (4 bytes)
AVP[05] Airespace / WLAN-Identifier.............. 0x00000001 (1) (4 bytes)

AVP[06] Acct-Session-Id........uuitiimmmnnnnnnn 45e84f50/00:40:96:ac:e6:57/9 (28 bytes)
AVP[07] Acct-Authentic.......... ..ot 0x00000002 (2) (4 bytes)

AVP[08] TUNNELl - Ty . v v vttt et e e e ettt e e e e eeeen 0x0000000d (13) (4 bytes)

AVP[09] Tunnel-Medium—TyPe. « v vttt e e neeeneennn 0x00000006 (6) (4 bytes)

AVP[10] Tunnel-Group-Id. . ... ... iiimunneeennnnnn 0x3330 (13104) (2 bytes)

AVP[11l] Acct-Status-TypPe. . it ii ittt ttieeennnns 0x00000002 (2) (4 bytes)

AVP[12] Acct-Input-Octets....... ..o iiiinnnnn. 0x0001820e (98830) (4 bytes)
AVP[13] Acct-Output-Octets........ ... 0x00005206 (20998) (4 bytes)
AVP[14] Acct-Input-Packets........ ... 0x000006ee (1774) (4 bytes)
AVP[15] Acct-Output-Packets..........oiiiiinn.. 0x00000041 (65) (4 bytes)

AVP[16] Acct-Terminate-Cause..........c.eceueuenn.. 0x00000001 (1) (4 bytes)

AVP[17] Acct-Session-Time..........vuiievenenn.. 0x000000bb (187) (4 bytes)
AVP[18] Acct-Delay-Time. .. ...t tmmeeeeennnennn 0x00000000 (0) (4 bytes)

AVP[19] Calling-Station-Id.........uuuumunnennsn 10.0.0.1 (8 bytes)

AVP[20] Called-Station-Id...........oiiiienenn.. 10.77.244.210 (13 bytes)

(Cisco Controller) >debug pem state enable

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_REQD (8) Change state to START (0)

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
AUTHCHECK (2) Change stateto L2AUTHCOMPLETE (4)

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
L2AUTHCOMPLETE (4) Change state to WEBAUTH_REQD (8)
Fri Mar 2 16:28:16 2007: 00:16:6f:6e:36:2b 0.0.0.0
START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:28:16 2007: 00:16:6f:6e:36:2b 0.0.0.0
AUTHCHECK (2) Change state to L2AUTHCOMPLETE (4)

Fri Mar 2 16:28:16 2007: 00:16:6f:6e:36:2b 0.0.0.0
L2AUTHCOMPLETE (4) Change state to DHCP_REQD (7)

Fri Mar 2 16:28:19 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_REQD (8) Change state to WEBAUTH_NOL3SEC (14)
Fri Mar 2 16:28:19 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_NOL3SEC (14) Change state to RUN (20)

Fri Mar 2 16:28:20 2007: 00:16:6f:6e:36:2b 0.0.0.0
START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:28:20 2007: 00:16:6f:6e:36:2b 0.0.0.0
AUTHCHECK (2) Change state to L2AUTHCOMPLETE (4)

Fri Mar 2 16:28:20 2007: 00:16:6f:6e:36:2b 0.0.0.0
L2AUTHCOMPLETE (4) Change state to DHCP_REQD (7)

Fri Mar 2 16:28:24 2007: 00:40:96:af:a3:40 0.0.0.0
START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:28:24 2007: 00:40:96:af:a3:40 0.0.0.0
AUTHCHECK (2) Change state to L2AUTHCOMPLETE (4)

Fri Mar 2 16:28:24 2007: 00:40:96:af:a3:40 0.0.0.0
L2AUTHCOMPLETE (4) Change state to DHCP_REQD (7)

Fri Mar 2 16:28:25 2007: 00:40:96:af:a3:40 40.0.0.1
DHCP_REQD (7) Change stateto RUN (20)

Fri Mar 2 16:28:30 2007: 00:16:6f:6e:36:2b 0.0.0.0
START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:28:30 2007: 00:16:6f:6e:36:2b 0.0.0.0
AUTHCHECK (2) Change state to L2AUTHCOMPLETE (4)



Fri Mar 2 16:28:30 2007: 00:16:6f:6e:36:2b 0.0.0.0
L2AUTHCOMPLETE (4) Change state to DHCP_REQD (7)

Fri Mar 2 16:28:34 2007: 00:16:6f:6e:36:2b 30.0.0.2
DHCP_REQD (7) Change stateto WEBAUTH_REQD (8)

(Cisco Controller) >debug pem events enable

Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1
START (0) Initializing policy
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1
L2AUTHCOMPLETE (4)Plumbed mobile LWAPP rule on AP 00:0b:85:5b:fb:d0
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_REQD (8) Adding TMP rule
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_REQD (8) Replacing Fast Path rule
type = Temporary Entry on AP 00:0b:85:5b:fb:d0, slot O,
interface = 1 ACL Id = 255,
Jumbo Frames = NO, 802.1P = 0, DSCP = 0, TokenID = 1506
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_REQD (8) Successfully plumbed mobile rule (ACL ID 255)
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_REQD (8) Deleting mobile policy rule 27
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57
Adding Web RuleID 28 for mobile 00:40:96:ac:e6:57
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_REQD (8)Adding TMP rule
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_REQD (8)ReplacingFast Path rule type = Temporary Entry
on AP 00:0b:85:5b:fb:d0, slot 0, interface = 1 ACL Id = 255,
Jumbo Frames = NO, 802.1P = 0, DSCP = 0, TokenID = 1506
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_REQD (8)Successfully plumbed mobile rule (ACL ID 255)
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1 Removed NPU entry.
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1 Added NPU entry of type 8
Fri Mar 2 16:31:06 2007: 00:40:96:ac:e6:57 10.0.0.1 Added NPU entry of type 8

ATREDHCPEITHRRAGS :
£ L Tdebugfi £ ZEDHCPE F ik MRS 22553 ¢

- debug dhcp message enable — & R XDHCPZE F i &z BV iR B H IS EDHCPEIEEH
R
- debug dhcp packet enable — & RDHCPEIEEI LR FIE L
T RXLdebugi TR RAIH L -

(Cisco Controller) >debug dhcp message enable

00:40:96:ac:e6:57 dhcp option len,including the magic cookie = 64

00:40:96:ac:e6:57 dhcp option: received DHCP REQUEST msg

00:40:96:ac:e6:57 dhcp option: skipping option 61, len 7

00:40:96:ac:e6:57 dhcp option: requested ip = 10.0.0.1

00:40:96:ac:e6:57 dhcp option: skipping option 12, len 3

00:40:96:ac:e6:57 dhcp option: skipping option 81, len 7

00:40:96:ac:e6:57 dhcp option: vendor class id = MSFT5.0 (len 8)

00:40:96:ac:e6:57 dhcp option: skipping option 55, len 11

00:40:96:ac:e6:57 dhcpParseOptions: options end, len 64, actual 64

00:40:96:ac:e6:57 Forwarding DHCP packet (332 octets)from 00:40:96:ac:e6:57

-- packet received on direct-connect port requires forwarding to external DHCP server.
Next-hop is 10.0.0.50

00:40:96:ac:e6:57 dhcp option len, including the magic cookie = 64

00:40:96:ac:e6:57 dhcp option: received DHCP ACK msg

00:40:96:ac:e6:57 dhcp option: server id = 10.0.0.50



00:40:96:ac:e6:57 dhcp option: lease time (seconds) =86400
00:40:96:ac:e6:57 dhcp option: skipping option 58, len 4
00:40:96:ac:e6:57 dhcp option: skipping option 59, len 4
00:40:96:ac:e6:57 dhcp option: skipping option 81, len 6
00:40:96:ac:e6:57 dhcp option: netmask = 255.0.0.0
00:40:96:ac:e6:57 dhcp option: gateway = 10.0.0.50
00:40:96:ac:e6:57 dhcpParseOptions: options end, len 64, actual 64

(Cisco Controller) >debug dhcp packet enable

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 dhcpProxy: Received packet:

Client 00:40:96:ac:e6:57 DHCP Op: BOOTREQUEST (1), IP len: 300,

switchport: 1, encap: 0xec03

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 dhcpProxy: dhcp request,

client: 00:40:96:ac:e6:57: dhcp op: 1, port: 1, encap 0Oxec03,

o0ld mscb port number: 1

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 Determing relay for 00:40:96:ac:e6:57
dhcpServer: 10.0.0.50, dhcpNetmask: 255.0.0.0, dhcpGateway: 10.0.0.50,

dhcpRelay: 10.0.0.10 VLAN: 30

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 Relay settings for 00:40:96:ac:e6:57
Local Address: 10.0.0.10, DHCP Server: 10.0.0.50, Gateway Addr: 10.0.0.50,

VLAN: 30, port: 1

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 DHCP Message Type received: DHCP REQUEST msg
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 op: BOOTREQUEST,

htype: Ethernet,hlen: 6, hops: 1

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 xid: 1674228912, secs: 0, flags: 0
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 chaddr: 00:40:96:ac:e6:57

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 ciaddr: 10.0.0.1, yiaddr: 0.0.0.0
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 siaddr: 0.0.0.0, giaddr: 10.0.0.10
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 DHCP request to 10.0.0.50,

len 350,switchport 1, vlan 30

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 dhcpProxy: Received packet:

Client 00:40:96:ac:e6:57 DHCP Op: BOOTREPLY(2), IP len: 300,

switchport: 1, encap: Oxec00

Fri Mar 2 16:06:35 2007: DHCP Reply to AP client: 00:40:96:ac:e6:57,

frame lend4l2, switchport 1

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 DHCP Message Type received: DHCP ACK msg
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 op: BOOTREPLY, htype: Ethernet,
hlen: 6, hops: 0

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 xid: 1674228912, secs: 0, flags: 0

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 chaddr: 00:40:96:ac:e6:57
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 ciaddr: 10.0.0.1, vyiaddr: 10.0.0.1
Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 siaddr: 0.0.0.0, giaddr: 0.0.0.0

Fri Mar 2 16:06:35 2007: 00:40:96:ac:e6:57 server id: 1.1.1.1
rcvd server id: 10.0.0.50

ATRBTFTPHRMN ARG :

. show msglog — EREABRRLLBEMEHBZHEEFENEREAE, MERB15MNALHNEZE
, RESBETEERTROIPERIEE,
- debug transfer trace — Bt & 1% = A KA H i o
LA debug transfer tracein $ 8 R4

Cisco Controller) >debug transfer trace enable

(Cisco Controller) >transfer download start

1 Y L TFTP
{0 T = T RV Y=Y Code
TEFTP Server T P. ..ttt ittt ettt e ettt eeeeeeeenn 172.16.1.1

TFTP Packet TimeouUL........iiiiiiiiiieeeeennnnn. 6



TFTP Max RetriesS. ...ttt it et e 10
TFTP Path. ...t e et et e e d:\WirelessImages/
TFTP Filename. .. v v vttt ittt ettt et ettt eeeeeeeeeenn AIR-WLC2006-K9-3-2-78-0.aes

This may take some time.

Are you sure you want to start? (y/n) vy

Mon Feb 13 14:06:56 2006: RESULT_STRING: TFTP Code transfer starting.
Mon Feb 13 14:06:56 2006: RESULT_CODE:1

TFTP Code transfer starting.

Mon Feb 13 14:06:59 2006: Still waiting! Status = 2

Mon Feb 13 14:07:00 2006: Locking tftp semaphore, pHost=172.16.1.1
pFilename=d:\WirelessImages/AIR-WLC2006-K9-3-2-78-0.aes

Mon Feb 13 14:07:00 2006: Semaphore locked, now unlocking, pHost=172.16.1.1
pFilename=d:\WirelessImages/AIR-WLC2006-K9-3-2-78-0.aes

Mon Feb 13 14:07:00 2006: Semaphore successfully unlocked, pHost=172.16.1.1
pFilename=d:\WirelessImages/AIR-WLC2006-K9-3-2-78-0.aes

Mon Feb 13 14:07:02 2006: Still waiting! Status =
Mon Feb 13 14:07:05 2006: Still waiting! Status =
Mon Feb 13 14:07:08 2006: Still waiting! Status =
Mon Feb 13 14:07:11 2006: Still waiting! Status =
Mon Feb 13 14:07:14 2006: Still waiting! Status =
Mon Feb 13 14:07:17 2006: Still waiting! Status =
Mon Feb 13 14:07:19 2006: tftp rc=0, pHost=172.16.1.1 pFilename=d:\WirelessImages/
AIR-WLC2006-K9-3-2-78-0.aes pLocalFilename=/mnt/download/local.tgz

Mon Feb 13 14:07:19 2006: tftp = 6, file_name=d:\WirelessImages/
ATIR-WLC2006-K9-3-2-78-0.aes, ip_address=172.16.1.1

Mon Feb 13 14:07:19 2006: upd_get_code_via_tftp = 6 (target=268435457)

Mon Feb 13 14:07:19 2006: RESULT_STRING: TFTP receive complete... extracting components.
Mon Feb 13 14:07:19 2006: RESULT_CODE:6

[ = S S S

TFTP receive complete... extracting components.
Mon Feb 13 14:07:20 2006: Still waiting! Status =
Mon Feb 13 14:07:23 2006: Still waiting! Status =
Mon Feb 13 14:07:23 2006: Still waiting! Status =
Mon Feb 13 14:07:23 2006: Still waiting! Status =
Mon Feb 13 14:07:25 2006: RESULT_STRING: Executing init script.
Mon Feb 13 14:07:25 2006: RESULT_STRING: Executing backup script.

)

Executing backup script.

Mon Feb 13 14:07:26 2006: Still waiting! Status 2

Mon Feb 13 14:07:29 2006: Still waiting! Status 1

Mon Feb 13 14:07:31 2006: RESULT_STRING: Writing new bootloader to flash disk.

Writing new bootloader to flash disk.
Mon Feb 13 14:07:32 2006: Still waiting! Status = 2
Mon Feb 13 14:07:33 2006: RESULT_STRING: Executing install_bootloader script.

Executing install_bootloader script.

Mon Feb 13 14:07:35 2006: Still waiting! Status = 2

Mon Feb 13 14:07:35 2006: RESULT STRING: Writing new RTOS to flash disk.
Mon Feb 13 14:07:36 2006: RESULT_STRING: Executing install_rtos script.

Mon Feb 13 14:07:36 2006: RESULT STRING: Writing new Code to flash disk.

Writing new Code to flash disk.

Mon Feb 13 14:07:38 2006: Still waiting! Status = 2

Mon Feb 13 14:07:41 2006: Still waiting! Status =1

Mon Feb 13 14:07:42 2006: RESULT_STRING: Executing install_code script.

Executing install_code script.

Mon Feb 13 14:07:44 2006: Still waiting! Status 2

Mon Feb 13 14:07:47 2006: Still waiting! Status 1

Mon Feb 13 14:07:48 2006: RESULT STRING: Writing new APIB to flash disk.



Writing new APIB to flash disk.
Mon Feb 13 14:07:50 2006: Still waiting!
Mon Feb 13 14:07:51 2006: RESULT_STRING:

Executing install_apib script.

Mon Feb 13 14:07:53 2006: Still waiting!
Mon Feb 13 14:07:53 2006: Still waiting!
Mon Feb 13 14:07:53 2006: Still waiting!
Mon Feb 13 14:07:53 2006: Still waiting!
Mon Feb 13 14:07:53 2006: Still waiting!
Mon Feb 13 14:07:54 2006: RESULT_STRING:
Mon Feb 13 14:07:56 2006: RESULT_STRING:

Executing install_apib script.
Mon Feb 13 14:07:56 2006: Still waiting!
Mon Feb 13 14:07:59 2006: RESULT_STRING:

Writing new APIB to flash disk.
Mon Feb 13 14:08:00 2006: Still waiting!
Mon Feb 13 14:08:00 2006: RESULT_STRING:

Executing install_apib script.

Mon Feb 13 14:08:03 2006: Still waiting!
Mon Feb 13 14:08:03 2006: RESULT_STRING:
Mon Feb 13 14:08:03 2006: RESULT_STRING:
Mon Feb 13 14:08:03 2006: RESULT_STRING:
Mon Feb 13 14:08:04 2006: RESULT_STRING:

Reboot the
Mon Feb 13
Mon Feb 13
Mon Feb 13

switch for update to complete.
14:08:06 2006: Still waiting!
14:08:08 2006:
14:08:08 2006:

ummounting:

Status

2

Executing install_apib script.

Status
Status
Status
Status
Status
Writing

= =N

1
new APIB to flash disk.

Executing install_apib script.

Status
Writing

2
new APIB to flash disk.

Status = 2
Executing install_apib script.
Status = 2
Writing new Cert-patch to flash disk.

Executing install_cert_patch script.

Executing fini script.

TFTP File transfer is successful.

Status

<umount /mnt/download/>
finished umounting

AF802.1X/WPA/RSN/PMKEFHN B RH S :

- debug dot1x all enable — £ R802.1XAIXEFER. AT

>debug dotlx all enable

(Cisco Controller)

Fri Mar 23 21:35:01 2007:
Adding AAA_ATT_USER_NAME (1)
Fri Mar 23 21:35:01 2007:
Adding AAA_ATT_CALLING_STATION_ID(31)
Fri Mar 23 21:35:01 2007:
Adding AAA_ATT_CALLED_STATION_ID(30)
Fri Mar 23 21:35:01 2007:

Adding AAA_ATT_NAS_PORT(5)
Fri Mar 23 21:35:01 2007:

Adding AAA_ATT_NAS_IP_ADDRESS (4)
Fri Mar 23 21:35:01 2007:
Adding AAA_ATT_NAS_IDENTIFIER(32)
Fri Mar 23 21:35:01 2007:
Adding AAA_ATT_VAP_ID(1)

Fri Mar 23 21:35:01 2007:
Adding AAA_ATT_SERVICE_TYPE(6)
Fri Mar 23 21:35:01 2007:
Adding AAA_ATT_FRAMED_MTU(12)
Fri Mar 23 21:35:01 2007:
Adding AAA_ATT_NAS_PORT _TYPE(61)
Fri Mar 23 21:35:01 2007:
Adding AAA_ATT_EAP_MESSAGE (79)
Fri Mar 23 21:35:01 2007:
Adding AAA_ATT_MESS_AUTH(80)
Fri Mar 23 21:35:01 2007:
AAA EAP Packet created request

index=0

index=3

index=6

00:40:96:ac:

00:40:96:ac:

00:40:96:ac:

00:40:96:ac:eb6:

index=
00:40:96:ac:eb6:

e6:57

e6:57

= 2
cwd = /mnt/application
=T H R

index=1

e6:57
index=2

00:40:96:ac:e6:57

00:40:96:ac:e6:57
index=4
00:40:96:ac:e6:57
index=5
00:40:96:ac:e6:57

57

index="7
00:40:96:ac:eb6:

57

index=8
00:40:96:ac:eb6:

57

index=9
00:40:96:ac:eb6:

57
10
57

index=11
00:40:96:ac:e6:57
0xbbdfe944..



Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

AAA Message 'Interim Response' received for mobile 00:40:96:ac:e6:57
Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Received EAP Attribute (code=1l, length=24,id=1, dotlxcb->id = 1)
for mobile 00:40:96:ac:e6:57

Fri Mar 23 21:35:01 2007: 00000000: 01 01 00 18 11 01 00 08 38 93 8c 47 64 99
el d0 ........ 8..Gd...

00000010: 45 41 50 55 53 45 52 31 EAPUSER1
Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Skipping AVP (0/80) for mobile 00:40:96:ac:e6:57

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_USER_NAME (1) index=0

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_CALLING_STATION_ID(31) index=1

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_CALLED_STATION_ID(30) index=2

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_NAS_PORT(5) index=3

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_NAS_IP_ADDRESS(4) index=4

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_NAS_IDENTIFIER(32) index=5

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_VAP_ID(1l) index=6

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_SERVICE_TYPE(6) index=7

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_FRAMED MTU(12) index=8

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_NAS_PORT_TYPE(61) index=9

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_EAP_MESSAGE (79) index=10

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ ATT_MESS_AUTH(80) index=11

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

AAA EAP Packet created request = Oxbbdfe944.. !!!!

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

AAA Message 'Interim Response' received for mobile 00:40:96:ac:e6:57
Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Received EAP Attribute (code=3, length=4,id=1, dotlxcb->id = 1)
for mobile 00:40:96:ac:e6:57

Fri Mar 23 21:35:01 2007: 00000000: 03 01 00 04

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57 Skipping AVP (0/80)
for mobile 00:40:96:ac:e6:57

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_USER_NAME (1) index=0

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_CALLING_STATION_ID(31) index=1

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_CALLED_STATION_ID(30) index=2

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_NAS_PORT(5) index=3

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_NAS_IP_ADDRESS(4) index=4

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_NAS_IDENTIFIER(32) index=5

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_VAP_ID(1l) index=6

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_SERVICE_TYPE(6) index=7

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_FRAMED MTU(12) index=8

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_NAS_PORT_TYPE(61) index=9



Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ATT_EAP_MESSAGE (79) index=10

Fri Mar 23 21:35:01 2007: 00:40:96:ac:e6:57

Adding AAA_ ATT_MESS_AUTH(80) index=11

Fri Mar 23 21:35:05 2007: 00:40:96:ac:e6:57

AAA EAP Packet created request = 0Oxbbdfe944.. !!!!

Fri Mar 23 21:35:05 2007: 00:40:96:ac:e6:57

AAA Message 'Success' received for mobile 00:40:96:ac:e6:57

- debug dot11 all enable — /5 A o4k . IhRERY R o
show client summary<mac>— #MACH#iut & R & FinHCEER. ST Rk r i R Al

(Cisco Controller) >show client summary

Number of ClientsS...... ..ttt 1
MAC Address AP Name Status WLAN Auth Protocol Port
00:40:96:ac:e6:57 AP0015.63e5.0c7e Associated 1 Yes 802.11la 1

HXER

. Cisco o4& LAN 58S $5E

. Cisco WLAN #2288 (E IR ThBE {5 Ra

. Zo4k B 15 R 2 6l SR 4 3R (WLC M) g (i 7R 45

- TEBIEMEEIEE Web BB B RS

- WLAN #2188 (WLC) H EAP & {3581iF i it iR 7= 65
- BARZEFRH - Cisco Systems



//www.cisco.com/en/US/docs/wireless/controller/3.2/command/reference/clic1.html#wp2433099?referring_site=bodynav
//www.cisco.com/en/US/docs/ios/12_4/12_4x/12_4xa/boxernm.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/technologies_tech_note09186a00807112e2.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a008067489f.shtml?referring_site=bodynav
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