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i Services (Local) || Mame ' Description Status
£ Offline Files The Offine Files serdice performs maintenance ...
"5 Open’55H Authentication Agent Agent to hold private beys used for public ey a..,
=2 0 SH 55H Server S5H protocol based seraice to pronade seoune en.
T Dptirize drives Start Halps the computer run morne efficiently by opti..
&y Parental Controls Hop Enfiorces panental controls for child accounts in ..,
() Payenents and MFC/SE Man: Pause Manages payments and Mear Field Communica...
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Ly Peer Metwarking Grouging Restart Enalibey rulli-party communication uting Pesr
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£ Plug and Play Froperties Ensbles 8 computer to recognize and adapt to h.. Running
L PNRP Machine Mame Public Hinlp This serdice publishes a machine name using th...
£ Portable Device Enumerstor Enforces group policy for removable mass-stor...
Lk Poswver Manages power policy and power policy notific..  Running
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Remate Managerment
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B Staff Read Only
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I R 45I5&E B F Ubuntu 18.04,
SFTPEIRSEGEHRIZE.

&£ FAsudo apt install ssh#i 4 & #SSH

<#root>
root@ubuntu:~$
sudo apt install ssh

Reading package lists... Done Building dependency tree Reading state information... Done The following


http://us.archive.ubuntu.com/ubuntu

BTG , IR B X IX £ 8 & Hetc/ssh/sshd_config 3T

sudo vi /etc/ssh/sshd_config

Match group sftp
ChrootDirectory /home
X11lForwarding no
AlTowTcpForwarding no
ForceCommand internal-sftp

RS TREERHENR S sshRS
sudo service ssh restart
X L% TS A BZE TR HILinux A F BIRoot X R I SFTP,
EARHIAH | 1B B F N /home/luirami2
CUSPELE.
B TCUSPEREEMASFTPIRS RN LN BRERTRE , Bt TUREBR LR,
1. RXUHROLI EEE,
* sftp://SFTPRRS 25IP ik 11t /home/luirami2
2. FIRBFRS — M XHROLIIBEE
* sftp://SFTPARS 25 1P fit/home/luirami2/SFTP/CUSP10.2
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https://curl.haxx.se/libcurl/c/libcurl-errors.html
https://curl.haxx.se/libcurl/c/libcurl-errors.html

<ffroot>

Aut hentication and Directory List

root@ubuntu:~$

curl -k "sftp://SFTP I P:22/" --user "usernane: pasword"

drw-rw-rw 1 root root O Sep 11 18:19 .
drw-rw-rw 1 root root O Sep 11 18:19 ..
-rw-rw-rw 1 root root 38 Sep 11 18:04 TextFile.txt

Upload a file

root@ubuntu:~$

curl -k "sftp://SFTP I P:22/" --user "usernane: pasword" -T "/hone/ Test Capture. pcap" --ftp-create-dirs

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 11.8M 0 0 100 11.8M 0 4143k 0:00:02 0:00:02 --:--:-- 4142k
100 11.8M 0 0 100 11.8M 0 4142k 0:00:02 0:00:02 --:--:-- 4142k

Downl oad a file

root@ubuntu:~$

curl -k "sftp://SFTP I P:22/ TextFile.txt" --user "usernane: pasword" -o "/honme/ TextFile.txt" --ftp-create-

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 38 100 38 0 0 181 0 --:--:-- —--:--:1-- --:--:-- 181

100 38 100 38 0 0 181 0 --:--:-- —--:--:-- --:--:-- 181

Delete a file

root@ubuntu:~$

curl -k "sftp://SFTP I P:22/" --user "usernane:pasword" -Q "-RM Test Capture. pcap" --ftp-create-dirs

drw-rw-rw 1 root root O Sep 11 18:23 .

drw-rw-rw 1 root root O Sep 11 18:23 ..

-rw-rw-rw 1 root root 12386208 Sep 11 18:23 TestCapture.pcap
-rw-rw-rw 1 root root 38 Sep 11 18:04 TextFile.txt

Create a Directory



root@Qubuntu:~$

curl -k "sftp://SFTP I P:22/" --user "usernane:pasword® -Q "-MKDIR /DirectoryFol der" --ftp-create-dirs

drw-rw-rw 1 root root 0 Sep 11 18:23
drw-rw-rw 1 root root 0 Sep 11 18:23 ..
-rw-rw-rw 1 root root 38 Sep 11 18:04 TextFile.txt

Aut hentication and Directory List (TestCapture.pcap has been del eted and DirectoryFol der has been create

root@ubuntu:~$

curl -k "sftp://SFTP I P:22/" --user "usernane: pasword"

drw-rw-rw
drw-rw-rw
drw-rw-rw
-rw-rw-rw

root root 0 Sep 11 18:24

root root 0 Sep 11 18:24 ..

root root 0 Sep 11 18:24 DirectoryFolder
root root 38 Sep 11 18:04 TextFile.txt

e

NREAENBRHETNAHASFTPRSBREZZHS , WS N GSEITHIEL | FRRAN
9CURL_REMOTE_ACCESS_DENIED , H#ER4% 3 BENSFTPIRSE SH[IELCURLG S , HE RMEBMEIRCUSP,

CURLE_REMOTE_ACCESS_DENIED (9)

ELFEURLFLEENRIR. WTFFTP , S ZEBRERN R KEXMER.

<tfroot>

Aut hentication and Directory List

root@ubuntu:~$

curl -k "sftp://SFTP |1 P: 22/ C:/ Users/ Adm ni strat or/ Deskt op/ CUSP10. 2" --user "username: pasword"

curl: (9) Could not open renote file for reading: SFTP server: Perm ssion den

Upl oad a file

root@ubuntu:~$

curl -k "sftp://SFTP | P: 22/ C./ Users/ Adm ni strat or/ Deskt op/ CUSP10. 2" --user "usernane: pasword" -T "/ home/



% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

00000000 --:--:-- 0:00:01 --:--:--0

00000000 --:--:-- 0:00:01 --:--:--0

curl: (9) Access denied to renote resource

Downl oad a file

root@ubuntu:~$

curl -k "sftp://SFTP | P: 22/ C./ Users/ Adm ni strat or/ Deskt op/ CUSP10. 2/ Text Fil e. t xt" --user "usernane: paswor

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

00000000 --t--:-- 0:00:01 --:--:--0

00000000 --:--:-- 0:00:01 --:--:--0

curl: (9) Could not open renote file for reading: SFTP server: Perm ssion den

Delete a file

root@Qubuntu:~$

curl -k "sftp://SFTP | P:22/C:/Users/ Adni ni strat or/Deskt op/ CUSP10. 2" --user "usernamne: pasword" -Q "-RM Te

curl: (9) Could not open renote file for reading: SFTP server: Perm ssion den

Create a Directory

root@ubuntu:~$

curl -k "sftp://SFTP | P: 22/ C./ Users/ Adm ni strator/ Deskt op/ CUSP10. 2" --user "usernane: pasword" -Q "-MDI I

curl: (9) Could not open renote file for reading: SFTP server: Perm ssion den



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



