FWSM E 2l & R fl

FWSM A &) 7o Fr 2k 38 & (B 7

RRF =

(B R Fo S SE X MRk B 3R 4% B I By A
RRF =

FWSM A Netflow %

RRF =

HXEE

1Lk

AN B AL E L3R 1E Cisco 6500 R 513315k Cisco 7600 F 52 H 28 RY By X 3E IR S8 R
(FWSM) NEXERE, SFEERE IP ik, BRIAMA, B5W3S NATIng, AT AERERSR
FLEAFENHRTERNIFEZEFSIR (ACL) EA. NABFRSS (WA TREXRBNIBMERN
Internet Z(HE A Websense ) AR EXY Internet A B Web RS 25

AR EFWSMETRAMHA)Z RS , REBRZ AW FTIEZRAT2AERN , ERTER
B, Rt , TEEEARE AR FWSM BT HE I,

ERFMH

=X
RNHERBEARENER,



{E FRY 4B #F
AR ERET A TR MBEARRA :

CBITHRERA 3.1 RES R KBRS ER
. WA T AR A EA M Catalyst 6500 R FIZ#H - # 5 Cisco 10S®H T #H Supervisor
Cisco |I0SE Catalysti® #E R 45 (0S))HISupervisors|2, BXFTXiFH Supervisor 5| ZFMER#H
RAEVEE , 52 H%k. FH Cisco I0S K #4# Multilayer Switch Feature Card (MSFC) 2, &
XFTX M Cisco I0S HUMRAMER , ESHER.
T FWSMF X #Supervisor 1581A,

2 1 E 13| % | ACatalyst OSEY , B LEMSFC L F M FAEA2 X #HCisco IOSHAEIRA . 1E
Supervisor Ef#F Cisco I0S ¥ 8t , B MSFC L{EAMEREAI MR,

AXHEPNEERRETREXRENEFNRZEFEEN, AXEFEANMERZHNERAR
(BN ) BE, MREEANREIME  FRAREKELTHRMEG THEERN,

X @
HWEREBCATATHEOTAIRHNLEAHHR Cisco 7600 R HEES !
. 378 Cisco 10S ##F# Supervisor 5|12, BXRPTXIFM Supervisor 5|ZF Cisco 10S AR

ANER , ESAR.
- ¥% Cisco 10S B## MSFC 2, BXxFi#F# Cisco I0S BRHRANER , HSHE,

A
BAXHMAENESES | #5E Cisco BABTHE,
BERER

FWSM R &% 1E Catalyst 6500 R 53 #41H Cisco 7600 RFIEHE LWMEEERS. SAZRARD
BERSHIBE KIEEIR,

B K& Al R A BRI 4G | BRAESABE PR EY A XS HBE T RERMAV R B K IR AT FE B 45 2
ERERY (Bl MBRADBERMEZERFMED T |, AIRABXERY ) o MRFLER G
R (40 Web =% FTP fRS528 ) FEMNEA/ TR, M AR X £ 7IRE T B X &2 fafy —Mh L
& (MARERX (DM2) ) L. BFARBAWN DMZ WERTRMNER , ERHET DMZ R 2FELHR
San , BEitt , A RENEMX LRSS R, MAHMEARIBME, =PRI 7 R SR 45
( HIZAT51R] Internet ) B , AIBEITIRG] , ATEMR AP R FE LAt BRETHHRIFSER
N, REBESEANE URL LIERS R

FWSM 2B Z &R I8 , IRUTEMUL KBNS ARE LTI, EH (F2F ) BHAEKRH
(3R ) BXEEE. BEMNMED , URIFSHMBIIEE,

EEIPAXENMNZEGUTRER AU THAE 2 , ASBMEML T AE2EAEZEIR
£, M TR AEZ/EH DMZ MR EFASRAF#THERIEE. AT FWSM AIERERASHLZ LR
MEETZED , APEIBRTFSRESED, 2 DMZ , EERWZHINBED (MREE ) |, X
ERERXATIZEE,
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EE
AN E 7 AR < WA ES B AN S PR Th BB RV A5 Bo
AR ERREXLHOPEAGTHNESES  IKAGTERTE (XNREIMEF ).

REBE
AEERAUTNERE :
Internet j\)
MSFC 192 168.1.6 (Mapped IP} /
182.16.2.2 (Real IP)
192 168.1.0/24 |-
Outside 2 20 |:|
—— ]
192.155.3M?E-=: 192 168.2.027 -2 L"
182.168.1.10 (Mapped IF} VLAN 25 [ { VLAN 15 ey
192.168.3.2 (Real IP) e Wekissni Seivet
oMz 2 1 ARl DMZ 1 (URL Filter)
Dlg— |""— FWSM
: ' 1
Inside VLAN 10

Weh Server

10.1.1.0/24

AE  WEEPFERANIPHILS R Internet LR AT EE B H, XEMUEEIRERNIERFRAN
RFC 1918 i,

ER
AXRERAUTRE :

. Catalyst 6500 R 5| Ry E &
. FWSM BL&

Catalyst 6500 F %l 3z ¥ 4l & &
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1. Al {E Catalyst 6500 R B #H K Cisco 7600 K5I HET L L% FWSM, XHNRIINE B
ZHEHN , EAXHED  XANMNRIBEHR AR, X EEEFWSMZ A , FEEBEEE
R#o

2. ¥ VLAN 2 B BIBs Xk BRSS R - 32 # R a1 VLAN 2B 2 FWSM, FWSM R a#EF
MAEMEEO, Bk , eEANE VLAN 0, & VLAN 282 FWSM 5§ VLAN 2B 2|
KWK OKLL ; FWSM BIEEIRIGIERFER (MMREE ) IREZLLHABED, TE
: BX A1 ZVLIAN G H S BA TRl OMNEHAEE | BS [ Catalyst 6500 # 43R4
EERERENEEVLAN' 2. VLAN I8 : Xy FWSM A% A VLAN, =% VLAN 2Bt Z
FWSM ; FWSM ] B34 B #Bh VLAN 3R, TREFERAREM VLAN, TeefEA VLAN 1,
MRER — KRN BERAEAFWSMBEL R , BT ABEDNRNRSBERENVLANS
BARBINmO, B2 , MREVNBZEEABEDR , WAT0F VLAN SEENEZ B F
im0, MEN VLAN 2 EE FWSM Z Bl R S ERFMEIZ %A , W VLAN FZ6E7E
Supervisor 5|ZBHIEED , XL VLAN £7ERINE B YLETHE R EE FWSM, fF VLAN 5
| MSFC 28l , BEXEHESEE FWSM. FHEERILFZFSH VLAN FFR28FELSEHE
FWSM E%BEH VLAN SEE A, #E Cisco 10S # 4 VLAN B2 FWSM : 7£ Cisco 10S
BRHEFRIERZ 16 NBHAEE VLAN A |, REFIX LA 5B R FWSM, filan , ATSUNRE
VLAN S BB E —NE , RETURIER—NAIPERN —NAIA , AR BNAFE—
H, SMNATUTETLREZ VLAN, FAFE—1 VLAN 2B EIZ /NP AEAE ; B2 , AT
FZ AN RIEADEBIEN FWSM , HE AT SUF RN K IBH DB EZN FWSM, Hlan ,
DEEZAD FWSM #9 VLAN ] F—NEIHAF | ZAMST FHN FWSM FridER
VLAN, TR THE | & VLAN S B ZE FWSM :

Router (config) #firewall vlan-group firewall group vlan_range

vlan_range VLAN 2 1000 1025 4094 (n) 51015 (n-x) 5-1010-203E2 : B im0 FWANiR O fE
FAREVLAN , E1t1020-11005BENHIVLANTREEEFE A, A :

firewall vlan-group 1 10,15,20,25

TR THZR , B X EA 2B E FWSM,

Router (config) #firewall module module_number vlan-group firewall_ group

firewall group (n) 5 5—1oﬁiﬁm .

firewall module 1 vlan-group 1

¥ Catalyst RERF LA+ VLAN £ & B FWSM - £ Catalyst OS B , A —3l
VLAN BB FWSM, SIRFEE |, a[ffE—/ VLAN DB EZ FWSM, JIXRTLULEBETLR
%/ VLAN, TR TER | & VLAN 2B F FWSM,

Console> (enable)set vlan vlan list firewall-vlan mod_num

vlan_list VLAN 2 1000 1025 4094 (n) 51015 (n-x) 5-1010-20

3. R R OIRIMNE MSFC - £ MSFC EE XM VLAN R RXmELEO, WRNAT
SVI #9 VLAN 7B &l FWSM , T MSFC &7 FWSM FHEM2E 3 F VLAN Z2EEH., BT
Z2RE , BIABERT , £ MSFC #l FWSM ZBMX AT FHE— SVI. flfn , IR R R
SEETZ4 SVI, A MSFC & T AEBAMSAED VLAN BY |, AR BA R TFHERED
FWSM, ERAATEER , BLE SVI

Router (config) #interface vlan vlan number
Router (config-if) #ip address address mask

=~ -
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interface vlan 20
ip address 192.168.1.1 255.255.255.0

Catalyst 6500 R 3I3Z ik 1A &

! -—-— Output Suppressed firewall vlan-group 1 10,15,20,25
firewall module 1 vlan-group 1 interface vlan 20 ip
address 192.168.1.1 255.255.255.0 !--- Output Suppressed

AR FRESEHRIBERSN G T M RYEESIFWSM:

. Cisco |10S ## :

Routert#session slot

. Catalyst OS %4 :

Console> (enable) session module_ number

( Wik ) ERMRSHRAE VLAN - MRZRYRAH MRS ER (SN AEFEHEIE
(ACE)) , N4 MEEXERSEMRAFTRLE VLAN, BXEEAMLRER—EERAR , 0
L1t FWSM BCBRFAE R , BS 22 ACE M FWSM KYBRSFHERIRIT,

FWSM BB

1. A FWSM BRE#O - EERBEOSHA IP tut = 7 A T BIERET FWSM, BERGR
2RIMNBRINEO)ER, WREBANFEOBE Ninsice , FARPABREZELLKF , MIFWSME
T2 RINZERN100, FXK : BMNEONZERIIMSANFO ( &IK ) 100 ( HE ) ZEo
flan | BRI RLZEWME (MR ENMNE ) 2EEI1004 , MiEEEEInternetf S\ ZB M 4% 7]
AR0% ., HAMLE ( 0IDMZ ) JRAN TR EZE,. AIFF— VLAN ID RmMEIEE , ERRXE
ARLE R ML o B E FWSM B9 VLAN ( 640 10, 15, 20 M 25 ) F Atz R. £/
show vian T A EERE S EE FWSM B VLAN,

interface vlan 20

nameif outside

security-level 0

ip address 192.168.1.2 255.255.255.0
interface vlan 10

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0
interface vlan 15

nameif dmzl

security-level 60

ip address 192.168.2.1 255.255.255.224
interface vlan 25

nameif dmz2

security-level 50

ip address 192.168.3.1 255.255.255.224
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#7R : E£nameif <name>@ 57 , name BRBASPNFRH XX EZHFE , TXLAPE, £
HEEFHALGSITEREH. BTHA o X, ERZG S HASHMERPFIESI At
N

EERRIARRE

route outside 0.0.0.0 0.0.0.0 192.168.1.1

ERIABE A FARIRMK IP #odlk (192.168.1.1) , FWSM &8 B HR AR RBANEAHNWFTE
IP BIRE R EF MR, ERIAE BN B R IP #ikh 0.0.0.0/0 BWERSEKH, RREE
B ¥RBVEE R L %5 T ERIABR K

. Zh7A NAT A9 —ASERR#bHE (10.1.1.0/24) ¥R AT 1E B 45 M 4% L 2% B A AR & stk
(192.168.1.20-192.168.1.50) 31, A&t IER sut ATLALESERRA D, HEHRH EHIFE B
PR , FWSM S MBRET St R H 9Bl — N IP #odit, [RYKERENSBhIERER F 2R
¥, FBRREEZHEFE , BRENZE , TeNBEAFRREMHEEMN P ik,

nat (inside) 1 10.1.1.0 255.255.255.0

global (outside) 1 192.168.1.20-192.168.1.50 netmask 255.255.255.0
access-list Internet extended deny ip any 192.168.2.0 255.255.255.0
access-list Internet extended permit ip any any

access-group Internet in interface inside

T ACL BUE4 SR B M ERME 10.1.1.0/24 BIEIE T A DMZ1 4% (192.168.2.0) , 3
B3 fF ACL Internet 57 ZIER 5 A BIE R 3 A T a1 9 A &84 O WA L F B b K BB B0 IE T 15 5
3 Internet.

. BBASNAT O Z2 SERR b1k B BR &Y i it B9 B E 53R, FERAZIASNATHIPAT , 85 ENNEBNGERK
BREATENMIRE O, HAEAES NAT NEMELEZNBS it 2HMEN , FEE
EFAMNERAN |, Bk , 538 NAT 7 A1F B iR & L ENRERD B &R EVNEE
H, BRI RRFEEAFZITANFRSIR, 3175 NAT FEES NAT it ER 2 AN ETEXHI2
 MBEEATFHMTRINFRSIER , 85 NAT AR TFZEREVNAES S HIRENAER

, TEI7S NAT 2R VX B X FEA NAT , BRE it M EE SSRritbut HEE

static (dmzl,outside) 192.168.1.6 192.168.2.2 netmask 255.255.255.255

static (dmz2,outside) 192.168.1.10 192.168.3.2 netmask 255.255.255.255

access-list outside extended permit tcp any host 192.168.1.10 eq http

access-list outside extended permit tcp host 192.168.1.30 host 192.168.1.6 eq pcanywhere-
data

access-list outside extended permit udp host 192.168.1.30 host 192.168.1.6 eq pcanywhere-
status

access-list inbound extended permit udp any host 216.70.55.69 range 8766 30000
access-group outside in interface outside

UEERTHANES NAT B4, F—NMEOATHAIED LAYSERR IP 192.168.2.2 K
SEBF R LAY ARET IP 192.168.1.6 , BIIE 2 ACL RFREIR 192.168.1.30 AYZRE 7 4& i 2 A
5 IP 192.168.1.6 LA [A] DMZ1 W& HHY Websense BRSSE5. R , FE-&BANATIES
BN NI DO EASERRIP 192.168.3.2%# AN E0 7 L HIBRETIP 192.168.1.10 , K42
ACL A MInternetE|BREFIP 192.168.1. 100V RELAE 15 B DMZ2R & H I WebfR S5 85 , H1E
udpii 05 #8766FI300005E B

. url-server I B AT EIZE ST Websense URL TiER ARFHIRSES. HXHRFIZSE TR
X TEH&Z 16 N URL fR$88 , ZEATEHS 4 N URL RS 25 , EREBXRNAIER —MNNARE
FF ( N2H2 = Websense ) » Itk , ERRLBRR LHERERS , NARFRSHLNEERT
L2FH, EREBHNEWMAXTHEDIHTEHREER, EXHEX HTTPS M FTP & filter &



BB AAEEE url-server 5 F. MRMBRZ[INRPMIER T FTE URL BREES , Nt &M
BE URL TIEHXMFIE filter 7. FBERSEZE , B fiter url B A URL TiE
B

url-server (dmzl) vendor websense host 192.168.2.2 timeout 30 protocol TCP version 1
connections 5

filter url #5 foiFBE 1Lk B 2 4 A Websense i8N FIRR K8 ER World Wide Web URL B HH
YR PR,

filter url http 10.1.1.0 255.255.255.0 0 0

FWSM & &

!I-—— Output Suppressed interface vlan 20 nameif outside
security-level 0 ip address 192.168.1.2 255.255.255.0
interface vlan 10 nameif inside security-level 100 ip
address 10.1.1.1 255.255.255.0 interface vlan 15 nameif
dmzl security-level 60 ip address 192.168.2.1
255.255.255.224 interface vlan 25 nameif dmz2 security-
level 50 ip address 192.168.3.1 255.255.255.224 passwd
flO0wer enable password treehlOuSe route outside 0 0
192.168.1.1 1 url-server (dmzl) vendor websense host
192.168.2.2 timeout 30 protocol TCP version 1
connections 5 url-cache dst 128 filter url http 10.1.1.0
255.255.255.0 0 0 !/--- When inside users access an HTTP
server, FWSM consults with a !--- Websense server 1in
order to determine if the traffic is allowed. nat
(inside) 1 10.1.1.0 255.255.255.0 global (outside) 1
192.168.1.20-192.168.1.50 netmask 255.255.255.0 /---
Dynamic NAT for inside users that access the Internet
static (dmzl,outside) 192.168.1.6 192.168.2.2 netmask
255.255.255.255 !--- A host on the subnet 192.168.1.0/24
requires access to the Websense !--- server for
management that use pcAnywhere, so the Websense server
!--—- uses a static translation for its private address.
static (dmz2,outside) 192.168.1.10 192.168.3.2 netmask
255.255.255.255 !--- A host on the Internet requires
access to the Webserver, so the Webserver !--- uses a
static translation for its private address. access-list
Internet extended deny ip any 192.168.2.0 255.255.255.0
access-1list Internet extended permit ip any any access-
group Internet in interface inside !--- Allows all
inside hosts to access the outside for any IP traffic,
!-—- but denies them access to the dmzl access-list
outside extended permit tcp any host 192.168.1.10 eg
http !--- Allows the traffic from the internet with the
destination IP address !--- 192.168.1.10 and destination
port 80 access-1list outside extended permit tcp host
192.168.1.30 host 192.168.1.6 eqg pcanywhere-data access-
list outside extended permit udp host 192.168.1.30 host
192.168.1.6 eqg pcanywhere-status !--- Allows the
management host 192.168.1.30 to use !--- pcAnywhere on
the Websense server access-1list inbound extended permit
udp any host 216.70.55.69 range 8766 30000 !--- Allows
udp port number in the range of 8766 to 30000. access-
group outside in interface outside access-list WEBSENSE




extended permit tcp host 192.168.2.2 any eq http access-

group WEBSENSE in interface dmzl !--- The Websense
server needs to access the Websense !--- updater server
on the outside. !--- Output Suppressed

Kur
BRSNS THARBAES ERET.
AP

oRHERER ((XEREM
aef: 0o g

) (OIT) FEFEL show @5 H. A OIT JEFX show trH

1. RERERGEETEREE , UARIERIRESHIA FWSM H R HEEKHL : Cisco 10S Bt

Router#show module

Mod Ports Card Type Model Serial No.
1 2 Catalyst 6000 supervisor 2 (Active) WS-X6K-SUP2-2GE SAD0444099Y
2 48 48 port 10/100 mb RJ-45 ethernet WS-X6248-RJ-45 SAD03475619
3 2 Intrusion Detection System WS-X6381-IDS SAD04250KV5
4 Firewall Module WS-SVC-FWM-1 SAD062302U4

Catalyst OS 4 :

Console>show module [mod-num]
The following is sample output from the show module command:

Console> show module

Mod Slot Ports Module-Type Model Sub Status
1 1 2 1000BaseX Supervisor WS-X6K-SUP1A-2GE ves ok
15 1 1 Multilayer Switch Feature WS-F6K-MSFC no ok
4 4 2 Intrusion Detection Syste WS-X6381-IDS no ok
5 5 6 Firewall Module WS-SVC-FWM-1 no ok
6 6 8 1000BaseX Ethernet WS-X6408-GBIC no ok
. A —_ S,
X : show module@ & E RFWSMIIANR O, Xm0 R4H SR EtherChannel BN EBi%
Ho
2.
Router#show firewall vlan-group
Group vlans
1 10,15,20
51 70-85
52 100
3.

Router#show firewall module
Module Vlan-groups

5 1,51

8 1,52

4 MAERATRERSHS T , LEFHF5/S 2K : Cisco 10S Bt :

Router#show boot device [mod_num]

Bl

Router#show boot device
[mod:1 1:

[mod:2 1:

[mod:3 1:

[mod:4 1: cf:4


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

[mod:5 1: cf:4
[mod:6 1:
[mod:7 1: cf:4
[mod:8 ]
[mod:9 ]

Catalyst OS 4 :

Console> (enable) show boot device mod_num

Bl
Console> (enable) show boot device 6
Device BOOT variable = cf:5

P B B

AEoRE T T THEERITHREHRROE S

1. BERIABISOX — BRiIABERT , FWSMMcAR ARBRESX B35, HR , B LUEEREM cf:5
BARKF2XHF5|SHM ci1 &F2X5|H. EERRINGISOTX , B AERATEREREN
8% : Cisco |10S #i 4t :

Router (config) #boot device module mod_num cf:n

HfW¥nmn1 (%% ). 4 ( MNARRFR )5 ( MARRF ). Catalyst OS 44 :

Console> (enable) set boot device cf:n mod_num

HbhfWn w1 (%9 )., 4 ( NARRFE)H5 ( MARF)
2. ¥ Cisco 10S i EE FWSM - EEE FWSM , TR AN TAATRHS T :

Router#hw-module module mod_num reset [cf:n] [mem-test-full]

chnSHESPX , TULR1 (4% )., 4 (N )R (KA ). MRKREBEBEDRX , NEHBRIA
X, BER cf4. mem-test-full EMAFEZETTEBAFEN R , TRIZNAXNEE 6 24,
i

Router#hw-mod module 9 reset

Proceed with reload of module? [confirm] vy

% reset issued for module 9

Router#

00:26:55:%SNMP-5-MODULETRAP:Module 9 [Down] Trap
00:26:55:8P:The PC in slot 8 is shutting down. Please wait ...

Catalyst OS %4 :

Console> (enable) reset mod num [cf:n]

Hecfn2oX , ATUR1 (4% ), 4 (NA)H5 (NA ). RKREESX , MEAZRIA
27X, BER cf4,
AR NTPEEEFWSMEEE , RAENRBEIREERE,

B8 : TER VLAN BdE#M FWSM £33 IPS Sensor 4270

ToEFBIEFRM FWSM £ % IPS Sensor,

BRER

EHFERBED IPS WHEERCIERE) VLAN , BUER MM ZE VLAN 2 AFE D |, RiaRHHFE
FE—#, £H VLAN 401 M 501 REL R, AEH-FTHUTAR :



- MREF[HEE VLAN 401 EHBIER , BRIE %S — vlan VLAN 501 ( 5B VLAN ) . RF%E
Fi VLAN 0 401, 401 A EN H G EFHEAERIAMK,

- ARIEMEFAZBITE VLAN 401 $#0 2 A0 A —wut /5 H VLAN 501 #0,
- FFIPS #EOHFBH—NMET VLAN 401 1, 2—NETF VLAN 501 i,

4"RFEHVLAN 401V BRIAR X B EIVLAN 501 £, WIRFEEVLAN , NEEXRVLANHITELUNENR
o BXEE , VLAN KT L5 LAN PIEELL, ?JKLAH%‘JEE{EFH1?<H9QH’J35$ILTHH’JQ£%J:

FWSM F i T EHIE A&
AR FWSM 5 19 72 B0/ 18] 15 2
BRA

2 REEER T %K sysopt np completion-unit &S A &R FWSM R EFEBIEQRE, £
FWSM iR 3.2(5) F5IA T &S , ATHRERESHERINFNEKIRFER.

[V - Fo3E I IEXS Fhik Hh MR B 4% HE i Bl K
To sH AT JETT HARE B AR A T B A
BRAR

ERBEEE N T & set connection advanced-options tcp-state-bypass 5 Al = IE XS #r g B B8
MBS X ik, £ FWSM RRA 3.2(1) FEIA T &S

FWSM i Netflow X3

FWSM 2&%# Netflow ?
BRER

FWSM A3 Netflow,

HXER

. Cisco Catalyst 6500 3& 51 Bf X 3 AR S5 18 3R X FF W
. Cisco Catalyst 6500 5P FZIFR

. Cisco 7600 RFIBEHEBE TR/ RT

. FWSM TCP£ 8 HISYN Cookief# 1

- BAREZ MY - Cisco Systems
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