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EAWiSM-2F1Cat65003F b

fFFSup 7209 HI R RSB E
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Bt i Sup7208k Sup2THIWiSM-2 2DP&E1S
MNCSELEWiSM-2

£VSSH#E R T ElESup720K 2T FMWiSM-2i& 15
WiSMZIWiSM-289 F 4% 1% B8

i A : Cat6504i=1THELE =B (P 4k )
HXEE

1Lk

T RS E R (WiSM)-2 28 4E F E R Catok R 55 5 7] XWiISMFIWISM-2 1 DPEY T~ — R & BB
EREHER, WiSM-2 1DPFIWISM-2 2 DPZE&E X5 , B7.22 BIFISWHRARRA , BRMX X
IEEN—ABEFE. F-DPREFRLEERL , BEZREPRBIE. BEEEHERR4RAE
7.2.103HSup 720FSup 2THERWFIHKHEN LA , BNREFLEBHZE. Bt , THZE100010
EAS(AP)H15,000M&FFi% , E&FHE 20 GBsec.
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WiSM-28) Bt & T 5508 Kk 12 Hl88 FARAYV IR 1T, WLANTZHIZS L (WCP)ZSupervisorFlWiSM-
212 HBE 2 B B E". WCPFEUDP/IPLZ1T , IO 100008 fRG##E O, —BWiSM-2#2#l85
B3, EES|ZBMWISM-22 5z B ARG OBIRIFERE. BAFOEES|IZEREEE
AERER, BHSRNEEE P {£IXE|SupervisorfEif ( HENRNE XA , 2 BENEIEEF
Supervisor ) o E&12/Xhello(240s)2f5 , BHIBFERBEXREPHMEF B[N EBREZE R,

1. Cisco Catalyst 6500 FIWiSM2# #1828



ERBRG—TERMEHAH | EHR[REHEREAS,. BRIMEIEHIRS(NCS)H BRI Z 3 R
% 5|B(MSE)2 BB ERTBE , MEHERLZ LRI, TEARBERE(PS)IIEE. ERHKRS
MEBE MR ERS (QoS). f&BICleanAirFiR , WiISM2IE IS 12 4t M 4% 17 (3] SS s M 7 £ 550 T 45
B, DIPURBEBRESFEM AR E B | MR 802.11nMEE, B XM AHETLL WEHERF L

, @Fggiﬁﬁféﬂbiﬁﬁizﬁﬂ)ﬁié‘ﬁiﬂW%ﬂiﬂi‘]%lﬂ%%ﬂﬁ#l‘ﬁ? , EMEBWEFEERA
(TCO)E 8,

EREH
ER
AXESREEABEHER,

g Wl
BXRXHEANWFERES , 55 Cisco HFARERAN,

WiSM-2Zh &g

TFRLCE TWLCHHARAT7.2.1038WiSM-2 2DPIh 88 R 4314,

BEE | WiSM-2 2DPI 4221 IR EE B Sup 7208k HEAR AN 12.2.(33)SXJ2HISup 2TER AR
15.0(1)SY1,

IhgE 555001 &R FIgRHEE

SHMRESER, WISM-1HMWiSM-258 —RNBEIREM
B % % #510001MNAP/15,000 % 7 i 715,000 MR 12

Y AMEM 100 MNAPH L |, EH %1 10001MAP
WIEFE ( INZ/RMZB/ACL ) 20 GbpsHFHE
$#Sup720. Sup720-10G, Sup-2T. 6500-EXRFIH.5E
TRIFERY , FEENE

Sup 7208 iR A5 12.2(33)SXJ2ER B = R AS

Sup 2TEHMA15.0(1)SY 1R E & iR A
—MBERZAZHINTE ; 147EVSSER T
LEEHMRSESRN , ENHEPESZIHSNIH
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- VSSHH10
X #EHOEAP

P 451 [ = R

LU R CatalystHl 78 &R B WiSM-26 R RV A4 51 3% -

RENA | RERE

720 Supil
Catalyst 12.2(33)SXJ2HE AR A 15.0(1)SY1RE
650X , #2T | mhRAs

Sup
UKW+
— BMitH 6148, 6516, 6548, 6704-10Gb, 6708-
BEWiSM-23 |10Gb., 6716-10Gb, 6748F16724

S

w
WiSM-232 4l
8ENCS

MSE 33XX%
£l

7.2.103.0 1.1.0.1114

7.2.103.0.6411

WiSM-25Supervisor 720f12TR ¥ —RBZE1T , B2 :

. Supervisor VS-S2T-10G-XL — #PFC4XLAYSupervisor5|22T-10GE
. Supervisor VS-S2T-10G — #PFC4#YSupervisor5|Z2T-10GE
BXREMZIFNTZHNERIIER | ESREUTRAER,

FS3 Supervisor 720(WS-SUP720) — t#:8 Supervisor 720-3a,

FS4 Supervisor 720-3B(WS-SUP720-3B) — iX X [R#aSupervisor 7209 #T , ©EM TN FZE
TFEHRFIIEE ( MIMPLSFIACLITEER ) WX¥F. (201255181 ),

FS5 Supervisor 720-3BXL(WS-SUP720-3BXL) — 12t 5Supervisor 720-3BtHEKVFEHIhEE , B[R
Bt 1800 T 124 2381007 RIPVAR N B E.

FS6 Supervisor 720-3C-10GE#Supervisor 720-3CXL-10GE — &0 7 33 g E 4k £2MNO0GE L1746&
RisOMIE , AXFTSHESFIIEE | HlaFE R ENEER(VSL).

E®E : Z%Cisco WiSM-2# CatalystHl 58 E ESupervisor 720/2TH#E R, TRE R T Cisco WiSM-23%
BB, TRICFWISM-2Z % 1E Supervisori@ g,

M |6503-E |6504-E |6506-E |6509-V-E |6513-E
1 X X X X X
2 X X X X X
3 X X X X X
4 - X X X X
5-6 - - X X X
7-8 - - - X X
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9

X

X

10-13 |-

X

EE : EIR — ERFIHEIFWISM-2(s).

M |6506|6509(6509-NEB-A , HHEHSKEIEHR 6513
1 X X X X
2 X X X X
3 X X X X
4 X X X X
56 | X* [X* (X* X*
7-8 |- X X X*
9 - X X X
10-13|- - X

T EiIUFSupervisorfE fEE R WISM-21E 18,

& ERTHS KB IERRIFERFIHFE X IFWISM-2,

HZAWiSM-2F1Cat6500F b

EEARERID , #Cat 65KFIWISM-2TcLk BRS5-4R




Core 3750 Switch
CATESKk + WiSM-2 in VES

VSL
-
CATESK + WISM-2 in V33
_i 1

.—_—Sanim VLAN 22 192.168.2. 1. ? .
=i| E‘i —
LAPs LAPs LAPs

(i) (te)) (%)

Wireless Clients

{#EHSup 720N MR LR B

BRI THER

1. i Cisco.com L2 ##I Cisco IOS®F MR AX12.2(33)SXJ2F K Cat 65X X, FEK : INEM
WiSM-2 1DPH LK EIWiSM-2 2 DP , B £ FE R Cat65XXH LK E12.2(33)SXJ2 , REHF
WiSM2FH K E)7.2.103.01X 5B LAUS FIDP2, b4 , tRIFCat 65XXFEHR E12.2(33)SXI2A T

, MFEEFWISM-2 2DPREL EIWiSM-2 1DPER & , R ZIRR,

2. AEEHP Catalyst IOSEHfE , REFEEIRFIWISM-2 2DPJ] Fr, Catalyst IOSHI# 8 FH K AT
BETFTPEFHIOSHAEFIZEI RGN FREEFZENFFRRER. MRREETEEERER
BE , LABNIOS CLITHITREHA R, BSRUTRA . NFFHE X
“DiskO : ”

Directory of di=sk0:

2 142585604 -rw- 572033-adventerprise wan-mz.122-33.5%J2.bin
ronmon 3 > I

3. B Mrommon & Hiresetii 5= 7EIOS Clion Cat650XREF NE , EFH B ECat65XX. ARG
, FRFREGEFBHRS , HERSISHRE B RERANFE LHNFCat IOSEE |, ILAT




RBIFTR. MRRGEREXEE , WALEIMIOS CLIRRAFME A KRTERMEERE, &R
Bl R M A 77 62 rommon iR REF#H TR B4 R4,

rotenon 3 }!huut diskD:s72033—adventerprise wan-mz. 122-33.534J2.bin I

Loading image, pléasSes walc ..

4. FEAFBRHEEFNEE |, show versionii H 2 RCCOL XA ERHIMA, HRE N EBHER
. Bl

CATESO4-NHAfshow version

Cisco 105 Software, 372033 rp Software (272033 rp-ADVENTERPRISE WAN-N), Version
127 2133VaXae,  RELEASE " SOF TWARE " 1LCc4) |

Terhnical SupporcT heeps/ /vew. clizco. com/ cechaupport

Copyright (c) 1986-2011 by Cisco System=, Inc.

Compiled Wed 14-Dec-11 19:51 by prod rel team

ROM: System Bootsatrap, Version 1Z.2(17r) 34, RELEASE SOFTWARE (fcl)

5. FFWiSM-24x 1l A65XX-E0] A E S , TIEECat65XX Liz1Tshow moduledn & , B FFRo
WiSM-21 &R A E RIEFIR P,

CATESD4=HAFah module

Hod Ports Card Type MNode 1 Serial MNo.
1 £ Supervizeor Eagine TI0 (Astive) W3-3UPT720-3BXL SALLIODLICWTO
Z 4 WiSH 2 WLAN Service Hodule WS-SWVC-WISHZ-K9 SAL1SZ3FB2D
] 4 WisM 2 WLAN Service Module W5=-SVC-WISHZ-K9 SAL14Z1JDER

Hod HAC addresses=s Hu Fw =1 Status

1 0017.9568.72b4 ©o 0017.9568.72b7 5.3 g.4102) 12.2(33)3XJ2 Ok
2 e0S5f.b994.2620 to el5f.b994, 262 1.0 12.2(18c)51 12.2(33)5¥J2 Ok
3 0011.92£ff.=edi0 to 0011.592ff.ed2f 0.5 12.2(18x)51 12.2{33)5%J2 Ok

6. MRERAFEI RSP , WBEREERS, MRZEREREIRP , WEET—F, ETRH
ISR RBECate5XX RGN WiISM-25WiSM-2 DP+ L &2 /AR M EL B 4o

7. BB B STREMRRMY. LT EBEWebUIHTEE , RAREELLEHZELN
EEEO, NHRFIREENEENNEZ LEEEST , AHEATEFFNIPHIH#HTRE, &
A LUE N B ESEEFIWISM-212 5188 L Y261 & ik O M Catalystiz O T F R SIS E RV 12 6 &
SERBELLEZFIZR , WTAR : BIEALUED sessiontn & EEBFRIWISM-2,
cat 650X#session slot 2 processor 1
AE BTG S , XTEIOSHLBEEER T TRERSVLANFIDHCPSERE , MK E
Sup7203,Sup2TFIWiSM-2 2DPEE ZF 9 Fi o

The default escape character is Crl-", then x.
You can also type 'exit' at the renbte pronpt to end the session

CATeS04-MA>=ses=sion slot 2 proc 1

The default escape character is Ccrl-*, then x.

You can also type 'exit' at the remote prompt to end the session
Trying 192.168.2.22 ... Open

(WiSH-slotZ=1)
User: |}
8. BB WiSM-21% #l85 Fshow sysinfoip /5 , BRZEZUTHE , HPEEEOIPHbIER
10.70.0.10 , g0 : XX : FSHWLCE EIER.
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(ViSH-sloti-1) >show sysinfo

Hanufacturer's Hame. ... ccsssasssnsnsssansansasss Ci=zco Systems Inc.

Product HNameE........ocsersassossmnennsnannannmnns Cisco Controller

Product Ver2ion.....cceunsnsscasnnnsnsnasnnasnnnna T7.2.103.0

BOOULOGAHdEE WVEeESLIOM. o cuvsescessranassssssessssisn 1.0.16

Field Becovery Image Vermsion....seeevessssansnnns F.0.43,32

Firmware VerSioM. . c cs-cssssscsssssacssssscsssssss FPGAL 1.7, Env 0.0, USB console 2.2
Bulld ToPB...cuscusiassuisaoianssmmsuminasnnansmsss DATA + WPS

dystem N, i iasrscisastantassanssursasiasaanes WisHMZ-ZDP-HA

Svatem LOCAEioN. .. cvsvrnsesscassnnnnssrannannmsnm

Systerm CONCACT . - s s s sssssssssssssssanssssassnssssss

System CbjectID. ... s snn e n e 1.3.6.1.4.1.9.1.1293

IF Rddresma. oo e ssnsassansnsssssnnannnnsnnnssnmens 10.70.0. 12

[ < L Software ressc

System Up Tim®........iccccancsnasaanasssansansnnnn 0 days O hrs 1 mins 56 sscs
System Timezone LOCAC1ON. : cscesssssesaesssceassnss

Configured COURECEY: s+ s ssssssrsssssnanssssasnasnsss U5 = United Stcatces

State of B02.11b WNetworK.. oo oo snunnunnssnsnsnnna Enab led

State of BOZ:11a NeCWOXK: s s s s s s s saassnssssnsnsssss Enabled

9. MR BEEE CatalystF EEWISM-212 4188 | HFEAUTH S :

(Config)# hw nodul e <#> reset

AR ERHresetth T2l , FREFEFIFEEEARBLR. MRFEFEHR[EENH AR
NRE , BEEESIWISM-22FI88 EWEH SR ONMNERE , MEEEXRTITT , AR
<esc>#, HHEHIBHED , RRETAFHEHREE NI MINRE, BEXAZITIHT
Catalyst¥lFFWISM-2 L& R FIZFWBIR , EEAUTHS :

(Confi g) #power enabl e nodul e <#>

{ERASup 2T# THIR R G A R

BERATIR

1. {# A Cisco.com L #ICisco IOSEHARA15.0(1)SY1 H K Cat 65XX, XK : MREH—1
WiSMA 4k | EFREE13100058ERNAIVLAN , F BERITEFEA1E10 , BRALTHS

no wi smnodule x controller y allowed-vlan 11-1000
XX WEREMWISM-2 1DPALREIWISM-2 2 DP , NI & %&£ FEEFCate5XXFARE

15.0(1)SY1 , AREFWISM2FA LK F7.2.103.0R B LS AADP2, o , tRFCat 65XXFERE
15.0(1)SY1 281 , MFEEFWISM-2 2DPERFIWISM-2 1DPIE , R2 TR, RBEHR
Catalyst IOSE#fE , RETBEIRBIWISM-2 2DPJ] F, Catalyst IOSHI#1%4 F 4 mli@ S
TFTPEFHIOSHAEH B RGN FHMEEFIZINFFRTK, WRRASEETEFERBERARE
, B AT EIZIOS CLIG S #ITREA R, HS LT RAI : “Disk0 : "INFFHIE F
Initializing ATA mwonitor library...

Directory of disk0:

4 91065760 -rw- s2tSd-adventerpr isek9-mz . SPA. 150-1.3Y¥1.2£c3

2. B3 Mrommonk Hresetdi &5 £10S Clion Cat650X P EHngk , EF B FNCat65XX. RE
, ERAVREENBIRE , HERSISMBERRERNFE LA FCat IOSERE , T4l
iR MBRZKRENXREE , MALMIOS CLEBREMNEBRARTHMERE. ZRGIZEM
N 12+ HF E Arommoni® R TR EH L,




3.

4.

5.

romumon 4 > boot dis IR Thd—-Aacventerprise ks -me- = = = o]
Version of monlibon CFis 25 1

Version of wmonlib on EPROM i= 3, 1

monlibh on device 1z not up to date. Using boot ROM monlib.

Initializing ATA monitor librarv...

FRAMBLEEHRINET , show versionii S & RCCO L & R IR AR Eﬁﬁaﬂuﬁmﬂmﬁ
#,

FFWiSM-24R3E A 65XX-E0] iffEH , HECat65XX EiZ{Tshow moduleds & , DR 7Ro
WiSM-21E R AR E RIEFIR S,

CATGSD4-Mifsh module

Hod Port= Card Type Model Serial Ho.
1 5 SBupervisor Engine 2T 10GE w/ CTS (heoci VE-SUPZT-10G SAL1S3G6PEPE
2 4 WisH Jian Service Hodule WE-SVC-WISHZ-K9 SAL15Z3FEZD
3 4 WisSH Jian Service Module Wa-SVC-WISHZ-KS SAL1421JDER

Mod HAC addresses Hw Fius =1 Stacus

1 44d3.ca7b.cccl o 44d3 .ca7b.coc? i.1 12 .2({50c)5¥S 15.0(1)571 Ok
2 el5£f.b994.2620 to =05£.b994d.262% 1.0 Unknown Unknown Other
3 0011.92ff.ed20 to OOll.S2ff.ed2f 0.5 Unknown UInknown Other

MBEERAEIRSP , FEREERS, NRZERERESIRSD , WHRET -5, ETRH
NS TR BT Cate5SXXREMWISM-2RWiSM-2F £ =5/ FARME B 4.
FAIBE R HITREERMER Y. T EBEWebUIRTEE , RARBELLZRHIR
EHEEEQD, MFEHNSEENEENNE LEREZT , AEATEFRNIPH U #HITEE
o BRI LUBN EEEEBIWISM-212 Hl85 £ Y12 H] & is O S M Catalystiiz O T FT 2l SRR R Ay 12
HASERBELLIZGER , WTAR | BIEALUBE S sessionds HEEH EWiSM-2,

cat 650X#session slot 2 processor 1

XEE BTG SATEIOSHEREER T FTEERSVLANNDHCPSEE |, WA E
Sup720=X Sup2TFIWiISM-2 2DPEE F Fi o

The default escape character is Crl-", then x.
You can also type 'exit' at the renbte pronpt to end the session

CATeS04-Mig=zes=ion =lot & processor 1

The default =scaps charscter 13 Ccorl-=", then x.

You can also type 'exit' ac the remote prompt to end the session
Trying 192.168.2.22 ... Open

(MiSM-=lot2-1)
U=er: I

 TEEEWISM-2 ( RIEMDGH E R ) #B#Ig5Fshow sysinfoin /g , BN ZERtHE  HE

I OIPH# 37 10.70.0.10, #l0 : & : FSHEWLCE EIER.
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{WiSH-=loc2-1) =>show =y=zinfo

Manufacturer's Hame. ... . cssssssnasnsssansnannnns Cizco Systems Inc.

Procuct MBI . o o o oo o o 5 6 5 b6 8 & 68 & 6 5 8 b8 8 ko 8 & ESE8E 886 Cisco Controller

Product Version.....cesiunsnsssnsnunmnnnssnnnnsnns T.2.103.0

Dootlosder VeESLOR. - csssesessssasassesassnansss l.0.186

Field Recovery Image Version....seesvcssssnnnnnnas T.0.43.32

Firmware WeES1loM. : cssscosersssassnansssnassnsssnns FPGA 1.7, Env 0.0, USE con=ole 2.2
Build Type®....civenrasrannsenssasmssmnsnennnnnnnns DATA + WPE

Zysters Noms. o cvsiecinvsiarsasiasiauiiasiass iaen WiSHE-2DP-HA

System LOCAEIiON. .. cetcasaansassnasmsssansannanns

SYSCEr CONTACT . - s s s sscrmcssssssssssnssssssassssss

Syvatem GbjectIl. .. oot ien s smnsmn e nannnnnn 1.3.6.1.4.1.9.1.1293

IF Addre=s. ..cvcascnacns f e s s s s E s s sasEas s s 10.70.0.12

Last RESeC......cccrmssenrsnmsssnamaamessrsmmnnmnrs Software resetc

Syatem Up Time.....cescasesssssssasnsnssssnnsnnns 0 days 0O hrs 1 mins 556 secsa
Syatem TiweEone LOCATION. s sssssssesssssasnssnss

Configured COURCEY . s s s sssssssssssssnssssasansesss U5 - United Scaces

State of S02.11b Metwork. . o oo cvvnsansnssnnannnas Enab led

Scate of SOZ2.11a NeCWorK. . cccosusiaavissnnansnnns Enabled

7. MREBFEEFBEWISM-212HIZF LA A CatalystP 2 FIBRN N HREER Y , EEALEEDD,

AR ERHiresetd T2 REFRHBFREETEARE N,

(Config)# hw nodul e <#> reset

MRFEFREREENH BRMNRE |, BEEEIIWISM-212FH38 L ERFI 8w O E R
B OUEEERIUTIT , AleKk<esc>i@, MIEHIZRXESP , BRET4LFEFHREEN L
[TERRIANRE . EXHARITI CatalystilFFWISM-2ELZFIFHEIR , EEAUTHS :

(Confi g) #power enabl e nodul e <#>

L& Sup7205R Sup2THIWiISM-2 2DP&EE

EFCESup 720/2T - WiSM-2B{E , BTHRATER :

1

. Cat65XX-E SUPESRFE I WiSM-2-+ LN EBARS % O 0 SWiSM-2EBE. FRERUT

SRIEFEECate5XX LR EORMVLAN , BLEWISM-27] / EHEF. WiSM-2+ LB RSF %
O R BLE I DHCP# it Sk 875 IPHb i, X : BRSFUR O IPHut N SR GISENEREOMVTTE
9 F ™,

. #ESupervisor 72052TH 612 VLAN, VLAN FHFEA# , B FCisco WiSMFICatalyst

Supervisor 7205 2T 2 [83&3d Supervisor L B F Jk # O M Cisco WiSM A i B 55 3% O 3 1T (E
EE : FTEVLANG S MIPH it B2 =B, RO :

!--- Assign an appropriate IP address and !--- subnet mask for VLAN 22 interface Vlan22 ip
address 192.168.2.1 255.255.254.0

IR RS ELE B R N ARSI D% T DHCP o sk |, MI4kEE N R #R4E - 9 Supervisor

720/2T={ 3% 32 DHCP AR %525 £ B9 Cisco WiSMBRS-i% O | 2DHCPSE B, #lin :
i pdhcp pool wi smservice-port

network 192.168.2.0 255.255.255.0

defaul t-router 192.168.2.1

e, MVLANKERZIBRS w0, fBlan

! ---Configure this command to use vlan 22 !--- in order to communicate with the service-
port. W sm service-vlan 22

. & Hshow wism statusn 5 LA iiF Cisco WiSME BEMDHCPAR S 28 W ZIP#b3t, Cat650X#

show wism



status

CATES04-Mif=how wis=m =cacus

Service Vien : 22, Service IF Svbnet : 19Z.168.2.1/255.255.155.0

WL AR
Hlot Controller Service IF Henagement IP SW Version Controller Type Statius
====df=== =——df————====—== =f=——————————————c= F==———== Fe———m=————===—= f=——— =—
2 1 192.168.2 .22 10.70.0. 12 T.2.103.0 W3-SVC-WISH-Z-F9 Opar-Tp
3 1 192.168.2.21 10.70.0. 10 T.0.121.2 W5=5SWC=WISH=-2=K9 Cper=Tn

Cisco IOSE R4 12.2(33)SXIR EERAF X FHFHILAGEE. RGN BB BB
ﬂgo ﬁ§4§u:

!--- Create the VLAN in the Supervisor 720/2T !--- in order to communicate with the
management port !--- Assign an appropriate IP address and subnet !--- mask for VLAN 70 !
interface MVl an70 descri pti on Managenent VLAN for WSM 2 ip address 10.70.0.5 255. 255.255.0
end !

. —BRMEBER | Supervisor&F Cisco WiSM-2/ By 7 24185 B el B O @EEO., BF
wOBENRSRS , N TEA405, I : Cat650X#showipBe N

Port-channe L3 unassigned YES unset down daown
ort=channes 1403 una=signed YTES un=et up up
ort-channe 1405 unassigned TES unszet up up

Wilaml unas=igned YES WVEAE administratively down down

VianlD unassigned YES unset up g

Vianzz 192 .168.2.1 TES HVEAN up up

Vian70 10.70.0. 44 TES HWVEAHM up up

12 N ﬁ!ﬁ"ﬁﬁ‘,i*FECisco WisM-2R B BRI VLANE S ik BB T I EA A X L
ﬁﬁﬂﬁ\/L/\hJtEﬁL.a:ﬁfzﬂJj(dﬁo

Cat - 6K(config)# wi sm nodul e {#} controller {#} allowed-vlan {vlan range}

Cat - 6K(config)# wi smmnodul e {#} controller {#} native-vlan {vlan id}
Cat-6K(config)# wismmnodul e {#} controller {#} qos{trust/vl an-based}<dscp/cos/ip-
precedence> -

Trust state of theLAG nterface

AR AR TRERGSR , Hlm

wism nodule 3 controller 1 allowed-vlan 10-120
wi sm nodul e 3 controller 1 native-vlan70
wi sm nodul e 3 controller 1 gosvlan-based

SER : AXCates0AM BN =R RH  ESHEHRA
REAKSS | Uicatok LSEEAREH N EETE -

Cat - 6K(confi g)#w sm nodul e {#} controller {#} gosvlan-based- VLAN Based QoS-

EAU T SRIE AR EamSHIIT

#show wi sm nmodul e 3 controller 1 status



[CALESU4-MAF=now wism module 3 controller 1 scatus
WiSM Controller 1 in Slot 3 configured with auto-lag
Cperaticonal S5tatus of the Controller : Oper-Up
Service VLAN : 22

Service Port : 3

Service Port Mac Address : 00L1.92ff.ecl
Service IP Address : 152.168.2.21
Management IF Address : 10,70.0.10
Software Version : 7.0.114.114
Port Channel Number : 405
Allowed-vlian lisac : 10=-100

Native VLAN ID : 70

WCP Eeep Alive Missed : 0
CaT6504-MAE])

FWE:Cisco WiSM-212HIS A AN GEEH ER, EAEEEER LRTRETHK. THEX
BRESE , ,U\_IJ«XJEL}"'“ﬁlJACLI:\?.Clsco WiSM-212 H 88 Web 51 E &t & Cisco WiSM-212#l88.
E(F fAsessiontn © , B4R A Cisco WiSM-2 LIRS ik O 2 ELE# A DHCP 2 Bl 8V IPith
ik, BFEETECisco WiSM- 21‘;5&¢'$3§EEEWLC , BEMCLIEE , AEMWebRHEEE,
10. B17E , B BN GUISRHI S EEEIRFREREED , AR UANE LR EZERE
FIEiCAREN , REHREHE,

CISCO MOMITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
Maonitor Summary
Summary 100 Access Points Supperiad

b Acress Palnts

b Cisoo Cleanfir

b Stafistics
F CDP
controllar Summany Rogue Sumimary
b Regues
Management [P 10,700,132
Clivnts Address R irctrve Rogue APs a
Service Fort [P
Multicast Addracs 192,158,222 Active Rogue Clisnis a
Softwars Version 7.2.103.0 Aghoc Rogues a
Field Recovery Imags ».0.49.32 Aegues on Wired Netwark a
Warsan B
Sy stem Name WISk - 2DP-Ma
Up Time 0 daws, O hows, 17 mirtes  Top WLANS
Systeam Time Tue Feb 14 200437 2012
Profilz Name = of Client=

Inbarma| TempErabure  NAA

BOZ.11a Nebwark
|
Stakg Enabiled

802.11b/g Network crabled Most Recent Traps
SLae

M. WRTBNT , FREEHSE LN TRAFRNE |, §8R 1T AETACS 1757 BA LRI #T1F /T i,

12. FAPEN 252/3F M &R LI AWISM-2,

13. ELLBEFIWREZEIAP , AYREREFNTRZF/NEMTLE, IR , RE (W
,ping ) EFEBEMAASER. EARSup 7202THIWism-2B B E TR, ATLAEIWebUIFE
HITHMEEER , KO TEAMEHMTEEFZE. AWISM-2BEEETREERTLEFIEE
BENFEMAEE, & BXIFAEFEE  BESHAWLCEERRN.

MNCSHEBWiSM-2
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SR eI 418834l , WiSM-2#2 4|28 AT MANCS#H 1TH B, NCSEZENCSver!. 15 E mhRA
FREIR B M E BEWiSM-2 2DP##185, T —/MNREHE E R”NCSIAEEWISMAWISM-212 435,
TERTERANBEMEZAAIBIRO,

EE : WiISMBAE RAFWNEHIZE , MEFTWISM-28 R —MEHEs.

||I|||I e Lisoo Prime .
ciged Melwork Contral System wibusl Domain: BOCT DOMAIN - rost e Leglut | S v |
B Home Monknr v Configura
Contralkers BT
rige Conbrodis BT E———
Conigers ~ — Salarl 8 conung
|
1| » Addman Davice HNama ¥ | Devics Type | Location W Varsion | Mobilty Group Narme | Reachabilty Stabus *4° | Inventons Colection Status |
|
1 bl 2500 Fo 22060 sabh sireacha araged avd symichroneed
H & 5 ok Unreachable H d mymich i
WM [Shet . a e [
i | ] B WEMma 3 __:E k TME Lab - Mies Back  7.0.421.2 moaadlsr Pagiliabie Hanaped avtl Hymchionized
r = |
B in7 £ WEMZ-IDPMA ;F_:'.!f.':“-'- 7.2.103.0  miadler Reachatis Managed e synchionged |
2, 1] |
. 83 & Haome_¥WLT S50 7.1.91.0 [y Feachan Hanaped 2 synchroniged |
BE0E-HA ER0C 7.2-1.8 migdlar taach akbi araped @ pynighronoed
] i sSnEHAR £ 7.1.1,59 d Reach Harag h
I_I 10L 7.0 & 4407-mad 25007 MikE's rack 7. 02200 oreah Reachabie Haraged and synchiongeg
A : .04 B 250¢-mal 2500 7.2.1.68 reria d bt Beschabie Mg v semichroneed

FEVSSH#E K T Al [ Sup720HK2THIWISM-2iE{F

VSSHEARB X @ #EZ R R 2R/ MMIBEHEE —RAOVISRER . XHNELIRALEER(VSL).
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Virtual Switch System (VSS) | s
defines two physical Catalyst 6500 switches joined I

special link called a Virtual Switch Link running special
:nm;:ldmﬂw:mﬂmumﬂnmtm“aMhmm

&

AR : XIFVSSERFEESupervisor 720-3C-10GE, 720-3CXL-10GE=k Supervisor VS-S2T-10G-
XL, VS-S2T-10G.

FEVSSHEH |, Cisco WISMREEZENZNMRELRNEREN AN, EEMELRRREHEH
, TZ A TEEWISM-20 i T EZEZE MR HLID,

KA ASIEEN A IEEM17ITES |, BL2945 R ; 13FAMEH A RAL2M BB M3BLE R |, L4545
R
Cat 650X# show nodul e switch {#} slot {#}

=45 : show module switch 2 slot 11

Cat650X#show wismstatus — & RVSSZ A FHIWISM-24& 3R

| 3 Wism SLALLS
yservice vlan : &, service IP Subnet : 8.100.1.8/255.255.255.0
WL AN

slot controller service IP Managemsnt IP =W varsion controller Type sTatus
| e Fmm e T o m e o

18 1 B.100.1. 59 113.173.1.10 7.0.114, 62 WS-V -WISM-2-K9 oper-up
25 1 B.100.1.90 112.178.1.10 F.0.114, 62 WS-SVC-WISM-2-K9 Opar-up
34 1 B.100.1.65 113.172.1.10 F.0.114. 62 WS-SVC-WISM-2-K9 oper-up
|| 36 1 B.100.1.63 113.170.1.10 F.0.114. 62 WS-SVE-WIEM-2-K9 opar-up

1=

Cisco IOSE#F A8 12.2(33)SXIR EBMAT X IFFHLAGE E. REFNEEEBNIEREE.

—BRNBEIR |, SupervisorfEIR 5 & VSSI AL H HIWISM-2s#Y 7 Nk 3 #2425 B 3 ol 2 A
mOBEEO, B , mOBENRSRES. WiSM-209EtherChannel \689FF %5 , EI746% R,



vES#show wism switch 2 module 4 controller 1 status
isM Controller 1 in STot 36 configured with auto-Tag

operational Status of the Controller : Oper-uUp

service WLAM H-!

service POFT HE

service Port Mac Address : 0022, bhdds. 0141

service IP Address : 8.100.1.63

|Management IF Address : %lg.};ﬂ.l.lﬂ
rt channel Number H ?5E'I?:::j

owed=vian 115L T LO0= c122-140,142-260,262-340, 348450, 459 471 -4 80 , 49N

Nartive wLAM ID : 420

WCP keep alive missed : 0

VSESF

Cat65XX-E VS-ModulefF @it NP BRSZVLANSWISM-2EREE |, iZVLANAIE L RN ELLFIEA
RBHRE :

(Cat-6K)# wism service-vian {vlan id}

Cat6500 LWy B & 7RI :

interface vlan22
ip address 192.168.2.1 255.255.254.0
W sm service-vlan 22

J9 Supervisor 720/2T=4 3% 7 DHCPAR %585 B Cisco WiSM-2k 551w O 81 DHCPE B, fln :

i pdhcp pool wi smservice-port
network 192.168.2.0 255. 255.255.0
default-router 192.168.2.1

AVF1ECisco WiSM-2F BT ik D BEM T ZEOBENVLANERAU TGS :

Cat-6K(config)# wism switch (#) nodule {#} controller 1 allowed-vlan {vlan range}

Cat-6K(config)# wismswitch (#) nodule {#} controller 1 native-vlan {vlan id}

Cat-6K(config)# wismswitch (#) nodule {#} controller 1 qos trust <dscp/cos/ip-precedence> -
!--- Trust state of the Interface Cat-6K(config)# wismswitch (#) nmodule {#} controller 1

gosvl an-based - !--- VLAN Based QoS should be enabled for policing the wireless to wired traffic

on Caté6k

EREVSSEATRIIERZEREBER , BRHENATHS :

showism switch 2 module 4 controller 1 status

VESHS SMSWITC modute—4—controller-1-status
wism Ccontroller 1 in slot 36 configured with auto-lag
operational Status of the Controller : Oper-up
Service VLAM : B

Service Port H

Service Port Mac address : D022, bdd5. 0141
service IP address : 8.100.1.63
Management IP Address : 113.170.1.10
Software version : F.0.114. 62
Port Channel Number 1
allowed-vlan list : 100-120,122-140,142-260,262-340 , 34 E8-450 459 471480 459
Hative WiLaN ID s 420

WCP Keep alive Missed i

show interface status switch 2 module 4



POrt Name Status vlan

Te2,/ 4,1 connected trunk

Tad 4,2 noTConnect  unassigned
Gi2/4/3 connected 8

Gi2/4/4 disabled 1

VSSH#

VSS#

Duplex
ull
full
full
full

spead pe

1000 1000Base Sv
1000 1000Base Svc

106 10GRase Swi
10G 10GBase SvC

Cat6500#Show module switch all — ¥ iF24NVSSA R H IR IR

Switch Number : 1 Role: virtual switch Active
|Mod Ports Card Type Mode] serial wNo.
Eirewall Module WS-SVC -FaM-1 SADO948020X
|:-: WiSM 2 WLAN Service Module | W5-5VC-WISM2-K9 SAL14211DEF
WS=SVC-FlaM-1 SAD14040272Z
5 8 Intrusion Detection System WS-SVC-IDSM-2 SAD100304TE|
@ 4 w15M 2 WLAN sarv1ce Module WS -SVC -WISMZ-KO SAL14481073
7 i V5-5720-10G SAL13410X3Y
a WS=-SVC -WISM2 -K9 SAL1421JENZ
I : WS-XG6748-GE-TX SADL14900%3
11 1E CEF?ED 15 port lDGE W5-X6716-10GE SAD112908zZ2
12 4 CEF720 4 port 10-Gigabit Ethernet WS-X6704-10GE SALO9444NPS
Switch Number : 2 Role: wvirtual Switch Standby
[Mod Ports Card Type Mode] serial nNo.
- WisM 7 WLAN Service module WS=SVC-WISM2Z-K9 SAL1421IDF)
: tem WS-SVC-IDSM-2 SADLO3103TH|
ery ce Modu e W5S-SVC -WISMZ-K9 SAL1412DAK]
. 7T DELE FoLE WS-SVC-IDSM-2 SADO94902UX
[ & Firewall module WS-SVC-FM-1 SAD104501 E-EII
B 5 Supervisor Engine 720 10GE (Hot) V5=-5720-10G SAL1332vPLQ|
11 48 CEF720 48 port 10,/100/1000mb Ethernet wS-X6748-GE-TX 5AL094335rP8
13 16 CEF720 16 port 10GE Ws-X6716-10GE SADL12504YY

W, BALIBECUISEH &S EEEIIEHREEED , AEIUANRELEZERELE

BN, HEEE,



CIS5C0 MONITOR  WiaNs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP
Maonitor Summary

Summary 100 Access Poinks Supporiad
F Access Polnts

F Cisco Cleandir

b Statistics
F CDP
controller Summary Rogue Sumimary
F Rogues
Management [P 10.70.0.12
Clients Address e dictihve Rogue AP a
Multicast :;:-r':::s?nrt " 19:2.186.2.22 drctive Rogue Clisnts Ja]
Eofiware Yersion 2.2.102.0 ddhoc Rogu=s 4]
Field Recovery Imags > 043 33 Rogues an Wired Netwark 0
Varsmn T
Sy stem Name WiSk2- 20P-MA
Uip Tirme 0 deys, B hours, 17 mirut=s  TOp WLANS
Systern Time Tue Feb 14 Z00dd 37 2012
Profile Mame & of Clients

Imternal Termparabure WOA&
BOZ.11a Metwork

Stata Enabled
502,110/ Network bl Most Recent Traps
State

MBUHANE |, FREEZFIF LN AT BIFAIE , SRV AETACS 15H] BA LRI # ¥ AT E,
EAPIE 52/3F M 48 X RALINAWISM-2,

ERLLE P imERIAPHFRELEFAMRSHZMNEMTEE K , MRE (HIW , ping ) N
HF2EH,

EZARSup 7205 Sup 2THMIWISM-2Bl B 2. HAtfEE K AT UELIWebUIFH# 1T , BEEEAH
L TTLR I HIEE £ — 8, AWISM-2BEBIEMTFANFELRLEHSREE,

X 5ER T Catalyst VSSELE A WiSM-2 2DPIEREIVSSZH, A LUEEWebUIREMTHMEEE
®, KUTERHE MBI IESES.

AWiSM-2E B MERAXTLEFREENFAREE.

WiSMEIWiSM-28 F+ 4 % BF

BWRALTSR

1. A\WiSM1 L& BB X H1R1F. & Hitransfer uploadatypeconfigip & LU E XK E, &
transfer upload mode TFTPas T UAE X X & mER, (LATAERAFTP, MMM ERTE T,
)& Hitransfer upload serverip 'TFTP_server_IP_address'#y = LLE X TFTPARSS 25 IPHb ik, & H
transfer upload path ' TFTP_server_path'is S AE L EE FETE XA TFTPEAIA B FHV B
&, % Witransfer upload filename <filename>® FLIEEX & . & Htransfer upload startdy
TR EAXH. BABMWebUIR T EIRE,



Saye Cor

MONITOR  WLAMNs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMAMDS HELP [FEEL

Commands Upload file from Controller
Dowrnload File File Typs Cenfumurabian o
Upload File
Configuration Fila Encryplisn O
R baat
Transler Mode TFTE =
Conflg Boot

b Scheduled Reboot Server Details
Resel to Faclory

Dol anilt 1P Addrass 10.50.10.48
Set Time File Path W
Laagiin Banner File Hame 10_M3_0_10_041612.cfg

TFTP Config vransfer starting.

2. EWiSM-2 L fTHItREC B LA S B 12 HI8E . WRBERSEH O/9 H REME AT LG RITFTPAR
%85,

3. FMWISMREN T B XH THEIWISM-2, RBSBRINIRIRE | & Htransfer
downloadatytypeconfigid &5 LIS ESX#-K #, % H transfer download mode tftp 5 BAE XX
HEmEx, (LTLERAFTP, MAMIEHR® T, )& Hitransfer download serverip
'"TFTP_server_IP_address'is 5 LA E X TFTPARSS 25 IPHbit, % Hitransfer download path
"TFTP_server_path' i T IAENFEE L EREEXHWTFTPERIAE FHEERE, K& Htransfer
download filename <filename>w = SAEEX B . % Hitransfer download startfy+ A £ &3
#, I MWebUIBRIT IR 4,

|I|hl|l| SR
CIsCo MONITOR WLANs CONTROLLER (WIRELESS SECURITY MAMNAGEMENT COMMANDS HELP FEEI
Commands Download file to Controller
Download Fils: File Tyge Configuretion =
Ligpload File
Pl Configuration File Encrypbon |}
Rebool
N Transfer Mode TFTP [
Config Boot
¢ Scheduled Reboot Server Detalls
F
Uhé"fs::‘lr![“ o IF Acdress §0.50, 1049
St Time Bl i rREREE 10
Login Banner Timedgul [secands) .E-
File Path W
Fil= Mam= 10?0 0_10 od1412.dg

FEREXHTHIEHERE , BHZHEEHS.
4. FE#£ %28 £ & ishow invalid-configin . ©RERNMEALKEE.

(WiSM-slot3-1l) >show invalid-config
This may take =2ome time....

FEE5R5a5858852

(WisM-slot3-1) >j

AR BURSEISETHAPERSREXNEN G . MM , AAWISM-2 25FE
IR APE SR,
5. REMANAPUREF KRS MR RE.




% A : Cat6504:=21TECERHI ( gk )

CAT6504- MA#sh run
Bui | di ng configuration...

Current configuration : 4804 bytes

!

I Last configuration change at 20:34:02 UTC Tue Apr 12 2011
!

version 12.2

service tinmestanps debug uptine

service tinmestanps | og uptine

no service password-encryption

service counters max age 10

!

host nane CAT6504- MA

!

boot - st art - mar ker

boot system flash s72033-advent erpri sek9_wan_dbg- nz. SI ERRA | NTEG 100903
boot - end- mar ker

|

no | oggi ng consol e

!

noaaa new node

!

i pdhcp excl uded- address 192.168.1.1 192.168. 1. 10
i pdhcp excl uded- address 192.168.2.1 192. 168. 2. 20
i pdhcp excl uded- address 192.168.0.1 192. 168. 0. 20
!

i pdhcp pool wi smservice-port

network 192.168. 2.0 255. 255.255.0
default-router 192.168.2.1

!

nom sacl t cam shar e- gl oba

m snetflow interface

m scef error action freeze

!

spanni ng-tree node pvst

no spanni ng-tree optim ze bpdu transm ssion
spanni ng-tree extend systemid

wi sm service-vlan 22

wi sm nodule 3 controller 1 allowed-vlan 10-100
wi sm nodule 3 controller 1 native-vlian 70

wi sm nmodul e 3 controller 1 gosvlan-based

di agnosti cbootup I evel mininma

port-channel per-nodul e | oad-bal ance

|

r edundancy

mai n- cpu

aut o- sync runni ng-config

nodesso

!

vlan internal allocation policy ascending

vl an access-log ratelimt 2000

|

interface Port-channel 3

swi t chport

swi tchport trunk encapsul ati on dot 1q

swi tchport trunk native vlan 70

swi tchport node trunk

m sqos trust dscp



interface G gabitEthernetl/1
--Mre--

swi tchport node trunk

m sqos trust dscp

!

interface G gabitEthernetl/1

swi t chport

swi tchport trunk encapsul ati on dot 1q
swi tchport trunk native vlan 10
swi tchport node trunk

!

interface G gabitEthernetl/2

noi p address

|

Truncated ....

interface Wl an22

description comruni cati on VLAN btween Sup720 and W SM 2
i p address 192.168.2.1 255.255.254.0
|

interface WVl an70

i p address 10.70.0.5 255.255.255.0
!

ip classless

ip forward-protocol nd

!

noip http server

!

control - pl ane

!

di al - peercor custom

!

line con O

linevty 0 4

I ogin

linevty 5 15

I ogin

!

end

CAT6504- MA#

HXER

- WiSM-27= @ F

- WiSM-2F; [ {558

- WiSM-2 R 2 1% BA

. Cisco WLAN #2488

. BRINCSEE R4

. Cisco WLCE B R

- BRMSE

- BNAP#%

- BARZ#EHHH - Cisco Systems
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