FEASALNVPNE FimiL B 5 JIFEE
B =%

I
FZREMH

£ ASA FHLE D ZIREE
FERBENZSREEIEER (ASDM) 5.x BLE ASA 7.x

£ FHASDM6.xEE BASA 8.x

B CLI A& PIX 6.x
UF
HEEE VPN B

&

RN ABARTFVPNE w8 RREE# 2ICisco ASA 5500 R J 2 2R Z A 1A R E BRI T 2.
TR

=R

AXHHBRE ASA LEFEAMMZETE VPN BEE, MREHEREEWEE , 2 [ EHASDME
PIX/ASA 7 xFi & 1= EVPNAR 5 28 Y Bt & 7= Al

£ A4
AXPPEEETFUTRGMELERA
« Cisco ASA 5500 RIILZLIRBEMBIRA 7.x RE SHRA

« Cisco Systems VPN & i 4.0.5 iR


https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/68795-asa-remotevpn-asdm.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/68795-asa-remotevpn-asdm.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/68795-asa-remotevpn-asdm.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/68795-asa-remotevpn-asdm.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/68795-asa-remotevpn-asdm.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/68795-asa-remotevpn-asdm.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/68795-asa-remotevpn-asdm.html

- BENZLRZEESR (ASDM)

EE  ANHEBESCisco VPNE 3 xFEBMPIX 6.x CLIEE,
AXHPHNEENRETHERREREFNREREN, AP EANMEREEVEXAR

(BN ) BEB. MRENMELTEDRS , FHRETHEMEGHWELM,
P 4% B

VPN ZF gy FEE R SOHO WL | HBEX Internet EZE R E 6,

oy =1



192.168.0.3

10.0.1.0/24
192.168.0.0/24

- | 172.22.1.0/24
“Internet”

VPM Cliant
182 168.0.2

L

MR M

LtEEE AT A TF Cisco PIX 500 RFILZ£EZ MR 7.%0
v

BXMEAENESER , H5%E Cisco BERRTAE,

b =
B %15 /%\

AR ME VPN BB PRIEEEE] Cisco BERMZ21R%E (ASA) 5500 R Z £ %& a0
AAYF VPN B P imiAE Internet W S, EE AT VPN BEFRELELZLHE Internet Y&
I IPsec R4 b i8] 7R R



AR 2RBERESRMNREENEE , RAEFAATFRZEN R ERMMLFLAN, £
B&IE M 2 EIFGIE < B T R 5 RAXATVFVPN ClientR#LANTA B, BXFMER , ESH
PIX/ASA 7.x : 72¥FVPN Clientif [A] A< ith | ANH fit & 7= 5l o

£ VPN EF RS ASAWEARSRY , TEREBHIA , FXIKRE VPN BEFRHPMERERTT
MEZEFFHEEIEE ASA, BRELSHIEENIENAFE , LRETESEAXRKETR. 21T ‘ﬁ:%ﬂl&‘%
ERUERLEE  XRERACATAFELBERAEXELEE LN TARNENRE, BRGEE,

F R4 =R I ET,xu"*%FﬁﬁEfﬂzmb;hﬁ T VPN B isi At LAN B2A K% F Interneto

£ ASA LE &7 EIpzE

FREENZSIREEEE (ASDM) 5.x BLiE ASA 7.x
ERATHSBRAEEREATR BN AT ZATHAFERA D ERE,

1. MR)Xi%E$E Configuration > VPN > General > Group Policy , it B EFEEH P B AR
LAN 5 BRI KR, ARfFHE T Edito


https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/70847-local-lan-pix-asa.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/70847-local-lan-pix-asa.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/70847-local-lan-pix-asa.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/70847-local-lan-pix-asa.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/70847-local-lan-pix-asa.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/70847-local-lan-pix-asa.html

Flie Ophors  Tocl:  Wdzerds Help Saarch; Fnd -
) ; . Cisew Svsreus
0 B U0 O 4O & @ ?
Heome | Configuration  Moritaring Bsck Farward Packst Tracer Redrazh Save Hek a
Configerabon = ¥Fh = General = Group Policy
E| £ VaH Wzard : GO Polzy
- 8 Gneral
Lol se 1 P System Opeons:
\ {—mff Coam Uposa Mameoe WH groug polcies. B WF groun polcy 15 & calzciion of user-oriestes atrinutefoaie pars thet
21 _5{ {Ll:ﬂﬂl '._1.?:. may bestonad Ftemsly on e devics o exdernsly or 8 RADILS sarver. The group policy inlormation iz
SECLEEY Polcy I — referenced by WEN furred orope Bnod User Bocoums
Users
[?;1:] +2b Dptauk Turnsl Gales
N;".T 3% Tore Labs Iecrty & HEm= Typs Turn=ing Froloco Aap Ssrver Broup A =
- KE _

Gj AR paac Ok ErpPolicy [Sy=ism Defa iiernal  LETPAPSec JPSec YT 4531[:9

:-J.'PTI:I FBin P fcklass Mansgesent
R Dielate
3 e[ ek
- t E-mai Pray
IpS = !
CED Maraner

"
9

2

Fol.nirg

2. ¥ Z Client Configuration &I

J\—FO



= Edit Internal Group Policy: hillvalleyypn

3. BUH% H Split Tunnel Policy XS R B InherithE , $AJ5 1% Tunnel Network List Below...



B Edit Internal Group Policy: hillvalleywpn |l x|

[sere: hil'.'alla','u;:ﬂ

General | PSec  Client Configurstion | client Firewsil | Harsware Ciert | Mac | webvpn |
Check an Inhert checkbos to let the corresponding setting take its value from the default group policy,

General Client Parameters I Clsco Client Parameters | Microsoft Client Parsmeiers

Banner: ¥ Inkesit

Defavit Domain: ¥ Inherit |

Splt Tunnel DNE Mames (space delimibed) [+ Inhesit |

Zpit Tunnel Policy: [ Inkerit |TLI"|"|E'| Al Mebeorks ;I
Tunnel &l Metworks

Sl Tunnel Netwosk List 7 Inberit Tunnel Mebwork Lizt Below
Exchide Melwork List Below &

Addkess pools

[+ Intesit

HUHEE A Split Tunnel Network List FrXS BIBY Inherit 4 , $A/5# &5 Manage B3 ACL Manager.



@= Edit Internal Group Policy: hillvalleyypn N x|

[trre: |Hllvalla5-".'pr‘|
Gereral | Psec  Client Configuration | Cliert Firewall | Haraware Client | nac | weven |
Check an Inhert checkbox to let the corresponding setting take itz value from the defsul group pobcy.

eners Chent Parameters | Cizco Clent Parameters | hicrozoft Clent Parameters I

Eanner: ¥ Iriherit

Detavtt Domsir I¥ ininerit |

St Tunnel DA Mames (space delimied); ¥ Inherit I

gt Tunne! Pokcy. ™ rinerit [Tl.-lrlrll.'| Metwork List Below 3
Spit Tunnel Metwors List: ™ inherit I-- More - 3 Manaps. .

Address pools

[ Inherd

£ ACL Manager § , i%$% Add> Add ACL... SLBI B FTE AR BIR,



T — L
TErrlme] S I.|-|.|.-.||: Al
T

|
i
}I'-'n kfnp Lrrpimn

B k)

7 ACL REt—1NE#H , REEE OK,



BIEACLE , #OXERAID > Add ACE, JLAERNHEESI% B (ACE),



“lvw k] &7 I| e S T |

& add v [ owienn #+ & | §
i Ao A0 T E] i Lol L
#
¥

EM S ASA G LAN W RH) ACE, TEARBIF | ZMEER 10.0.1.0/24,

E$F Permits

JE#F 1P H#hik 10.0.1.0

4% W 48 #55 255.255.255.0,

(") AR



BH>HRE.
=

ET O I':l'll:l"l'll"'”'-l.l. |

Bidd - [t #+ & % Ba

I
) b AT L L]

I x
LE= g
ACEOn | e b

Hordbehrod i
P A | JJ
Hebrask [ 22 2 =]
Cwecriplon
B SApm e rEbeenrh b e AT

o= J Lardw = ]

L

Faiis Mo Dl s =
gl =

B OK LLEBH ACL Manager,



=l

Pigd = [§ | & | J

L 1] I LA o] | o e | [N

4R 7E Split Tunnel Network List & RINI 6128 ACL,



& Db Bink il G oy Pobic v Fdlvalleyvin x|

harres b sbasee par

-'mw-!| Poec  Chenl Configunsbon | Chent Feseosl | Hardwess Tl | MAC | vein e
Crmch an inhanl checkans o 78 coresporsdng seing islm bs waiue feom o deisul groan pobcy

Ceneral Cherl Faremeders | Cigoo Chent Parasnlars | Mcrogofl Chent Pasaseions

Lo rems = ritwrd
Dot dt Covremen = rhet |
Sl Tur e DRSS M (108ce delryisg  rret |
Splt Tuneel Folcy I e | e BT L1 Fisi e j
Sl Turres Mebw or Lisd ™ e | ol Turre j Wrnage
Fere
Acsdreas paky Spit_Turmel_List o |
s il i |.|:-
& therk

B i OK LLUREIARIBACE -



% Edst Tnternal Groug Pobicy! Bellvalleyspn [ |

Vi - | LY

Jerevsl | FSag il Cor feprabon: | Chent Fissesl | Hardweans Cisnl | AL | weint®
Crmch an inhanl checkans o 78 coresporsdng sing islm bs waie foom o deisul gron pobcy

General Cherl Faremeders | Cioco Chent Parasanlars | Mcrosoft Chant Paraseions |

Iz reas S ——
Db i [oowrese [ wirerE
S T e ([90E Pimres | gpmcs dedrlsg « e
ot Time el oy [ iniere e s -

SPR Tuns Network L rret NN - |  Wense

'.:-.r..l-.-'l.

Bd Apply , RIFEE Send (MRFE ) , LD TRIZE ASA,



Parwe E..ﬂ'u:.i.-l-n L ST
[, - Foeny
indoriecen ‘] o | o Tyl
£, iy
WL WY FolTy
ﬁ.\_ll ?:::.} arrd i
a1 | T"--I;I e L e Y
e o WY o
.I'PI'I . ﬂr . s T =
HA
tﬂl@w
o,
e
&,
R R U B
!
Eraarmy
L ||

fEFASDM 6.xEL BASA 8x

e firgd =
' I e 9 7 ;
'w--|IiI =L
T atmnrd P i Timis LT ] (B
< el Pl
iimEE v g modoea 8 YT grag poey 3 & LIRCTn F S O P S AL T T
wv= b= dlorwd hlarely on bw dedicy o admrelly ors FEDLE peres. The growe polic rleselor g
wir wra vl rn VFH e prem g o oremy arersrd s
B Tvps T arereire. F1 oloos Fih SHreH TR Aol = |
=T i m e Ll Fhdifmld 5T L i b b 1 E‘h |

J

TRATHSRUEFREAREN AV ZATFHRASER 2 EIRE,

iR i%$% Configuration > Remote Access VPN > Network (Client) Access > Group Policies , # it RS HEEEhZ A4 LAN

R AVA KRR, A58 T Edito

Condfiger sicn - Remote coess WPH - Hetweork (Chierd) Access = Growp Folickees

Manage VPN groun poboes. A YPN growp polcy & & collection of user-onenbed stinbute | value pairs that may b stored) inbernal
extmmally on g RASDISILOOP server, The groun policy informskion s referenced by P4 borned growps and user soomunts.

* asd |- 'Eﬁ]ﬂm-l

Harie | Type | ~Lnneing Protecel | A
DftrpPolicy (Sypstam Dafak) Intmmel LETP-TFac, [Fieg, wesbvwpn — WA, -
Defaktamo Inkemal - Inhemked - - NI, --
i

& Split Tunneling.




¥=]
-
% S
Fodt T.redng
IF Brcaemsr Pr
[ 1T e
1 (41

e ST Higs
i Pt e ol

Fiarriessrs e

Szt hrrelisg revaorh i detngash retreora that regers raffc to go Hyough e bannesd srd Hhese thaee oo ral
reiurs fuwselng. The ety applaron mabed s5B luanelng datisers. of Be b of 8 inelwarh, i, wheth o an
A1 Bk ooy oF et ol eidiersed on Hee peiesln ralvarh

CHE e | e

Py = rhesi

Rttt LY | bl

L) Lad

Intrrorgt 14 P L onhigeration Mevsege oo Micosalt Clengs =

LY Inherrepk betn P ranfs G deente ine sl horrsien sk h e oty applanee, For Waerkess cheni
ey L 5P, DHCP il eraasd prowales U Sorai nate and sibinel .

Inémroepil I: bt "

BGHE %A Split Tunnel Policy FRXS BIHY Inherit 48 , SA53%42 Tunnel Network List Below.



= it Drvdernial G Padic v hivalle yvpi -

pt birresirey neneey b sk dchreped mesbuec ke Beak raoues e br on thrse et B e A chone ek i e
recpr e lureling. The ooy soplees rufas splk Bl decsacm on e bann of & ek bl oFeh s o
ECL that comaals of B of aiideesias o b prvals itk

= i

Fre— RS Mamen: 7 Inbeit |
y .

- - --h.- :'II-_" e Paslva LE ESEy i
e Lo e e ple et |t 57 Irhard ol A el it
it Faisvaial Turmed Mishwiork L=t Bs

L T L I T

Inkerr empd TP O anhliqurabee Mecpsnps oo Miosacd! [iande

DECP Drfercepd bebs Miooprt BF ot uos ol hunneing with Hhe cecarby sopiances, For sWingiosss cerds
o b, D Inbercepl prosices. 5 dormars masmes ared subrst s

il el ] Lidgid

BUHE R Split Tunnel Network List FXS BZHY Inherit 42 , 2R/ # & Manage B3 ACL Manager.



% ek Tiokeer vl G Pofloy hiwalle g

el 0 furevebre] resterk; A5 dedgiih radbvenebs thak seguie e Sl 10 o Bhouigh Hha Duniesl 50w thieas that da mot
. recpirs burreding. The ascurby agphanoe mskes splt hrmeding cecssos on bhe beae of & resfeark B, which B a0

. T

ALL that sonshls of s o addnswies o the privals et

Lo = e - et

ey [ ¥l |Tunewl 9 i, Ll Bis ;I
TR FLLE 1 Frbwrerk | it | [ Erfwnit Hore -z Yuanage
. i L T F - 1 J L L. '
a2 TR
Tl ol DR Cownlhagoe b b P g g g Prioen MiROEneed CRerds &

[EF feeecep ks Maoons® 15 chends s ol hij |-|||.| walthy el ST e SOORSHE. For Wiiadies =
i Bn BF, [FHCP Infeer epl rosfickss Ha dorain nusma are] smibne ! mev

Inkmrepk: [ Ioberk i

£ ACL Manager /' , #%4% Add > Add ACL... A8l #HT A5 RIBIR,

Skandard aCL | Exbardmd £ |

|=|'+'-..-: - [H i + 4 i

i Hp Addacy... B4 Actaan Drescrighic

o

Jt ACL RE—INEH , RiF8EE OK,



B3 ACL 25 , X%k Add > Add ACE... BUR N5 RIZ#I% B (ACE).



§% ALL Manager

Standard ATL | Extended ACL |
:-‘..:..j.-j B Edit ﬂ Dt

i Add ACI

t 4+ | s RE -

Aetian

Descriplion

ENXE ASA EH LAN X R ACE, EARHIF |, ZM&ER 10.0.1.0/24,

B Permit SRR,

TEIRFEIE RN 10.0.1.0/24 HIM B bk,

(") REMEMEA,

Click OK.



B & OK BUEH ACL Manager,



Standad ACL | Extanded L |
doadd - [F Edt '[It-ﬂutzl + 4|1 M -|

o [ Address [ Action Descriphbion
=1 Spbk Turrssd_Lisk,

i 10.0.1.042 | Pasmni Thi Conporabs network. bahind bha ASE

L o Caneel aen |

H{R1E Split Tunnel Network List F &2 NI NI 81289 ACL,



B Dot Tk eyvnad Growp Policy: hivalleyspn

—

[r—— Sl hnseleg mebaari B Selinguash neleasss tha! ceguie lralTe o e Bamagh ths buanred and s that oo i
— rsLine bunnsling, The ssnity spokanoe meskoss splt hunreling decksiors on the basis of & network Bst, which i an
W Al ek porpinhs o s o sccrssmes on He presl s resvear .

I Bxoswues [Py [HE Hames: |7 Inberk |
- S5 W e

i P I ek |'.--.-'.r---.-- 5F Pialcea .|
.l--l i - ;" I- - -
S hetwork Lst: [~ Dnberkt | Sod Tuvel Lu =|  vunage..
ot P =

Inleroept BHCP Cond =

D L cwd. Bats Mlloromad® 08 dlardy una ol lurdssiee =0 U eeur®y appkaes. For Srekeen deadi
Pt 57, DT i enoiat pedrs ihe s the G ne and St vk

Intmcepi: [« Inbeet i

£ OK BURE A KEEE B
Sl i el P bvaleren

—— 5ol humnsing restea b lesbs dithincgish restraaden that reauins traffic bo o Hheoagh e hunnel and | hose that da not
- —srpsirn hrralieg. The senriy applaee s makery 858 huncellag disciions on e b of o rebwark: B, sdich i an
L that coreks of b of addevie 5 e preiste felverh

Bl il

T Beiewmas g WO Myer [F bt ||
- 1, ¥ ek -
Baer Cherd o ' H [ skt g e teale b, HE B II
Mateah Lint= [ Jnkert ol Tisrel et ;I Mnraage
Trd errpl CRNTFE T ninbigpes sbion e aumsge b rim Firnandt ©lienks =

TP Iricervept bets Micranls 0 diants s ool hurnading rabin o camrity soplancs . For Windoess ek
=i ko 6P, [HCE |rberoast provides e domen name and aubnet i

Inksspapk: B [nheek o gl |

B Apply , RIGEE Send (MRFE ) , ARSI FTRIZET ASA.



Canfiguration = Rennle Accers WH - Hedwork (el Actass @ Group Polcies

Fanags YPH oroup pobdie, & SPN group Sobly B & ooledimn oF ider-onented stinbotefeshos perd el may b dorsd nfem
gxternaly on & RADUSLDED ssrver, Tha groud pobcy nformebon = refarerosd by WO burrssl groups sl user sccounts,

il ddd - mFm|ﬂ'mmn|

Hame | Type Tunnaire Prokocoi .
DfibzmPobcy [Syshem Def sult] [rkeermsl LETP-IFSec, [FEer, metvpn -= P =
CoeF il ey Iribesmal Iribves i i M

e Sl T | [k s sl |

W Apoly .-:I =TT

B CLI BLE ASA 7.x REERAK

BALME ASACLI FERU TSR ( MA2MEHA ASDM ) |, BMEARYFIE ASA EERADEIRSE :



JFE : ASA 7.xHI8.xHICLI D EIpRER BHHE.

HARBEER,
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Password: *
ciscoasa#

configure term na

ciscoasa(config)#

BIZE X ASA EEREN TR FIR.

<#froot>

ciscoasa(config)#

access-list Split_Tunnel _List remark The corporate network behind the ASA.

ciscoasa(config)#

access-list Split_Tunnel _List standard pernmit 10.0.1.0 255.255.255.0

BACFENEB#TERNRBENARBEERN,

<#froot>



ciscoasa(config)#

group-policy hillvalleyvpn attributes

ciscoasa(config-group-policy)#

EEDEIRBERMK. EARHH , LIS tunnelspecifieds

<#root>

ciscoasa(config-group-policy)#

split-tunnel -policy tunnel specified

BEDEIRERRSIR, EARES , BFIFRHF Split_Tunnel_Liste

<#root>

ciscoasa(config-group-policy)#

split-tunnel -network-1ist value Split_Tunnel _Li st

EHELATGS :



<#root>

ciscoasa(config)#

tunnel -group hillvalleyvpn general -attributes

A R S BRE A XK

<#root>

ciscoasa(config-tunnel-ipsec)#

defaul t - group-policy hillvalleyvpn

B ERMAEERN,

<#root>

ciscoasa(config-group-policy)#

exit

ciscoasa(config)#



exit

ciscoasa#

REERFRFHS KM RAM (NVRAM) , HERSIR RIEER XA IR Enter.

<#root>

ciscoasa#

copy running-config startup-config

Source filename [running-config]?
Cryptochecksum: 93bb3217 0f60bfa4 c36bbb29 75cf714a

3847 bytes copied in 3.470 secs (1282 bytes/sec)
ciscoasa#
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<#froot>

Pl X(confi g) #access-1ist Split_Tunnel _List standard pernmit 10.0.1.0 255.255.255.0
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<#root>

Pl X(config)#

vpngroup vpn3000 split-tunnel Split_Tunnel _Li st
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# WPN Client | User Authentication for "hillvalleyvpn™

Cisco SysTems

LJsemanme: |m.arty
M. Password:

| CIE [; I Cancel

1% Status > Statistics... MEER Tunnel Details B0, FRAILFELEBOPNERBEREERHERRIER -

# YPM Client | Statistics :

Address Irfﬂqrmaliun Connection Information
LChers: 10.0.1.50 Erdry hilkvallay.?
SEtva 172.22.1.160 Time: 0 daylz]. 000025
HBytes Liypto
Heceived: 0 E mcrppicn; ibo-bet 3-DES
Senk 1434 Authenbzabion: HMAC-5Ha1
Packets Transport
Encrypted 3 Trarepatent Tunneling Inactive
Decwypted 0 Local LaN: Dizabled
Discarded 0 Compresson; More
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Cisco Systems VPN Client Version 4.0.5 (Rel)

Copyright (C) 1998-2003 Cisco Systems, Inc. All Rights Reserved.
Client Type(s): Windows, WinNT

Running on: 5.1.2600 Service Pack 2

1 14:20:09.532 07/27/06 Sev=Info/6 IKE/0x6300003B
Attempting to establish a connection with 172.22.1.160.

I-—- Qutput is supressed

18 14:20:14.188 07/27/06 Sev=Info/5 IKE/0x6300005D
Client sending a firewall request to concentrator

19 14:20:14.188 07/27/06 Sev=Info/5 IKE/0x6300005C
Firewall Policy: Product=Cisco Systems Integrated Client,
Capability= (Centralized Protection Policy).

20 14:20:14.188 07/27/06 Sev=Info/5 IKE/0x6300005C
Firewall Policy: Product=Cisco Intrusion Prevention Security Agent,

Capability= (Are you There?).

21 14:20:14.208 07/27/06 Sev=Info/4 IKE/0x63000013
SENDING >>> ISAKMP OAK TRANS *(HASH, ATTR) to 172.22.1.160

22 14:20:14.208 07/27/06 Sev=Info/5 IKE/0x6300002F
Received ISAKMP packet: peer = 172.22.1.160

23 14:20:14.208 07/27/06 Sev=Info/4 IKE/0x63000014
RECEIVING <<< ISAKMP OAK TRANS *(HASH, ATTR) from 172.22.1.160

24 14:20:14.208 07/27/06 Sev=Info/5 IKE/0x63000010




MODE_CFG_REPLY: Attribute = INTERNAL_IPV4_ADDRESS: , value = 10.0.1.50

25 14:20:14.208 07/27/06 Sev=Info/5 IKE/0x63000010
MODE_CFG_REPLY: Attribute = INTERNAL_IPV4_NETMASK: , value = 255.255.255.0

26 14:20:14.208 07/27/06 Sev=Info/5 IKE/0x6300000D
MODE_CFG_REPLY: Attribute = MODECFG_UNITY_SAVEPWD: , value = 0x00000000

27 14:20:14.208 07/27/06 Sev=Info/5 IKE/0x6300000D
MODE_CFG_REPLY: Attribute = MODECFG_UNITY_PFS: , value = 0x00000000

28 14:20:14.208 07/27/06 Sev=Info/5 IKE/0x6300000E
MODE_CFG_REPLY: Attribute = APPLICATION_VERSION, value = Cisco Systems,
Inc ASA5510 Version 7.2(1) built by root on Wed 31-May-06 14:45

I--- Split tunneling is permitted and the remote LAN is defined.

29 14:20:14.238 07/27/06 Sev=Info/5 IKE/0x6300000D
MODE_CFG_REPLY: Attribute = MODECFG_UNITY_SPLIT_INCLUDE (# of split_nets),
value = 0x00000001

30 14:20:14.238 07/27/06 Sev=Info/5 IKE/0x6300000F
SPLIT_NET #1

subnet = 10.0.1.0

mask = 255.255.255.0

protocol = 0
src port = 0
dest port=0

I-—-- Qutput is supressed.

B Ping MR A LAN (4]

Wik VPN ZEFIREESRREEREE ASA NESERE T P EBEN S —f5ER £ Windows S THEMA ping@t. VPN EF %
FyZ i LAN 8 192.168.0.0/24 , ¥ EREHFES — & IP it 7 192.168.0.3 BEH,

<#root>

C:\»>

ping 192.168.0.3

Pinging 192.168.0.3 with 32 bytes of data:

Reply from 192.168.0.3: bytes=32 time<lms TTL=255
Reply from 192.168.0.3: bytes=32 time<lms TTL=255



Reply from 192.168.0.3: bytes=32 time<lms TTL=255
Reply from 192.168.0.3: bytes=32 time<lms TTL=255

Ping statistics for 192.168.0.3:
Packets: Sent = 4, Received = 4, Lost = 0 (0% Tloss),

Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms
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