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Profile 1 i1 Logical
<«— L Interface

To

Ak, BRIO

EO
172.22.96.1 124

EOD
172.22.95.1 124

7
AXHEERAUATERE,
- R3:A YL R (Cisco 2503)

- R1:#2 35 52 (Cisco 2503)
- R2 i TYE#& (Cisco 2520)

R3:F ¥R (Cisco 2503)

version 12.2
service timestanps debug dateti ne nsec
service timestanps | og datetime nsec
servi ce password-encryption
]
hostname R3
!
aaa new nodel
aaa aut hentication |ogin default |ocal
aaa aut hentication ppp default |ocal
]
usernane admin privilege 15 password 7 <del et ed>
username R1l password 7 <del et ed>
username R2 password 7 <del et ed>

! -—- For Challenge Handshake Authentication Protocol
(CHAP), passwords must !--- be the same on both routers.
ip subnet-zero ! isdn switch-type basic-5ess ! interface
Et hernetO i p address 172.22.80.4 255.255.255.0 !
interface BRIO

no i p address

encapsulation ppp

dialer pool-member 1
!--- Places the interface into dialer pool # from which
Dialer interfaces !--- may draw channels as needed. !---
Links the physical interface with the logical dialer
interfaces. isdn sw tch-type basic-5ess ppp
aut hentication chap ppp multilink /--- Configure
authentication and multilink on both physical and dialer
interfaces. ! interface Dialer0

Logical
Interface Profile 2

Profile 1

172.22.80.4 /24



ip address 172.22.85.1 255.255.255.0

encapsulation ppp

dialer pool 1
!--- Defines the pool of physical resources from which
the Dialer interface !--- may draw B channels as needed.
dialer remote-name R1
!--- Should match the authenticated username of the peer

dialer string 6661000 class mapclassl
!--- Dialer(0 is linked to map-class mapclassl

dialer load-threshold 128 outbound

dialer-group 5

!--- DDR configuration conmand. !--- This command is
linked to the dialer-list 5 command.

ppp authentication chap
ppp multilink
!
interface Dialerl
ip address 172.22.86.1 255.255.255.0
encapsulation ppp
dialer pool 1
dialer remote-name R2
dialer string 6662000
dialer-group 5
ppp authentication chap
1
router eigrp 69
redistribute static
!--- The redistribute static conmand advertises static
routes !--- to a dynamic routing protocol

passive-interface Dialer0

passive-interface Dialerl
!--- The passive-interface conmand deactivates dynanic
routing updates !--- on the dialer interfaces. Prevents
the Enhanced Interior Gateway !--- Routing Protoco
(EI GRP) process from continuously bringing up the | SDN
I'i nk.

network 172.22.0.0
aut o- summary
no ei grp | og- nei ghbor-changes
1
ip classless
ip route 172.22.95.0 255.255.255.0 Dialerl
ip route 172.22.96.0 255.255.255.0 Dialer0
!--- Router uses dialerl when reaching network
172.22.95.0. !--- Router uses dialer(0 when reaching
network 172.22.96.0. ! map-class dialer mapclassl
dialer idle-timeout 180
dialer fast-idle 5
dialer-list 5 protocol ip permit
!--- Defines DDR interesting traffic for dialer-group 5.
Access-1ist may be used. ! line con O line aux O line
vty 0 4! end

R1:ZE ¥R (Cisco 2503)

version 12.2
service timestanps debug dateti ne nsec
service timestanps | og datetime nsec




servi ce password-encryption

!

hostname R1

!

aaa new node

aaa authentication login default |oca

aaa aut hentication ppp default |oca

!

usernane admin privilege 15 password 7 <del et ed>
username R3 password 7

! --- For CHAP, passwords must be the same on both
routers. ip subnet-zero ! isdn switch-type basic-5ess !
interface EthernetO ip address 172.22.96.1 255.255.255.0
| interface BRIO

no i p address

encapsulation ppp

dialer pool-member 10

i sdn switch-type basic-5ess

ppp multilink

1

interface Dialerl

ip address 172.22.85.2 255.255.255.0
encapsulation ppp

dialer pool 10

dialer remote-name R3

dialer string 6663000

dialer load-threshold 128 outbound
dialer-group 5

ppp authentication chap

ppp multilink

1

ip classless

ip route 172.22.0.0 255.255.0.0 172.22.80.0
ip route 172.22.80.0 255.255.255.0 Dialerl
1

dialer-list 5 protocol ip permit

1

line con O

line aux 0

line vty 0 4

!

end

R2 iz I {E#& (Cisco 2520)

version 12.2

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
servi ce password-encryption

|
hostname R2
!
aaa new node

aaa authentication login default |oca
aaa aut hentication ppp default |oca

|
usernane admn privilege 15 password 7 <del et ed>
username R3 password 7




! -—-- For CHAP, passwords must be the same on both
routers. ip subnet-zero ! isdn sw tch-type basic-5ess
interface EthernetO ip address 172.22.95.1 255.255.255.0
| interface BRIO

ip address 172.22.86.2 255.255.255.0

encapsulation ppp

dialer map ip 172.22.86.1 name R3 6663000

dialer-group 1

isdn switch-type basic-5ess

ppp authentication chap

1
ip classless

iproute 0.0.0.0 0.0.0.0 172.22.86.1
1

dialer-list 1 protocol ip permt
!

line con O

stopbits 1

line aux O

line vty 0 4

|

end

REMALEHT

Bx DDR s oHFMEER , 5 Z A Dialer Profile S5 S HIXI & DDR X4,

THEHRAEITEEDRIIE

. dialer idle-timeout seconds - 5 EEA T UMW Z R It ESE, MRERE
KARE |, ittt BSFnFrmend, ERIARSE 7 120 B4+,
- dialer fast-idle seconds - 1R E S —XEFMHEZEOMNFEY  HEZEOZ

fE. EFPHFEURKEFTRITIER T, RIARE 20 ¥4,
- dialer wait-for-carrier-time seconds - & & & T WA £ At B {ERT 8], 2N RE I8 E AT E N&

BRMBIBOK , WAFFUY,
THEZRAERS KR TIIE

. map-class dialer class-name - I8 EM S H AP RE BTN, FEOBRSEX LFERB

TE B 8] & B 1% i 4
EER, USRI T T

dialer string-class class-namefis ¥ , E##map-classE BB SEEXH#. U Tomt2MEE

REEXTHANSGT

. dialer idle-timeout sec . dialer fast-idle sec . dialer wait-for-carrier-time sec ( iE&&“it5g%

"B ) o

. dialer isdn [speed speed ] [spc] - #E7E ISDN £k3&EE ( RIAE 64kbps ) » spc ETA T8

JE ISDN 3k AEEE,
THERAEZHER PPP v 3I%K :

- PPPZ & - HEWR SERFEDFERASERPPP (W iELESIE— B b aY 485 O W g g
T98). XM TREERTRAFUNYERZOD EMFHFUNKRSEFEDSR,

. dialer load-threshold load[outbound | A ¥ |fE—] — #§

ER N ZEERPPPE AN SRR

8. BRERM 15 255 (255 & 100% &ERAAR ),

Ny —}
LE2
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THRAUUEANHMB TR
. dialer hold-queue packets - IE EEFELBZBENESSAINKE., BRERM 0 2l 100,

. dialer pool-member number [priority priority] [min-link minimum] [max link maximum] - ¥ —4*
VEBFEOIELE—MRERFM, priority priority - REYBEOERSEFMPHRESR (M
1%]255), S, 2XEFEARSHARNED, min-link minimum -iZE R LK SEF
R BN EISDN BEER /N HE(M1E)255), ATFH%RERF & . max-link maximum -
BREN MK SHAEBZHIZED LAISDN BEERKKE(M1F)255),

. dlaler-llst dialer-group protocol protocol-name {permlt |$E4E | list access-list-numbers — £ RBEL

BT, ATEXEEDDREEMNEXRE, ki H 5 dialer-group number O f o8
o permlt R H B MPIL. deny - L THE BN, list-IEEHRBEIR , UEEL—
MNEFE , EZzLEMMUEER,

ir
A BEHNER TR EBUALNEBRS TERET,

mTRHEREFTE (NRIMA,T ) ZHHELYL show H , AT EALUERX show i
BN,

- show dialer [interface type number] - £7773 DDR BB EONERZHES. URKBSER
.I_.E':%"Eiib ) )nJJthfﬂ Dialer state is data link layer up ﬂﬂ%physi cal layer up(NCP)D al
reason |ine Jbshowi§w B8 R it BRa0EL R A EEE e BT AR iRl

- show isdn status - BREEH R 5 ISDN TRYLERBER. £HAHP , RIEE1ERSRERNE
BRIRE , —RBHE2BMRAS=MULTIPLE_FRAME_ESTABLISHEDH I, LttiEwtHE RESAIFELY
NEE,

4 £33
A5 R AL 1S 8 T T X E T MR
PR RR G

mEAHBEREFTE (NRIMAFT ) ZHHELYL show H , BALTEAUEEX show i fh
BN,

AEE : £ A Hdebugis S 2Hl , FSHEXDebugin THEEFE L,

. debug isdn q931 -& RFFIE Y M7 EHISDNR EERE(FE3IE).

- debug isdn q921 - & REEHEEM ISDN XA ZEM D FEHLNBEEREHE (F28 ).
&R show isdn statusBB T FERE1EME2E |, WHEHkdebug.

- debug dialer [events | packets] — & REXE SEFEO LERNRTEDHDDRAIRE R,

- debug ppp negotiation - £ PPP A4 ( TIHEERF LB (LCP), AERM NCP ) HERE
X PPP RERMZMNEE. — NEINHWPPPIEMLE XFBLCPIRES , RRREN , RED
BENCP,

- debug ppp authentication -& RPPPIANEMEUE R , SIF/AWEIEN(CHAP)E B IR ME
BINE(PAP) 3 ¥,

- debug ppp error -& R ESPPPEEMEANEZT A XN IPUERNERE T HIE.
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AXRESRFREXHABEHRNESEL  HSNKRSRFEEXHEBMSEH BRI,
8 it 481 7R B

R1 (172.22.85.2) 3 R3 (172.22.85.1) #17 ping &4 , }#fh% —/ ISDN DDR &

Rl#debug dialer events
Dial on demand events debugging is on
Rl#ping 172.22.85.1

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 172.22.85.1, tineout is 2 seconds:

*Mar 1 02:27:06.067: BRO DDR rotor dialout [priority]

*Mar 1 02:27:06.071: BRO DDR: Dialing cause ip (s=172.22.85.2, d=172.22.85.1)

*Mar 1 02:27:06.075: BRO DDR: Attempting to dial 6663000

*Mar 1 02:27:06.407: %LINK-3-UPDOWN: Interface BRIO:1l, changed state to up

!-—-- R1 initiates the DDR process and uses its first BRI B channel. *Mar 1 02:27:06.411: BRO: 1:
interface nust be fifo queue, force fifo *Mar 1 02:27:06.419: %DIALER-6-BIND: Interface BRO:1
bound to profile Dil

*Mar 1 02:27:06.619: Di1l DDR Authenticated host R3 with no nmatching dialer nmap

*Mar 1 02:27:06.691: Dil DDR: dialer protocol up.!!!!
Success rate is 80 percent (4/5), round-trip mn/avg/ nax = 36/36/36 ns
R1#

*Mar 1 02:27:07.611: %1 NEPROTO 5- UPDOAN: Li ne protocol on Interface BRIO: 1,

changed state to up

*Mar 1 02:27:12.427: %ISDN-6-CONNECT: Interface BRIO:1 is now connected to

6663000 R3

!--- Call timeouts, R1 (172.22.85.2) pings R3 (172.22.85.1) !--- and triggers an ISDN DDR
connection. R3#debug ppp negotiation

PPP protocol negotiation debugging is on

R3#debug ppp authentication

PPP authentication debugging is on

R3#

*Mar 1 02:36:13.015: % .1 NK-3-UPDOMN: Interface BRI 0:1, changed state to up

!--- R3 receives an ISDN call from R1 *Mar 1 02:36:13.019: BRO:1 PPP: Treating connection as a
callin *Mar 1 02:36:13.019: BRO:1 PPP: Phase is ESTABLI SH NG Passive Open [0 sess, 1 |oad] *Mar
1 02:36:13.019: BRO:1 LCP: State is Listen

! -—— Incoming configuration request *Mar 1 02:36:13.447: BRO:1 LCP: I CONFREQ [Listen] id 62 len

30

*Mar 1 02:36:13.447: BRO:1 LCP: AuthProto CHAP (0x0305C22305)

* Mar 1 02:3:13.447: BRO:1 LCP: Magi cNunber 0x60C29964 (0x050660C29964)
*Mar 1 02:3:13.447: BRO: 1 LCP: MRRU 1524 (0x110405F4)

* Mar 1 02:3:13.447: BRO:1 LCP: EndpointDisc 1 Rl

(0x130B0156656E75732D484B
!I-—- Outgoing configuration request *Mar 1 02:36 13.451:BR0:1 LCP: O CONFREQ [Listen] id 2 len

32

* Mar 1 02:3:13.451: BRO: 1 LCP: Aut hProto CHAP (0x0305C22305)

* Mar 1 02:3:13.451: BRO:1 LCP: Magi cNurmber 0x0070D085 (0x05060070D085)
* Mar 1 02:3:13.451: BRO:1 LCP: MRRU 1524 (0x110405F4)

* Mar 1 02:3:13.451: BRO: 1 LCP: EndpointDisc 1 R3
(0x130D014A7570697465722D484B)

!I-—- Outgoing configuration acknowledgment *NMar 1 02:3:13.451: BRO:1 LCP: O CONFACK
[Listen] id 62 len 30

* Mar 1 02:3:13.451: BRO: 1 LCP: Aut hProto CHAP (0x0305C22305)

* Mar 1 02:3:13.451: BRO:1 LCP: Magi cNurmber 0x60C29964 (0x050660C29964)
* Mar 1 02:3:13.451: BRO:1 LCP: MRRU 1524 (0x110405F4)

* Mar 1 02:3:13.451: BRO: 1 LCP: EndpointDisc 1 Rl

(0x130B0156656E75732D484B)
!-—- Incoming configuration acknowledgment *NMar 1 02:36:13.511: BRO:1 LCP: I CONFACK



[ACKsent] id 2 len 32

*Mar 1 02:36:13.511: BRO:1 LCP: Aut hProto CHAP (0x0305C22305)

*Mar 1 02:36:13.511: BRO:1 LCP: Magi cNunber 0x0070D085 (0x05060070D085)

*Mar 1 02:36:13.511: BRO:1 LCP: MRRU 1524 (0x110405F4)

* Mar 1 02:36:13.511: BRO:1 LCP: EndpointDisc 1 R3
(0x130D014A7570697465722D484B)

!--- Link Control Protocol is open *NMar 1 02:3:13.511: BRO:1 LCP: State is Open

01:49:36: BR0:1 PPP: Phase is AUTHENTICATING, by both [0 sess, 1 loadl]

*Mar 1 02:3:13.511: BRO:1 CHAP: O CHALLENGE id 2 len 31 from"R3"

*Mar 1 02:3:13.515: BRO:1 CHAP: | CHALLENGE id 22 len 29 from"R1l"

* Mar 1 02:3:13.515: BRO: 1 CHAP: WAiting for peer to authenticate first

*Mar 1 02:3:13.571: BRO:1 CHAP: | RESPONSE id 2 len 29 from"R1L"

*Mar 1 02:3:13.575: BRO:1 CHAP: O SUCCESS id 2 len 4

*Mar 1 02:36:13.575: BRO: 1 CHAP: Processing saved Chal l enge, id 22
*Mar 1 02:36:13.575: %Ol ALER-6-BIND: Interface BRO:1 bound to profile D0
*Mar 1 02:36:13.575: BR0O: 1 CHAP: O RESPONSE id 22 len 31 from"R3"

*Mar 1 02:36:13.575: BRO: 1 CHAP: | SUCCESS id 22 len 4
!--- PPP CHAP Authentication succeeded *Mar 1 02:36:13.607:BR0O:1 PPP: Phase is VIRTUALI ZED [0
sess, 0 load] *Mar 1 02:36:13.611:Di0 PPP: Phase is UP [0 sess, O load] !--- PPP NCP begins *Mar

1 02:36:13.611:Di0 IPCP: O CONFREQ [Closed] id 2 len 10 *Mar 1 02:36:13.611:Di 0 | PCP: Address
172.22.85.1 (0x0306AC165501) *Mar 1 02:36:13.611:Di0 CDPCP: O CONFREQ [Closed] id 2 len 4 *Mar 1
02:36:13.626: Di0O M.P: Added first Ilink BRO:1 to bundle RL *Mar 1 02:36:13.626: Di 0 PPP:
Treating connection as a callout *Mar 1 02:36:13.626: BRO:1 | PCP: MP bundle interface is built,
process packets now *Mar 1 02:36:13.626: BRO:1 | PCP: Redirect packet to DiO *Mar 1 02:36:13.627:
DiO I PCP: | CONFREQ [ REQsent] id 2 len 10 *Mar 1 02:36:13.627: DiO | PCP: Address 172.22.85.2
(0x0306AC165502) *Mar 1 02:36:13.631: DO | PCP: O CONFACK [ REQsent] id 2 len 10 *Mar 1
02:36:13.631: D0 | PCP: Address 172.22.85.2 (0x0306AC165502) *Mar 1 02: 36:13. 634: BRO: 1 CDPCP:
M.P bundl e interface is built, process packets now *Mar 1 02:36: 13.634: BRO:1 CDPCP: Redirect
packet to DiO *Mar 1 02:36:13.635: Di0 CDPCP: | CONFREQ [ REQsent] id 2 len 4 *NMar 1

02: 36:13.635: Di0 CDPCP: O CONFACK [REQsent] id 2 len 4 *Mar 1 02:36:13.639: Di0 | PCP: | CONFACK
[ACKsent] id 2 len 10 *Mar 1 02:36:13.639: DO | PCP: Address 172.22.85.1 (0x0306AC165501) *Mar 1
02:36:13.639: DO IPCP: State is Open *Mar 1 02:36:13.639: Di0 CDPCP: | CONFACK [ ACKsent] id 2

len 4 *Mar 1 02:36:13.639: Di0O CDPCP: State is Open *Mar 1 02:36:13.643: Di0 IPCP: Install
route to 172.22.85.2
* Mar 1 02:36: 14. 607: %1 NEPROTO- 5- UPDOAN:  Li ne protocol on Interface BRIO: 1,
changed state to up
*Mar 1 02:36:19.019: %ISDN-6-CONNECT: Interface BRIO:1 is now connected to
6661000 R1

= R UHRAL FIEsIRASET -

R3#show dialer
BRIO - dialer type = | SDN
Dial String Successes Failures Last DNI S Last status

0 inconming call(s) have been screened.

0 inconming call(s) rejected for call back.
BRIO:1 - dialer type = | SDN

Idle tiner (120 secs), Fast idle timer (20 secs)

Wait for carrier (30 secs), Re-enable (15 secs)

Dialer state is data link [ayer up

Interface bound to profile DO

Current call connected 00: 00: 47

Connected to 6661000 (R1)
!--- Call is connected to interface BRI 1/0: first B channel BRI0:2 - dialer type = ISDN Idle
timer (120 secs), Fast idle tiner (20 secs) Wait for carrier (30 secs), Re-enable (15 secs)
Dialer state is idle DO - dialer type = DI ALER PROFI LE Load threshold for dialing additional
calls is 128 Idle tiner (120 secs), Fast idle timer (20 secs) Wait for carrier (30 secs), Re-
enable (15 secs) Dialer state is data link |layer up Number of active calls =1 (Rl) !/---
Interface Dialer(0 is active and connected to R1. Dial String Successes Failures Last DN S Last
status 6661000 O O never - Default Dil - dialer type = DIALER PROFILE Idle tiner (120 secs),
Fast idle timer (20 secs) Wait for carrier (30 secs), Re-enable (15 secs) Dialer state is idle
Nurmber of active calls = 0 Dial String Successes Failures Last DNI'S Last status 6662000 0 O



never - Default
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