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3524x1# show running-config
Building configuration...

Current configuration:



version 12.0

no service pad

service timestamps debug uptime
service timestamps log uptime

no service password-encryption
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IPvd4 Addresses Reserved for Public Documentation
IPv4 Unicast Addresses

RFC 5737, IPvd Address Blocks Reserved for Documentation, references previous RFCs (including RFC 1918, Address Allocation for Private internets, and RFC 3330, Special-Use IPvd Addresses) and assigns the following IPv4
address blocks for use in technical content and examples of code:

Address Block  Host Starting Address Host Ending Address Broadcast Address Subnet Mask

192.0,2.0/24 192.0.2.1 192.0.2.254 192.0.2.255 255,255.255.0
198.51.100.0/24 198.51.100.1 198.51.100.254 198.51.100.255 255,2556.255.0
203.0.113.0/24  203.0.113.1 203.0.113.254 203.0.113.255 255,255.255.0

IPv4 Addresses Reserved by Cisco

Cisco has acquined three blocks of IPv4 addresses that are resenved for documentation, These addresses allow writers 1o show complex network configurations. Each block includes a subnet. If you use the following IPvd
addresses in documentation, you must also include the subnet mask:

Address Block Host Starting Address Host Ending Address Broadcast Address  Subnet Mask

209.165,200.224/27 209.165.200.225 209.165,200.254 209.165.200.255 255.255,255.224
208.165.201.0/27 208.165.201.1 209.165.201.30 208.165.201.31 255.255.255.224
209.165.202.128/27 209.165.202.129 2089.165.202.158 209.165.202.159 255.255.255.224

Private IPv4 Addresses

RFC 1918 provides a group of IPud addresses that are never assigned publicly and ane not routed throwgh the public intermet, as listed in the following table, The same pool of addresses can be used within any private network
[a network that does not communicate with the internet or with other private networks, or communicates only through gateways that translate the address).

Address Block Host Starting Address Host Ending Address Broadcast Address Subnet Mask

10.0.0.0/8 10,0.0.1 10.255.255.254 10.255.2585.255 255.0.0.0
172.16.0.0/112  172.16.0.1 172.31.255.254 172.31.265.255 255.240.0.0
192.168.0.0/16 192.168.0.1 192.168,255.254 192.168,255.255 255.255.00

Note: Automatic Private IP Addressing (APIPA) uses addresses that range from 169.254.0.0 through 169.254,255.255. Although these addresses are safe, their use in Cisco documentation is not recommended.
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|-—- Define IPSec traffic of interest.


https://www.ietf.org/rfc/rfc1918.txt

l-—- This line covers traffic between the LAN segment behind two PIXes.

l-—- It also covers the SNMP/syslog traffic between the SNMP/syslog server

I-—- and the network devices located on the Ethernet segment behind PIX 515. access-list 101
permit ip 172.18.124.0 255.255.255.0 10.99.99.0 255.255.255.0
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