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Prerequisites

Requirements
Cisco B THUTER .

. Cisco Unified Contact Center Express (UCCX)h4%11.62%Cisco Unified Contact Center
Enterprise Release 11.63 & # BRIV BX R ALl (PCCE)MRA11.6 AN AT E A o

Note: A X 2 Z & & > T Cisco Identitify RS (ID) M & B ERE(IdP). AXSZEUCCXREHEH
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Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration. 20 R #& iy B £& S2BR
, BRIEZ T BT mSHEERm,

BRI

RIPRESIMUEN—NENFERTR. EEHENERSCOS R R K EER(APM),
KIPEAAPM :

version 13.0

%XH  EH#lEdition(OVA)

P AIPATENFM, —EEIPH
HH—IdPERARSERHY

MRIPEERERIME FTRELRANE G BRENQZELAN . KB AEF BELRREELTER

Note: RE(ER. , BB AIPRLEIEHE.
Configure

CEESTRREM | H Henable (event) i RIER  BEBRERE N E

Main | Help | About

) ons Dk 758) ot
= Momary (3.868) L T ——— |
(1J SSL Orchestrator L
i Mouse Prensicning Licenaa Status. Required Disk (GB) Requirsd Mamary (MB)
Local Traffic
= Bl Management (MGMT) Smal A 0 1070
) e [l Garrier Grade NAT (CGNAT) Disabled Eg Liconsed ] [
2| Acceleration ] Local Traffic (LTM) # | rominal Eg Liconsed ] BE4
77 Access [l Applieation Security (ASM) Nono E& Licansed 0 1492
" Nono Ny 2 416
= F
So - B Fraud Pritoction Sarvico (FPS)
Bl Global Traffic (DNS) None Eg Liconsed o 148
2 Netwark
Bl Link Gontrober (LG} Noro B Unkconsod 0 148
[£¥] System o e T ¥ Liconsed 2 a4
Gonkusatn Bl Application Visitility and Roporting (AVR) Noro Egy Licansed 16 576
File Management — = =
Policy Enforcament (PEM) Nono icermad
Cortifcate Managoment W Foley i
Disk Management B Advanced Firowall (AFM} Nono % Licensed i 143
Software Management Bl Application Accoloration Manager (AAM) Nona £ Licansed 32 2050
Doene B Secure Web Gateway (SWG) o, B Uricoered ki fid
Resourcn Provisionin 9 ——
Bl iRuies Language Extonsions (IRusosLX) Nesa & Liconsed o 748
Platform
igh Avallabiity Bl URLDS Minimal (URLDE) Nono Fi Unliconsod E] 2048
Hachive Bl 00OS Prolectian [DOS) Noog Ei Unlicensod 20 1850
Bueicnd Ao | _Submit

- BIEFTHVLANENetwork-> VLANF


https://support.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/bigip-ve-setup-vmware-esxi-13-0-0.html

I] OMNLINE [ACTIVE)
f; Wt
L -

I Hel 1] | ! Metwork 3 VLANs : VLAN List » ecctarnal

Ii"d Statistics i - iy newardin
@ IApps
General Properties
B Wizis'ils Nama | external
Partition / Path :Gnmrrnn
6y e — .
ﬁ SSL Orchestrator Tag 4083
@ Local Traffic i Irrae
Interface: 12 ;

,E_;, Traffic Intalligence e
b Tagging: | Select.. 4|

Interfacas 1.1 (uniagged)
m Access

g Device Management

@ Metwork

Interfacas

_Edi | _Deleto |

Ceonfiguration: | Basic 1)
Source Chack
MTU 1500

Routes

Salf IPs

Auto Last " Default %
Packet Filters 2o 18 )

Trunks sFlow

Tunnels Palling Interval '|' Default & | Default Value: 10 seconds

Route Domains Sampling Rate [ Deofault | Default Value: 2048 packets

VLANS
Service Policies Update | Cancel | Delets |
Natwerk Security

Class of Service

ARP

IPsac
WCCP
DMS Resolvers

Rate Shaping

[£¥] System

. 2 {E A ENetwork->EH EBIP THIdPHIPH — N ETHIR B



Network » SelfIPs » 10.78.93.61

Configuration

Name 10.78.93.61
Partition / Path Common
IP Address 10.78.93.61
Netmask 255.255.255.0
VLAN / Tunnel | extemal 4
Port Lockdown [ Allow Default n J

|| Inherit traffic group from current partition / path
Traffic Group .

[ traffic-group-local-only (non-floating) ¢]

Service Policy | None ¢|

Update | Cancel | Delete |

- BB —ANEEXHEGR - >E RS /REE- >AccessEL B X #



General Properties

Partition / Path

Profile Type
Profile Scope

Settings

Inactivity Timeout

Access Policy Timeout
Maximurn Session Timeout
Minimum Authentication Failure
Dhelay

Maximum Authentication Failure
Delay

Max Concurrent Usars

Max Sessions Par User

Max In Progress Sessions Per
Client IP

Restrict 1o Single Client 1P

Use HTTP Status 503 for Error
Fages

Configurations

Lagout URI Include

Logout URI Timeout
Microsoft Exchange

User [dentification Methad

OAwth Profile ﬂ

Language Settings

Additional Languages

[ Aar (aa)

Faciory Buillin Languages

English (en)

- BB - EARS 2R

Japanase (ja)
Chinese (Simplifiad) (zh-cn)
Chinese (Traditional) (zh-tw)
Koraan (ko)
[=<| |spanish (es)
«_|French (fr)



General Properties

Name

Partition / Path
Description

Type

Source Address
Destination Address/Mask

Service Port

Availability
Syncookie Status

State

Notify Status to Virtual Address

Idp_Test
Common

Standard

“r

0.0.0.0/0

10.78.93.62

443 HTTPS a

[

[@ Unknown (Enabled) - The children pool member(s) either don't have service checking enabled, or service check results are not available yet

Off

Configuration:




Salected Availabla
(Common ICammon
chigntss! e cligntsslnsecurg-Compatibha
SSL Profile (Glient) B | e aa
i‘ cryplo-server-default-cliantssl
splitsession-gefault-clientss!
Selecied Availabhe
(Common ICommon
s servarss| o apm-default-sarsarssl
Hot Fotle _I crypto-client-default-serversal
32| | pecip-default-serverss!
servarsskinsecura-compatible
SMTPS Profile MNone
Client LDAP Profile
Sarc LOAP ot
SMTP Profile
VLAN and Tunnel Traffic AllVLANs and Tunnels g]
Source Address Translation "None &
Content Rewrite
Rewrite Profile #| [ None ‘)
HTML Profile " Nona 4]
Access Policy
Access Profile prefileLDAP -
Connectivity Profile :-I Nong &
Per-Roquest Policy “None &)
VDI Profile " None
Application Tunneds (lava & Por-
OAM Suppart .| Enabled
PingAccess Prafile [ None #)
Acceleration
Rate Class " Naone 4|
OnaConnact Profile Mona &
NTLM Cann Pool
HTTP Compression Profile None =:
Wab Acceleration Profile Nona :
HTTR/Z Profile " None &)
_Update | Delete |

- A IEUE B F(AD) A HBE R T- >INE- >BUEE R



Accass » Authentication » adfs

7 -~ Properties Groups

General Properties
Mamea adfs
Partition / Path Common
Type Active Directory
Configuration
Domain Mame cisco.com
Server Connection s Use Pool  Direct
Domain Controller Pool Mame ICommon/pool
IP Addrass:
Haostname:
_ Add |
10.78.93.153 | adfssarver.cisco.com
Domain Controllers
Edit | Delete |
Server Pool Monitor | none D
Admin Name Administrator
A_dmin P'H'Emd [RETTERETTY
Verify Admin Password sraseraias
Group Cache Lifetime 30 Days _Clear Cache |
Password Security Object Cache
Lifetimea 30 Days Clear Cache |
Kerberos Preauthentication |
Encryption Type Bl 'J
Timeout 15 geconds

Update | Delete |




. B — T IdP RS E G R - >EX3B- > SAMLE 10 4t Ri 7 - > A ith AP AR S5

Edit IdP Service

& General Settings IdP Service Name*:

& SAML Profiles /Common/smart-86-idpservice
. Endpoint Setti

el S IdP Entity ID*:

e https:/f5-idp.cisco.com

. SAML Attributes bt i

4 Security Settings _
IdP Name Settings

Scheme : ~ Host :
https v | f5-idp.cisco.com
Description
Log Setting :
From Access Profile v Create

[ OK || cancel




Edit IdP Service

- General Settings
& SAML Profiles

- Endpoint Settings
% Assertion Settings
+ SAML Attributes
4 Security Settings

SAML Profiles

|| Web Browser SSO
["] Enhanced Client or Proxy Profile (ECP)

OK

I

Cancel




Edit IdP Service

% General Settings

Assertion Subject Type :
& SAML Profiles Transient Identifier v
., Endpoint Settings
. Assertion Settings Assertion Subject Value*:
o SAML Attributes %{session.logon.last.username} A

" Security Settings
Authentication Context Class Reference :
urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTranspori | v

Assertion Validity (in seconds) :
600

[[] Enable encryption of Subject

Encryption Strength .
AES128 b

[ oK ][ Cancel ]

Note: 21 R —MNEZ B 1A A = (CAC)EAINE , XEBEHFZEHRMESAMLAR FEE S
SR RuidE %,

FF : uid

B : % {session.ldap.last.attr.sAMAccountName}

S R2. 8| Euser_principal/E 1.

& : user_principal
B : % {session.ldap.last.attr.userPrincipalName}



Edit IdP Service %

% General Settings Signing Key :
& SAML Profiles /Common/default.key v
-, Endpoint Settings

- Assertion Settings Signing Certificate :

" SAML Attributes /Common/default.crt v

-, Security Settings

| ok | cance |

Note: — EIdPEREZ B | B T 5 S ExportiZ 4l JTHRIBAY T HIRH IR TE A F- >BR3B- >
SAML & 136t Bi i - >Z<#thIdP AR S5

REEHKIFICHES (SAML) B

SAMLHE R

- JEIETGE]- >BKFB- > SAMLB IR 6 ZsamIF R 54K 612 51 i 1dP AR 55 7= 4 < Bk



Access » Federation : SAML Resources » smart-86-samiresource

General Properties

Name smart-86-samiresource
Partition / Path Common
Description
Publish on Webtop [ | Enable
Configuration
SSO Configuration L smart-86-idpservice ¢_)

Customization Settings for English

Language English
Caption smart-86-samlresource

Detailed Description

Image Choose file | No file chosen View/Hide

Update | Delete |

Webtops

. B2 —webtopZE 78 - > Webtops



Access » Webtops : Webtop Lists » Smart-86-Webtop

General Properties

Name Smart-86-Webtop
Partition / Path Common
Type Full

Configuration

Minimize To Tray .'_l.gi__'iEnabled
Show a warning message when
the webtop window close | eselice
Show URL Entry Field « Enabled
Show Resource Search «| Enabled
Fallback Section

Initial State | Expanded % |
Update | Delete |

RIRMRER
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Access » Profiles / Policies : A

# v AccessProfiles  PerR

Per-Session Policles)

Customization

Searct] ) Create...| import...|
[v1| +| Status | « Access Profile Name + Appication | + Profile Type | Per-Session Poiicy | Export | Copy | Logs | Virtual Servers | = Partiion / Path
L LDAPAccessProfile 880 default-log-setting LdapVs Common
L Name Al Export... Copy.. default-log-setting Common
L Smart-86-AccessProfile LTM-APM Export.. Copy... default-log-setting Common
m Test 550 default-log-setting Common
- aceess All (none)  (none) Common
L profile2 SSL-VPN Export... Copy... default-log-setting Common
L profile3 LTM-APM Export... Copy... default-log-setting Common
L profileLDAP Al Export.. Copy... default-log-setting Common
_Delete... | Apply |
o
- R BLR M miE 2R T T
f5
Access Policy: /Common/profileLDAP EﬂtEndngsI (Endings: Allow, Deny [default])
fallback

K K
I:swt }M+—i Logon Page |[aback , _,, | [Succesl ”'+—»—| AD Query M+—»—| Advanced Resource Assign |

3

T |

fallback
-

. I ET 3 B R s E R
S/ BRATE-BTHETERIA

HPR2. AD Auth - >TFEFH A ZRIADFSE BRI




ﬁ

]'Properties]_rBranch Rules\]

Name: |AD Auth |

Active Directory

Type ( Authentication 4 |
Server [ /Common/adfs % |
Cross Domain Support Disabled %
Complexity check for Password - a

Reset Disabled

Show Extended Error Disabled %

Max Logon Attempts Allowed

Max Password Reset Attempts

Alowed &

HUR3. ADEHTE- 7 ELENHFAT R,



|

| [[Properties | [ Branch Rules |

Name: [AD Query

| Active Directory
Type Query s
Server JCommon/adfs &
sAMAccountName=%{session.logon.|ast.username}
SearchFilter
s
Fetch Primary Group Disabled %
Cross Domain Support Disabled %
Fetch Nested Groups Disabled %
Complexity check for Password Disabled *
Max Password Reset Attempts 3a

Allowed

petore exration || o $0 ]
Add new entry | Insert Before: | 1 3
Required Attributes (optional)

1 len ] (=l
2 |displayName | o] [=][x]
3 |distinguishedName | (o] [=][x]
4 ldn | (] =[x
5 [employeelD ] [ (=1 [
6 [givenName | [a] (=]
7 [homeMDB | (] (=1 [l
8 [mail | &l [l
Cancel | save | Help|

S R4 TR B R 5 B -< Bl &) B A samI & IR Rlwebtop il



meperties [anch Rules]

Name: |Advanced Resource Assign

Resource Assignment

Add new entry | Inst

Expression: Empty change

SAML: [Common/ids_pipeline, /Common/smart-86-samiresource
Webtop: /Common/Smart-86-Webtop

Add/Delete

B S5 1R 4L/ (SP) T B IEExchange

- EF TS AIDHIANIE KIPEN R4E- > Certificate Management - > Traffic Management
Note: fRUETAE B 1EFF I IAEFENDIAEARIE



General Properties

Name smart88crt.crt
Partition / Path Common
Certificate Subject(s) smart-88.cisco.com

Certificate Properties

Public Key Type RSA

Public Key Size 2048 bits

Expires Nov 17 2019 21:10:10 GMT
Version 3

Serial Number 915349505

Common Name: smart-88.cisco.com
Organization:

Subject Divisi;m:
Locality:
State Or Province:
Country:

|ssuer Self

Email

Subject Alternative Name

Import... | Export... | Delete |

- B2 Msp.xmIf) — N FT#Y 5% B £ Access-> Federation-> SAMLIDENTITY# R & F- >
ExternalSPHE$#EES

- HSISPIEHERRXT IAPERS £ W E T - >Bk3- > SAMLE 3L R > itsIdP IR S5
Verify
UEEA AT EEBNBIITR,
Troubleshoot
B 15 R F(CAC)INEA M

MERESSOIANERNCACAF A , HEREUCCX ids.logi il i& 24 #thi& BSAMLIE %,

MREGEMEZ , SAMLBFER%E, i, FFL BESW , user_principal SAMLIE M EIdP& B#



[

YYYY-MM-DD hh mm:SS.sss GMT(-0000) [IdSEndPoints-SAML-59]com.cisco.ccbu.ids
IdSSAMLAsyncServlet.java:465 -retrievefromuser_principal

YYYY-MM-DD hh mm:SS.sss GMT(-0000) [IdSEndPoints-SAML-59]com.cisco.ccbu.ids
IdSSAMLAsyncServlet.java:298 - SAML responseprocessingfailed
com.sun.identity.saml.common.SAMLException samluser_principal

com.cisco.ccbu.ids.auth.api.ldSSAMLAsyncServlet.getAttributeFromAttributesMap(IdSSAMLAsyncServlet.java:4
66)

com.cisco.cchu.ids.auth.api.ldSSAMLAsyncServlet.processSamlPostResponse(IdSSAMLAsyncServlet.java:263
)

com.cisco.ccbu.ids.auth.api.ldSSAMLAsyncServlet.processldSEndPointRequest(IdSSAMLAsyncServlet.java:17
6)

com.cisco.ccbu.ids.auth.api.ldSEndPoint$1.run(IdSEndPoint.java:269)

java.util.concurrent. ThreadPoolExecutor.runWorker(ThreadPoolExecutor.java:1145)

java.util.concurrent. ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:615)
java.lang.Thread.run(Thread.java:745)

Related Information

- Technical Support & Documentation - Cisco Systems



http://IdSSAMLAsyncServlet.java:465
http://IdSSAMLAsyncServlet.java:298
https://www.cisco.com/c/zh_cn/support/index.html
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