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Requirements
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collaboration/unified-contact-center-express/118855-configure-uccx-00.html
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Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration. 20 R#& Y B &4k T
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XEMEHRBE LA T ; hitps://www.cisco.com/c/en/us/support/docs/customer-
collaboration/unified-contact-center-express/200651-UCCX-Version-11-5-Prerelease-Field-
Commu.html?cachemode=refresh
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@ Add Site to Employee Most Visited ) Network Computing: @0 Add Site to Employes

st]1a1]1: Agent Sandra Jefferson (sandrajefforson) - Extension 4081001001
CISCO - NotReady v 11:08

| |m My Statistics Manage Customer Manage Chat and Email

| ake a Net

| Set up Cisco Unified Intelligence Center Access
Welcome! Accept the following certificates to begin using Cisco Unified Intelligence Center.
| * uccx1-183.cisco.com:12015

| Click OK to launch the tabs to accept these certificates.

OK

Set up Cisco Unified Intelligence Center Access

* uccx1-183.cisco.com:12015

I Welcome! Accept the following certificates to begin using Cisco Unified Intelligence Center.
| Click OK to launch the tabs to accept these certificates.

OK
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Tomcat cen is CA
signed pre 11.5

Upgrade to 11.5

Agent is asked to accept
additional certificate in LD
gadget (12015) and email-chat
gadget (7443)

Agent tries 10 accept,
but browser will give
error of unsecure
connechion

Install the cop on UCCX

and SM which will disable
Option 2 the ECDSA certs from
being offered 1o chents

Have the ECDSA
certificate on UCCX and

SM signed by any CA
using EC.*

Install COP on SM to
fix defect
CSCvb5B580

Agent logs in again
and continuas to -
work
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Tomcat cert is self
signed pre 11.5

Upgrade 10 11.5

Agent is asked to accept
additional certificate in LD
gadget (12015) and email-chat
gadget (7443)

Install the cop on UCCX
and SM which will disable
the ECDSA certs from
being offered to clients

Cisco

Recommended
action Oiptiond

Accept the additional
certificate for LD and
gmailichat.

l

Agent logs in and
continues to work | .« A
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MBEFACASEIIES , BHCertificate Authority (CA)Z FILECDSAINE S EABIEH — 2
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B Add Site to Employee |2 Most Visited Metwork Computing: @ Add Site to Employee

/ Your connection is not secure

The owner of uccx1-183.cisco.com has configured their website improperly. To protect your information from being
stolen, Firefox has not connected to this website.

This site uses HTTP Strict Transport Security (HSTS) to specify that Firefox may only connect to it securely. As a result, it
is not possible to add an exception for this certificate,

Learn more

Report errors like this to help Mozilla identify and block malicious sites

The certificate is not trusted because it is self-signed

or code: SEC_ERROR_UMNKNOWRM_ISSUER
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. ¥ & Upload File.

Note: 11 RiEBICAZBIAILE |, FEINEHHBICANRIEBAERNTomcat EENEM A RIBIEH, W
REEHENES | BRNARRFIANEZS , BMELIAERI TomcatEEF W, HEZEHTE
FBAENE; , R EHCAZEECIAULL , HABZHMTIHt , YEEE TUCCXRARFIER,
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Cisco SocialMinerCisco UCCX X % RS8R A
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2. RETEEEMF,
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BINBCAREMNIES , HEAEFEAREHEC CARFWECDSAINIE, HRMNEFCAZZNIERR
RN , RNBEFXHFRBE. ReEMTA?

BINTESRESANANIRLRHERBRFEZ I B ANINE, ReEMLAL?
BRMERTHECDSAIE BT EN KRR , AEATHIET, FEEERIEAUCCXH
SocialMiner £ Z 3% K& XX RSAIE BRI R L E Fim. ECDSAIANIETEkeystoreHARRE , B A
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FIEEBREFMECDSA ?

BRRE , BREVOSFEMEME —THNLLEMEFTK.

ftAFHRZIEUCCX COPS ?

UEGERBEEENIANE , HETEFEREEFES ZANIES
- BIETEERB I AINEZFHCA
HARHREZESM COPS ?

- HEFEABFERNIANLE , FETHFERERFEX ZOILESH
- HETRRESNRNELZFHACA
- HREBHNEESNRSAWECDSAILEBHEHECA

fr AR T EIWebBR S5 88 L IR SRR IMER T HOEP 2
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TomcatECDSA RIEBREFEELT F B R BEHIEMchat-email

RSA CAXFMTomcat , HEZET KRBT 515 5K 132 32 12 SR PR A B8, 7 B 44 B K /)N B 44 Y
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Related Information

- UCCX ECDSA COPS -
https://software.cisco.com/download/release.html?mdfid=2863097 34 &softwareid=280840578
&release=11.5(1)&flowid=80822

. SocialMiner ECDSA COPS -
https://software.cisco.com/download/release.html?mdfid=283613136&flowid=73189&release=
11.5(1)&softwareid=283812550&sortparam=

- UCCXIE# 1§ B.- http://www.cisco.com/c/en/us/support/docs/customer-collaboration/unified-
contact-center-express/118855-configure-uccx-00.htmi
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