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The most common SAML flow is shown below:

SAML 2.0 Flow
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84 B.ZEIDPHMIDSH Certificates Used
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Keys and Certificates

= rade Keva- e Encryption/Signature key

SettmgS dS Trust Security Troubleshooting
Tokens :
Set Token Expiry o Generate Keys and SAML Certificate

Regenerate key for token encryption and signng

Regenerate u}
SAML Certificate
Regenerate certificate for signing SAML request
Once certificate 1s re-generated, perform the metadata exchange and ensure the S50 Test s
successful.
Regenerate
m [

4 C. IDPF 4 CertificationF1 & B
SSLIAME(SSO)

- WIAEEREIDPMZF P ik ZE, & imSMEFESSOIAILE

- MESSLINEMZEE P i MIDPIRS SR ZEN21E. BIAMETREERNNADFS , RMFEX
IS

- SSLINEMY EB LS R TADFSE B/ & FE L



i

Edit Claim Rules for col115idspub.col115.0rg.au

T

Edit Rule - col115idspub.col115.org.au

You can configure a custom claim rule, such as a rule that requires muttiple incoming claims or that extracts
claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS claim rule language.

Claim rule name:

col115idspub col115.0m.3u

Fule template: Send Claims Using a Custom Rule

Custom rule:

name" ]

=> issue(Iype =

"http://schemas.xml socap.orqg/ws/2005/05/identity/claims/nameidentifier™,
Izsuer = c.Issuer, Originallssuer = c.0riginallssuer, Value = c.Value,
ValueIype = c.ValueIype, Properties
["http://schemas.xmlscap.ocrg/wa/2005/05/1dentity/claimproperties/format
"] = "urn:casis:names:tc:SAML:2.0:nameid-format:transient™, Properties
["http://schemas.xml soap.org/wa/2005/05/identity/claimproperties,/namequ
alifier™] = "http://colll5dec.colll5.org.au/adfs/services/trust”™,
Properties
[“Thttp://schemas.xmlscap.org/ws/2005/05/identity/claimproperties,/spname
gqualifier”™] = "colllSidspub.colllS.org.au™);
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Manage Tools
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Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
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1. $TFFCARRS 2B IELCSR http : <CAMRSS B8IPitbiit>/certsrv/.
2. REERIAE,

3. R HMNIERBER,

4. B4ICSRZ|Based-644mIBHIEBER,

5 8%,

6. FEHRZBWILH,

Microsoft Active Directory Certfficate Services — col115-COL115-CA

Welcome

Use this Web sile to request a ceificate for your Web browser, e-mail client, or other program. By using a cerlificate, you can verify your ide
communicate with over the Web, sign and encrypt messages, and, depending upon the type of cerificate you request, perform other securit

You can also use this Web site to download a ceriificate authority (CA) cerfificaie, ceriificaie chain, or certificate revocation list (CRL), ortov
pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA cerlificate, certfificate chain, or CRL

Submit a Certificate Request or Renewal Request

To submut a saved request to the CA, paste a base-B4-encoded CMC ar PKCS 810 cermficate request or PEICS &7 renewal request generatied by an external
source (such ac a Web sanved) in the Saved Request box

Saved Request:

Base-bd-encoded
certicate request
[CMIC &t

PHICS #10 or
PHCS #T)

Additional Anribubes:
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4IJJ Specify Certificate Authority Response
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L} Application Pools
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Complete 2 previously created cenificate request by retrieving the file that contains the certificate authority's
response.

File name containing the certification authority’s response

I =]
Friendly name:

fors |

Select a certificate store for the new certificate:

|Pmonal v|
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8. "B A #iserver>Expand Sites>Select®R AR 3k>ClickiB4(zh #EM).
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G ADFS =
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P Service
. ect lasuer % Certificate Information
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A C"“fi( e Service communicabions
= =1 CN=col115de.col115.0n OU=TAC O=Clisee CN=eal1 1500111 This CA Root certificate is not trusted. To enable trust,
Claim Descriptions - A S = install this certificate in the Trusted Root Certification
F] Trust Relationships Teken-decrypting Authorities store.
Clairms Provider Trusts [EICN=ADFS Encryption - col115dc.col 115 .0rg.au CN=ADFS Encrypti
Rebying Party Trusts Teken-signing
Attribute Stares (& CN=ADFS Signing - cal115de ool 115 org au CN=ADFS Sigring

4 Authentication Policies

Per Rebying Party Trust
Issued bo:  ADPS Sgning - ool 115,00l 115 org. au

F

Issued by: ADFS Sgning - coll 154,00l 115 0rg.au
A

Valid from 12/30/2018 bo 12/30/2017

Install Certificate. ..
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» | 2|

] ADFS

1 ] Service
[ 7] Endpoints
|7 Certificates
[ Claim Descriptions

1 [ Trust Relationships
[ Claims Provider Trusts
[7] Relying Party Trusts
[ Attribute Stores

. [7] Authentication Policies

EFTRBAN

Relying Party Trusts

Monitoring | Identiiers | Enciyption | Signature | Accepted Claims

Encryption cerfficate:

Specify the encryption certficate for this relying party trust.

lssuer:
Subject:

Effective date:
Expiration date:

|

Remove

View...
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- SAMLIAE
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SAMLIAE

LINERHIDSRSGRERN(BEEEEN), MIAMBERTERBREIFA,

i vat]u TR
CISCO |denllt'\,f service

Management

Status

® In Service

[x]

col115idspub.col115.0rg.au Properties

T ADFS | Organization | Endpoints | Prowy Endpoits | Notes | Advanced
+ Bl Sewvice Montorng | ienifies | Encyplion | Sinatwe | Accepted Claims
] Endpoints Spacky the signature verfication certficates for requests from this relying

5] Certificates pay.
[ Claim Descripticns Subject [ Efectve Date
i || Trust Relationships EICH=cal115ds... CN=coll15dspu... 1214201665, 121
] Claims Provider Trusts
|1 Relying Party Trusts
[Z] Attribube Stores
1 || Authentication Policies
[] Per Relying Party Trust
< il | S

General | Details | Certification Path

administ,..

SAML Cenrntificate Expiry

® 12-14-2019 18:58 (930 days left)

m Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  col115dspub. col115.0ng.au
Issued by: col115Sdspub.col115.0rg.au

Valid from 12/14/2016 to 12/14/2019

Tnstall Cartificats... | | Tecue Soatement




INERA FEEBSAMLIER |, #BXEZIDP (ADFS), W AHZAEIDSAEIE , HASAEA
ADFSHRZ 85,

1.Download SAMLMIDSERSE 28 HISP T #3E,
2. Xfhttps:// <idsR55BEFQDN>:8553/idsadmin/BIBroswer.

3. EFEBMTEHSAML SPTHEH ERET.

{- =1 solihorgau ﬁ [ %] + K @

il

) oad SARM SP Me

[ Az =X
TTEAIEMIDSHRSS 28-S A

<?xml version="1.0" encoding="UTF-8"7=

<EntityDescriptor entitylD="col115idspub.col115.0rg.au” xmins="urn:oasis:names:tc:SAML: 2.0:metadata” >

- =5PS50Descriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocel” WantAssartionsSigned="true" AuthnRequestsSigned="true" >
<HKeyDescriptor use="signing" > -
<ds:KeyInfo xmins:ds="http:f fwww.w3.0rg/ 2000/ 09/ xmidsige" >

<ds: X509Data:
cds:509Certificate> MITC+ TCCAeGQAWIBAGIEWDAKIDANBgkghkiGOWOBAQUFADAIMSMWIQYDVOQDExpjb2wxMTVpIHNW
AdWIuY29sMTELILmMOYZyShdTAeFwOXNJEYyMTOwWNzUIMiVaFwixOTEYMTQwNzUAMjVaMCUxIzAhBgNV
BAMTGMNvDDEXNWIkc2BLYISjb2wxMTUubIInLmFIMIIBIjANBgkghkiGOwWIBAQEFAADCADBAMITE
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] File Action View Window

vo| 2(m| B[

Select an opbon that thes wizard wil use 1o obtan data sbout thes rehng party

) impon data ahout the nelying party published onine or on 2 local netwodk

Lz thes: opbon to mpot the necessary dats and cenficaies from 2 rehang pasty organizenon that publshes
s lederstion metacdats onne or on & local refwork

Federation metadsta address |host name o URL)E

Ewmh:hmmwinuﬂmmm
® Impon data about the relying pary from a file

Lies this option bo impodt the necessary dats and camfoatas from a relying pay that has
epoded its federation meladata o a fle. Ersure that Fus fie = fom 2 rusted souce. Thes wigand will not
waldate tha sounce of the file.

Federabon metadata file locaton

| [ Eowse |

") Erder data about the rehying party manualy
Lisa this option to manualy input the necessary date shout thes rehing party organization

ADFs

1 ADFS

1 [ Service
=] Endpoints
] Centificates
] Claim Descriptions

1 [ ] Trust Relationships
[ Claime Provider Trusts
] Relying Party Trusts
(] Attribute Stores

1 [7] Authentication Policies
[ Per Relying Party Trust

MADF St % iE

coll15idspub.coll 15.0rg.au Properties | X |

General | Detals | Certification Path
Orgonization | Endpoints | Proxy Endpos Notes | Advanced
Marikorng | Mentfies | Encyption | Signature | Accepted Claims | -
party.

: 5 - This CA Root certificate is not trusted. T ble trust,
Subject lssues Effective Date | Bxpiratic install this certificate in the Trusted Root Certiication
EBICN=col115ds... CN=colliSdepu._. 12714201665 . 12714/ Authorities store.

Issued to: col11Sdspub.col115.0rg.au
Issued by: col115dspub.col115.0rg.au
Valid from 12/14/2016 to 12/14/2019
¢ | i | »
[ A || Vew. || Remove.. | | Tssuer Statement
[ ok | caeed || men
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COoITbidspub.coll13.0rg.au Froperties L=

. Organizaton | Endpoints | Prooy Endpoints | Notes I Advanced [

Montoring | Identfiers | Encryption | Signature | Accepted Ciaims
Specify the encryplion certficate for this relying party tust. AD FS
Encryption cestificate:
Issuer: Select an Encryption Certificate
Subject: ind ADFS C D =]
Effective date: T [ = Windows ¥ ' R . !
Bxpiration date: Organize =  Mew folder * [l &
E arrim e . Y - N e~ A el .
Browse. ., ¥ Favorites lame Date modified Typ
Bl Desktop ar 2 - File folde
8 Downloads bg - e folde
= Recent places cs 2 - e je
da £ je
& This PC E de A e folde
i Desktop el de
Documents en e folde
@ Downloads en-US Fi
& Music e A "
oK Cl = Pictures et A je
B Videos fi de
g Local Disk (C3) fr A olde
B8 DVD Drive (D9 IR Y| € — ’
File name: |] w| |Certificate Files (*.cer”.sst;".pTk v
Open | | Cancel
Referecne

http://www.cisco.com/c/en/us/td/docs/voice ip comm/cust contact/contact center/icm enterprise/i

cm_enterprise 11 5 1/Configuration/Guide/UCCE_BK U882D859 00 ucce-features-

quide/UCCE_BK U882D859 00 ucce-features-quide chapter 0110.pdf



/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_11_5_1/Configuration/Guide/UCCE_BK_U882D859_00_ucce-features-guide/UCCE_BK_U882D859_00_ucce-features-guide_chapter_0110.pdf
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_11_5_1/Configuration/Guide/UCCE_BK_U882D859_00_ucce-features-guide/UCCE_BK_U882D859_00_ucce-features-guide_chapter_0110.pdf
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_11_5_1/Configuration/Guide/UCCE_BK_U882D859_00_ucce-features-guide/UCCE_BK_U882D859_00_ucce-features-guide_chapter_0110.pdf
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