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rie CLi rurrnde VIV L =

Eecurity.keystorePw = 101046ho! $t5CE-3N(({d-B~E~:z03g1

“Cizco“CUP»conf »security.properties
“CiscosCUPsconf >

I} | I D% =

2.DfE A a S BRWSMIES |

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
delete -alias wsmcertificate

keytool.exe —storetype JCEKS -keystore cisciscocupsconfusse
y —alias wsm_certificate

ez a proprietary format. [t iz recommended to migrate to PH

an industry standard format using "keytool —importkeys o ke y

: coscupsconfssecuritys.keystore —destkeystore ciscisc up cup
itys.keystore —deststoretype pkcsl2"

HI R Rt AR E .
AR WFILERS R, VXMLERSSHBNRERSHFEELS R

3. BWSMARSS 25 4 BGIE B R HLA(CA)ZRUEH,

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
genkeypair -alias wsmecertificate -v -keysize 2048 -keyal g RSA

wCisco~CUP~jre~bhin*keytool.exe —storetuype JCEKS —-keystore cicisco“cupsconfsse

urity~.keuystore —genkeypair —alias wsm_certificate —wv —keysise 2848 —kevyalg REA

ERAFBMAFAER , RAERAYestoiA , MERR ;

Jhat is your first and last name?
[CUPAl: CUPA

Jhat is the name of wyour organizational wnit?
[ciscol: cisco

Jhat iz the name of your organization?
[cizcol: cisco

Jhat iz the name of your City or Locality?
[Richardzonl: richardson

Jhat is the name of your State or Province?
[Texas]l: texas

Jhat iz the two—letter country code for thisz unitc?
[TX1: TH
CH=CUPA, OU=ciscp»U=cisco, L=richardson, ST=texasz, C=T% correct?
[nol: yes

enerating 2.848 hit RSA key pair and self-signed certificate <SHAZ256withRSAY v
h a validity of 98 days

for: CH=CUPA, OU=cisco,. O=cisco. L=richardson, 3T=texas,. C=TX
nter key password for <wusm_certificate’

CRETURN if =zame az keystore

HIRRE A B ERTE,



A EZRLARBCN)BR , RS E,

4, £ A BRERFER

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
certreq -alias wsmcertificate -file
UCVP HOVE% conf\security\wsmcertificate

sCiscosCUPsjreshinzkeytool.exe —storetype JCEKS —-keystore cosciscoscupsconfss
uritys. keystore —certreq —alias wsm_certificate —file c:sciscoscvpsconfssecuri
~uwzm_certificate

nter keystore password:

arning:

he JCEKS keystore uses a proprietary format. It iz recommended to migrate to P
812 which iz an industry standard format wusing "keytool —importkeystore —srcke
tore cisciscoscupsconfssecuritys.keuystore —destkeystore cisciscoscupsconfssecu
tys.keystore —deztstoretype pkcocsi2™.

5 ECALLEIUH,

EE  FREIREACATANMLIECALERIEF, TRCAMAKHITHIEHMBIES.

6. FHRIE B RMCAL B HIWSMIEHEH B E ;

C:\Ci sco\cvp\conf\security\.

7. S ARIUES

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
import -v -trustcacerts
-alias root -file % CVP_HOVE% conf\security\<fil ename_of _root_cer>

BERIAARAERD  WEFR ;

:\CiscosCUP~jreshin>keytool.exe —storetype JCEKS —-keystore c:Nciscoscuphconfise
urityn.keystore —import —-v —trustcacerts —alias root —file C:\Cisco“cupsconfise

uritys\root.cepr
nter keystore password:




wCiscosCUPsjreshinrkeytool.exe —storetype JCEKS —-keystore cisciscoscupsconfse
uritys_keystore —import —v —trustcacerts —alias root —file C:isCiscoscupsconfs.se
urity~CUPA—root .cepr
nter keystore paszsword:
Duner: CH=CUPA, OlU=cisco, O=cisco, L=richardszon, ST=texasz, C=TX
szuer: CH=UCCE1ZDOMAINCA. DC=UCCEi1i2, DC=COM
berial number: 47000HBAAL?6895db4285cda2?A0ARAARAAAAL
alid from: Tue Jun 23 11:22:48 PDT 2020 wntil: Thu Jun 23 11:22:48 PDT 2822
ertificate fingerprints:
MD5: GD:=1E:3B:86:96:32:5B:9F:28:25:47:1C:8E:BA:18:6E
SHAL1: DA:57:B5:5C:Ch:93:82:B9:3D:6C:CHE:-35:06:4A:24:-7D:-DC:5C:F?:51
SHA256:- F5:8AC:65:EB:5A:-38:1C:90:27:45:-BB:B5:67V:-CB:65:-A8:-95:09:-B8:D9:-3F:
H2:12:53:5D:81:2A:F5:13:67:-F4:60
Eignature algorithm name: SHA256withREA
bubject Public Kevw Algordithm: 2848-hit RSA key
ersion: 3

¥tensions:

i1 : ObjectId: 1.3.6.1.4.1.311.28.2 Criticality=false
AAAR: 1E 12 @@ 57 AA 65 A6 62 B8 53 B8 65 8@ 72 8@ Y6 ... W.e.h.S.e.r.v
AAiA: AA 65 AR 72 BB

2: ObjectlId: 1.3.6.1.5.5.7.1.1 Criticality=false
iuthorityInfofccess [

accessMethod: calssuers

accessLhocation: URIMName: ldap:- - ~CH=UCCEi2DOMAIHNCA.CH=AIA.CH=Publicx2dKe vx2@5
ppruices , CN=Services .CH=Conf iguration . DC=UCCEL12 . DC=COM?cACertificate?hase?objectC
ass=certificationAuthority

iuthorityKeyldentifier [

eyldentifier [

AAAA: 78 EF 21 55 BA F? 75 @3 JA BA 1D A3 5A 9E 43 B x.tU..u.:
>

t4: Objectld:- 2.5.29_31 Criticality=false
RLDiztributionPoints [
[DiztributionPoint:
[URIName: ldap:- - CHN=UCCE1Z2DOMAINCA.CHN=UCCE12Z_ CH=CDFP,CHM=FPublicx2BKeyx2B5eru
ces . CN=Sewrvices . CM=Conf iguration,DC=UCCEL2 . DC=COM?certificateRevocationLiszt?has
bfobjectClass=cRLDistributionPoint]

£ Trust this certificatei2 R T, A Yes , MEAFTR;

7= Obhjectld: 2.5.29.14 Criticality=false

tubhjectKeyldentifier [

eyldentifier [

i 15 AY AB 9B DC E? 7B AE LF 44 DC AT BC 16 B? C7
CE 54 29 59

",
8.5 ACAKEHWSMIEH
%CVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore % CVP_HOVE% conf\security\. keystore -inport -

trustcacerts
-alias wsmcertificate -file %CVP_HOVE% conf\security\




twCiscosCUPsjreshinkeytool.exe —storet9pe JCEHS —kevwstore c:isciscoscupsconfssef
urity~_keystore —import —v —trustcacerts —alias wsm_certificate —file G:xCisco™
vpsconfssecurity~CUPA.p7h

nter keystore password:

op—level certificate in reply:

Dyner: CH=UCCE1Z2DOMAINCA,. DC=UCCEi1i2, DC=COM
szuer: CH=UCCE1Z2DOMAINCA, DC=UCCE1Z. DC=COM
berial number: 1398856881 Yc46bf4bba59624cf6209F
alid from: Sat Jun 29 21:38:17 PDT 2819 wntil: Sat Jun 29 21:48:17 PDT 2624
ertificate fingerprints:
MDG: 94:82:AC:3F:59:45:48:A9:D3:4D:2C:DV:-EA:=38:1C:27
SHA1: 88:=YS:A7:=4B:D3:D5:B2:-76:B5:59:96:-F1:83:82:C2:BB:-97:23:8B:16
SHA256: ER:E3:1F:5A:8BE:E2:8F:14:80:59:26:64:25:CA-CA:FD:=91:E4:F3:EB:2D:
2:31:85:62:84:45:-66:89:-28:F5:AA
Eignature algorithm name: SHAZ2S56withRSA
.uhjqct Pghlic Key Algorithm: 2848-hit RSA key
ersion:

xtensions:

1= OhjectlId: 1.3.6.1.4.1.311.21.1 Criticality=false
HAAA: B2 B1 84

i2 - Ohjectld: 2.5.29.1% Criticality=true
HasicConstraints: [

CA:true

PathLen:2147483647

3= Ohjectld: 2.5.29_15% Criticality=false
eyllzage

DigitalSignature

Key_CertSign

Crl _Sign

t4: Ohjectld: 2.5.29.14 Criticality=false
bubjectKeyldentifier [

eyldentifier [

AAAA: 78 EF 21 55 BA F? 7% @3 3Aa BA 1D A8 5A 7E 43 Bo
AA1A: D1 F8 57 3E

iz not trusted. Install reply anyway? [nol:

9. X AU ARST 2R, VXMLARSS SR MR E RS B|[EE L I3, 4H8,

10.fECVPHELEWSM

SH|A:
EmE

c:\cisco\cvp\conf\jnm_wsm conf

AN EH B R XM FHRTF



javax.net.debug = all

avax.nec.sal.keysTore :

el = W LD = O U e LR R

- & =

- et

5C0O

&

el B

Z1T regedit(rt) £ fyStart > Run > Type regedit) &7 %

FFEAT A Y DN 2 S IET:

HKEY_LOCAL_MACHI NE\ SOFTWARE\ Ww6432Node\ Apache Sof t war e
2. 0\ WebSer vi cesManager \ Par anet er s\ Java
b . A | M

B VIVEWERE InC

a J WowbiiiNode b (Diefault)
4 L Apache Software Foundal _a_l:§||:|mpuj-.

4 Prooman 2.0 ab| o

d - VO Server
4 J Patamatens
L b
k log
b Hart
& Hep -
4 Webberwpehlans
a4 Paameters
J birva

L San
; b Stop
b Cisco Systems, Inc.

bl Colence g abiDptions |

Iype

REG_ ST
REG_SZ
REG_5Z
REG_MAULTI SZ

COm. Sun.management . jmxremote.ssl.need.client.auth = true
COm. Sun.management . jmxremote.anthenticace = false

COm. Sun.mAnAJeEment . jmxremote.port = 2099
COm. Sun.mANAgement . jmxremote. 33l = true

COm. SUn.mANAJSmSNT . jmxremote. rmi .. porc = 3000
conf\Security\.Keyscore
javax.net.ssl.keyStorePassword=< keystore password >
javax.net.sal.crustStore=C:\Cisco\CVP\conf\securicty\.keystors
javax.net.ssl.trustS5torePassword=< keystcore password >
javax.net.=ssl. bmstﬁture!ypc-‘]mﬂ

Foundat i on\ Procrun

Liata
value not set]

CAClaeah CVP WML Served| Tama st bl oot eag....

€\ Cisco\ VP e bin serverjvm.dil

“Djrehomes &\ CrooVCYPygre - Deatalina bases T

| £

11.#ECVPH &L & CallServerfi JMX

SME

OK Cancel




c:\cisco\cvp\conf\jmx callserver.conf

N PR R ERT S RS

COm. Sun.management . jmxremote.ssl.need.client.auth = true

COmM. Sun.management . jmxremote . aucthenticate = false

COm. Sun.management . jmxremote.port = 2098

COm. Sun.management . jmxremote.ssl = true

COM. Sun.management . jmxremote.rmi.port = 2097
javax.net.ssl.keyStore = C:\Cisco\CVP\conf\securitvy\.keystore
javax.net.s2sl.keyStorePasaword = <keystore password>»
javax.net.ssl.trustStore=C:\Cisco\CVP\conf\security\.keystore
javax.net.ssl.trustStorePassword=< keystore_ password >
javax.net.as]l.cruscScoreType=JCEKS

#COm. sun.management . JmMXIemote.Ss51.Ccontig.file=

12.#FECVPH i BVXMLServerf JMX:
S|
=]

c:\cisco\cvp\conf\jmx vxml.conf

REBE AR X RT

cCOom. Sun.managsment . jmxremote.ss]l.need.client.aucth = true
com. sun.management. jmxremote.authenticate = false

com. Sun.management . jmxremote.port = 9696

COm. Sun.management . jmxremote.ssl = true

COm. Sun.management . jmxremote.rmi.part = 9697
Javax.net.ssl.keyStore = C:CiscoCVPconfsecurity.keystore
Javax.net.ssl.keyStorePassword = <keystore password>

B=% .
IZ1T regedit i T

FEAT A Y D2 S2IEI0:

HKEY_LOCAL_MACHI NE\ SOFTWARE\ Ww6432Node\ Apache Sof t war e Foundati on\ Procrun
2. 0\ VXM.Ser ver\ Par anet er s\ Java



e i VINherare, Inc. A Marme Iype Lrata

1- ). Wowb432Node ab] (Default) REG_SZ {value not set)
4- |, Apache Software Founda ab) Classpath REG_SZ CACisea\ CVPWEMLServer\ Tomeat\bin\bootstrap....
4, Procrun 2.0 \ ab] Jym REG_SZ C:\Cisco\CVP\jre\bin\server\jym.dil
p-Je CallServer ab{Options | REG_MULTI_SZ -Djre.home=C:\Ciscor\CVPjre -Deatalina base=C:\...

.........

y | VEMLSenver
/ 4. |, Parameters

. lava

L Leg

. Start

. Stop
4 We’nS:emr:esMa na

< 1 >

0K Cancel

%

E: 7
E#H /Z3ICisco CVP WebServicesManagerfi% .

AWSMERCAE SR & IRIEH

BERMURSEFHVXMLRS B SIRE RS EFHWSM. MK R 240 E %1 security. properties S
1.ERATEF RS ORIENCAZRIES

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
genkeypair
-alias <CN of Callserver WBM certificate> -v -keysize 2048 -keyal g RSA

:sCGisconCUPsjresbin?keytool.exe —storetype JCEKS —-keystore c:cisco“cupsconfse

;|| it '._,1' kevstopre genkeypair —alias CUPA 1] keysize 2048 keyalg RSA
Enter ke y: quu password:

ERRFLMAFARES , AERA YesHTHIA,
BRERTWABRAERD , MEFRR ;



that is your first and last name?
: CUPA
the name of your organizational uwnit?
zco )=
iz the name of your organization?
[ciscol:
llhat 15 the name of vyour City or Locality?
[Richardsonl: richardson
iz the name of your State or Province?
texas
t¥§ two—letter country code for this unit?
Is CHN=CUPA, OU=cisco, O=cisco. L=richawrdson, S5]=texas, C=1% correct?
[nol: yes

Generating 2.848 hit RSA key pair and self-signed certificate (SHAZ256withRSA> wi
h a validity of 98 days
for: CN=CUPA, OU=cisco, O=cisco, L=richardson, ST=texas, C=THX
‘nter key password for <CUPA>
{RETURN if same as keystore password):
[He—enter ne password:
[Storing c:sciscoscevpsconfssecuritys.keystorel

2.4 A BB RYIEFIER

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -

certreq
-alias <CN of Callserver WM certificate> -file %CVP HOVE% conf\security\jnx client.csr

:NCisco“CUPN\jrexbin>keytool.exe —storetype JCEKS —-keystore c:“ciscocvp~confis
uritys.keystore —-certreq —alias CUPA —file c:isciscoscupsconfssecuritysgmx_clie

Enter keystore password:

3.HECALZ RIS
AR FEREACAMANMEEIECAZRIEBHNZEE. THCAN AL MRS

4 FREPBRCAZENIMXEFHIEHEH SR ;

C.\ G sco\ cvp\conf\security\

5.5 ACAZXZNIMXE ik , FRAGS ;

%CVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %VP_HOVE% conf\security\. keystore -

inport -v -trustcacerts
-alias <CN of Callserver WM certificate> -file %CVP_HOVE% conf\security\<fil ename of CA-signed

JMX Client certificate>



2 :NGiscosNCUPNjresbin>kevtool.exe —storetype JCEKS —-keystore c:sciscoscupsconfise
curitysn.keystore| —import -v —trustcacerts —alias |[CUPA -file C:~Cisco>cvpsconfise
zuritysjgmx_clienTopv o

Enter keystore password:

op—level certificate in reply:

Owner: CN=UCCE12DOMAINCA,. DC=UCCE12,. DC=COM
Issuer: CN=UCCE1Z2DOMAINCA,. DC=UCCE12. DC=COM
Serial number: 13988560881 7c46bf4bh652624cf6209f
alid from: Sat Jun 29 21:38:17 PDT 2019 until: Sat Jun 29 21:48:17 PDT 2024
ertificate fingerprints:
MD5 : 94:82:AC:3F:59:45:48:A2:D3:4D:2C:D7:EA:=38:1C=97
SHA1: B8B:=75:A7:4B:=D3:D5:B2:76:B5:59:96:F1:83:82:C2:BB:=97:23:8B:16
SHA256: E6:E3:1F:5A:8E:E2:8F:14:80:59:26:64:25:CA:CA:FD:91:E4:F3:EB:=9D:
E?:31:085:62:84:45:66:89:98:F5:AA
Signature algorithm name: SHA256withRSA
Subject Public Key Algorithm: 2848-bit RSA key
ersion: 3

Extensions:

Objectld: 1.3.6.1.4.1.311.21.1 Criticality=false
ARAA: B2 A1 80

Objectld: 2.5.29.19 Criticality=true
icConstraints:[

CA:true

PathLen:2147483647

Objectld: 2.5.29.15 Criticality=false

DigitalSignature
Key_CertSign
Crl_Sign

t4: Objectld: 2.5.29.14 Cpiticality=false
BubjectKeyldentifier [

Keyldentifier I

Baa: 78 EF 21 55 BA F92 75 A3 3A BA 1D A8 5A 2E 43 Be
AA1B: D1 F8 57 3E

-. is not trusted. Install reply anyway? [nol: yes
;eprtificate reply was installed in keuystore
ilstoring c:iNciscoscvpsconfisecuritys.keustore |

6.E# /8 3hCisco CVP VXMLServerfR% .

NSRS [EEMENIR,
RREEE B (OAMP)ERCAE R K& iRiE

EFOAMPRRS 85, Msecurity.properties L1 K B 2215

1. fEfCallserver WSMAE R B TEF i B0 RITNCAZRIES

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore % CVP_HOVE% conf\security\. keystore -
genkeypair
-alias <CN of Callserver WM certificate> -v -keysize 2048 -keyal g RSA




:25Cisco\CUP\jresbin>keytool.exe —storetype JCEKS -keystore c:i:“cisco“cuvpsconfise
~uritys.keystore —genkeypai alias CUPA -v -keysize 2848 -kevalg RSA
‘nter keystore passuord-
that is wour first and last name?
[Unknownl: CUPOAMP
Jhat is the name of your organizational unit?
[Unknownl: 1
that is the na ur organization?
[Unknown]: co
Jhat is the na of your City or Locality?
[Unknownl: richardson
that is the name of your State or Province?
[Unknownl: texas
that is the two-letter country code for this unit?
[Unknownl:z T&
CH=CUPOAMP, OU=cisco, O=cisco, L=richardson, ST=texas, C=TH correct?
[nol: vyes

enerating 2,048 hit RSA key pair and self-signed certificate (SHA256withRSA> wi
h a validity of 98 days
for: CNHN=CUPOAMP. OU 1S C O=cisco, L=richardson, ST=texas, C=TX
Enter “key-nassword for <CUP
(RETURR—if—=3me as keystore password):
e—enter new password:
Storing c:“ciscocvphc

2.4 A3 A RYIE 15 R

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore % CVP_HOVE% conf\security\. keystore -
certreq
-alias <CN of Callserver WM certificate> -file Y% CVP HOVE% conf\security\jnx.csr

:sCisconCUP~jresbin>keytool.exe —storetype JCEKS —-keystore c:sciscoscuphconfise
uritys.keystore —certreq —-alias CUPA —file c::\ciscoscuphconfissecuritynjmx.csy
nter keystore paSsUOFd:

nter key password for <{CUPA>

arning:
he JCEKS qusturg uses

a proprietary format. It is recommended to migrate to PK

~ b 5 = 1 ST £ i =1 s b £ Y — s

BECALZRIS, FEREMACATANMEZECAZRIEPHNERE, THCAFRIIFHYIESH
BAEF

4 FHRIE B FMCAZ R NIMXE F im ik & #lEIC:\Cisoc\cvp\confisecurity\

5. LLar & F ARIES ;

%CVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
import -v -trustcacerts
-alias root -file %CVP_HOVE% conf\security\<fil enane_of root_cert>

HIR R MARAEZRD, MEFR , ZTustttiEBR R T AYes,



:wCiscosCUPsjrevhindkeutonl exe —stovetune JCFHS —keystore c:isciscoscepsconfise
uritys.keystore | —import —v —trustcacerts —alias root| —file c:sciscoscuepsconfsse
uritysroot.cer
mter keystore password:
puner: CH=UCCE12DOMAINCA,. DC=UCCE12. DC=COM
ssuer: CH=UCCELi2DOMAINCA. DC=UCCEi1i2. DC=COM
erial number: 13988560881 Vc46hf4bhbb59624cF6209F
alid from: fat Jun 29 21:38:17 PDT 2019 wntil: Sat Jun 29 21:48:17 PDT 2824
eprtificate Fingerprints:
MD5: 94:B2:AC:3F:59:45:4B:A9:D3:4D:2C:D7:EP:=38:1C=97
SHAl: BB:=75:A7:4B:D3:D5:B2:?6:B5:59:96:F1:83:82:C2:BB:97:23:8B:16
SHA256: E6:E3:1F:5A:BE:E2:8F:14:80:59:26:64:25:CA:CA:FD:=91:E4:=F3:EB:9D:
1 9:31:85:62:84:45:66:89:9B:-F5:-ARA
ignature algorithm name: SHAZS56withRSA
ubject Public Hey Algorithm: 2848-hit RSA key
ersion:

xtEnSs 1ons =

1: Objectld: 1.3.6.1.4.1.311.21.1 Criticality=false
BB : B2 Bl 68

2: Objectld: 2.5.29.19 Criticality=true
lasicConstraints s
CA = true

PathLen:2147483647

3: Objectld: 2.5.29.15 Criticality=false
eyllzage [

DigitalSignature

Key_CertSign

Crl_Sign

4: Objectld: 2.5.29.14 Criticality=false

ubjectKeyldentif ier [

eyldentifier [

BBE: 78 EF 21 55 Ba F9 75 83 JA BA 1D AB 5A 9E 43 B6 x.'U..u.:...Z.C.
Mig: D1 F8 5 3E -2

‘rust thiz certificate? [nolT yes
ertificate was added to keystore
Storing c:isciscoscupsconfssecuritys.keystorel

AVFNLNG =

he JCEKS keystore uses a proprietary format. It iz recommended to migrate to PK
212 which is an industry standard format using "kevytool importkeystore —srckey
tore c:sciscoscupsconfssecuritys.keystore —-destkeystore c:isciscoscupsconfssecur)

6.5 ACVPHICAZ & JIMXE P URiE$

YCVP_HOVE% j r e\ bi n\ keyt ool . exe -storetype JCEKS -keystore %CVP_HOVE% conf\security\. keystore -
inmport -v -trustcacerts

-alias <CN of Callserver WM certificate> -file

%CVP _HOVE% conf\security\<fil ename of your signed cert from CA>

nCiscosCUPs jresbinrkeytool.exe —storetype JCEKS —keystore c:sciscoscupsconfsse
uritys.keystore —import —-v —trustcacerts —alias CUPA —file cisciscowcupsconfsse
ULt ys Jmx . pdh
‘nter keystore password:
szword iz too short Aust be at least 6 characteps
s PAS S rd =
~ hey password fFor <CUPA>

ertificate reply wasz installed in keystore
storing cisciscoscupsconfssecuritys.keystorel

arning :




7.E# 5 3ICisco CVP OPSConsoleServerfi% .

8.BRXOAMP, EFAHOAMPERUBREBRBVXMLEESSBZEANRZLES , BFShER|IFEHE
">“IEY IRS5ER". & Enable secure communication with the Ops console Zi%4E, R1FHEHBREU
BRSSEBRFMVXMLARSS 88

Hostname: * lwpa I

Description: [

Enable secure communication with the ﬂmm

9.1= Tregeditin o

HKEY_LOCAL_MACHI NE\ SOFTWARE\ Ww6432Node\ Apache Sof t war e Foundati on\ Procrun
2. 0\ OPSConsol eSer ver\ Par anet er s\ Java.

AT AR INE S H R IF

-Dj avax. net.ssl.trust Store=C:\ Ci sco\ CVP\ conf\security\. keystore -
D avax. net. ssl .trust Stor ePassvmr d— D] avax. net.ssl.trust Stor eType:JCEK

<| " >

g

MOAMPERSS 28R #2CVP Callserver, VXMLERS SBRMIR GRS R , IITRENBZIIRRBFEEFR
HER (HRERSER ) IMOAMPEICallivxml/iR & BRS SR M EAIREFIRE,

R HE R

B BDR B X L E BB EHERE B
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