HCCERRBREMUERE
H

ErblN

REMH

FRE

1% & IR ERF U EFinesse A&
FinesseZ& F~ i

B 1 BYAEERBREREEFIKEEE.
HEI 2 RERAHEIER
FinessefR%5 85

% BRI HWECVPHICVVBHE
CVPH Y AR5 28
CVPEEXML(VXML) R F
CVPZEMEEBEE1F (CAMP)
BBE UV IE X W28 (CVVB)
HACUBEMICUSPi%EREFMINE HE

A

5

PH:

e
R

CUBE(SIP)

CUSP

R & REEMKEUCCERE
SetTraceR 3

REREREMKWEPCCERARE
REREMWECUIC/ R BIE/IDSHE
EFASSHTEH BE

FARTMT T HE&

VoS_E I IEEHIR(Finesse., CUIC, VVB)

b))

AR REA 4B a1l 7£ Cisco Unified Contact Center Enterprise(CCE)#i%& B U &£ IR ER,
TRFH
B3R

Cisco BB THUTED :

- BRI —BR R Ao fiR(UCCE)
- ERBR&H O MR(PCCE)

. B RlFinesse

- BRIEFEZEIF(CVP)

- BRIERLEF M K ES(VVB)



- BRlG -1 Rt E(CUBE)
- BRIE — Bk (CUIC)
- BRIG —2EW BT (SIP)RE(CUSP)

5 Ry 4
AP ERETFTUTHERA
. B®lFinesseR412.5
. CVPRRSE 85 4~12.5
. UCCE/PCCERRZ12.5
. BRIVVBRRZA12.5
. CUIChHR#12.5

AXHEPNEERRETREXRERNEFNREFEN, AXEFEANMAERZHNERAR
(RN ) BRE. MRENMELTEIRS , FHRETHAERSHBERE,

R [ R IR A W SR Finesse H &

Finesse® /i

B LA ED AT A T W EFinesse® P B &

B 1 BERREERBEREEFRAE,
1. BRAIE,

2. NREFEFE W W RFEAEHHEEEEMEE | I8 REFEE EfinesseRE A L AN REHEIRE
HEEE,

- & ?@?(Ei )

N
A T e e}

3. X E & FLogs Successfully SentlHR 4.
4. BFium A &N K IEEIFinessefi %85, S Ehttps://x.x.x.x/finesse/logs H £ A B E ik - & %,
5. W& clientlogs/B F T B Eo



https://x.x.x.x/finesse/logs

Directory Listing For /logs/ - Up To /

Filename Size Last Modifi
3rdpartygadget/ Mon, 22 Feb 2021 23:06:32
pdmin/ Tue, 12 Jul 2022 18:52:%3
cli log 2.8 kb Mon, 22 Feb 2821 22:59:1@

Wed, 17 AUg 2822 15:35:52

it
B 2 REFAREFCR

1. &M E https://x.x.x.x:8445/desktop/locallog.
2. & #Sign In With Persistent Logging.

Local Storage Logs

2022-08-17 10:58:06.332 -0580 6FBTZ1 : Browser Info: Mozilla/5.0 (Windows NT 18.9; WinBd; x54) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/183.0.506@.114 Safari/537.36
Finesse local logs : local storage is empty!

3. REfFITHCisco Finesse EfF K MEZ N H., =FNKAE,

Cisco Finesse

sumchanr

PO

4. FiAgent Desktop R E#FHEMH KA A FH AL, BERERE , HEME
https://x.x.x.x:8445/desktop/locallog , HFHABREHIBISXARHF, save XHLAMH — S 547

o


https://x.x.x.x:8445/desktop/locallog)

LT 3 : Webil W ag 4l &

1. REBEFE , BF12TF R B2 4 A
2. % Consoleit I+,
. RENNKREEHAEPHER. NABEFBXXAXH , RS sae Es

sl e - ¥ @ Mot Ready g
Eiece Cisco Finesse Q ") W

Team Performance

Billing
Ay m b Ime In 5 E Actions
Jahn Cana & Ready 256:57:32 S000002
i i o f= } *®

4. J‘i#Networkiilﬁ‘F H ik Preserve logit i,
5. AR HEAMER *"x%##ﬁh Save EW@HEIZU*J:IZ

e Ktk o = S
sl Cisco Finesse IL_ i 2

CIsCo ® 2 v q Mot * H Ot

Embe Time in State '

My Mistory

F 11

Dueus Data

FinessefR 5588
W 1 EI A REU)- WebRS (4R ) MH4EE

1. S Fhttps://xx.x.x/finesse/logs 3 fif A & E ik 7~ & %,
2. B B &webservices/

cpentire) Tue, 82 Aug 2822 PO:d45:53 @
cpenfireser wice/ Thu, &F May 2020 0d:38:30 O
rtala Wed, 17 Aag 022 0d:5E:51 O
Temeat) Sat, 13 Asg 2822 @3:@1:81 @
Sun, 14 Asg 3822 87:41:43 @

H&EJ: /\WebHE%EI Fo ERERE—MEES X . HliDesktop-Webservices.201X-
.log.zip, REXMHEERE , BEBFILITEIN save X4,


https://x.x.x.x/finesse/logs

Filename Size Last Modified
Desktop-webeervices 2022 -08-10T0-48-22 958 1cg.2ip 4732.1 kb Sun, 14 Aup 2032 @7:40:54 GMT

Dasitop-webservices . 2922-08-14T00-48-54 953, log F2a73.1 kb Wed, 17 Aug 1822 16:26:44 GNT

4. WEHMIENEE (BRTHR ). 6, BFEFRSRBENopenfire, BT B4 3IE
B o B E AR A TAPIE B A tomcatlogs.

X . BUUBEE R FR(SSH) M Z 2 3 & i (SFTP) W Cisco Finessefk %588 A %o
A ETR AT EWEWeb RS BE , EATFEREHMFTE R , WFippa. openfire, 4
5 FClientlogs.

M 2 : B SSHMZ £ X AR IEMIUSFTP) — #HEFIEM

1. EHSSHE FFinessefR %85,
2. WA TRAKREFRENEER, ZoTHKRE2IRWERE, REFRTIERIEELEZEN
SFTPARS 25,

file get activelog desktop recurs compress reltime hours 2

3. XL AXFMAESFTPIRS SR L <IPut>\< B Hirt A B >\active_nnn.tgz , EFnnn2&
BRI,

4. BEREHMARE |, WMtomcat, BERSF. RFMZEABE , HFEECisco Finesse BRI
12.5(1) By« B EWE"E 5 -

RERRFWECVPHICVVBAEE
CVPHEIL R %5 25

1. CVP CallServerBRIABRERR B B AN KRS HERFETHEDR. B2 , WREFEEREE XS
FEREDNU(SIPEENEZEMEER , MFEENSIPFRRRERIRENDEBUGH A .

2. §finZECVP CallServer DiagM TTURL http:/localhost:8000/cvp/diag.
AR TR ABEXCVP CallServert RIFEER. , NS EH RHHTHEHRIEEGTA.

3. MBR %585 i #F com.dynamicsoft.DsLibs.DsUALibs. £ L AHIMgr I &



/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/finesse/finesse_1251/admin/guide/cfin_b_1251-administration-guide/cfin_b_1251-administration-guide_chapter_01100.html#reference_47F850F88D06F804EB5D27EEA2B9991A
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/finesse/finesse_1251/admin/guide/cfin_b_1251-administration-guide/cfin_b_1251-administration-guide_chapter_01100.html#reference_47F850F88D06F804EB5D27EEA2B9991A
http://cvp.cc.lab:8000/cvp/diag

=l Org springframewark

P O springframework,
=R
arg.apache
RFFT
SUBSYSTEN SIFIMOUT
O com.dynamicsoft. DsLlibs DslUALbs
' Infrastructure
I"F
JETAIL: mmca.
— |Ch
\GE_HANDLI g4
bASGELS
4. B SetizH,
IMI:SS.-'—'-.UI:Z
|HPT_JDEIC:
|HF'T_C.&LL_HEG:
|HF‘T_EI.-'3-.TCH:
oet
5. EREEOFR B NRY , MHREEWBIEERERG ., XEEEWF IR RE,
hLAME
or gL R P i Trame yeork s, ] (i}
S CEBLG 41
org. apachs ERROR (4]
RPFT DEBLM: 1
ﬁ::i ::I T Lﬁﬂw
ol cdymamiic ST Dalibs Dsl Al b DEBLMC E
lrastractres e (]
VR GE B 44
T & IIF
HohA CEBL 41
MSOBLIS IF O ]
6. EFRIAAT , IHMC:\Cisco\CVP\logs!ii & B & , HRIE R B A £ KB B IEFRCVP B & X,
» Local Disk (C) » Cisco » CVP » logs » w 0 : ] &
Marme Date mio "' ed Type Size
55

CVP.2022-08-1/.00.log 202 !
CVP.2022-08-16.00.log 720 AN

is =

CVP#EEXML(VXML)RI A

ERDBIBERT , EFEEMVXMLERS SRNARFHRERS. 5—7H , BREIZHNIEMESL
BFXR, ENTFRIGE LR E,

BEWEVXMLRS SN ARFEE , BSMBIVXMLEES S TR ENAERFRE R, flm
: C:\Cisco\CVP\VXMLServer\applications\{ B Fi %&£ Fr & #\logs\ActivityLog\Jf W &5 3 A &,



< applications » BillingQueue » logs » Activitylog

acthty_log2021-07-29-16-29-46.b4

ST TN T L T

CVPIZEMEEEE] 7 (OAMP)

EXZEERT , OAMPHIORMIMI BN IABREER B ZUBERBHWREARER, E2 , MREFEEEMNER
BFRgH , FRBUTSRNITIIRE

BERRBIER

BEZE ik

. FREERIAE, M TAN A REHRBORD
1 FRANBIEE | X AR,

2 0 0 BR BRSSP AR B TR A

3 TP AL SR A RERE B

4 HANBIREE | A EEANEN,

1. %19 %CVP_HOME%\confl\oamp.properties

2. 4538 %CVP_HOME%\confloamp.properties

omgr . traceMask=-1

omgr . logLevel=DEBUG
org.hibernate.logLevel=DEBUG
org.apache.logLevel =ERROR
net.sf.ehcache.logLevel =ERROR

3. &G , EFB3IOPSConsoleServer , 1 R R,

AEE 5 RERIER

ER

it

LGRS

I

DEVICE_CONFIGURATION
+

DATABASE_MODIFY +
MANAGEMENT=0x010110
0
DEVICE_CONFIGURATION
+

SYSLVL_CONFIGURATION
+

DATABASE_MODIFY +
MANAGEMENT=0x050110t
0
DEVICE_CONFIGURATION
+

SYSLVL_CONFIGURATIO!
+

BULK_OPERATIONS +
DATABASE_MODIFY +
MANAGEMENT=0x051110
0

=T+
DEVICE_CONFIGURATION

+

ST_CONFIGURATION +



5 BEF AR,
BRREMLEZ N EER(CVVB)

SYSLVL_CONFIGURATIO!
+

BULK_OPERATIONS +
BULK_EXCEPTION_STACH
TRACE +
DATABASE_MODIFY +
DATABASE_SELECT +
DATABASE_PO_INFO +
BB+

TRACE_METHOD +
TRACE_PARAM=0x17371C
00

Z= T+
DEVICE_CONFIGURATION
+

ST_CONFIGURATION +
SYSLVL_CONFIGURATION
+

BULK_OPERATIONS +
BULK_EXCEPTION_STACH
TRACE +
DATABASE_MODIFY +
DATABASE_SELECT +
DATABASE_PO_INFO +
EE+

TRACE_METHOD +
TRACE_PARAM=0x173710
06

FECVVBH |, BREREXHBIZFK B Cisco VVBAH FREMIIRAIESN I B E XM,

Cisco VVBERNMNEEAHH -

. Cisco VVB“EE"REFM AMADMAE E
. BRAMIVR B ERICisco VVB“5| 2 IR iR
B EENEWNEEENAHFURERENEESRS,

BERAT EA :

- B — BERREFARE
- XDebugging 5 — 3tk BR ERAY ¥ 40 4% A

g



aliili.  Cisco Virtualized Voice Browser Serviceability (EENBETRY Cisco VWE Sendceability »
CISCO  For Cisco Virualized Voice Browser

Adminsstrator  About L

Aarn Trace Tools  Help
Trace Configuration - Cisco Virtualized Voice Browser Engine

B Save {j’ Resiore Defaults  [1]] CheckAll [ UnCheck Al
Status

@ resy

Select 3ensce

Seled Sendce * 'Em;me w|| Go

Trace Ousput semngs

Maxmumn Mo, of Files * :301

WMasimum Fite Stz (KB) * [10485

| Traca Filter Setting
| Subfacility Debugging *Debuggingi HDebugging2 HDebuggingd *Detuggingd *Debugging®
WIBRARIES

LIB_CFG O (m] D O [m (m]
LIB_EVENT O (m] D %] a ]
LIB_IDBC O O O O [ O
LIB_NmI O a O O [ O
LIB_LICENSE O ] O O O O
LIB_MEDIA [m] m] O O ] (m]
Lig_RuI [m] m] O O a a
LIB_SERVLET ] [m] O 0 [ ] (m]
uB_TC (| a O 0 O [m|

HWANAGERS

W . TEEEE MK RS L F AXdebugging5.

BEBRENRENBEREIZE, CVBEIERENRINRERDZUABRASHFAE, BR , M
REFEFURELZNRERF , CiscoEWEFEATE L RS A EEEX .

R4t A AR B4

-1 BHRE I RN TR
IAVVB ERABERER.

\ \\ . . . g ﬁ\ 77— M
AppAdmInVVB iﬁ?&ﬁﬂAppAdmm\ Cisco VVB Serviceability 7 H th X 57 # T Web &
MediaVVB BRNMFEER N &L R,

BN KEESVVB BRI ER R,
MRCPVVB BHXASR/TTSECisco VVBXR AR @&,
CallControlVVB BXSIPESWRZA , MEBEP XM,

1. 3ITFCVVBET (hitps://X.X.X.X/uccxservice/main.htm) , A E S ZEICisco VVB
Serviceability T H ., SR &R

alwil,  Cisce Virtualized Veoice Browser Serviceability REEE Cisco VB Serdceasdity
€IS€0  For Cisco Vinualized Volce Browser

Marm  Trace Tools  Help

2. 1%£4& Trace -> Profile,

ahiali,  Cisco Virtualized Voice Browser Serviceability
Cisco For Cisco Virtualized Voice Browser

————
Alarmf Trace | Tools Help

Configuration



https://X.X.X.X/uccxservice/main.htm

. EREBABESFRBANGENY , AR ETEnabletzdll. Hlin , /5 FSIPAEXEZMYELE X
#CallControlVVB , 22 FAMRCPVVB , LR E B 38 iR 5l M XA 2E F itk
(ASR/TTS)3XX B AHKX K A&,

alinhi,  Cisco Virtualized Voice Browser Serviceability

CISCO  ry Cisco Virtualized Voice Browser

Alarm  Trace  Tools  Help

Log Profiles Management

_& Enable

Status
|7® Ready

— Profiles

O MediaVwB

O Defaultvve

O AppAdminyVB

O voiceBrowservve
_@ CallCaontralVWH
~ O MRCPWE

Enable

4. Benabletzfllfg , BAFBRIKIEER,

alimhy  Cisco Virtualized Voice Browser Serviceability

CIS€O  Fyr cisco Vitualized Voice Browser

Alarm Trace  Tools  Help

Log Profiles Management

_& Enable

Status
|7® CallControlVVB log profile configurations have been enabled successiully.




5. BENREE , WERE., EACVVBMIHRIKER SR TERTMT)RERE,

6. R R HE LM Cisco Unified Real-Time Monitoring ToolB#r ( lMREE , FMCVVBTEilT
),

Host IP Address: [10.10.10.30| |

| ok | | cancel | | centincates |

8 EFFHES (MRER)

Add the Cerkificate o Trust Store

The Certificate from the server is not trusted.

This could be hbecause the certificate is self-signed or
the certificate s coming from a malicious server.

Please view The CertifNcate 1o confirm s authemticity
before proceeding to add it.

Accept f Reject this Certificate ¢

| accept || Reject || view

9. R H E HOK,

Authentication Reguired E

A username and password are being regquested by https:'cwh.cc.lab:8443
User Name: ladmin |

Password: |---------| |

| ok | | cancer |



10. IR WK B TimeZonetdix , EiYesizHl/E , RTMTAILAXH, BHEFHBHRTMTIE,

Timezone data version mismatch 1

% There is a mismatch between timezone version on this RTMT and the serneer you are irndng 1o connect.
Do you want 1o update the timezone tables on this RTMT 1o malch to that of the serwer now 7
This will need a restart of RTMT.

Note: Choosing “No™ would et you launch RTMT with curremt timezone version,
but you may face some issues related to mismatch in time.

Fesl | [ o |

1. R¥EFiEFDefaultBii B , RAFETHOK,

Select Configuration E3d I

Configuration List:
Crarault

Description:

[ ok | | cancer |

12. i%&#Trace & Log Central , #A/5 XX #Collect Files,

Real Time Monitoring Tool Fercisee Vidualized Voice Broms

| Systerm |*I| [7] Trace & Log Central =

|E*,r5tam Surmmarnry

[ Remote Browse
Systeam Summary

[ collect Files

Barvar D Claery Wizard
CRU and Meamory [™ Schedule Collection
Fracess [ Local Browse
Disk Usage | ® 3 Real Time Trace
H [™ colect Crash Dum
E Critical Services [ collect Install Logs
IFermormance i ™ Audit Logs
Parformance i
Ferformance Log Yiewer
Tools
Alert Cantral
Trace & Log Central
B TR

13. EFITFANEOD |, EEFEEngineA £ EH T —F7



Collect Files E3 I

[ BelactVwWwB Sarvicestapplications |
[] Selact all Services an all Sarvars
Maime Al Servars |1 el ce lak
Administration |1 ||
Cluster View Dagrmon 1 [
OB Perfmon Counter Service [1 [
Catabase [ (]
Endglhe ] [
SHMP Java Adapter 11 [
Yoice Subageant [ 1
| et = Cancel

14. E T —1ME QP HEXFE HNext,

collectfiles ______________________________________________________________________________[Ei]

[ Belect System Serdcesipplications |

[ ] Select all Sarvices an all Servars

Marme Al Servers |1 evwbr e lak
Boot Logs [ || -
Cisco AMC Service H
Cisco AMT Sarvice alertLog
Cizco AMC Service CallLog
Clzco AT Service Devicelog
Cisco AMC Service PPRLOG
Cisco AMC Sarvice SarvarLog
Cizco AMC Service ServicelLog
Clsco AXL Wwelh Sarvice
Cisco Abort Transaction Spooling
Cisco Audil Evenl Servica
Cizco Audit Logs
Clsco CAR Weabk Service
Cisco CCh DEL YWeb Librans
Cisco S RS Weab Library
Cisco CCh FD Weh Service
Clgoco SCMADMIn Web Service
Cisco CChMRealim WYweb Saemvice
Cisco COMSarvice Wab Sarvica
Cisco CChUser Web Service
Zilzco CDF
Cisco COF Agent
Cisco CallManager Gisco IP Phone Services
Cisco Carlificate Change Motification
Cizco Cerdificate Change Motification Service
Cisco Change Credeantial Application
Clsco Comimon User Interdace

o S S PP 1Y o '

1 T
1 T

|4

| =pack | Noxt » | | Cance: |

15. £ ¥ Relative Range , iR &% F i (8] LA & 58 1% W AL AV AF[ED o



Collrct File Opetbonms:
ColbEction Tirme

2 Absolute Ranges

| = Relatve Range |

Files Generated in the last | BO - Inln-.ne- - |

16. FEDownload File Options £ , # FHBrowseFiEFE TH M BH R save XM , R R EHITFH.

Look In: |[tracefiles - |II:I||1E‘||I:||%|E:

EmMSLogFile

Folder name: |C.lUsers‘udne‘tannlaads‘tExerclsm _ 201 7-05-15_07-00-4 2tracefiles |

Files of Type: | All Files - |

I Open || Cancel |

17. BB FTAEIRTUE |, #EFinishizf.



- Collect File Options:
- Collection Time

2 Absolute Range

Select Reference Server Time Z ||||-|I lient:{GMT-5:0Eastern Davylight Time-America/New_ York -

From DatesTime | SMMaM7T - 703 AM | -

To DatesTime [5/15/17 - 8:03 AM =]

™ Relative Range

Files Generated in the last |80 ~ | Minutes ~ |

Download File Options

Select Partition | Active Partition ~ |

Download File Directory hadsii ' 42\tra || Browse

) Zip Files

‘@ Do Mot Zip Files

] Uncompress Log Files

[_1 Delete Collected Log Files from Server

Mote: The result file can be found in the directory named =MNode Name= created under
the user specified directory structure. The File Name is as specified by the user.

Iﬁ‘ Next = _l Cancel

18. XFWEBEXH, FEFF , EFEFIRTMT ENEINES.

Trace & Log Central

[ Trace & Log Central Collect Files in progress for node cwwh . co lab
D Remote Browse
D Collect Files Downloading results into CaillsersidoeiDownloadsiExercisel _2017-05-15_
D Query Wizard Completed downloading results into ... Cillsers\jdoe\Downloads\Exercise1_

Downloading files for node cwh.cc lab

Downloaded stdout.log frorm the node: cwh. co.lab
Downloaded Cisco001MWRO29 1og from the node: cwwhb.co. lab
Downloaded GC.log from the node: cwwb.cc.lab

[ Schedule Collectior
D Local Browse

@ [ Real Time Trace
D Zollect Crash Dum
[ Collect Install Logs
[y Audit Logs

Collection Summan™ ">
Hostkame: cwwhb cc. lab

MNo.of files Collected: 3

nCnmpleted downloading for node cwh.cc.labl

19. SMERF IR ERHY MK o

20. 5|ZAEBRENER. EXRFIEA] , 7 SFHE\<time stamp>\uccx\log\MIVRIZ 443k
BRI 2 : B ASSHASFTP — HEFET

1. ERALZ2NFE(SSH) B FZVVBRRE S,
2. MALBSUREREN AL, REAEFAE , HETEHEAE LEZNSFTPIRS 5.

file get activelog /uccx/log/MIVR/*



3.

i ._--__'-,-'E'_" IE:
XL HEFEMESFTPIRSS[B R L - <IPhtt>\< HRjAtEI & >\active_nnn.tgz , Efnnn2 &
AR B

7 CUBEMICUSPiR BIRERFIMSE B &

CUBE(SIP)

1

term
show
show
show

REAENEBHBRHAREREHRX,

#conf t

service timestamps debug datetime msec
service timestamps log datetime msec
service seguence-numbers

no logging console

no logging monitor

logging buffered 5000000 7

end

clear logging

B : £7Cisco I0SOHAEGW L P T M E wE AT 4L = B b i,

XR-NEEBANT A, ANERHANFUELERZNAFR , MA2HARE, B2, B

BMEWE . A RSREIRGESRSH=MFARBZIERENK,

logging <syslog server ip>
logging trap debugs

BN fAdebugih s , HEBFZW T ZERECPUFIAR,

show proc cpu hist

W& . MRCPURIARIERI70-80% , MEEMX RS MM KB RF A RE I, Hit , MR
GWixE60% , BB AEAMRER,

 BRNTRER :

debug voip ccapi inout
debug ccsip mess
After you make the call and simulate the issue, stop the debugging:

BRI,
. BRRER,

#undebug all

E B

len 0
ver
run
log

CUSP

1.

#CUSP L E ASIPRER.



(cusp)> config

(cusp-config)> sip logging

(cusp)> trace enable

(cusp)> trace level debug component sip-wire

2. EFAA,
3. R , XM BRIER,
PR AE

1. ®ECUSP LECE R/ (Bl4n : i),
2. HECUSPR RAFAL A Lt B iE o

username <userid> create
username <userid> password <password>
username <userid> group pfs-privusers

3. FTPE|CUSP IPtthit, A E—SHENHNAFE (M ) MEB,
4. ¥ B FRE KA /cuspl/log/trace.
5. 3k Bllog_<filename>,

REREMBEUCCER

B RIE B Diagnostis Framework Porticosk R4 CLIT B1i% B IR ER R 5 H N E R R

EE . AXUZUHIERINFPHMRSCLINIEMAEER |, i5iHRICisco Unified ICM/Contact Center
Enterpriseh®R2~12.5(1) W iZHI T B — &,

BERRA B 0 UCCESZ = fERt , MRBRENRIANRZRBEREZBNER , FEMFREMGPFRER
FARERNI ( FLEERA ) o

AR BXiF4MEE , WihRICisco Unified ICM/Contact Center Enterpriseix4<12.5(1)#93&
AMEEEENERES 5D

Plan , MREHRHUKSEFEE , IRESEFET , WRERR | SIREN K2,

FFCTISVR(CTISVR), 2K 3L K& B ER BN BYIEMERR T . CTISVRIVEEZRE EMEN
0XF8,

1. FUCCEREPGL , T E M &R 425 (Regedit).

2. S ZEHKLM\software\Cisco Systems , Inc\icm\<cust_inst>\CG1(a and
b)\EMS\CurrentVersion\library\Processes\ctisvr,


/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/configuration/guide/ucce_b_serviceability-guide-for-cisco-unified12_5/ucce_b_serviceability-guide-for-cisco-unified12_5_chapter_01001.html
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/icm_enterprise/icm_enterprise_12_5_1/configuration/guide/ucce_b_serviceability-guide-for-cisco-unified12_5/ucce_b_serviceability-guide-for-cisco-unified12_5_chapter_0110.html

File Edit View Favorites Help
W Cizeo Systems, Ine.
W ICMA
125
» CerthMon
Cisca 551 Configuration
w citi
125
w CG1A
» CG
» DMP
w EMS
w CurrentVersion
w Library
~ Processes
ctisvr
nm

3. WHEMSTraceMask} [F{E 1% & 718,

Value name:

Name Type Data
38| (Default) REG_SZ {vabue not set)
34 EMSAIILogFilesMax REG_DWORD 0xT7355400 (2000000000)
4 EMSBreakOnExit REG_DWORD 00000000 (1)
| 3% EMSBreakOninit REG_DWORD 00000000 (1)
74 EMSDebugBreak REG_DWORD 00000001 (1)
74 EMSDisplayToScreen REG_DWORD Q000000 (1)
74 EMSEnableGlobalExceptionHa.. REG_DWORD 00000001 (1)
74 EMSForwardLevel REG_DWORD 00000001 (1)
4 EMSGenerateSmalMemonyDu... REG_DWORD 20000001 (536870913
7 EMSLogFileCountMax REG_DWORD 00002710 (10000)
| | 35| EMSLogFileLocation REG_SZ logfiles
124 EMSLegFileMax REG_DWORD s e G380 (30000000)
1 EMSNTEventLogLevel REG_DWORD (00000002 (2)
[ 14 EMSTraceMask REG_DWORD (x0000COFE (248)

|EMETmmMasH
Value data: Base
|1‘8| ‘s Hexadecimal
) Decimal
oK | [ Cancel

4. BHOKH X MiEM&RFmER, U TRREEMUCCEAHFRERNLSER ( ARTRIERHI

) o

SetTrace 3l

1. NEEI& B IR IR PR % 85F] FF Diagnostic Framework Portico , HAEBRBAF B &EF



€ T

e

ihalis ynified ICM/CCE Diagnostic Framework Portico

CISCO
Hostname: 12UCCE-RA.chase.com Address: 221

2. ECommandsEpo /|, SiiElTrace Hi£1# SetTraceLevel,

3. i£SetTraceLevelE O+ |, i FAHFK B,

€« ; x & Unified ICM/CCE Diagnosti...

—
TF::':._-/’/.

‘vl Unified ICM/CCE Diagnostic Framework Portico

CISCO

Hostname: 12UCCE-RA.chase.com Address: ::1




4. B H"Submit’s FERE , BB EIOKHE S,
dleilis ynified ICM/CCE Diagnostic Framework Portico

CISCO

Hostname: 12UCCE-RA.chase.com Address: ::1

W DHENRENRRERIRENRFNS. ERREE , FRERIRENKINE, &£
REJTAPIGWRERES |, 45510, BARBI2MEHI3RE TERHRE , XAgEam4
AE. EJTAPIGWHYIEA =B A KRB EHRFEFIRE2R IR,

A&

1. MDiagnostic Framework PorticofdCommands&f 2 S fnElTrace , ARGk #EListTraceFile.

2. T ListTraceFileB A # , i&#Component, FromDate#ToDate. %+ Show URL/E , AF &%
#Submit,

€« &) e X @ Unified ICM-CCE-CCH Diag... ¥ fi x

Al Unified ICM-CCE-CCH Diagnostic Framework Portico

CISCO

Hostname: Sprawler115.PCCEMEA.cisco.com Address: ::1

. EREMRE , BLBROKHEMZIP B E X4 EEE,



il Unified ICM/CCE Di:iqj;ustic Framework Portico

sl
CIscD

Hostname: 12UCCE-RA.chase.com  Address: ;1

4. REZIPXXHHEEREEH save BIERHE I X4,

R’ ERBRAWEPCCERF

PCCEfiEBECWIERREREZERH. ©TEMATUCCERE , HF2MELPorticoR R4 CLIZ
BRANMWEREMNEIRS %,

1. MPCCE AWRRS 88T FFUnified CCE Web Administration TEH & XEE G K,

Unified CCE Administration

Enter your password

i I!Iﬂl“"‘."!' Ll e T

Sign In

2. S E8ER (Overview)->E & 1% 1% B (Infrastructure Settings)-> A FE U #E(Log Collection) , B



7B EWE"(Log Collection) TTE.

haln Unified Contact Center Enterprise

CISCO |
Qverview

Inventory
License Management
Device Configuration
Application Gateways
Peripheral Gateways

Chverview

Log Collection
Deployment Settings

Infrastructure Command Execution Pane

. FE“HEUWEE"(Log Collection) R A L , £ HBERAS , ITHRERRK " (Trace Levels) T iF4E.

alial | nifisd Contact Center Enterprise Management L) Nem
CISE0 : i
! | | Pl iTal
5 § Com ntis]® Lisy Collgcticn Sehidula®
— Belsci A Sant Tiew o] Era T Dusatizn [7ri
D1 IF300T 13230 D1 77300 1230
o CLE [ = = W 20
Ch =T <]

W P
Temoi Lifetds

4. FECCE ¥ Trace Leveli® & i Detailed , #FCMFCVPIRE AINo Change , AF % BHR
R 5.



' Trace Levels

Component Current Level Set Level To

CCE Marmal Mo Change j
i Marmal Mo Change j
WP Maormal Mo Change j

Lpdate Trace Levels Cancel

5 BiYesBINES

| Changing trace levals could allect the paerdormanca. Are youd sura you swanl 1o procaady

o

e B R TR T

6. EDRIES , $TFFUnified CCE Administration i [ESystem > B H UK,

7. FEComponents & & H 1% FCCEFICVP,

8. IR E L/ B EWER R ( BIAMEHN302% ) .

9. B #Collect Logs , AF R thYesT AN FEE S, AXWEFHB. EF/L0H , EEE TR,

Start Trs End Tima Druratian Companants Sire Sastus A EiS

DCE, VP 1.8 MB =

10. BRE , REREFIIFNTRIZAT THI BB BENER M. sae BRIELVEN
ZipI#Fo

R R RRA W ECUIC/ENBIE/IDSAE

SSH

1. ZZFICUIC, LDHMIDSHISSHE®1T(CLI).

2. ig III J’)\”&%CUIC*E* E/l_,\o

file get activelog /cuic/logs/cuic/*.* recurs compress reltime hours 1
file get activelog /cuic/logs/cuicsrvr/*.* recurs compress reltime hours 1
file get activelog tomcat/logs/*.* recurs compress

3. BT m AKELDMEX B,

file get activelog livedata/logs/*.*

4. 21788 S AR ERIdME R B &



file get activelog ids/log/*.* recurs compress reltime days 1

5. X% AEFMAESFTPIRS F[IAR L <IPibut>\< A HiRtE B >\active_nnn.tgz , E#Fnnn2&
B A2,

RTMT

1. AOAMPI H F&#RTMT, & Fhttps://<HOST ADDRESS>/oamp , EHHOST ADDRESS=Z
ARS5 2R AVIPH L

2. SMBTR> RTMTHEM4 T . THARERE K.

3. BHRTMTHERAERE A ERERIRS .

4. MiFiTrace and Log Central , #A /5 & Collect Files.

5. BRI LB ERBERFSHIXLIET ., BHUMACUIC, LDMIDSIEREFIERS/ RS

CuIC:

Collect Files

| Seledt CUIC Senvices/Applications |

(vl Select all Senvices on all Servers

Mame | All Servers

| [Intelligence Center OAMP Service _ v
Intelligence Center Perfmon Senvice . v
Intelligence Center Reporting Sendce _ v
Intelligence Center SNMP Java Adapter Senice _ #!
Intelligance Center Seniceability Senice v

LD:

Collect Files

|’ Seled LiveData Sendcesiépplications |

[v] Select all Senices on all Servers

Name | All Servers
CCE Live Data ActivalQ Senvice [w]
CCE Live Data Cassandra Senvice [#1
CCE Live Data NGIMX Service [+
CCE Live Data Socket 10 Senvice %
CCE Live Data Storm Senices %
CCE Live Data Web Service %
CCE Live Dala Zookesper Sendce [#]

IDS:



Callect Files
| Select|dS Senvices/Applications |

[#1 Belect all Services on all Servers

Mame Bll Servers
Cisco Identity Senvice ' ¥
PlatformTomcat
Event Viewer

Collect Files

| Select System Sendces/Applications
| Select 3ll Senices on all Servers

Mame All Servers
Cisco Sandceability Reporter CallddpdliesRepon ' |
Cizco Sandcaability Reponter DavicaRepon
Cisco Sendceability Reporier PPRReport
Cisco Sendceability Reporer ServerRepor
Cisco Sandceability Reporter ServiceRapont
Cisco Stored Procedure Trace
Cisoo Syslog Agent [
Cisco Tamcal %
Cigca Tamcat Sacurity Logs
Cisoco Tomecat Stats Sendet
Cisco Trace Collection Senvice
Cisco Trust Verification Sernice
Clsco UXL Web Sandce
Cison Unified Mobile Voice Access Senice
Cisco Unified OF Admin Web Senice
Cisco Unified OS Platiorm AFI
Cisco Unified Reporting Web Sendce
Cisco User Data Sendces
Cisco WebDialer Web Sernvice
Cisco WebDialerRedirector Web Sendca

Cron Logs J
Event Viewer-Application Log [#
Event Viewer-System Log ¥
FIPS Logs L]

6. i£#Date and TimelA X B - XK |, LUE save B,

VoS LW BIE IR (Finesse, CUIC, VVB)

1. FFRHIR EFHRHR , BEUIVOSIRSB|MSSHEE , AEAFAEERRKFA#HITEHR
i .
"D 12486075 - PuTTY ek

2.1



la. WRHIEE

A utils network capturei%‘;fyu? .

Syntax:

utils network capture [options]

options optional

page,numeric, file fname, count num, size bytes,src addr,dest addr,port
num, host protocol addr

options are:

page

- pause output

numeric - show hosts as dotted IP
addresses

file fname - output the information to a file

Note: The file is saved in platform/cli/fname.cap

fname should not contain the "." character
count num - a
count of the number of packets to capture
Note: The maximum count
for the screen is 1000, for a file is 100000
size bytes -
the number of bytes of the packet to capture
Note: The maximum
number of bytes for the screen is 128
For a file it can be
any number or ALL

src addr - the source address of the

packet as a host name or IPV4 address

dest addr - the

destination address of the packet as a host name or IPV4 address
port

num - the port number of the packet (either src or dest)
host

protocol addr - the protocol should be one of the following:

ip/arp/rarp/all. The host address of the packet as a host name or IPV4
address. This option will display all packets to and from that address.

Note: If "host" is provided, do not provide "src" or "dest"

1o, WRAMBRE

N FEAWEIR , TEUEE K/NBALLIE 2 B89 P B BE S U &R E — N4 Jpackets.caphy
HWIRX MR, Ak, SEEEECLI LT utils network capture etho file packets count 100000 size all



- = .- S S s |

£ 14486075 - PuTTY |
- 9

1c. RIFIR
A &SIk

ANTHREEHEESNWBERNE , TEMFHim D ETURIESS E I O(8500)# TR,
EXAMBERSEEAS N RO LHTEEMNIFAESE , BSHETCPMUDPIROMFERAIER , TH#
A BI 4R 4 B9 5E B AR AR o

£ L44R.60.75 - PuTTY W L S—

1d. 1R1E
E]RCESS

EHEBRVOSHFE EHAVHE , FTREFE M host" R TUL IR HEFEEH MR E.

Efﬁg\ ‘%EﬁF@ﬁEi*ﬂ , EZIWUEFK_\?{%%“ 1 Elpiﬁiltﬁﬁﬁo @Jﬂﬂ utils network capture ethO
file packets count 100000 size all host ip !110.1.1.1
[ seansars - oy — ~— ———— ——— SR

3. BN MEAER IR tant , QEIRBERIER , AEFLENBES IS HEHRIEF
o MRFABEFEHLI , WAREFEERMEZTHIR. NRHBRER , IRANEFXER
, BEHBIHRABDERB ZAINER  IERT2ERZANHER, NRKABFER
R, BEARGRI LW EZRSEEMIZRIHIR.

4. FIERR BEERHIR , BREControl@ H R E FNC, X2SBHRHBELER , FET2M
IR F A IR IR TR AR &


http://www.cisco.com/en/US/products/sw/voicesw/ps556/prod_maintenance_guides_list.html

SERRE , FIR X746 £ BR S5 88 £ “activelog platform/cli/” i &
6. MRS BR R EEF 3R
IR X125 1E RS 28 LM “activelog platform/cli" LB, &ERILAEARTMTIE R CLIR SL4F1&
MEISFTPRRSBRBA#PC, 4a. BHCLIFHIR XL M EISFTPIRS 2=
T file get activelog platform/clifpackets.cap FFpackets.cap X W E ZISFTPIRS 25
HE , ENERSELFHEBATE.capX ¥ , iEE A file get activelog platform/cli/*.cap
&j5 , HEESFTPRFEIP/FQDN, %0, AFE, ZEBMERER .
£ 14486075 - PuTTY - -

CLUE R A& M BISFTPARS 8 B B K Mo

4b, FEARTMTEHEIR I HE MBI A #PC,
B3 RTMT, MWMRARLEEAR#PCL , iHEMVOS Administration T E L ZEEHMIRRA |, RF




¥ %|Applications -> Plugins3 .,
¥ FSystem , AA/5 ¥ thTrace & Log Central , AAfGM & Collect Files, #EHE—NEEFH

Next,

Faal Time b ;:n:!r-l ol
—— | [ Trascs & Loy Comtrat
Trace £ iLog G
Rvicita Begwia
Gt Fgpme 1 3
Gty V2]
Rt Coldc o

Livi 8 Browge
= 0 e T Tra
Goplipgt Crapn |
ol L L 3

L [ Gt gl Grican on ol farvery

I L ]
1505 Bds Prpgigrane] S
HES CRE L Prbrdui i
erg CAR Wesb e
s 1D Agand
¥E0G DA Fapepnery Mang jar
ThOe CIDE Rl o T S
rerg CDA flan an Punishe Profestel

1 V00 CRRMRn I o0 1P Prors Beniie s
‘|t|"p 3 raes CalManjdr SMMP Dernda
1 FEOS S P 0 AL Enonty Frasy F gniton
1 s Changs Ceadiniial Sppls alein

s Wnlarrisin BSEARy Sopdic son
I-l:-wu oF gt B4 ALE
"'l;r:\ﬁ: P Veoce Ml Fhaaming Aep
Em (SRS A LA

s MEvLging Imlsrte

¥e08 TAPE Bafvila

mes Top

FRCA L] Mool il b A0 0 Bl

t:rlr-: Wbk Ve b Sarace

EE T L T e — ._ Ao &

EE-ANERED | EPHRITHIRN RS 85 LPacket Capture LogsHI &£ HE , AR5 £ diNext.



D =

| i | s -
Cisco WebDialerRedirector Web Senvice

IPT Platform CLI Created Reporis
IPT Platform CLI Logs

IFT Platform Cert Monitor Logs
IPT Platform CertMgr Logs
IPT Platform Cluster Manager Logs
IPT Platform GUI Logs

IPT Platform IPSecMgmt Logs

IPT Platform RemaoteSupport Logs
Install File Signing
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